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BS ISO/IEC 10116 : 1991

National foreword

This British Standard reproduces verbatim ISO/IEC 10116 : 1991 and implements
it as the UK national standard.

This British Standard is published under the direction of the Information Systems
Technology Standards Policy Committee whose Technical Committee IST/33 has
the responsibility to:

- aid enquirers to understand the text;

- present to the responsible international committee any enquiries on
interpretation, or proposals for change, and keep UK interests informed;

- monitor related international and European developments and promulgate
them in the UK.

NOTE. International and European Standards, as well as overseas standards, are available from BSI
Sales Department, BSI, Linford Wood, Milton Keynes, MK14 6LE.

Compliance with a British Standard does not of itself confer immunity from
legal obligations.
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Information technology — Modes of operation
for an n-bit block cipher algorithm

Technologies de I'information — Modes opératoires d’un algorithme de
chiffrement par blocs de n-bits
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ISO/IEC 10116:1991(E)

Foreword

ISO (the International Organization for Standardization) and IEC (the
International Electrotechnical Commission) form the specialized system
for worldwide standardization. National bodies that are members of ISO
or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal
with particular fields of technical activity. ISO and IEC technical com-
mittees collaborate in fields of mutual interest. Other international or-
ganizations, governmental and non-governmental, in liaison with ISO
and |IEC, also take part in the work.

In the field of information technology, ISO and IEC have established a
joint technical committee, ISO/IEC JTC 1. Draft International Standards
adopted by the joint technical committee are circulated to national bod-
ies for voting. Publication as an International Standard requires ap-
proval by at least 75 % of the national bodies casting a vote.

International Standard ISO/IEC 10116 was prepared by Joint Technical
Committee ISO/IEC JTC 1, Information technology.

Annexes A to C of this International Standard are for information only.

© ISO/IEC 1991

All rights reserved. No part of this publication may be reproduced or utilized in any form
or by any means, electronic or mechanical, including photocopying and microfilm, without
permission in writing from the publisher.

ISO/IEC Copyright Office ® Case Postale 56 ® CH-1211 Genéve 20 ® Switzerland
Printed In Switzerland
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INTERNATIONAL STANDARD

ISO/IEC 10116 : 1991 (E)

Information technology — Modes of operation for

an n-bit block cipher algorithm

1 Scope

This International Standard describes four modes of
operation for an n- bit block cipher algorithm.

NOTE 1 Annex A (informative) contains comments on the
properties of each mode.

This International Standard establishes four defined modes
f operation so that in applications of an n-bit block
sipher algorithm (e.g. protection of data transmission, data
storage, authentication) this International Standard will
yovide a useful reference for, for example, the
specification of the mode of operation and the values of
»arameters (as appropriate).

“or some modes, padding may be required to ensure that
il plaintext variables are of the necessary length. Padding
echniques are not within the scope of this International
tandard.

JOTE 2 For the Cipher Feedback (CFB) Mode of operation (see
slause 6), two parameters j and k are defined. For the Output
‘eedback (OFB) Mode of operation (see clause 7), one parameter
"is defined. When one of these modes of operation is used the
yarameter value(s) need(s) to be chosen and used by all
:ommunicating parties.

2 Definitions

For the purpose of this International Standard, the following
definitions apply.

2.1 plaintext: Unenciphered information.
2.2 ciphertext: Enciphered information.

2.3 n-bit block cipher algorithm: A block cipher algorithm
with the property that plaintext blocks and ciphertext blocks
are n bits in length.

2.4 block chaining: The encipherment of information such
that each block of ciphertext is cryptographically dependent
upon the preceding ciphertext block.

2.5 initializing value (IV): Value used in defining the
starting point of an encipherment process.

2.6 starting variable (SV): Variable derived from the
initializing value and used in defining the starting point of
the modes of operation.

Full document details: BS ISO/IEC 10116:1991

NOTE 3 The method of deriving the starting variable from the
initializing value is not defined in this International Standard. It
needs to be described in any application of the modes of
operation.

2.7 cryptographic synchronization: The co-ordination of
the encipherment and decipherment process.

3 Notation

For the purposes of this International Standard the
functional relation defined by the block encipherment
algorithm is written

C = eK(P)
where

P is the plaintext block;
C is the ciphertext block;
K is the key.

The expression eK is the operation of encipherment using
the key K.

The corresponding decipherment function is written
P = dK(C)

A variable denoted by a capital letter, such as P and C
above, represents a one-dimensional array of bits. For
example,

A = (a, a,, ...,a,) and B = (b, b,, ..., b,)

are arrays of m bits, numbered from I to m. All arrays of
bits are written with the most significant bit in the left
position.

The operation of addition, modulo 2, also known as the

"exclusive or” function, is shown by the symbol &. The

operation applied to arrays such as A and B is defined as
A®B=(a,®b,a,®d®b, ...,a, ®b,)

The operation of selecting the j left—most bits of A to
generate a j-bit array is written

A~j = (a, a, ..., a)
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This operation is defined only when j<m where m is the
number of bits in A.

A "shift function” S, is defined as follows:

Given an m-bit variable X and a k- bit variable F where
k=<m, the effect of a shift function S,(X1F) is to produce
the m- bit variable

SUXIF) = (Kevtr Xeyzr ooor Xy £y £y ooy £) (K<m)
The effect is to shift the bits of array X left by k places,
discarding x, ... x, and to place the array F in the
rightmost k places of X. When k=m the effect is to totally
replace X by F.

A special case of this function is used which begins with
the m-bit variable I(m) of successive "1” bits and shifts
the variable F of k bits into it, where k<m.

The result is
SAm|F) = 1,1, ..., 1, f, £, ..., £) (k<m)
S,(dm)F) = (f,, £, ..., £) (k=m)

where the m —k leftmost bits are "1”.

4 Electronic Codebook (ECB) Mode

4.1 The variables employed for the ECB mode of
encipherment are

a) A sequence of q plaintext blocks P, P, ..., P,
each of n bits.

b) A key K.

¢) The resultant sequence of q ciphertext blocks C,,
C,, ..., C, each of n bits.

42 The ECB mode of encipherment is described as
follows:
C. = eK(P) for i=1, 2, ..., q R A

1

43 The ECB mode of decipherment is described as
follows:

P. = dK(C) for i=1, 2, ..., q ... (2

5 Cipher Block Chaining (CBC) Mode

5.1 The variables employed for the CBC mode of
encipherment are

a) A sequence of g plaintext blocks P,, P,, ..., P,, each
of n bits.

5.2 The CBC mode of encipherment is described as
follows:

Encipherment of the first plaintext block,

C, = eK(P, & SV) ...
subsequently,
C.=eK®P & C_)fori =23 ..., q ... (4)

This procedure is shown in the upper part of figure 1. The
starting variable SV is used in the generation of the first
ciphertext output. Subsequently the ciphertext is added,
modulo 2, to the next plaintext before encipherment.

5.3 The CBC mode of decipherment is described as
follows:

Decipherment of the first ciphertext block,

P, = dK(C)) & SV ...(5)
subsequently,
P =dK(C) ® C._, fori =23, ..,q ...(6)

This procedure is shown in the lower part of figure 1.

6 Cipher Feedback (CFB) Mode

6.1 Two parameters define a CFB mode of operation:

- the size of feedback variable, k, where I <k=<n
— the size of plaintext variable, j, where 1 <j<k

The variables employed for the CFB mode of operation are
a) The input variables

1) A sequence of g plaintext variables P,, P,, ..., Pq,
each of j bits.

2) Akey K.

3) A starting variable SV of n bits.

b) The intermediate results

1) A sequence of g algorithm input blocks X,, X,
..., X,, each of n bits.

2) A sequence of g algorithm output blocks Y,, Y,,
..., Y,, each of n bits.

3) A sequence of q variables E,, E,, ..., E,, each of j
bits.

4) A sequence of g— 1 feedback variables F,, F,,
..., F each of k bits.

a1

¢) The output variables, i.e. a sequence of g ciphertext

b) A key K. . o
¢) A starting variable SV of n bits. variables C;, C,, ..., C,, each of j bits.
d) A sequence of g ciphertext blocks C,, C,, ..., C,
each of n bits.
Documents
2 Document Sharing Hub

Full document details: BS ISO/IEC 10116:1991


http://www.avadocuments.com/doc/bs-iso-iec-10116-1991
http://www.avadocuments.com/doc/bs-iso-iec-10116-1991

