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National foreword

This British Standard reproduces verbatim ISO/IEC 10118-3:1998 and
implements it as the UK national standard.

The UK participation in its preparation was entrusted to Technical Committee
IST/33, Information technology — Security techniques, which has the
responsibility to:

— aid enquirers to understand the text;

— present to the responsible international/European committee any
enquiries on the interpretation, or proposals for change, and keep the UK
interests informed;

— monitor related international and European developments and
promulgate them in the UK.

A list of organizations represented on this committee can be obtained on
request to its secretary.

Cross-references

The British Standards which implement international or European
publications referred to in this document may be found in the BSI Standards
Catalogue under the section entitled “International Standards Correspondence
Index”, or by using the “Find” facility of the BSI Standards Electronic
Catalogue.

A British Standard does not purport to include all the necessary provisions of
a contract. Users of British Standards are responsible for their correct
application.

Compliance with a British Standard does not of itself confer immunity
from legal obligations.

Summary of pages

This document comprises a front cover, an inside front cover, pages 1 and ii,
the ISO/IEC title page, page i1, pages 1 to 38, an inside back cover and
a back cover.

This standard has been updated (see copyright date) and may have had
amendments incorporated. This will be indicated in the amendment table on
the inside front cover.

Amendments issued since publication
This British Standard, having
been prepared under the Amd. No. | Date Comments
direction of the DISC Board,
was published under the
authority of the Standards
Committee and comes
into effect on
15 December 1998
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Foreword

ISO (the International Organization for Standardization) and IEC (the
International Electrotechnical Commission) form the specialized system for
worldwide standardization. National bodies that are members of ISO or IEC
participate in the development of International Standards through technical
committees established by the respective organization to deal with particular
fields of technical activity. ISO and IEC technical committees collaborate in fields
of mutual interest. Other international organizations, governmental and
non-governmental, in liaison with ISO and IEC, also take part in the work.

In the field of information technology, ISO and IEC have established a joint
technical committee, [ISO/IEC JTC1. Draft International Standards adopted by the
joint technical committee are circulated to national bodies for voting. Publication
as an International Standard requires approval by at least 75 % of the national
bodies casting a vote.

International Standard ISO/IEC 10118-3 was prepared by Joint Technical
Committee ISO/IEC JTC 1, Information technology, Sub-Committee SC27, IT
Security techniques.

ISO/TEC 10118 consists of the following parts, under the general title Information
technology — Security techniques — Hash-functions:

— Part 1: General,
— Part 2: Hash-functions using an n-bit block cipher algorithm;
— Part 3: Dedicated hash-functions;
— Part 4: Hash-functions using modular arithmetic.
Further parts may follow.

Annex A, Annex B, and Annex C of this part of ISO/IEC 10118 are for information
only.

Descriptors: Data processing, information interchange, protection of information, security
techniques.
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1 Scope

This part of ISO/TEC 10118 specifies dedicated
hash-functions, i.e. specially designed
hash-functions. The hash-functions in this part of
ISO/IEC 10118 are based on the iterative use of a
round-function. Three distinct round-functions are
specified, giving rise to distinct dedicated
hash-functions. The first and third provide
hash-codes of lengths up to 160 bits, and the second
provides hash-codes of lengths up to 128 bits.

2 Normative reference

The following standard contains provisions which,
through reference in the text, constitute provisions
of this part of ISO/IEC 10118. At the time of
publication, the edition indicated was valid. All
standards are subject to revision and parties to
agreements based on this part of ISO/IEC 10118 are
encouraged to investigate the possibility of applying
the most recent edition of the standard indicated
below. Members of IEC and ISO maintain registers
of currently valid International Standards.

ISO/TIEC 10118-1:1994, Information technology —
Security techniques — Hash-functions —
Part 1: General.

3 Definitions

For the purposes of this part of ISO/IEC 10118, the
definitions given in ISO/IEC 10118-1 and the
following definitions apply.

3.1
block

a bit-string of length L, i.e. the length of the first
input to the round-function

3.2

hash-function identifier

a byte identifying a specific hash-function
3.3

round-function

a function ¢ (.,.) that transforms two binary strings
of lengths L; and Ly to a binary string of length L.
It is used iteratively as part of a hash-function,
where it combines a data string of length L; with the
previous output of length Lo

3.4
word

a string of 32 bits

4 Symbols and notation

This part of ISO/IEC 10118 makes use of the
following symbols and notation defined in
ISO/TEC 10118-1.

D A data string to be input to the hash-function.
H Hash-code.

IV Initializing value.

Ly Length (in bits) of a bit-string X.

X @ Y Exclusive-or of bit-strings X and Y.

For the purpose of this Part of ISO/IEC 10118, the
following symbols and notation apply:

a;, a’; Sequences of indices used in specifying a
round-function.

Bi A byte

C;, C'; Constant words used in the

round-functions.

D; A block derived from the data-string after
the padding process.

fi;»8;  Functions taking three words as input and
producing a single word as output, used in
specifying round-functions.

H; A string of Lg bits which is used in the

hashing operation to store an intermediate
result.

Ly The length (in bits) of the first of the two
input strings to the round-function ¢.

L, The length (in bits) of the second of the two
input strings to the round-function ¢, of the

output string from the round-function ¢,
and of IV.

q The number of blocks in the data string
after the padding and splitting processes.

The operation of “circular left shift” by n bit
positions, i.e. if Ais a word and n is a
non-negative integer then S" (A) denotes
the word obtained by left-shifting the
contents of A by n obtained by left-shifting
the contents of A by n places in a cyclic
fashion.

S*()

t;, t';  Shift-values used in specifying a

round-function.

W, X;, X';, Y;, Z; Words used to store the results of

intermediate computations.

¢ A round-function, i.e. if X, Y are bit-strings
of lengths L; and Ly, respectively, then ¢
(X, Y) is the string obtained by applying ¢
toXand Y.
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A The bit-wise logical AND operation on
bit-strings, i.e. if A, B are words then A A B
1s the word equal to the bit-wise logical
AND of A and B.

v The bit-wise logical OR operation on
bit-strings, i.e. if A, B are words then A v B
is the word equal to the bit-wise logical OR
of A and B.

- The bit-wise logical NOT operation on a
bit-string, i1.e. if A is a word then A is the
word equal to the bit-wise logical NOT of A.

1+ The modulo 232 addition operation, i.e. if A,
B are words then A |4 B is the word
obtained by treating A and B as the binary
representations of integers and computing
their sum modulo 2%2, where the result is
constrained to lie between 0 and 232 — 1
inclusive.

= A symbol denoting the “set equal to”
operation used in procedural specifications
of round-functions, where it indicates that
the word on the left side of the symbol shall
be made equal to the value of the expression
on the right side of the symbol.

5 Requirements

Users who wish to employ a hash-function from this
part of ISO/IEC 10118 shall select:

* one of the dedicated hash-functions specified
below; and

* the length Ly of the hash-code H.

NOTE 1 The first and second dedicated hash-functions are
defined so as to facilitate software implementations for
“little-endian” computers, i.e. where the lowest-addressed byte in
a word is interpreted as the least significant; conversely, the
third round-function is defined so as to facilitate software
implementations for “big-endian” computers, i.e. where the
lowest-addressed byte in a word is interpreted as the most
significant. However, by adjusting the definition appropriately,
any of the round-functions can be implemented on a “big-endian”
or a “little-endian” computer. All the hash-functions defined in
this part of ISO/IEC 10118 take a bit-string as input and give a
bit-string as output; this is independent of the internal
byte-ordering convention used within each hash-function.
NOTE 2 The choice of Ly affects the security of the
hash-function. All of the hash-functions specified in this part of
ISO/IEC 10118 are believed to be collision-resistant ; ,,
hash-functions in environments where performing 2 h
hash-code computations is deemed to be computationally
infeasible.

6 Model for dedicated hash-functions
6.1 General

The hash-functions specified in this standard
require the use of a round-function ¢. In subsequent
clauses of this part of ISO/IEC 10118, three
alternatives for the function ¢ are specified.

The hash-functions which are specified in this
standard provide hash-codes of length Ly, where Ly
is less than or equal to the value of Ly for the
round-function ¢ being used.

In the specifications of the hash-functions in this
part of ISO/IEC 10118, it is assumed that the
padded data-string input to the hash-function is in
the form of a sequence of bytes. If the padded
data-string is in the form of a sequence of 8n bits, x,
X1, - - - X3, _ 1, then it shall be interpreted as a
sequence of n bytes, By, By, .. ., B,,_1, in the
following way. Each group of eight consecutive bits
is considered as a byte, the first bit of a group being
the most significant bit of that byte. Hence

o7 6
B;=2"xg;+2°xg; 11+ "+ xgi4q

for every i (0 < i <n).

Identifiers are defined for each of the three
dedicated hash-functions specified in this standard.
The hash-function identifiers for the dedicated
hash-functions specified in clauses 7, 8 and 9 are
equal to 31, 32, and 33 (hexadecimal) respectively.
The range of values from 34 to 3F (hexadecimal) are

reserved for future use as hash-function identifiers
by this part of ISO/IEC 10118.

6.2 Hashing operation

Let ¢ be a round-function and IV be an initializing
value of length L. For the hash-functions specified
in this part of ISO/IEC 10118, the value of the IV
shall be fixed for a given round-function ¢.

The hash-code H of the data D shall be calculated in
four steps.

6.2.1 Step 1 (padding)

The data string D is padded in order to ensure that
its length is a multiple of L. Specific instances of
padding methods are specified in subsequent
clauses of this part of ISO/IEC 10118.

6.2.2 Step 2 (splitting)

The padded version of the data string D is split into
Lq-bit blocks Dy, D, . . ., D,, where D, represents
the first L bits of the padded version of D, Dy

represents the next Ly bits, and so on. The Padding
and Splitting Processes are illustrated in Figure 1.
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data-string D to be hashed padding added
E Lp
l Padding
Dy | Dy |----|Dg-1| D, Splitting
Ly

Figure 1 — Padding & splitting processes

6.2.3 Step 3 (iteration)

Let Dy, Dy, . . ., D, be the L;-bit blocks of the data
after padding and splitting. Let H be a bit-string
equal to IV. The Ly-bit strings Hy, Hy, . . ., H, are
calculated iteratively in the following way.

for i from 1 to q:
H;—¢ Dy, H;_ );
The Iteration Process is illustrated in Figure 2.

Round-function ¢

|

H;
|

Figure 2 — The Iteration Process

6.2.4 Step 4 (truncation)

The hash-code H is derived by taking the leftmost
Ly bits of the final Ly-bit output string H,,.

7 Dedicated Hash-Function 1

NOTE This clause contains a description of the round-function,
initializing value and padding method for RIPEMD-160, [3].

7.1 General

In this clause we specify a padding method, an
initializing value, and a round-function for use in
the general model described in this part of
ISO/IEC 10118. The padding method, initializing
value and round-function specified here, when used
in the above general model, together define
Dedicated Hash-Function 1. This dedicated
hash-function can be applied to all data strings D
containing at most 264 — 1 bits.

The ISO/IEC hash-function identifier for Dedicated
Hash-Function 1 is equal to 31 (hexadecimal).

7.2 Parameters, functions and constants
7.2.1 Parameters

For this hash-function L; = 512 and L4 = 160.
7.2.2 Byte ordering convention

In the specification of the round-function of clause 7
it is assumed that the block input to the
round-function is in the form of a sequence of words,
each 512-bit block being made up of 16 such words.
A sequence of 64 bytes, B, By, . . ., Bgs, shall be
interpreted as a sequence of 16 words, Z,, Z7, . . .,
Z15, in the following way. Each group of four
consecutive bytes is considered as a word, the first
byte of a word being the least significant byte of that
word. Hence

Z;=2%"By; 4 3+ 2" By; 1 9+ 2% By; 11 + By;,

(0 <i<15H).
To convert the hash-code from a sequence of words
to a byte-sequence, the inverse process shall be
followed.

NOTE The byte-ordering specified here is different from that of
subclause 9.2.2.

7.2.3 Functions

To facilitate software implementation, the
round-function ¢ is described in terms of operations
on words. A sequence of functions gy, g1, . - ., 879 1s
used in this round-function, where each function
g, 0 < i <79, takes three words X, X; and Xy as
input and produces a single word as output.
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The functions g; are defined as follows: t; 7 6 ) 13 |11 15
8iXo, X1, X)) = Xo@® X, @ Xy, (0 =i <15), &, |9 |13 |16 |7 |12 |8 |9 |11
8i(Xop, X1, Xp) = Xo A Xy v (7 XA X), a; |7 |4 |13 10 15 |3
(16 < i < 31), a; |6 [11 [3 |7 [0 [13 [5 |10
8iXo, X1, X)) = Xov X)) @Xp,32=1=<47), [; 24 [25 [26 |27 [28 [29 [30 [31

3

8iX0. X1, X5) = (XonXo) v Xy A Xy), I 12 (15 |9 |11 |7 |13 |12

(48 < i < 63), &, |7 |7 |12 |7 |6 |15 |13 |11
2:X0, X1, Xs) = Xo@® (X;vXy), 64<i<79. |aq |12 [0 [9 [5 [2 |14 [11
a; |14 [15 |8 |12 |4 |9 |1

IA

7.2.4 Constants

Two sequences of constant words Cy, Cy, . . ., Crg ; 32 |33 |34 |36 |36 |37 |38 |39
and C’, C'y, . . ., C'79 are used in this t; (11 |13 |6 |7 14 |9 13 |15
round-function. In a hexadecimal representation m 9 7 15 |11 18 6 6 14
(where the most significant bit corresponds to the !
left-most bit) these are defined as follows: a; |3 10 |14 |4 9 15
C; = 00000000, (0 =i = 15), a; (16 |5 |1 [3 [7 |14 |6 |9
Ci = 5A827999, (16 =1 < 31), i (40 |41 |42 |43 |44 [45 |46 |47
C; = 6ED9EBA1l, (32 <1i < 47),
b ( i ) ¢ 14 |8 13 |6 5 12 |7 5
C; = 8F1BBCDC, (48 <i < 63), ,
C; = A953FD4E, (64 <i = 79), 12 |18 |5 14 13 13 17 15
a; |2 0 13 |11 12
C’; = bH0A28BE6, (0 <i < 15), a; 11 8 12 |2 10 |0 4 13
C; = 5C4DD124, (16 =i = 31), i |48 |49 |50 |51 |52 |53 |54 |55
C'; = TA6D76E9, (48 < i < 63), " R 3 T 11 110 18 I
C’; = 00000000, (64 <i<179). !
a; |1 9 11 |10 |0 8 12
Two sequences of 80 shift-values are used in this -
round-function, where each shift-value is between 5 | %i 8 4 1 11 115

and 15. We denote these sequences by (¢, ¢1, - .., t79) | 56 |57 158 [59 |60 |61 |62 |63

and (t'g, t'y, . . ., t'79). A further two sequences of 80 _

indices are used in this round-function, where each L ) 14 15 6 8 6 ; 12
value in the sequence is between 0 and 15. We t; |6 9 12 19 12 |5 15
denote these sequences as (ag, a1, - - ., @7g), and o 113 13 7 15 114 |5 6

(@, @'q, - . ., @'79). All four sequences are defined in !

the following table. a; |5 12 |2 13 |9 7 10 |14

i 64 |65 |66 |[67 |68 |69 |70 |71
; 9 15 |5 11 |6 8 13 |12

i 8 5 12 |9 12 |5 14 |6
a; |0 1 2 3 4 5 6 i |4 0 5 9 7 12 |2 10
a; |5 14 |7 0 9 2 11 a; |12 |15 |10 |4 1 5 8 7

i 8 9 10 |11 |12 |13 |14 |15 i 72 |73 |74 |75 |76 |77 |78 |79
¢ 11 |13 (14 |15 |6 7 9 12 |13 |14 |11 |8 5 6

t; 7 7 8 11 |14 (14 |12 |6 4 8 13 |6 5 15 |13 |11 |11
a; |8 9 10 |11 (12 |13 |14 |15 a; 14 |1 3 8 11 |6 15 |13
a; |13 |6 15 |8 1 10 |3 12 a; |6 2 13 |14 |0 3 9 11
i 16 |17 (18 |19 |20 |21 |22 |23

i 0 1 2 3 4 5 6
2 11 |14 (15 |12 |5 8 7

. |8 |9 |9 |11 |13 |15 |15

| 3] O © 3

o
K
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7.2.5 Initializing Value

For this round-function the initializing value, IV,
shall always be the following 160-bit string,
represented here as a sequence of five words Yy, Y7,
Y5, Y3, Y, in a hexadecimal representation, where
Y, represents the left-most 32 of the 160 bits:

Y, = 67452301,
Y, = EFCDABS9,
Y, = 98BADCFE,
Y, = 10325476,

Y, = C3D2E1FO.

7.3 Padding method

The data string D needs to be padded to make it
contain a number of bits which is an integer
multiple of 512. The padding procedure operates as
follows:

1) D is concatenated with a single “1” bit.

2) The result of the previous step is concatenated
with between zero and 511 “0” bits such that the
length (in bits) of the resultant string is
congruent to 448 modulo 512. More explicitly, if
the original length of D is L), and letting r be the
remainder when L, is divided by 512, then the
number of concatenated zeros is equal to

either 447 —r (if r < 447) or 959 — r (if r > 447).
The result will be a bit string whose length will

be 64 bits short of an integer multiple of 512 bits.

3) Divide the 64-bit binary representation of Lj,
into two 32-bit strings, one representing the
“most significant half” of Lj and the other the
“least significant half’. Now concatenate the
string resulting from the previous step with these
two 32-bit strings, with the “least significant
half” preceding the “most significant half”.

In the description of the round-function which
follows, each 512-bit data block D;, 1 < q, is treated
as a sequence of 16 words, Zy, Z1, . . ., Z15, where Z
corresponds to the left-most 32 bits of D,.

7.4 Description of the round-function

The round-function ¢ operates as follows. Note that,
in this description, we use the symbols W, X, X7, X5,
Xs, X4, X', X'1, X'9, X'3, X' to denote eleven
distinct words which contain values required in the
computations.
1) Suppose the 512-bit (first) input to ¢ is
contained in Zy, Z, . . ., Z15, Where Z; contains
the left-most 32 of the 512 bits. Suppose also that
the 160-bit (second) input to ¢ is contained in five
WOI'dS, Yo, Yl’ Y2, Y3, Y4.

2) Let XO = Yo, Xl = Yl’ XQ = YQ, X3 = Y3 and
X4 = Y4.
3) Let Xy := Yy, X ==Y, X5 == Y9, X'3 := Ygand
X’4 = Y4.
4) For i := 0 to 79 do the following four steps in the
order specified:
a) W:: Sti (XO Lﬂ gl (Xl’ XZ’ XS) HJ Z(li E'J CL) E'J
Xy
b) Xy = Xy; Xy = X3; X3 == S10(Xy);

) W= 8"; (X | gr9—; (X1, X'z, X3 I Za'; ¥

C) W XYy;
d) X =Xy X) = X1 X = S0 (Xy);
9 =X1;X1 =W,
5) Let
W= Y,
Yo = Y1WUXol X3,
i = YoWXzlJ Xy,
Yo = Y3WX4l Xo,
Y3 = YiWXol X,
Yy = WHUXU Xs.

6) The five words Y, Y7, Yo, Y3, Y, represent the
output of the round-function ¢. After the final
iteration of the round-function, the five words
Yy, Y1, Yy, Y3, Y, shall be converted to a sequence
of 20 bytes using the inverse of the procedure
specified in 7.2.2, and where Y{, shall yield the
first four bytes, Y; the next four bytes, and so on.
Thus the first (left-most) byte will correspond to
the least significant byte of Y, and the 20th
(right-most) byte will correspond to the most
significant byte of Y,. The 20 bytes shall be
converted to a string of 160 bits using the inverse
of the procedure specified in 6.1, i.e. the first
(left-most) bit will correspond to the most
significant bit of the first (left-most) byte, and
the 160th (right-most) bit will correspond to the
least significant bit of the 20th (right-most) byte.

8 Dedicated Hash-Function 2

NOTE This clause contains a description of the round-function,
initializing value and padding method for RIPEMD-128, [3].
This hash-function should only be used in applications where a
hash-code containing 128 bits or less is considered adequately
secure.
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8.1 General

In this clause we specify a padding method, an
initializing value, and a round-function for use in
the general model described in this part of
ISO/IEC 10118. The padding method, initializing
value and round-function specified here, when used
in the above general model, together define
Dedicated Hash-Function 2. This dedicated
hash-function can be applied to all data strings D
containing at most 264 — 1 bits.

The ISO/TEC hash-function identifier for Dedicated
Hash-Function 2 is equal to 32 (hexadecimal).

8.2 Parameters, functions and constants

8.2.1 Parameters

For this hash-function L; = 512 and Ly = 128.

8.2.2 Byte ordering convention

The byte ordering convention for this hash-function
is the same as that for the hash-function of clause 7.

8.2.3 Functions

To facilitate software implementation, the
round-function ¢ is described in terms of operations
on words. A sequence of functions gy, g1, . - ., Sg3 18
used in this round-function, where each function
g; 0 < i < 63, takes three words X, X; and Xy as
input and produces a single word as output.

The functions g; are defined to be the same as the
first 64 of the functions defined in subclause 7.2.3.

8.2.4 Constants

Two sequences of constant words (Cy, Cq, . .
and C}, C'q, ..., Cg3 are used in this
round-function. In a hexadecimal representation
(where the most significant bit corresponds to the
left-most bit) these are defined as follows:

5 Cles

C; = 00000000, 0 <i=<15),

C; = b5A827999, (16 <i < 31),
C; = 6ED9EBAl, (32 <i < 47),
C; = 8FIBBCDC, (48 <i < 63),
C, = 50A28BE6, (0 <i < 15),

C, = 5C4DD124, (16 < < 31),
C, = 6D703EF3, (32 <i < 47),
C’; = 00000000, (48 < i < 63).

Two sequences of 64 shift-values are also used in
this round-function, where each shift-value is
between 5 and 15. We denote these sequences by
(o, t1, - - - tgs) and (t'g, t'1, - . ., t'g3), and they are
defined to be equal to the first 64 values of the
corresponding sequences defined in subclause 7.2.4.

Finally, two further sequences of 64 indices are used
in this round-function, where each value in the
sequence is between 0 and 15. We denote these
sequences by (ag, a1, . . ., agg), and (@, a7, ..., ags),
and they are defined to be equal to the first 64
values of the corresponding sequences defined in
subclause 7.2.4.

8.2.5 Initializing Value

For this hash-function the initializing value, IV,
shall always be the following 128-bit string,
represented here as a sequence of four words Y, Y7,
Y5, Y51in a hexadecimal representation, where Y|
represents the left-most 32 of the 128 bits:

Y, = 67452301,
Y, = EFCDABSY,
Y, = 98BADCFE,
Y, = 10325476.

8.3 Padding method

The padding method to be used with this
hash-function shall be the same as the padding
method defined in subclause 7.3.

8.4 Description of the round-function

The round-function ¢ operates as follows. Note that,
in this description, we use the symbols W, X, X7, Xy,
X3, X, X'1, X5, X5 to denote nine distinct words
which contain values required in the computations.
1) Suppose the 512-bit (first) input to ¢ is
contained in Zy, Z1, . . ., Z15, where Z; contains
the left-most 32 of the 512 bits. Suppose also that
the 128-bit (second) input to ¢ is contained in four
words, Yy, Yy, Yo, Ys.
2) Let XO = Yo, Xl = Yl’ X2 = Y2 and X3 = Y3.
3) Let X{:= Yy, X] = Y7, X5 == Yy and X5 := Y5
4) For i := 0 to 63 do the following four steps in the
order specified;
a) W= 8" (Xy | gi (X3, Xp, X3) 1) Zg, W C);
b) XO = X3, X3 = X2, X2 = Xl’ Xl = VV,

o) W= S"(X) ¥ ge3— (X1, X, X5) W Z,; 0
C%);
d) Xy X, Xy = X, Xp e X' s X'y = Wi
5) Let

W Y,

Yo = YTUXoW X3,

Yi = YW Xzl X,

Yo = Y3 Xyl X'y,

Yy = WWX,WXs.
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6) The four words Y, Y7, Yy, Y3 represent the
output of the round-function ¢. After the final
iteration of the round-function, the four words
Yy, Y, Yy, Y5 shall be converted to a sequence
of 16 bytes using the inverse of the procedure
specified in 7.2.2, and where Y| shall yield the
first four bytes, Y; the next four bytes, and so on.
Thus the first (left-most) byte will correspond to
the least significant byte of Y, and the 16th
(right-most) byte will correspond to the most
significant byte of Y3. The 16 bytes shall be
converted to a string of 128 bits using the inverse
of the procedure specified in 6.1, i.e. the first
(left-most) bit will correspond to the most
significant bit of the first (left-most) byte, and
the 128th (right-most) bit will correspond to the
least significant bit of the 16th (right-most) byte.

9 Dedicated Hash-Function 3

NOTE This clause contains a description of the round-function,
initializing value and padding method for SHA-1 (the US NIST
“Secure Hash Algorithm”), [2].

9.1 General

In this clause we specify a padding method, an
initializing value, and a round-function for use in
the general model described in this part of
ISO/TEC 10118. The padding method, initializing
value and round-function specified here, when used
in the above general model, together define
Dedicated Hash-Function 3. This dedicated
hash-function can be applied to all data strings D
containing at most 264 — 1 bits.

The ISO/IEC hash-function identifier for Dedicated
Hash-Function 3 is equal to 33 (hexadecimal).

9.2 Parameters, functions and constants
9.2.1 Parameters

For this hash-function L; = 512 and Ly = 160.
9.2.2 Byte ordering convention

In the specification of the round-function of clause 9
1t 1s assumed that the block input to the
round-function is in the form of a sequence of words,
each 512-bit block being made up of 16 such words.
A sequence of 64 bytes, By, By, . . ., Bgs, shall be
interpreted as a sequence of 16 words,

Zo, 21, - . ., Z15, in the following way. Each group of
four consecutive bytes is considered as a word, the
first byte of a word being the most significant byte of
that word. Hence

Z;=2% By +2'9By; 1+ 28 By 4o+ By 4,

(0 <1 <15).

To convert the hash-code from a sequence of words
to a sequence of bytes, the inverse process shall be
followed.

NOTE The byte-ordering specified here is different from that of
subclause 7.2.2.

9.2.3 Functions

To facilitate software implementation, the
round-function ¢ is described in terms of operations
on words. A sequence of functions fy, fi, . . ., f79 18
used 1in this round-function, where each function
f;» 0 < i <79, takes three words X, X; and X as
input and produces a single word as output.

The function f; are defined as follows:

fi Xo, X1, Xo)=  (Xp A Xp) v (7 Xp A Xy),

0 =<1i<19),

Xo® X7 @ Xy, (20 <1 < 39).

Xo A X1 v (Xg A Xg) v (Xq A Xy),
(40 <1 < 59),

Xo®X; @ Xy, (60 <1 <79).

fi Xo, X3, X9)=
fi Xo, X3, X9)=

fi Xo, X3, X9)=

9.2.4 Constants

A sequence of constant words Cy, Cy, . . ., C791s used
in this round-function. In a hexadecimal
representation (where the most significant bit
corresponds to the left-most bit) these are defined as
follows:

C; = 5A827999, (0 <i < 19),
C; = 6EDY9EBAL, (20 <i < 39),
C; = 8FIBBCDC, (40 <i < 59),
C, = CA62C1D6, (60 <i < 79).

9.2.5 Initializing Value

For this round-function the initializing value, IV,
shall always be the following 160-bit string,
represented here as a sequence of five words Y, Y7,
Y5, Y3, Y, in a hexadecimal representation, where
Y, represents the left-most 32 of the 160 bits:

Y, = 67452301,
Y, = EFCDABS9,
Y, = 98BADCFE,
Y, = 10325476,

Y, = C3D2EIFo.

9.3 Padding method

The data string D needs to be padded to make it
contain a number of bits which is an integer
multiple of 512. The padding procedure operates as
follows:

1) D is concatenated with a single “1” bit.
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2) The result of the previous step is concatenated
with between zero and 511 “0” bits such that the
length (in bits) of the resultant string is
congruent to 448 modulo 512. More explicitly, if
the original length of D is L), and letting r be the
remainder when Lp, is divided by 512, then the
number of concatenated zeros is equal to

either 447 — r (if r < 447) or 959 — r (if r > 447).
The result will be a bit string whose length will

be 64 bits short of an integer multiple of 512 bits.

3) Concatenate the string resulting from the

previous step with the 64-bit binary

representation of L), most significant bit first.
In the description of the round-function which
follows, each 512-bit data block D;, 1 < i < gq, is
treated as a sequence of 16 words, Zy, Z1, . . ., Z15,
where Z corresponds to the left-most 32 bits of D,.

9.4 Description of the round-function

The round-function ¢ operates as follows. Note that,
in this description, we use the symbols W, X, X7, X,,
X3, Xy, Zgy, Z1, . . ., Zng to denote 86 distinct words

which contain values required in the computations.

1) Suppose the 512-bit (first) input to ¢ is
contained in Zy, Z1, . . ., Z15, Where Z; contains
the left-most 32 of the 512 bits. Suppose also that
the 160-bit (second) input to ¢ is contained in five
WOI‘dS, Yo, Yl’ Y2, Y3, Y4.

2) For i =16 to 79 let
Z; = St (Zi_3®Z;i_s®Zj_14® Z;_1¢).

3) Let XO = Yo, Xl = Yl’ X2 = Y2, X3 = Y3 and
X4 = Y4.
4) For i = 0 to 79 do the following two steps

a) W= 8" (Xo) ¥ f; (X1, Xo, Xp) Y X4 ) Z; 1 Cy;

b) X, = X3 X3 = Xo; X == S0 (X)); Xy = Xy;

XO = W
5) Let YO = YO L‘!—J Xo, Yl = Yl L‘!—J Xl’ Y2 = Y2 L‘!—J X2,
Y3 = YS L‘ﬂ X3, and Y4 = Y4 L‘ﬂ X4.
6) The five words Y, Y7, Y, Y3, Y, represent the
output of the round-function ¢. After the final
iteration of the round-function, the five words
Y, Yy, Yy, Y3, Y, shall be converted to a sequence
of 20 bytes using the inverse of the procedure
specified in 9.2.2, and where Y|, shall yield the
first four bytes, Y; the next four bytes, and so on.
Thus the first (left-most) byte will correspond to
the most significant byte of Y, and the 20th
(right-most) byte will corespond to the least
significant byte of Y,. The 20 bytes shall be
converted to a string of 160 bits using the inverse
of the procedure specified in 6.1, i.e. the first
(left-most) bit will correspond to the most
significant bit of the first (left-most) byte, and
the 160th (right-most) bit will correspond to the
least significant bit of the 20th (right-most) byte.
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