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National foreword

This British Standard reproduces verbatim ISO/IEC 11578:1996 and
implements it as the UK national standard.

The UK participation in its preparation was entrusted to Technical Committee
IST/21, Open Systems Interconnection, Data Management and Open
Distributed Processing, which has the responsibility to:

— aid enquirers to understand the text;

— present to the responsible international/European committee any
enquiries on the interpretation, or proposals for change, and keep the UK
interests informed;

— monitor related international and European developments and
promulgate them in the UK.

A list of organizations represented on this committee can be obtained on
request to its secretary.

Cross-references

The British Standards which implement international or European
publications referred to in this document may be found in the BSI Standards
Catalogue under the section entitled “International Standards Correspondence
Index”, or using the “Find” facility of the BSI Standards Electronic Catalogue.

A British Standard does not purport to include all the necessary provisions of
a contract. Users of British Standards are responsible for their correct
application.

Compliance with a British Standard does not of itself confer immunity
from legal obligations.

Summary of pages

This document comprises a front cover, an inside front cover, pages 1 and ii,
the ISO/IEC title page, pages ii to xviii, pages 1 to 484 and a back cover.

This standard has been updated (see copyright date) and may have had
amendments incorporated. This will be indicated in the amendment table on
the inside front cover.

This British Standard, having ~Amendments issued since publication
been prepared under the
direction of the DISC board,

was published under the Amd. No. Date
authority of the Standards
Board and comes

into effect on

15 June 1997
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Foreword

ISO (the International Organization for Standardization) and IEC (the
International Electrotechnical Commission) form the specialized system for
worldwide standardization. National bodies that are members of ISO or IEC
participate in the development of International Standards through technical
committees established by the respective organization to deal with particular
fields of technical activity. ISO and IEC technical committees collaborate in
fields of mutual interest. Other international organizations, governmental and
non-governmental, in liaison with ISO and IEC, also take part in the work.

In the field of information technology, ISO and IEC have established a joint
technical committee, ISO/IEC JTC 1. Draft International Standards adopted by
the joint technical committee are circulated to national bodies for voting.
Publication as an International Standard requires approval by at least 75 % of
the national bodies casting a vote.

International Standard was prepared by Joint Technical
Committee ISO/TIEC JTC 1, Information technology, Subcommittee SC 21, Open
systems interconnection, data management and open distributed processing.

Annex A to Annex R form an integral part of this International Standard.
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Section 1. General

Using RPC to develop distributed applications is growing in popularity and importance. This International
Standard for OSI RPC will meet the growing demand for standardization in this area to ensure future
interoperability of distributed applications making use of RPC.

This International Standard facilitates the specification and development of distributed applications based
on extending the well-known remote procedure call paradigm to operate between application processes on
two separate real open systems in the OSI environment.

The RPC issues addressed by this International Standard reflect the fact that RPC is related both to
application programming environments and to communication systems. The modeling of RPC divides
naturally into two complementary areas:

a) describing the RPC paradigm and how it relates to the application programming environments in
which it is used, and

b) defining the communication service used to support RPC in an OSI environment.

This International Standard specifies both portability and interoperability for the Remote Procedure Call
(RPC) mechanism. The specification contains material directed at two audiences:

+ It provides a portability guide for application programmers.

+ It provides both portability and interoperability specifications for those who are implementing or
porting RPC or who are testing an RPC implementation.

This International Standard may be thought of as an implementation specification, covering both
portability and interoperability, that contains within it an application portability guide. The application
portability guide consists of Part 2, RPC Application Programmer’s Interface and Part 3, Interface
Definition Language and Stubs.

Although the portability specification is part of the broader implementation specification, it has been
designed to stand alone so that it may be used by application programmers without reference to the other
parts of the implementation specification.

NOTE In order to make the portability specification independent, some material is repeated, especially between Section 2 and
Section 6.

1.1 Scope

This International Standard

a) defines the RPC Interaction Model for applications; it describes the styles of interactions supported
by the OSI RPC Standard as perceived by application programmers;

b) defines the RPC Communication Model which describes the RPC components and characteristics
within the framework of OSI Application Layer Structure;

c¢) defines the requirements met by the standard; and

d) defines the requirements to be met by other standards for use by RPC and defines the necessary
components for the use of these standards.

e) specifies conformance requirements;

f) specifies the infrastructure of support environments for RPC such as naming, security and
management;

g) specifies programming language bindings or specific programming language interfaces;
This International Standard

a) does not specify individual implementations or products;

b) does not specify local customizations and configurations;

¢) does not specify the interface to local resources or access facilities that are provided within the local
system; and

d) does not provide formal description tools to describe the algorithmic aspects of a distributed
application or application semantics.
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1.2 Normative references

The following standards contain provisions which, through reference in this text, constitute provisions of
this International Standard. At the time of publication, the editions indicated were valid. All standards are
subject to revision, and parties to agreements based on this International Standard are encouraged to
investigate the possibility of applying the most recent editions of the standards indicated below. Members
of IEC and ISO maintain registers of currently valid International Standards.

ISO 7498-1:1994, Information technology — Open Systems Interconnection — Basic Reference Model: The
Basic Model.

ISO 7498-2:1989, Information processing systems — Open Systems Interconnection — Basic Reference
Model — Part 2: Security Architecture.

[[SO 7498-3:1989, Information processing systems — Open Systems Interconnection — Basic Reference
Model — Part 3: Naming and addressing.

IS0 8649:1996, Information technology — Open Systems Interconnection — Service definition for the
Association Control Service Element.

ISO 8822:1994, Information technology — Open Systems Interconnection — Presentation service
definition.

[SO/MEC 8824:1990, Information technology — Open Systems Interconnection — Specification of Abstract
Syntax Notation One (ASN.1).

[SOMEC 9545:1994, Information technology — Open Systems Interconnection — Application Layer
Structure.

[SO/IEC 10646-1:1993, Information technology — Universal Multiple-Octet Coded Character Set (UCS) —
Part 1: Architecture and Basic Multilingual Plane.

[SO/MEC 10731:1994, Information technology — Open Systems Interconnection — Basic Reference Model
— Conventions for the definition of OSI services.

1.3 Informative References

X/Open P315: April 1996, X/Open DCE: Authentication and Security Services.
X/Open C312: December 1994, X/Open DCE: Directory Services.
IEEE P1003.4a:1995: POSIX Threads.

D. Harel, Science of Computer Programming, 8(3), 231-274, June 1987, Statecharts: a visual formalism for
complex systems.

1.4 Definitions
1.4.1 Reference model definitions

This International Standard is based on the concepts developed in [SO/TEC 749§, and makes use of the
following terms defined in them:

a) Application Layer;

b) application-process;

¢) application-entity;

d) application-service-element;

e) application-protocol-data-unit;

f) presentation-connection;

g) presentation context; and

h) real open system.
1.4.2 Application Layer Structure definitions
This International Standard makes use of the following terms defined in ISO 9545:

a) application-association;

b) application-entity-invocation;

¢) application-process-invocation;
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d) application-service-element-invocation;

e) application-service-object;

f) ASO-association;

g) ASO-context;

h) application-service-object-invocation; and

1) control function

1.4.3 Service conventions definitions
This International Standard makes use of the following terms defined in ISO 10731:

a) OSI service;

b) service-provider;

C) service-user;
d) request;

e) indication;

f) response; and

g) confirm.

1.5 Abbreviations

For the purposes of this International Standard, the following abbreviations apply:

ACL
ACS
ACSE
AND
API
ASCII
ASE
ASO
ASN.1
BER
BNF
CAS
CDS
CL
CLNS
CLTS
CcO
COTS
CRC
DDS
DECNet
DNA
DOD
EBCDIC
EPV

Access Control List

Attribute Configuration Source
Association Control Service Element
Logical And operation

Application Programming Interface

American Standard Code for Information Interchange

application-service-element
application-service-object

Abstract Syntax Notation 1

Basic Encoding Rules

Backus-Naur Form

Client Address Space

Cell Directory Service

Connectionless

Connectionless Network Service

Connectionless Transport Service
Connection-oriented

Connection Oriented Transport Service

Cyclic Redundancy Check

Domain Directory Service

Digital Equipment Corporation Network products
Digital Network Architecture

US Department of Defense

Extended Binary Coded Decimal Interchange Code
End Point Vector

© BSI 12-1999

Full document details: BS ISO/IEC 11578

11996

Documents
Document Sharing I-%lb



http://www.avadocuments.com/doc/bs-iso-iec-11578-1996
http://www.avadocuments.com/doc/bs-iso-iec-11578-1996

BS ISO/IEC 11578:1996

GUID
D

IDL
IEEE
INF

1P

IPX
KB
LHS
LSB
MSB
NaN
NDR
NetBEUI
NetBIOS
NSAP
NSI
NSP
OID
OR
OSI
PAC
PCS
PDU
POSIX
PSAP
RHS
ROM
RPC
RTT
SPX
TCP
TCP/TP
TP4
TPDU
UDP/TP
UTC
UUID
XOR

Global User IDentifier

Identifier

Interface Definition Language
Institution of Electrical and Electronic Engineers
Infinity

Internet Protocol

Internetwork Packet Exchange
Kilobyte

Left hand side

Least significant bit

Most significant bit

Not a number

Network Data Representation
NetBIOS Extended User Interface
Network Basic Input/Output System
Network Service Access Point
Network Service Independent
Network Services Protocol

Object Identifier

Logical OR operation

Open Systems Interconnection
Privilege Attribute Certificate
Portable Character Set

Protocol Data Unit

Portable Operating System
Presentation Service Access Point
Right hand side

Read-only memory

Remote Procedure Call

Round trip time

Sequenced Packet Exchange
Transmission Control Protocol
TCP (q.v.)

OSI Transport Protocol Class 4
Transport PDU (q.v.)

UDP (q.v.)

Coordinated Universal Time
Unique Universal Identifier

Logical Exclusive OR operation
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1.6 Portability
The portability specification describes the concrete syntax and semantics of the Application Programmer’s
Interface (API) to RPC. It consists of:
+ an introduction to the RPC API that describes the RPC programming model and gives general
guidelines for portable usage (see Section 2)
* a reference subclause for the data types used in the RPC API (see Section 3)1)

* a set of reference pages for the RPC run-time library routines; these specify the calling syntax and
semantics for the interfaces (see Section 3)

+ a reference to the Interface Description Language (IDL) (see Section 4)

* a mapping of IDL data types to ISO C data types (see Annex F)

+ an RPC stub specification that defines stub characteristics required for portability (see Subclause 5.1
on page 227).

The portability specification is narrowly focussed on providing a guide to portable usage of the RPC API. It
describes behaviour that is common to all implementations. Whenever implementation-specific behaviour
1s referenced, it is clearly marked as such. Similarly, the specification generally avoids examples or tutorial
descriptions. Whenever usage guidelines are provided, they are clearly marked as such.

All behaviour that is not specifically marked as implementation-specific or a usage note, is considered to
be required. All implementations must conform to the specified behaviour. Programmers can rely on the
specified behaviour to be portable among conforming implementations.

1.7 Services and Protocols

The implementation specification includes a set of service and protocol specifications. The protocol
specifications describe how implementations of the RPC client and server run-time systems communicate.
The service specifications describe a set of abstract services that the RPC run-time system must
implement.

The service and protocol specifications include:
* an abstract specification of the RPC model (see Section 6)
* an abstract specification of a set of RPC service primitives (see Section 7)

+ abstract specifications of the RPC connectionless and connection-oriented communications protocols.
These are given as sets of statecharts and associated descriptive materials. This includes an abstract
specification of the underlying transport services required by the RPC protocols. (The protocol
specifications are contained in Section 8, Section 9, Section 10 and Section 11.)

* byte stream specifications of the formats of RPC Protocol Data Units (PDUs) used by the
connectionless and connection-oriented protocols (see Section 12) and common authentication verifier
encodings (see Section 13)

* a specification of the Network Data Representation (NDR); this specifies a set of NDR data types and
the byte stream formats in which they are communicated between client and server run-time
environments (see Section 14)

+ a mapping of IDL data types to NDR data types (see Annex F)

+ an RPC stub specification that defines the stub characteristics required for interoperation
(see Subclause 5.2 on page 237)

+ a specification of information stored in and retrieved from name services (see Subclause 6.2 on
page 245, Annex I and Annex J)

+ a UUID specification (see Annex A)

+ IDL data type declarations (see Annex N)

* the endpoint mapper protocol (see Annex O)

* the conversation manager protocol (see Annex P)
* the remote management interface (see Annex Q).

) This International Standard specifies ISO C-language bindings for data types and interfaces.
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The aim of the service and protocol specifications is to provide a complete mapping from RPC call semantics
to the byte streams that RPC run-time clients and servers interchange using underlying services. The RPC
service primitives provide an abstract implementation of the specified RPC call semantics and serve to map
the specified semantics to the specified protocol machines. The PDU formats give the byte streams that the
protocol machines exchange using the underlying transport services. The NDR specification, along with the
mapping of IDL to NDR data types, defines how the call data exchanged in the RPC PDUs is encoded.

Except for the byte stream specification and the stub specification, the service and protocol specifications
are abstract. They describe the behaviour that conforming implementations must follow, but they do not
prescribe any specific means for implementing this behaviour.

Implementations that conform to this specification interoperate according to the following rule: client and
server applications, conforming to the same IDL source (but not necessarily the same ACS), correctly
implement the specified RPC interface semantics for each remote procedure call operation specified in the
IDL source.

Except when specified otherwise, IDL compiler behaviour and the stub, including the stub to run-time
interface, are implementation-dependent. Therefore, the above rule applies when stubs are generated
using the local implementation’s IDL compiler. There is no requirement that stubs for a given language are
portable among implementations.

1.8 Conformance Requirements

To conform to this International Standard, implementations must meet the following requirements:
* Implementations must support the endpoint selection rules in Endpoint Selection on page 18.
* Implementations must support the manager selection rules in Interface and Manager Selection on
page 19.
* Implementations must support the search algorithm in Subclause 2.4.5.

* Implementations must support the API naming, syntax and semantics, as defined in Section 3.
Implementations may extend the set of status codes International Standard.d in Section 3.

* Implementations must support the naming, syntax and semantics for IDL, as given in Section 4.

* Implementations must support the naming, syntax, and semantics for stubs, as given in Section 5.

* Implementations must support the semantics defined in Section 6.

* Implementations must support the NSI syntax and naming, as defined in Subclause 6.2 on page 245.
* Implementations must support the service semantics defined in Section 7.

* Implementations must follow the conformance rules specified in Section 9.

* Implementations must support the syntax of the PDU encodings in Section 12.

* Implementations must support the Authentication Verifier encodings, as defined in Section 13.

* Implementations must support the rules and encodings for NDR, as given in Section 14.

* Implementations must support the syntax, semantics and encoding for UUIDs, as defined in
Annex A.

* Implementations must support the naming and semantics for protocol sequence strings, as defined
in Annex B.

* Implementations must support the naming and semantics for the name_syntax arguments, as
defined in Annex C.

* Implementations must support the naming and semantics for security parameters, as defined
in Annex D.

* Implementations must support the naming and encodings for comm_status and fault_status, as
defined Annex E.

* Implementations must support the mapping from IDL types to NDR types, and from NDR types to
defined ISO C types, as defined in Annex F.

* Implementations must support the portable character set, as defined in Annex G.
* Implementations must use the endpoint mapper ports, as defined in Annex H for the corresponding

protocols.
* Implementations must adhere to the rules for protocol identifier assignment, as defined in Annex I.
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* Implementations must adhere to the mappings for Directory Service attributes, as defined in
Annex J.

* Implementations must provide defaults for the protocol machine values specified in Annex K.
+ Implementations must obey the special protocol tower encoding rules specified in Annex L.

* Implementations must support the syntax and semantics of the dce_error_inq_text routine
specified in Annex M.

* Implementations must adhere to the mappings for transfer syntax UUIDs, as defined in Annex N.
* Implementations must support the endpoint mapper semantics, as defined in Annex O.

+ Implementations must support the conversation manager semantics, as defined in Annex P.

* Implementations must support the remote management semantics as defined in Annex Q.
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Section 2. Introduction to the RPC API

This Section provides a general description of the programming model implemented by the RPC
Application Programming Interface (API). This description includes definitions of many of the concepts
used throughout the RPC API manual pages. As such, it is a necessary prerequisite to the understanding
of the manual pages, and the manual pages assume knowledge of this Section, even when they do not make
explicit reference to it.

The description serves three purposes:

* It provides general information that is relevant to many of the routines in the RPC API, but is not
specified in the individual manual pages.

* It provides a rationale for the set of RPC APIs included in this International Standard.
* It provides general guidelines for the intended use of the RPC APIs.

The general information covers topics, such as binding and name service usage, that are relevant to many
of the manual pages. Typically, several routines perform tasks related to a given topic. This introduction
provides a general model within which the tasks performed by individual routines and suites of routines
can be understood. This general model also provides a rationale for the set of routines included in this
International Standard. It describes the underlying operations required for RPC programming and shows
how the set of RPC APIs included in this International Standard gives access to these operations.

In showing how the RPC API routines are meant to be used, this Section provides certain guidelines for
consistent RPC client/server interface usage. These guidelines cover such areas as using the naming
services and organising server resources. By following them, programmers can simplify the task of
maintaining and enhancing server interfaces and writing client programs.

2.1 RPC Programming Model Overview

The RPC programming model can be viewed along two axes:

* client/server

* program/stub/run-time system.
Each view describes important aspects of the use of the RPC APIL.
2.1.1 Client/Server Model

The client/server view of RPC programming describes the distributed resource model implemented by the
RPC mechanism. In this view, programming tasks are divided between servers, which provide services or
make resources available to remote clients, and clients, which seek and make use of these services or
resources.

2.1.1.1 Interfaces

The central component of the client/server model is the interface. An interface is a set of remotely callable
operations offered by a server and invokable by clients. Interfaces are implemented by managers, which
are sets of server routines that implement the interface operations. RPC offers an extensive set of facilities
for defining, implementing and binding to interfaces.

The RPC mechanism itself imposes few restrictions on the organisation of operations into interfaces. RPC
does provide a means to specify interface versions and a protocol to select a compatible interface version at
bind time (see Section 4 and Section 6). When an interface is specified as a new version of an existing
interface, the server manager code must provide the required version compatibility. Beyond this
restriction, the programmer is free to place any set of remotely callable operations in a given interface.

2.1.1.2 Remoteness

The RPC paradigm makes remote calls an extension of the familiar local procedure call mechanism.
Specifically, the call itself is made as a local procedure call, and the underlying RPC mechanism handles
the remoteness transparently. Server interface programming is thus similar to local procedure call
programming, except that the handler of the call runs in a separate address space and security domain.

Documents
3 = o o Becumsnt Sharing Hub

Full document details: BS ISO/IEC 11578:1996


http://www.avadocuments.com/doc/bs-iso-iec-11578-1996
http://www.avadocuments.com/doc/bs-iso-iec-11578-1996

BS ISO/IEC 11578:1996

From this point of view, a local procedure call is a special simple case of the more general call mechanism
provided by RPC. RPC semantics extend local procedure call semantics in a variety of ways:

Reliability Network transports may offer varying degrees of reliability. The RPC run-time
system handles these transport semantics transparently, but RPC call
specifications include a specification of execution semantics that indicates to
the RPC protocols the required guarantees of success and the permissibility of
multiple executions on a possibly unreliable transport. Server application code
must be appropriate for the specified execution semantics.

Binding RPC binding occurs at run time and is under program control. Client and server
use of the RPC binding mechanism is discussed extensively in this Section.

No Shared Memory Because calling and called procedures do not share the same address space,
remote procedure calls with input/output parameters use copy-in, copy-out
semantics. For the same reason, RPC has no notion of “global data structures”
shared between the caller and callee; data must be passed via call parameters.

Failure Modes A number of failure possibilities arise when the caller and callee are on
physically separate machines. These include remote system or server crashes,
communications failures, security problems and protocol incompatibilities. RPC
includes a mechanism to return such remote errors to the caller.

Cancels RPC extends the local cancel mechanism by forwarding cancels that occur during
an RPC to the server handling the call, allowing the server application code to
handle the cancel. RPC adds a cancel time-out mechanism to ensure that a caller
can regain control within a specified amount of time if a cancelled call should fail
to return.

Security Executing procedures across physical machine boundaries and over a network
creates additional requirements for security. The RPC API includes an interface
to the underlying security services.

The RPC API provides programmers with the means to apply these extended semantics, but it shields
applications from the rigours of transport level send-and-receive programming. The RPC programming
paradigm gives the programmer control of the remote semantics at two points: in the interface specification
and through the RPC API.

+ The interface specification, while it is principally used to specify the local calling syntax of an
interface, also allows programmers to specify the desired execution semantics, the degree to which
binding is under program control and error semantics. Interface specification is described in Section 4.

* The RPC API gives applications access to a variety of run-time services and control of many
client/server interactions at run time. Its most important function is to control the process of binding
between clients and servers. Other functions include authentication, server concurrency and server
management.

2.1.1.3 Binding

A remote procedure call requires a remote binding. The calling client must bind to a server that offers the
interface it wants, and the client’s local procedure call must invoke the correct manager operation on the
bound-to server. Because the various parts of this process occur at run time, it becomes possible to exercise
nearly total programmatic control of binding. The RPC API provides access to all aspects of the binding
process.

Each binding consists a set of components that can be separately manipulated by applications, including
protocol and addressing information, interface information and object information. This allows servers to
establish many binding paths to their resources and allows clients to make binding choices based on all of
the components. These capabilities are the basis for defining a variety of server resource models.
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2.1.1.4 Name Services

Servers need to make their resources widely available, and clients need some way to find them without
knowing the details of network configuration and server installation. Hence, the RPC mechanism supports
the use of name services, where servers can advertise their bindings and clients can find them, based on
appropriate search criteria. The RPC API provides clients and servers with a variety of routines that can
be used to export and import bindings to and from name services.

2.1.1.5 Resource Models

The client/server model views servers as exporters of services — via RPC interfaces — and clients as
importers of those services. Exported services typically take the form of access to resources, such as
computational procedures, data, communications facilities, hardware facilities, or any other capabilities
available to an application on a networked host. The RPC mechanism does not distinguish among such
resource types in any way. On the contrary, it provides a uniform means of access — the remote procedure
call — and allows the programmer to define the underlying resource model freely.

RPC does, however, provide specific mechanisms that implicitly support different approaches to resource
modeling. These mechanisms take advantage of the flexibility of the binding process and the name services.
The RPC mechanism supports three basic resource models:

By Server In this model, clients seek to bind to a specific server instance that provides an
interface of interest.

By Service In this model, clients seek a service — as represented by an interface — without
concern for the specific server instance that provides that service or any objects
that the server manages.

By Object In this model, clients seek a binding to any server that manages a specific object.
An object may be any computational resource available to a server.

The RPC programming mechanism does not explicitly enforce these models. Instead, they are supported
implicitly by making available a set of run-time binding and name service facilities through the RPC API.
Programmers may use these facilities according to their application requirements. However, this
International Standard recommends that programs follow the models specified here in order to ensure
consistent use of the client/server interface.

2.1.1.6 Security Services

The RPC API provides access to a variety of security services: client-to-server and server-to-client
authentication, authorisation of access to server resources, and varying degrees of cryptographic protection
of client/server communications.

2.1.1.7 Server Implementation

The client/server view of RPC is necessarily asymmetric. The model is based on providing services remotely
via the export of RPC interfaces. Since servers are the means for implementing remote interfaces, the
model is server-centred. The RPC architecture provides certain server facilities that make the
implementation of servers more efficient. These include

Server Concurrency Implementations may buffer RPC requests at the server and automatically
provide multiple threads to handle concurrent requests, relieving the application
programmer of these tasks.

Remote Management The RPC run-time system automatically offers a set of remote server
management interfaces that can be used for such purposes as querying and
stopping servers.

2.1.2 Application/Stub/Run-time System

The application/stub/run-time system view of RPC describes the division of labour between application
code and other RPC components in implementing a remote procedure call.
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2.1.2.1 RPC Run Time

At the core of this model is the RPC run-time system, which is a library of routines and a set of services
that handle the network communications that underlie the RPC mechanism. In the course of an RPC call,
client-side and server-side run-time systems’ code handle binding, establish communications over an
appropriate protocol, pass call data between the client and server, and handle communications errors.

The RPC API is the programmer’s interface to the run-time system. The run time makes use of a number
of services, such as the endpoint mapper, name services and security services. The RPC API also provides
an interface to these services for carrying out RPC-specific operations. Portable usage of the RPC API is
fully specified in this subclause of this International Standard.

2.1.2.2 Stubs

The stub is application-specific code, but it is not directly generated by the application writer and therefore
appears as a separate layer from the programmer’s point of view. The function of the stub is to provide
transparency to the programmer-written application code. On the client side, the stub handles the interface
between the client’s local procedure call and the run-time system, marshaling and unmarshaling data,
mvoking the RPC run-time protocol, and if requested, carrying out some of the binding steps. On the server
side, the stub provides a similar interface between the run-time system and the local manager procedures
that are executed by the server.

RPC transparency to the application programmer is provided by the interface specification mechanism.
The programmer specifies interfaces using an Interface Definition Language (IDL), and the IDL compiler
generates stubs automatically from the specification. Thus, the actual operations performed by the stub
are largely invisible to the programmer, although they form part of the application-specific program code.

This Section does not cover the interface specification mechanism itself; this is International Standard.d
in Section 4. What is covered here are the assumptions that the RPC programming model makes about
stubs, such as well-known stub names and stub memory management.

2.1.2.3 Application Code
RPC application code falls into two categories:
* remote procedure calls and manager code

* optional calls to the RPC API, mainly to set up the run-time system state required by remote

procedure calls.
In the first category are the procedures written by the programmer to implement the client and server
operations of the remote procedure call. On the client side, these are simply local calls to the stub interfaces
for the remote procedures. On the server side, these are a set of manager routines that implement the
operations of the interface. In most applications, manager routines are presumably a major part of the
server code. Recall that, aside from requiring managers to conform to the specified execution semantics and
version behaviour, the RPC mechanism imposes no specific constraints on manager implementations.

The programmer-written application code interacts with the RPC run-time system principally through the
stub. This makes run-time operations largely transparent to the application code. Nevertheless, in order to
control binding, security and other aspects of the RPC mechanism, the application often needs direct access
to run-time operations. The RPC API provides applications with such access to the RPC run-time system
and related services.

2.2 API Operations

The RPC API provides access to an extensive set of run-time operations. Subclause 2.11 on page 29
provides a detailed taxonomy of APIs according to the operations performed. This subclause offers an
overview, based on a somewhat broader set of categories.

* binding-related operations
* name service operations
* endpoint operations
* security operations
+ stub memory management operations
* management operations
« UUID operations.
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Subsequent subclauses of this Section cover many of these groups of operations in detail.
2.2.1 Binding-related Operations

Binding-related operations establish a relationship between a client and server that makes possible a
remote procedure call. These operations may be roughly divided into two categories:

* operations to establish client/server communications using an appropriate protocol
* operations that establish internal call routing information for the server.

Operations in the first category include the creation of communications endpoints by the server for the set
of protocols over which it wishes to receive remote procedure calls. Servers typically export information
about the bindings thus created to a name service and an endpoint map. Clients typically import such
binding information from a name service and an endpoint map (see Subclause 2.2.2 and Subclause 2.2.3).

Operations in the second category establish a set of mappings that the server can use to route calls
internally to the appropriate manager routine. This routing is based on the interface and version, operation
and any object requested by the call.

2.2.2 Name Service Operations

The RPC name service API includes an extensive set of operations for exporting and importing binding
information to and from name services. These operations make use of a set of RPC-specific name service
entry attributes to structure the exported binding information so that it can easily be found and interpreted
by clients.

2.2.3 Endpoint Operations

Servers listen for remote procedure call requests over one or more protocol-specific endpoints. Typically,
such endpoints are allocated dynamically when a server begins to listen, and their lifetime is only a single
server instantiation. RPC provides an endpoint mapper mechanism that allows such volatile endpoint
information to be maintained separately from the more stable components of a binding. Typically, servers
export stable binding information to a name service and register their volatile endpoints with the local
endpoint mapper. The endpoint mapper then resolves endpoints for calls made on bindings that do not
contain them.

Endpoint operations are used by servers to register their endpoints with the endpoint mapper.
2.2.4 Security Operations

These operations establish the authentication, authorisation services and protection levels used by remote
procedure calls.

2.2.5 Stub Memory Management Operations

These operations are used by applications to manage stub memory. They are typically used by RPC
applications that pass pointer data.

2.2.6 Management Operations

Management operations include a variety of operations with the potential to affect applications other than
the one making the management call. Servers automatically export a set of remote management functions.

2.2.7 UUID Operations

UUIDs (Universal Unique Identifiers) are used frequently by the RPC mechanism for a variety of purposes.
The UUID operations enable applications to manipulate UUIDs.

2.3 Binding

Binding refers to the establishment of a relationship between a client and a server that permits the client
to make a remote procedure call to the server. In this International Standard, the term “binding” usually
refers specifically to a protocol relationship between a client and either the server host or a specific
endpoint on the server host, and “binding information” means the set of protocol and addressing
information required to establish such a binding. But, for a remote procedure call, such a binding occurs in
a context that involves other important elements, paralleling the notion of a binding in a local procedure
call. In order for an RPC to occur, a relationship must be established that ties a specific procedure call on
the client side with the manager code that it invokes on the server side. This requires both the binding
information itself and a number of additional elements (see Figure 2-1). The complete list is as follows:

a) a protocol sequence that identifies the RPC and underlying transport protocols
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b) an RPC protocol version identifier

¢) a transfer syntax identifier

d) a server host network address

e) an endpoint of a server instance on the host

f) an object UUID that can optionally be used for selection among servers and/or manager routines
2) an interface UUID that identifies the interface to which the called routine belongs

h) an interface version number that defines compatibility between interface versions

1) an operation number that identifies a specific operation within the interface.

Binding Information

Protocol Sequence

Protocol Version

\ Partial
Binding Full
Transfer Syntax indi
Binding . May Be Referred to
by Binding Handle
Host Address J
Endpoint
J
Object UUID
J

Other Information

Operation Number

Interface UUID

Interface Identifier
Interface Version

Figure 2-1 — Information Required to Complete an RPC

NOTE The discussion in this Section is intentionally vague about how any of this information is communicated between client and
server. The underlying RPC protocol packages the required information for transmission. However, API usage is
protocol-independent, and this Section provides a protocol-independent description of RPC. Hence, this Section typically refers to the
binding information “contained” in a call without specifying how such information is actually transmitted or received. This is left to
the RPC protocol specifications in Part 4, RPC Services and Protocols.

The binding information itself covers the first five elements of the list — the protocol and address

information required for RPC communications to occur between a client and server.

Figure 2-1 on page 13 also shows the object UUID as part of the binding information. This is explained in
Subclause 2.3.1.

In RPC terminology, such a binding can be partial or full. A partial binding is one that contains the first
four elements of the list, but lacks an endpoint. A full binding contains an endpoint as well. The distinction
is that a partial binding is sufficient to establish communications between a client and a server host,
whereas a full binding allows communications to a specific endpoint on the server host.
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2.3.1 Binding Handles

The binding information required to make remote procedure calls is maintained by the client and server
run-time systems on behalf of applications. The run-time system provides applications with opaque binding
handles to refer to locally maintained binding information. Applications use binding handles to manipulate
bindings via calls to the RPC API.

It is important to understand that binding handles are only valid in the context of the local client or server
instance that created them. They are not used directly to communicate binding information between
servers and clients. Typically, servers advertise binding information by exporting it to name service
entries. When a client imports binding information from a name service, it receives a binding handle from
the client run-time system that refers to the local copy of the imported binding information.

NOTE On the server side, such a binding handle refers to the first five elements shown in Figure 2-1 on page 13. On the client side,
such a binding handle also refers to an object UUID associated with the binding information. For this reason, the figure includes the
object UUID with the binding information even though it is not part of the protocol and address information required to establish

communications between the client and server. The role of the object UUID is described in Interface and Manager Selection on
page 19.

2.3.1.1 Client and Server Binding Handles

Binding information may refer either to a server or a client. Most of the time, binding information refers to
servers, since it 1s servers to which clients need to bind in order to make remote procedure calls. When a
binding refers to a server, a binding handle for it is called a server binding handle. Server binding handles
are used both by clients and servers in the course of the binding process.

In some cases, servers need binding information for clients that call them. A binding handle that refers to
such binding informationiscalled a client binding handle. A small number of RPC APIs take client binding
handles as arguments.

2.3.1.2 Obtaining Binding Handles

Applications obtain server binding handles by calling any of several RPC API routines. (See Subclause 3.1
on page 35 for a list of routines that return server binding handles.)

A server obtains a client binding handle as the first argument passed by the run-time system to a server
manager routine.

2.3.2 String Bindings

A string binding is a string representation of binding information, including an optional object UUID.
String bindings provide binding information in human-readable form. Applications can use RPC API calls
to request a string binding from the run-time system or convert a string binding into a binding that the
runtime system can use to make a remote procedure call. String binding format is specified in

Subclause 3.1 on page 35.

2.3.3 Binding Steps

In order to complete an RPC call, all of the elements listed in Figure 2-1 on page 13 must be present. RPC
divides the process of assembling these elements into several steps and organises the assembled
information in a way that provides maximum flexibility to the binding process. To understand this,
consider the opposite possibility: a binding mechanism that seeks to imitate a local procedure call’s static
binding to a local library routine. In this case, all the elements would be preassembled into a well-known
binding to which the calling program would bind in an all-or-nothing fashion.

RPC is close to the other dynamic extreme. It purposely avoids creating static links among all the elements
so that a final routing — from the client procedure call to the server manager routine invoked — can be
dynamically determined at the time of the RPC. From the programmer’s point of view, one of the principal
differences between a local procedure call and a remote procedure call is that the binding process — the
way all these components are linked together — occurs at run time and can be carried out, optionally, under
application program control.

This serves several purposes:

* It increases the location transparency of applications. Because clients do not need to know all the
binding information before a call is actually made, applications can run successfully on systems with
widely different configurations.

+ It increases the maintainability of server installations because there are few a priori restrictions on
the locations of server resources.
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+ It increases the probability of success in the face of partial failures because applications can look for
bindings to servers in different locations and choose among a variety of RPC and network protocols.

+ It makes possible a variety of server resource models by allowing servers to organise and advertise
binding information in a variety of ways.

The binding process consists of a series of steps taken by the client and server to create, make available
and assemble all the necessary information, followed by the actual RPC, which creates the final binding
and routing using the elements established by the previous steps. To break the process down in more detail:

* The server takes a series of steps that establish binding-related state for the server side of the call.
* The server optionally exports binding information to a name service.

+ The client takes a series of steps that establish binding-related state for the client side of the call.
Binding information used in this process may be imported from a name service.

* The client makes a call, which is able to invoke the correct operation in the server by making use of
the binding-related state established on the client and server sides.

Each of the components listed in Figure 2-1 on page 13 is involved at some stage of this process. Some
components are involved at more than one stage and may be used in more than one way. The following
sub-clauses consider each stage and component in some detail.

2.3.3.1 Server Binding Steps

The server takes a number of steps to establish binding state in the server side run-time system, the name
service and the endpoint mapper. The server’s basic task is to acquire a set of endpoints from the run time
and set up a series of relationships among binding elements that will then be used to construct the final
routing at call time.

Figure 2-2 on page 15 shows the set of relationships that a server must establish to receive remote
procedure calls. As the figure indicates, these are maintained in several places:

* by the server run-time system

¢ in the stub and application code
* by the endpoint mapper

* by a name service

Stub and Application Code Maintained by Server Runtime

1. Define the EPV for each manager. 2. Register the Object UUID/Type UUID

Code for Interface foo associations.

Object UUID Type UUID
foo Manager A UUID 1 UUID A
EPV A UUID 2 UuUID A
|_»- Operation 0
> L4+ UUID 3 UUID B
Operation 1 UuID 4 UuUID B
UUID 5 UUID B
[T Operation 2
peration 3. Register the IF ID/Type UUID/EPV
=~ - associations.
Operation 3
[~ foo's IF ID UUID A EPV A
[~ Operation 4 foo's IF ID UUID B EPV B
4. Get the bindings.
foo Manager B Endpoints
EPV B |_»- Operation 0 Q Binding Binding
_ |+ Information Handle
|1 | Operation 1
Operation 2 Binding '™ Binding
Information Handle
[T T Operation 3
[~~~ [~
™ Operation 4 Binding Binding
Information Handle

Go to Step 5 —

Figure 2-2 — Server Binding Relationships (continued)
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Endpoint Map
5. Export the endpoint information.

Full Binding Full Binding Full Binding
Information Information Information
foo's IF ID foo's IF ID foo's IF ID

Object UUID 1 Object UUID 2 Object UUID 3
Full Binding Full Binding
Information Information
foo'sIFID foo's IFID

Object UUID 4 Object UUID 5

Name Service

6. Export the binding information to a name
service.
Partial Binding Object UUID 1
Information
Object UUID 2
foo's IF ID
Object UUID 3
Partial Binding
Information Object UUID 4
foo's IF ID Object UUID 5
Partial Binding
Information
foo's IF ID

Figure 2-2 — Server Binding Relationships (concluded)

The server takes several steps (some of them optional) to establish the necessary relationships, as indicated
in Figure 2-2. The steps are as follows:

a) The server application or stub code defines a manager Entry Point Vector (EPV) for each manager
that the server implements. Recall that a manager is a set of routines that implements the operations
of an interface. Recall also that servers may implement more than one manager for an interface; for
example, to provide for different versions or object types. Each EPV is a vector of pointers to the
operations of the manager. When an RPC request arrives, the operation number is used to select an
element from one of the manager EPVs.

b) The server registers a set of object UUID/type UUID associations with the RPC run-time system.
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c) The server registers interface identifier/type UUID/EPV associations with the RPC run-time system.
Together with the previous step, this establishes the mappings that permit the run-time system to select
the appropriate manager, based on the interface ID and any object UUID contained in a call.

d) The server application tells the run-time system what protocol sequences to use, and the run-time
system establishes a set of endpoints for the protocol sequences requested. The server may ask the
run-time system for its bindings, and the run time will return a set of binding handles that refer to the
binding information for these endpoints.

e) The server may register binding information, consisting of a set of interface identifier/binding
information/object UUID tuples, with the endpoint mapper. For each interface, the registered data
consists of a cross product of the bindings and object UUIDs that the server wants to associate with that
interface. When a call is received with a partial binding (that is, one lacking an endpoint) the endpoint
mapper is able to use this information to select an endpoint that is capable of handling the call.

f) The server may export binding information to one or more name service entries. The information
exported here looks quite similar to the information registered in the endpoint map in the previous step,
with one important difference. The binding information exported to the name service generally lacks an
endpoint, consisting of protocol and host address information only. Therefore the name service contains
only the most persistent part of the binding information while the endpoint map contains the volatile
endpoint portion.

(The format is also different. See Subclause 2.4 on page 21 for information about the format of server
entries.)

Note that not all of these steps are required. Servers may construct their own bindings, by using string
bindings, rather than request them from the run-time system as described in step 4. Servers may also avoid
exporting binding information to a name service and endpoint map as described in steps 5 and 6. In such
a case, clients must then construct bindings from string bindings obtained by some other means.

Having completed the required steps, the server has established a set of relationships that allows the
server run-time system to construct a complete binding, with routing to a specific server operation, for a
call that contains the following information:

+ full or partial binding information
+ an interface identifier
+ an object UUID, which may be nil
* an operation number.

The algorithms used are described in some detail in Subclause 2.4.5 on page 24. That discussion will show
how the relationships established make possible a large number of paths to the interface and manager that
are ultimately selected.

Note that the server run-time environment itself maintains only a very limited set of relationships:
interface identifier/type UUID/manager EPV and object UUIDs/type UUIDs. It is especially worth noting
that the run-time system maintains no relationships between the protocol-address bindings it has created
and any of the other information. The server merely advertises the relationships it wants to export in a
name service and registers them in the endpoint map.

When the exported information is used by clients to find the server, client calls arriving at the server
endpoints should contain interface identifier/object UUID pairs that the server can, in fact, service,
although the RPC mechanism itself can provide no guarantee of this. This means that name service
operations, while they are not, strictly speaking, a required part of an RPC call, usually play an important
role in constructing bindings. Subclause 2.6 on page 26 shows how this makes the name service a key
element in the organisation of server resources.

The indirect mapping from object UUID to type UUID to EPV (and hence to the manager called) also gives
the server great flexibility in organising its resources based on objects UUIDs. This is explained in
Sub-clause 2.6 on page 26.
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2.3.3.2 Client Binding Steps

The client binding steps are considerably simpler than those taken by the server. The basic task of the
client is to find a suitable binding and use it to make a call, as described in the following steps.
NOTE The following steps outline the explicit binding method. Client application code can avoid explicitly having to carry out step
1 by using the automatic binding method. In this case, the stub code takes care of importing suitable bindings. In step 2, clients can
avoid having to supply an explicit binding handle for each call by choosing either the automatic or the implicit binding method.
Binding methods are described in Subclause 2.3.3 on page 14 and Section 4.
a) Clients get suitable bindings by importing them from a name service. (Clients may also construct
suitable bindings from binding information otherwise known to them, but here we describe the more
general mechanism.)

To make a call, the client needs a compatible binding: that is, one that offers the interface and version
desired, uses a mutually supported protocol sequence, and if requested, is associated with a specific
object UUID.

Clients find compatible bindings by making calls to RPC API routines that search the name service.
Recall that a name service entry binding attribute stores a set of associations between interface IDs
and binding information. The client needs to find an element that specifies the desired interface and an
acceptable protocol sequence and import the binding information from that element.

Typically, the client specifies the interface desired, and the run-time system takes responsibility for
finding bindings with protocol sequences that it can use. The client may also further select a specific
protocol sequence.

The client’s selection of a binding may also depend on an object UUID. Recall that each name service
entry may also store a set of object UUIDs. If the client requires a specific object UUID, it imports
bindings only from name service entries that store that object UUID.

For each binding that the client imports, the run-time system provides a server binding handle that
refers to the binding information maintained by the client run-time system. This differs somewhat from
the binding information referred to by a server binding handle on the server side. Recall that on the
server, a server binding handle refers to a combination of protocol sequence and server address
information. On the client side, a server binding handle may additionally refer to an object UUID, if the
client has selected its bindings by object UUID.

b) Once the client has found a compatible binding, it makes a call using the binding handle for that
binding. Depending on the binding method chosen, the client application code may supply the binding
handle explicitly or it may leave this to the stub code (see Subclause 2.3.3 on page 14 and Section 4).
When the call is made, the client run-time system has available to it the binding information and any
object UUID referred to by the binding handle. Also available in the stub code are the interface identifier
of the interface on which the call was made, and the operation number of the routine being called. Recall
that the last three items of this tuple of information — the object UUID/interface identifier/operation
number — are precisely what the server needs to route the call to a specific manager operation.

2.3.3.3 Call Routing Algorithms

Once the server and client have taken all the necessary steps to set up server and client side relationships,
the call mechanism can use them to construct a complete binding and call routing when the call is made.
This subclause specifies the algorithms used. In following these algorithms, it may be useful to refer to
Figure 2-2 on page 16 to see how each of the relationships described there is used.

Endpoint Selection

When the client makes a call with a binding that lacks an endpoint, the endpoint is acquired from the
endpoint mapper on the target host. The endpoint mapper finds a suitable endpoint by searching the local
endpoint map for a binding that provides the requested interface UUID, and if requested, object UUID. The
flowchart in Figure 2-3 shows the algorithm.
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Figure 2-3 — Decisions in Looking Up an Endpoint

What is important to note in this algorithm is that the interface and protocol information must match to
find an endpoint, but an object UUID match may not be required. A server can provide a default UUID
match by registering the nil UUID. Calls with a nil or unmatched object UUID follow the default path.

The endpoint map permits multiple endpoints to be registered with identical interface, protocol and object
UUID information. Such endpoints are assumed to be interchangeable, and the endpoint mapper selects
among them using an implementation-dependent algorithm.

Interface and Manager Selection

Having selected an endpoint, a call can be routed to one of the endpoints being used by a compatible server
instance. The server can unambiguously select the correct interface and operation by using the interface
identifier and operation number contained in the call. A call’s interface identifier matches an interface
identifier registered by the server when the interface UUIDs and major version numbers are equal and the
call’s minor version number is less than or equal to the minor version number registered by the server.

Recall, however, that the RPC mechanism makes it possible for a server to implement multiple managers
for an interface. Hence it may be necessary to select the correct manager. Manager selection is based on
the object UUID contained in the call. The selection mechanism depends on two of the relationships
established by the server: the object UUID/type UUID mapping and the interface ID/type UUID/manager
UUID mapping. The flowchart in Figure 2-4 shows the selection algorithm.
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Figure 2-4 — Decisions for Selecting a Manager

Here the server provides a default path by registering a default manager for the nil type UUID. Calls
containing the nil object UUID, or any UUID for which the server has not set another type UUID, will be
directed to the default manager.

Dispatching via the Manager EPV

Once the manager is selected, the call is dispatched via the selected manager EPV. Recall that a manager
EPV is a vector of pointers to manager routines, one for each operation of the interface. The operation
number is used to select the appropriate routine.

The actual call — via the manager EPV — to the server manager code is made by the server stub. Up to
this point, the binding discussion has deliberately avoided questions of implementation. The run-time
system maintains a set of relationships logically required by the binding algorithms, but the way in which
these are implemented is entirely outside the purview of this International Standard. The case of the
manager EPV is different, however. The manager EPV is an interface-specific data structure that must be
declared by server code. The stub normally declares a default manager EPV, but when there is more than
one manager for an interface, the application code must declare further manager EPVs. Subclause 3.1 on
page 35 shows how to construct the appropriate declaration.
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2.3.4 Binding Methods

Client applications can exercise varying degrees of control over the binding process outlined in
Subclause 2.3.3.2 on page 18.

+ Using the explicit binding method, the client specifies a binding handle as an explicit parameter of
each RPC. With this method, the client may choose a specific binding as often as once per call. The
client carries out step 1, as described in Subclause 2.3.3.2 on page 18, as often as necessary to create
the bindings it requires.

* Using implicit binding, the client specifies a binding handle globally for an interface, and the client
stub automatically supplies the global binding for each call made on the interface. Using this method,
the client needs to carry out step 1 only once per interface.

+ Using automatic binding, the client allows the stub to import suitable bindings for it automatically.
Using this method, the client does not carry out step 1, and does not supply a binding handle when
making a call.

The automatic and implicit binding methods are interface wide and thus mutually exclusive. The explicit
binding method may be specified per call and takes precedence over implicit or automatic binding specified
for an interface.

Clients applications choose a binding method for an interface by specifying an ACS binding attribute, as
International Standard.d in Section 4.

2.4 Name Service Interface

The RPC API provides an extensive name service interface that applications use to export and import
binding information. In general, name services can support much broader usage, but the RPC API is
designed to support the RPC binding mechanism, rather than as a generalised name service interface. The
following subclauses describe those aspects of name services that are relevant to the name service interface
and binding.

The name service interface is designed to be independent of the underlying name service. Hence, it is
referredtoasthe Name Service-independent (NSI) interface. Asfaraspossible,thesesubclausesdescribe
the name service interface without reference to any specific underlying name service. However,
applications using the name service interface need to pass name service-specific names to the interface and
therefore must be aware of the details of naming for the underlying services. These issues are discussed in
Subclause 2.4.2.

2.4.1 Name Service Model

The name service interface is designed to allow servers to export binding information, and clients to find
it, in an efficient manner. The interface permits servers to organise their binding information in a variety
of ways. These support the server resource models described in Subclause 2.6 on page 26.

The name service interface makes two general assumptions about the underlying name service:

* The name service maintains a namespace database, the entries of which are accessible via names
with some name service-specific syntax.

* The name service leaf entries can support a set of RPC-specific attributes that the name service
interface uses when it exports, searches for and imports binding information.

The name service interface is used to store associations between bindings, interfaces and objects in name
service entries. For each interface offered by a server, the server exports a set of protocol towers to the name
service. A protocol tower combines binding information (not including an object UUID) for a single binding
with an interface identifier. The set of protocol towers exported for an interface thus represents available
bindings to the server for that interface. Servers can also export sets of object UUIDs associated with
arbitrary resources they offer. The binding information exported by servers may be organised in a number
of name service entries. The API makes use of several entry attributes, as described in Subclause 2.4.3 on
page 22, to store binding-related information.

Clients make name service API calls to search for suitable bindings, specifying the interface and, possibly,
any object UUID they are interested in, as well as a starting point for the search. The name service search
operations search name service entries and return bindings that are compatible with the requirements of
the client.
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A client search of the namespace beginning at a given entry follows a path through name service entries
determined by the algorithm given in Subclause 2.4.5 on page 24. The name service interface permits
applications to define prioritised paths through the namespace, including default paths. Default paths
make it possible to minimise the amount of knowledge about the namespace required by a client to begin
searching for bindings.

2.4.2 Name Syntax Tags

The name service interface maintains its name service independence by using name syntax tags. Each
interface that takes an entry name argument also takes an entry name syntax tag argument that indicates
which name service syntax is to be used to interpret the name. Supported values for this argument are
specified in Annex C.

RPC ISO C implementations provide an RPC_DEFAULT_ENTRY_SYNTAX environment variable that
specifies a default entry name syntax tag.

2.4.3 Name Service Attributes

The name service interface defines four RPC-specific name service attributes. These are as follows:

Binding Attribute The binding attribute stores a set of protocol towers. An entry with the binding
attribute is known as a server entry.

Group Attribute The group attribute stores a set of entry names of the members of a single group.
An entry with the group attribute is known as a group entry.

Profile Attribute The profile attribute stores a set of profile elements. An entry with the profile
attribute is known as a profile entry.

Object Attribute The object attribute stores a set of object UUIDs.

While the name service interface does not impose any explicit restrictions on the use of these entries (there
are no enforced schema), the name service model is designed to support applications that structure their
name service entries according to the following recommended rules:

+ Applications should create distinct binding, group and profile entries. While any name service entry
can contain any combination of the four name service entry attributes, applications should not place
binding, group and profile attributes in the same entry. The object attribute should appear only in
server and group entries.

* Each server entry must contain information about only one server instance.

+ Each group entry should contain information about only one interface and its versions, or one object,
or one set of interchangeable server instances.

The following subclauses describe the contents of the entry types in detail.
2.4.3.1 Server Entries

Server entries contain bindings for a single server. Server entries may also contain an object attribute that
specifies a set of object UUIDs associated with the server.

The binding attribute in a server entry stores a set of protocol towers. Recall that a protocol tower consists
of an interface identifier along with binding information. Typically, the binding information lacks an
endpoint so that the information represents a partial binding.

The information stored by the binding attribute does not include object UUIDs. Instead, when a server
wishes to associate object UUIDs with the bindings stored in a server entry, it exports them to an object
attributeinthatentry. As described in Interface and Manager Selection on page 19, object UUIDs may be
used to map calls to object-specific type managers, but servers may also use object UUIDs to identify any
arbitrary server resource. When clients import bindings, they can specify object UUIDs so as to import
bindings only for servers that provide a required resource. This usage of object UUIDs plays an important
role in the server resource models described in Subclause 2.6 on page 26.

2.4.3.2 Group Entries

A group entry contains names of one or more server entries, other groups or both. A group provides a way
to organise the server entries of different servers that offer a common RPC interface or object. Since a group
can contain group names, groups can be nested. Each server entry or group named in a group is a member
of the group. A group’s members should offer one or more RPC interfaces, objects or both in common.
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2.4.3.3 Profiles

Aprofileis an entry that contains a prioritised set of profile elements. A profile elementis a database record
that corresponds to a single RPC interface and that refers to a server entry, group or profile. Each profile
element contains the following information:
* Interface Identifier
This field is the search key for the profile. The interface identifier consists of the interface UUID and
the interface version numbers.
* Member Name
The entry name of one of the following kinds of name service entries:
— a server entry for a server offering the requested RPC interface
— a group corresponding to the requested RPC interface
— a profile.
* Priority Value
The priority value is used by NSI operations to determine the order in which elements are searched.
The search algorithm described in Subclause 2.4.5 on page 24 specifies how these values are used.
Priority values range from 0, which is the highest priority, to 7, which is the lowest.
+ Annotation String

The annotation string is textual information used to identify the profile. It is not used by NSI search
operations but can provide valuable information to namespace and server administrators.

Additionally, a profile can contain at most one default profile element. A default profile element is the
element that a name service search operation uses when a search using the other elements of a profile finds
no compatible binding information. A default profile is a profile referenced by a default profile element.
Default profiles are typically used as an administrative device to optimise clients’ searches for compatible
bindings.

2.4.4 Binding Searches

Routines to extract information from a name service are present in the API in suites of three. Each suite
includes:

* a begin routine

* a next routine

* a done routine.
In general, applications use these suites as follows:

a) The application obtains a name service handle by calling the begin routine. RPC Name Service

routines use name service handles to refer to search state information maintained by the run-time

system. The data type declaration for these handles is described in Subclause 3.1 on page 35.

b) The application calls the next routine one or more times using the handle obtained in step 1. Each call

returns another element, or set of elements, along the path being searched.

¢) The application calls the done routine using the handle obtained in step 1 to terminate the search.
The begin routine returns a handle used by a subsequent series of search operations. The handle refers to
information maintained by the run-time system about the search, including search context information —
such as matching criteria — and information about the current state of the search. Each call to the begin
routine returns a handle that maintains the context for a distinct series of subsequent search operations.

The next routine returns elements, or sets of elements, one by one along the path being searched. The
application calls this routine one or more times with a handle obtained from the begin routine. Each call
returns another element or a status code that indicates that no more elements remain. Calls to the next
routine using the same handle form part of one series of search operations along a search path. Calls to the
next routine using different handles pertain to distinct and independent searches.

The done routine frees the search context referred to by the handle and invalidates the handle.
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2.4.5 Search Algorithm

The name service search operations traverse a path through one or more entries in the name service
database when searching for compatible binding information. The path taken by any name service search,
beginning at a given entry, depends on the organisation of binding information using the various name
service entry attributes. This subclause describes the algorithm used by name service searches to
determine what steps to take at each traversed entry.

In each name service entry, searches ignore non-RPC attributes and process the name service entry
attributes in the following order:

a) the binding attribute (and object attribute, if present)
b) the group attribute
¢) the profile attribute.

If a search path includes a group attribute, the search path can encompass every entry named as a group
member. If a search path includes a profile attribute, the search path can encompass every entry named as
the member of a profile element that contains the target interface identifier.

The following pseudocode presents the algorithm for retrieving bindings from a namespace. This describes
the order in which bindings are returned by the routines rpc_ns_binding_import_done() and
rpc_ns_binding_lookup_next().

In the pseudocode, each entryName, group member and profile element represent names that may be found
in the namespace. Associated with each of these entries in the namespace may be any of the eight possible
combinations of the binding, group and/or profile attributes.

The order in which bindings are returned is significant and is indicated in the algorithm. This algorithm
only indicates the order of search. Local buffering constraints may cause the search to be interrupted and
resumed.

Procedure GetBindings (someName) {

/* "someName" represents the name of an entry in the namespace. */

/* The following procedure recursively searches for bindings */
Procedure Search (entryName)
{
Check entryName for binding attribute;
If (binding attribute found)
{
Retrieve bindings from binding attribute;
Randomise the bindings obtained from this attribute;
Add these bindings to the bottom of the global list of bindings;
}
Check entryName for group attribute;
If (group attribute found)
{
Retrieve members from group attribute and save in a list;
Randomise the members in this list;

Do
{

Select the first member and remove from the list;
[* %/
/* Cycle checking requires knowledge of other */
/* names referenced within the scope of a call */
/* to GetBindings. */
[* %/
Check for a cycle;
If (not a cycle)

{

If (member selected exists)
{
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Search (member selected);

}

Until (list of members is empty);

}
Check entryName for profile attribute;
If (profile attribute found)
{

Retrieve elements from profile attribute and save in a list;

Sort profile elements in list by priority, highest first;

Randomise the profile elements within each priority;

Do

{
Select the first profile element and remove from the list;
[* %]
/* Cyecle checking requires knowledge of other  */
/* names referenced within the scope of a call */
/* to GetBindings. */
[* %]
Check for a cycle;
If (not a cycle)
{

If (element selected exists)

{

Search (element selected);

}
Until (list of profile elements is empty);

}

/* This is the body of the main routine starting the search */

Initialize a global ordered list of bindings to empty;
Search (someName);
return ordered list of bindings;

}

2.4.6 Name Service Caching

Name service interface operations may cache name service data to avoid unnecessary lookups in the name
service database. Whether caching occurs is implementation-dependent, but it 1s expected that most
implementations will use caching. For implementations that cache, this International Standard specifies
the semantics of caching to be governed by an expiration age as follows. Cached name service data is given
an expiration age when it is cached. Name service interface operations use the cached copy when it has not
outlived its expiration age. When a name service interface operation refers to cached data that has outlived
its expiration age, the data is looked up in the name service database and the cache is updated.

The RPC run-time system sets the expiration age to a default value. Applications can specify another value
either globally for the application or for a specific name service handle. The global value applies, by default,
to all name service operations performed by the application. A handle-specific value applies only to
operations performed using a specific name service handle.

When an application changes its global expiration age, or even the expiration age for a single handle, the
effects may not be entirely confined to the application itself. Frequent updates of name service cache data
may affect the performance of other clients of the name service and applications sharing the same cache.
For this reason, operations that affect expiration age are considered to be management operations.
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A non-caching implementation may be considered as a degenerate case of a caching implementation that
behaves as if every cache item had outlived its expiration age.

2.5 Server Model

The RPC model is server-centred in the sense that RPC provides many facilities to support varied and
powerful server implementations, often with relatively little programming effort. These include:

* support for multiple interfaces, versions, objects and managers, as described in Subclause 2.3 on
page 12

* automatic server concurrency and request buffering

* support for remote management.

2.5.1 Server Concurrency and Request Buffering

The RPC design assumes that servers export resources that may be widely available and possibly in high
demand. The RPC model therefore provides for automatic concurrent service and buffering of RPC
requests.

RPC provides server concurrency without requiring application code to spawn additional threads or
processes explicitly. When beginning to listen for a call, the server application requests a number of call
threads, and the RPC run-time system automatically provides the requested threads, up to an
implementation-defined limit. Applications that request more than one call thread must, however,
implement manager routines in a thread-safe manner.

Implementations may also allow additional requests that cannot be executed concurrently to be queued for
subsequent execution. Otherwise they are rejected. Applications may make buffer size requests when
registering a protocol sequence, although the actual buffer size provided is implementation-dependent.

2.5.2 Management Interface

Servers automatically implement, in addition to the interfaces specified by the programmer, a set of remote
management interfaces that can be used for such operations as making remote inquiries to and stopping
servers. These are accessible, both locally and remotely, via management RPC routines.

2.6 Server Resource Models

The RPC API gives programs a high degree of control of the process by which bindings are constructed,
component by component. This allows programs to specify the precise service required by any given
instance of a remote procedure call. At the same time, the name service interface permits applications to
structure binding information stored by a name service in a variety of ways. Together, these capabilities
are the basis for a variety of strategies for organising server resources, based on the way the components
of a binding are made available by a server.

The RPC API does not require server resources to be organised in any specific way; it simply provides
facilities that permit a variety of forms of organisation. The resource models outlined here are only
conventions. However, this International Standard recommends following these conventions. Servers
provide resources that may be widely available, and they make use of a common resource — the name
services — to advertise their bindings. Organising server resources according to well-defined conventions
makes it easier to construct clients that can find the resources they need.

This International Standard recommends three basic server resource models:
* the server-oriented model
* the service-oriented model
* the object-oriented model.

These models are not mutually exclusive.

2.6.1 The Server-Oriented Model

In the server-oriented model, it is the server that is of interest to clients looking for bindings. In the
simplest case, each server exports its bindings to one server entry and clients can go directly to a server
entry to find bindings. Server instances may be interchangeable if they are running on the same host and
offer the same interfaces and objects. Entries for interchangeable server instances may be organised as a
group, and clients may begin their binding searches at the group entry.
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2.6.2 The Service-Oriented Model

In the service-oriented model, clients are interested in some service, as defined by an interface (and its
versions). The interface may be exported by more than one server, and server entries for servers that export
a given interface may be organised in the same group. However, client applications seeking services
normally do not have knowledge of the local namespace that will lead them directly to the required group
entry. Typically, such clients use profiles to find the local instantiations of services they want.

2.6.3 The Object-Oriented Model

In the object-oriented model, a server associates some resource that it offers with an object UUID. Several
servers may offer the same interface but different objects. Each server then exports the object UUIDs it
offers to one or more separate server entries.

In order to make object UUIDs available to clients seeking a specific object, servers offering an object
typically export object UUIDs to a group entry for that object. The group entry name is thus effectively
associated with the object. Clients seeking a specific object can begin by importing an object UUID from the
group entry for the object. The client then imports bindings for the object and interface it wants, beginning
its search with the object entry.

Servers that export object UUIDs may or may not explicitly map these to type managers. In the simplest
case, the server only registers an interface with a nil type UUID, causing all calls on the interface to be
handled by the default manager. In this case, the association between object UUID and resource exists only
in the namespace, and the server must assume that a client interested in a given object has, in fact,
1mported its binding correctly. On the other hand, servers may use object/type mappings to dispatch calls
precisely according to object UUID. (See Subclause 2.3.3 on page 14 for the details of the mappings and
selection algorithm.)

2.7 Security

The RPC API provides a small number of interfaces that applications can use to set the authentication and
authorisation services and the protection levels used by remote procedure calls. Servers that want to use
authenticated RPC register a set of server principal name/authentication service pairs with the
run-time system. To make an authenticated call, a client associates security information with a binding on
which it is going to call, including a server principal name and authentication, authorisation and
protection-level information.

Once the required authentication state is set, authentication and protection are carried out transparently
by the RPC run-time system, using the specified services. If the server principal name and authentication
service specified by the client do not match a pair registered by the server, the call fails. A server can specify
a non-default authentication key retrieval function, but is not otherwise required (or allowed) to implement
any of the authentication mechanism.

If the authentication requested is successful, the server manager routine can retrieve the caller’s
authentication, authorisation and protection-level information from the run-time system. Since the server
may have registered more than one principal name/authentication service pair, the application code may
still want to make an authentication decision at this point.

The server manager code also makes authorisation decisions based on the authorisation information it
retrieves from the run-time system. The server is free to use this authorisation information to make
whatever authorisation decisions are appropriate for the application.

The RPC security-related API is designed to be independent of any specific authentication and
authorisation services. Servers and clients specify the required services via parameters to the
authentication-related calls. The run-time system carries out authentication using the requested
authentication service, passes authorisation service-specific authorisation information with the call, and
provides protection that corresponds (in a service specific way) to the requested protection level. Supported
values for the authorisation, authentication and protection-level parameters are specified in Annex D.

2.8 Error Handling

The RPC API provides a consistent error handling mechanism for all routines. Each routine includes a
status output argument, which is used to return error status codes. These codes may be passed to the
dce_error_inqg_text() routine to extract error message text from a message catalogue.

(See dce_error_inq_text() on page 473.)
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RPC calls return protocol and run-time error status codes through fault_status and comm_status
parameters, as described in Section 4. These status codes are consistent with the status codes returned
from the RPC API and may be passed to dce_error_ing_text() to obtain error message text.

The status codes International Standard.d in this International Standard must be supported by all
implementations. Implementations may support additional status codes, but these are not required.

2.9 Cancel Notification

RPC provides a remote cancel notification mechanism that can forward asynchronous cancel notifications
to servers. When a client thread receives a cancel notification during an RPC, the run-time environment
forwards the notification to the server. When the server run-time system receives the forwarded
notification, it attempts to notify the server application thread that is handling the call. This can result in
one of three outcomes for the RPC call on the client side:

a) If the notification is delivered to and handled by the server application thread, the RPC returns
normally to the client.

b) If the server run-time system is unable to deliver the notification to the server application thread (for
example, because the server application is blocking notifications), the notification is returned to the
client run-time system. The RPC returns normally to the client, and the client run-time system attempts
to deliver the notification to the client application thread. The client application code may then handle
the notification.

c¢) If the notification is delivered to the server application thread, but the server application code fails to
handle it, the RPC returns to the client with a fault status.

Client applications may want to avoid waiting an indeterminate amount of time before a cancelled call
returns. The RPC mechanism therefore allows client applications to specify a cancel time-out period. If a
cancel occurs during an RPC, and the cancel time-out period expires before the call returns, the call returns
to the client with a fault status. Such a call is said to be orphaned at the server. An orphaned call may
continue to execute in the server, but it cannot return to the client.

2.10 Stubs

While stubs are generally transparent to the application code, applications may need to be aware of certain
stub characteristics:

* IDL to stub data type mappings
* manager EPVs
* interface handles
* stub memory management.
This version of this International Standard specifies C-language stub bindings only.

2.10.1 IDL to Stub Data Type Mappings

Stubs generated from the IDL specification of an interface contain language-specific bindings for the
interface operations. Client calls to remote procedures, and the server operations that implement these
procedures, must conform to the bindings defined by the stubs. Therefore, applications must be aware of
the mappings from the IDL data types that appear in an interface specification to the data types that
appear in the stub declarations.

The C-language mappings are specified in Annex F. As specified there, stubs use defined types rather than
primitive C-language types in declarations. Applications should use these defined types to ensure that
their type declarations are consistent with those of the stubs, even when the application is ported to a
different platform.

2.10.2 Manager EPVs

Stubs may contain a default manager EPV as described in Subclause 3.1 on page 35 Applications that
declare additional nondefault manager EPVs must avoid the default name.

2.10.3 Interface Handles

Each stub declares an interface handle, which is a reference to interface specific information that is

required by certain RPC APIs. (See Subclause 3.1 on page 35 for an explanation of how applications can
access the declared interface handle.)
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