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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical 

members of ISO or IEC participate in the development of International Standards through technical 

ISO/IEC JTC 1.

The procedures used to develop this document and those intended for its further maintenance are 
described in the ISO/IEC Directives, Part 1.  In particular the different approval criteria needed for 

editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).  

Introduction and/or on the ISO list of patent declarations received (see www.iso.org/patents). 

constitute an endorsement.

World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see the following 
URL: www.iso.org/iso/foreword.html.

Information technology, 
Subcommittee SC 27, IT Security techniques.

This third edition cancels and replaces the second edition (ISO/IEC 14888-3:2006), which has been 

ISO/IEC 14888-3:2006/Amd 2:2012 and the Technical Corrigenda ISO/IEC 14888-3:2006/Cor 1:2007 
and ISO/IEC 14888-3:2006/Cor 2:2009.

This corrected version of ISO/IEC 14888-3:2016 incorporates the following corrections:

— the formula has been changed in 5.1.1.2;

— “Gx-1” has been changed to “ G x
-1

” in 6.3.1 and 6.3.3;

— “ ” has been changed to “  ” in 6.7.1, 6.7.4.4 and 6.7.4.5;

— the reference has been changed in 6.9.1;

— the code for K has been changed in F.9.2.4.

A list of all parts in the ISO/IEC 14888 series can be found on the ISO website.
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Introduction

following requirements.

— Given either or both of the following two things:

— to produce a valid signature on a new message,

same signature.

following three basic operations:

identical, the mechanism is said to be deterministic (or non-randomized) (see ISO/IEC 14888-1 for 
further details);

deterministic).

Digital signature mechanisms can also be divided into the following two categories:

— when the whole message has to be stored and/or transmitted along with the signature, the 

ISO/IEC 14888);

— when the whole message, or part of it, can be recovered from the signature, the mechanism is 
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signature mechanisms with appendix based on the discrete logarithm problem, and ISO/IEC 14888-2 

discrete logarithm and the factorization problems. Since the second edition was published, the mechanisms 
have been reorganized. ISO/IEC 14888-2 now contains integer factoring-based mechanisms, and this part of 
ISO/IEC 14888 now contains discrete logarithm based mechanisms.

This part of ISO/IEC 14888 includes 12 mechanisms, two of which were in ISO/IEC 14888-3:1998, three 
of which were from ISO/IEC 15946-2:2002 and three of which were added in ISO/IEC 14888-3:2006. 
The Elliptic Curve Russian Digital Signature Algorithm (EC-RDSA) and three mechanisms based on 
Schnorr digital signature are added in ISO/IEC 14888-3:2006/Amd.1:2010.

The International Organization for Standardization (ISO) and International Electrotechnical 
Commission (IEC) draw attention to the fact that it is claimed that compliance with this part of 

The holder of these patent rights has assured the ISO and IEC that he is willing to negotiate licences 

In this respect, the statement of the holder of this patent right is registered with the ISO and IEC. 
Information regarding relevant patents is given in the following:

Certicom Corp.

4701 Tahoe Blvd., Building A, Mississauga, ON L4W0B5 Canada.

ISO (www.iso.org/patents) and IEC (http://patents.iec.ch) maintain on-line databases of patents 
relevant to their standards. Users are encouraged to consult the databases for the most up to date 
information concerning patents.

[10]
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Information technology — Security techniques — Digital 
signatures with appendix —

Part 3: 
Discrete logarithm based mechanisms

1 Scope

based on the discrete logarithm problem.

This part of ISO/IEC 14888 provides

— a general description of a digital signature with appendix mechanism, and

— the process of producing signatures, and

2 Normative references

ISO/IEC 10118-3, Information technology — Security techniques — Hash-functions

ISO/IEC 14888-1:2008, Information technology — Security techniques — Digital signatures with appendix 
— Part 1: General

ISO/IEC 14888-1 and the 

3.1

E “*” such that

— for all group elements a, b E, a * b E;

— for all group elements a, b, c E, (a * b) * c = a * (b * c);

— there exists a group element e E with e * a = a for all a E, where e
of the group;

— for all group elements a E, there exists a group element b E with b * a = e;

© ISO/IEC 2016 – All rights reserved 1
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— for all group elements a, b E, a * b = b * a

E
E is described with additive notation.

3.2
cyclic group

 (3.1), E, of n elements that contains a group element a E, called the generator, 
of order n

3.3
elliptic curve group
cyclic group (3.2

F = GF(r r, where 
either r is an odd prime, p, or r is equal to 2m, for some positive integer, m. 

F y2 = x3 + a1x + a2 
(when r = p for some odd prime p) or of the form y2 + xy = x3 + a1x2 + a2 (when r = 2m for some positive integer 
m a1 and a2 F. The corresponding elliptic curve E 

F × F  
P of E is one that can be represented as an ordered pair (Px, Py F × F, such that the selection of 

x = Px and y = Py F. 
Let “+ E

E E, a special point 
of E +” (but is not represented as an ordered pair), the set E 

+ E.

E, is one more than the number of ordered pairs in 
F × F E.

3.4
order (of a group element a)
least positive integer n such that an=e, where e an

a0=e and an=a*am-1 (m>0), and * is the group operation

3.5
pairing

P and Q, from an elliptic curve group (3.3 G1, as 
input, and produces an element from another cyclic group (3.2 G2, as output, and 

G1 and G2 have order 
q, for some prime q P, Q, the output of the pairing function is written as <P, Q>)

P, P1, P2, Q, Q1, Q2 are elements of G1, and a a q

                 <P1 + P2, Q> = <P1, Q> * <P2, Q>, 
                 <P, Q1 + Q2> = <P, Q1> * <P, Q2>, and 
                 <[a]P, Q> = <P, [a]Q> = <P, Q>a

P G1, <P, P

3.6
trusted key generation centre
KGC
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4 Symbols and abbreviated terms

a b bitwise exclusive OR of a and b, where a and b are either bits or strings of bits of  

a1, a2

a mod n a and a positive integer n, the unique integer remainder  
r r n r = a – bn, for some integer b.

(A, B, C)  
Clause 6

 5.2.1.

  

E a1 and a2

E  
group, the elements of E are in Zp*; for the mechanisms based on an additive  
group of elliptic curve points, the elements of E are the points on an elliptic  
curve E over GF(r)

#E E; for the mechanisms based on a multiplicative group Zp*, #E  
is p - 1; for the mechanisms based on an additive group of elliptic curve points,  
#E is one more than the number of points on the elliptic curve E over GF(r)  
[including 0E

F

Fp p

gcd(N1, N2) the greatest common divisor of integers N1 and N2

G an element of order q in E

GF(r) r, where r is a prime power

G1 q; elements of G1 are points on an elliptic curve  
over GF(r)

G2 q; elements of G2 GF(r)

H1 a hash-function that converts a data string into an element in G1

  
converted to a point on E over GF(r I2P Annex C.

h, H2

ID  
and IBS-2

m an embedding degree (or extension degree)
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[n]P n and a point P on the  
curve E as input and produces as output another point Q on the curve E, where  
Q = [n]P = P + P + … + P P = 0E (the  

n]P = [n](-P)

P a generator of G1 which is used in Mechanisms IBS-1 and IBS-2

p a prime number or a power of a prime number

q a prime number that is a divisor of #E and the order of G1 and G2

r the size of GF(r); in the mechanisms based on an additive group of elliptic curve  
points, r is a prime power, pm, for some prime p m

T the assignment

T1 T

T2 the second part of the assignment T

U  
used in mechanisms IBS-1 and IBS-2

V G1, of which is used in mechanisms  
IBS-1 and IBS-2

ZN* the set of integers i with 0 < i < N and gcd (i, N  
modulo N

Zp* the set of integers i with 0 < i < p and p a prime number, which is a  
multiplicative group

the bit-length of the prime number (or prime power) p

the bit-length of the prime number q

the output bit-length of hash-functions h and H2

pre-signature

X x-coordinate of  in which ∏= ∏ ∏X Y,( )  is an elliptic curve point

Y  in which ∏= ∏ ∏X Y,( )  is an elliptic curve point

a  in which ∏= ∏ ∏a b,( )  
of degree 2

b second element of  in which ∏= ∏ ∏a b,( )  is an element of an extension  

0E E

< > a bilinear and non-degenerate pairing

|| X || Y is used to mean the result of the concatenation of data items X and Y in the  
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5 General model

5.1 Parameter generation process

5.1.1.1 Generation of domain parameters

For digital signature mechanisms based on discrete logarithms, the set of domain parameters includes 
the following parameters:

— E

— q, a prime divisor of #E;

— G, an element of order q in E.

In the group E, multiplicative notation is used. It is worthwhile to note that the particular signature 
E, q, and G.

X such that 
0 < X < q Y is an element of E and is computed as

Y G x
D

=

where D D is one of two values, -1 and 1.

NOTE An implementation is still considered compliant if it excludes a few integers from consideration as 
possible X

G

5.1.2 Identity-based mechanisms

5.1.2.1 Notation

Clause 7 are both based on the use of pairings over 

5.1.2.2 Generation of domain parameters

The set of domain parameters includes the following parameters:

— E

— GF(r r;

— G1 q;

— G2 q;

— P, a generator of G1;

— q, a prime number — G1 and G2;

— < >, a bilinear and non-degenerate pairing
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5.1.2.3 Generation of master key

U such that 
0 < U < q V is an element of G1 and is computed as

V = [U]P.

G1

X = [U]Y

where U Y = H1(ID ID is an 
H1 is a hash-function.

5.1.3 Parameter selection

5.1.3.1 Selecting parameter size

Table 1. The minimum 
112.

2112

2112 25] and [34].

,  and 

Table 1 — Parameter sizes according to the security level

280 2112 2128 2192 2256

1024 2048 3072 7680 15360

160 224 256 384 512

160 224 256 384 512

80

6.1 128.

5.1.3.2 Selecting a hash-function

Selection of hash-functions should be based on those standardized in ISO/IEC 10118-3. That is, h and H2 
H1

G1.

The hash-functions used in this part of ISO/IEC 14888 should be collision-resistant.

5.1.3.1.
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— selection of valid domain parameters from a trusted published source, such as a standard;

— for the signer, generation of the public 

CA or a KGC;

scope of this part of ISO/IEC 14888.

NOTE 2 The method of authenticating the signer is dependent on the real applications, which is out of the 
scope of this part of ISO/IEC 14888.

5.2 Signature process

5.2.1 General

K, 
which is used (along with the message) to produce a witness R
assignment (T1, T2). The signature for the message is the pair (R, S) where S (the second part of the 
signature) is computed as the solution of a signature formula.

Clause 6, the signature formula is

AK + BXD + C q),

given that (A, B, C) is a permutation of (S, T1, T2), X D is a parameter 
depending on the particular mechanism.

Clause 7, the signature formula is

[K]A + [UD]B + C E (in G1).

Given that (A, B, C) is a permutation of (S, T1, T2), U D is a parameter 
depending on the particular mechanism.
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The signature process and the formation of a signed message consist of the following eight stages (see 
Figure 1):

— producing the randomizer;

— producing the pre-signature;

— preparing the message for signing;

— computing the witness;

mechanisms);

— computing the second part of the signature;

— constructing the appendix;

— constructing the signed message.

(optional) and the domain parameters.

5.2.2 Producing the randomizer

K with 
0 < K < q. The output of this stage is K

NOTE 1 The randomizer K

NOTE 2 For the same rationale of 5.1.1.2, an implementation is still considered compliant if it excludes a few 
integers from consideration as possible K values.

5.2.3 Producing the pre-signature

The inputs to this stage are the randomizer K X, with which the signing 
K

Clause 6, it is computed as

 = GK

in E Clause 7
mechanisms. The output of this stage is the pre-signature, .

5.2.4 Preparing the message for signing

In the process of preparing the message, one of M1 and M2 becomes message M

The variables to this stage are the pre-signature  from 5.2.3 and M1 from 5.2.4. The values of these 

R

5.2.6 Computing the assignment

R from 
5.2.5, M2 from 5.2.4 Y. The output of the assignment function 
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is assignment T = (T1, T2 Clause 6, T1 and T2 are 
integers such that

0 < |T1 | < q, 0 < |T2 | < q.

Clause 7, T1 and T2 are elements of G1
to compute T

5.2.7 Computing the second part of the signature

The inputs to this stage are the randomizer K from 5.2.1 X, the assignment T = (T1, 
T2) from 5.2.6, the permutation (A, B, C) of (S, T1, T2), a variable D in 5.1.1.2 and domain parameter q as 

5.1.1.1 and 5.1.2.1.

AK + BXD + C q)

and solves the signature formula for S, the second part of the signature, where 0 < S < q.

S, the second part 
of the signature such that S G1

[K]A + [UD]B + C E (in G1).

The pair (R, S) will be called the signature, .

5.2.8 Constructing the appendix

text, as [(R, S), text]. The 

5.2.9 Constructing the signed message

M and the appendix, i.e. M || [(R, S), text].
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[(R, S), text]

[(R, S), text]

Figure 1 — Signature process with randomized witness (one of M1 and M2 is M, the other is empty)

5.3.1 General

Figure 2):

— retrieving the witness;

mechanisms);

— recomputing the pre-signature;

— recomputing the witness;

Clause 7) and the domain parameters.

5.3.2 Retrieving the witness

R, S) from the appendix, and divides it into the witness R and the 
second part of the signature S
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elements, R and S

M from the signed message and divides the message into two parts M1 and M2.

5.3.4 Retrieving the assignment

This stage is identical to 5.2.6. The inputs to the assignment function consist of the witness R from 
5.3.2, M2 from 5.3.3 Y. The assignment T = (T1, T2) is recomputed 

recompute T.

5.3.5 Recomputing the pre-signature

Y, the assignment  
T = (T1, T2) from 5.3.4, the second part of the signature S from 5.3.2 R from 5.3.2. The 

A, B, C) the values (S, T1, T2
′ .

′  is computed in E as

′  = YmGn

where m = -A-1B mod q and n = -A-1C mod q.

5.3.6 Recomputing the witness

The computations at this stage are the same as in 5.2.5
inputs are ′  from 5.3.5 and M1 from 5.3.3. The output is the recomputed witness, R'.

7.2, the process of recomputing the witness is computing two 
R'.

5.3.7 Verifying the witness

R', from 5.3.6 is equal to R from 5.3.2.

7.2
5.3.6 R = R' holds.
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Σ

6.1 General

6.1 6.1 General

elliptic curve point  has two coordinates: x-coordinate, X Y . Elliptic curves 
for EC-DSA, EC-KCDSA, EC-GDSA, EC-RDSA, EC-SDSA and EC-FSDSA are restricted to non-singular and 
non-supersingular curves.
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6.2 DSA

6.2.1 General

DSA (Digital Signature Algorithm) is a signature mechanism with E = Zp*, p a prime, and q a prime 
dividing p D of DSA is equal to 1. The message is prepared such that M1
M2 is the message to be signed, i.e. M2 = M

R = mod q, where  = Gk mod p for some integer K.

(T1, T2) = (-R, -BS2I( , H)),

where H = h(M) is the truncated hash-code of message M, converted to an integer according to the 
conversion rule given in Annex B.

A, B, C) of the DSA signature formula are set as follows:

(A, B, C) = (S, T1, T2).

Thus the signature formula becomes

SK - RX BS2I( , H q).

17
Reference [17] to conform with the notation used elsewhere in this part of ISO/IEC 14888.

6.2.2 Parameters

p a prime, where 2 -1 < p < 2 .

q a prime divisor of p -1, where 2 -1 < q < 2 .

G a generator of the subgroup of order q, such that 1 < G < p.

Four choices for the pair ( ) are allowed in DSA, which are (1024, 160), (2048, 224), (2048, 256), and 
, ) pair and the  be the same unless 

an agreement has been made between participating entities to use a stronger hash function.

The integers p, q, and G can be public and can be common to a group of users.

The parameters p, q and G Annex D
standard is not required then the parameters p and q
techniques given in ISO/IEC 18032.

Reference [17].

q to facilitate a collision between 

74, 2101, or 2114 (corresponding to  = 

collision would be 280, 2112, or 2128.[39]

17] which includes the method 
Annex D. If the use of an appropriate method for the generation of domain parameters cannot be 

6.3, 6.4 and 6.7.
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X such 
that 0 < X < q. The parameter D Y is

Y =GX mod p.

X Y
X

6.2.4 Signature process

6.2.4.1 Producing the randomizer

K such that 0 < K < q.

6.2.4.2 Producing the pre-signature

The input to this stage is the randomizer K,

 = GK mod p.

6.2.4.3 Preparing the message for signing

The message is prepared such that M1 M2 is the message to be signed, i.e. M2 = M.

6.2.4.4 Computing the witness

R =  mod q
signature. Thus

R = (GK mod p) mod q.

6.2.4.5 Computing the assignment

2q H 2q h(M2). Otherwise, 
H is h(M2). Afterwards, H is converted to integer according to conversion rule, BS2I, in Annex B. The 
assignment (T1, T2) is (-R, -BS2I( , H)).

6.2.4.6 Computing the second part of the signature

The signature is (R, S) where R is computed in 6.2.4.4 and

S = (K  (BS2I( , H) + XR)) mod q

where H , ) bits of h(M2).

The value of h(M2) is an bit string output of the appropriate hash-function in 6.2.2. For use in 
computing S, this string shall be converted to an integer.

R = 0 or S = 0. If either R = 0 or S = 0, a new value of K should be generated 
R = 0 or S = 0 if signatures are 
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6.2.4.7 Constructing the appendix

The appendix will be the concatenation of (R, S text, ((R, S), text).

6.2.4.8 Constructing the signed message

A signed message is the concatenation of a message, M, and the appendix.

M||((R, S), text)

6.2.5.1 General

of p, q, G and Y.

6.2.5.2 Retrieving the witness

R and the second part of the signature S from the appendix. And, the 
R < q and 0 < S < q. If either condition is violated, the signature shall be 

M2 = M from the signed message. M1

6.2.5.4 Retrieving the assignment

This stage is identical to 6.2.4.5. The inputs to the assignment function consist of the witness R from 
6.2.5.2 and M2 from 6.2.5.3. The assignment T = (T1, T2) is recomputed as output from the assignment 
function, 6.2.4.5.

6.2.5.5 Recomputing the pre-signature

Y, assignment T = (T1, T2) from 6.2.5.4 
and second part of the signature S from 6.2.5.2 ′  of the pre-
signature using the formula

′  = Y -S -1T1 mod q G  mod q mod p.

6.2.5.6 Recomputing the witness

The computations at this stage are the same as in 6.2.4.4
The input is ′  from 6.2.5.5. Note that M1 R' such that 
R' = ′  mod q.

6.2.5.7 Verifying the witness

R' from 6.2.5.6 to the value of R from 6.2.5.2. If R' = R, 
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6.3 KCDSA

6.3.1 General

E = Zp*, p 

a prime, and q a prime dividing Y is G x
-1

; that is, the parameter D is -1. The 
message is prepared such that M1 M2 is the message to be signed, i.e. M2 = M. The witness 

R = h(I2BS( , )).

If  is longer than 

R = I2BS( , BS2I( , h(I2BS( , ))) mod 2 ).

the formula

(T1, T2) = (V, -1),

where V = BS2I( , R H) mod q. The value H Y and message M.

A, B, C) of the KCDSA signature formula are set as,

(A, B, C) = (T2, S, T1).

Thus the signature formula becomes

-K + SX -1 + V q).

36
Reference [36] to conform with notation used elsewhere in this part of ISO/IEC 14888.

6.3.2 Parameters

p a prime, where 2 -1 < p < 2

q a prime divisor of p - 1, where 2 -1 < q < 2

F an integer such that 1 < F < p F (p -  1)/q mod p > 1

G F(p -1)/q mod p, an element of order q in Zp*

l h

Three choices of the triplet ( ) are allowed in KCDSA, which are (2048, 224, SHA-224), (3072, 256, 
SHA-256), and (2048, 224, SHA-256). Among these, (2048, 224, SHA-224) and (3072, 256, SHA-256) are 

SHA-224 is not.

The integers, p, q, G and l, can be public and can be common to a group of users.

 

16 © ISO/IEC 2016 – All rights reserved

Full document details: BS ISO/IEC 14888-3:2016

http://avadocuments2026.com/doc/bs-iso-iec-14888-3-2016
http://avadocuments2026.com/doc/bs-iso-iec-14888-3-2016


 

ISO/IEC 14888-3:2016(E)

X such 
that 0 < X < q. The parameter D Y is

Y G p= x
-1

mod .

A user' X Y
X

6.3.4 Signature process

6.3.4.1 Producing the randomizer

K such that 0 < K < q.

6.3.4.2 Producing the pre-signature

The input to this stage is the randomizer K

 = GK mod p.

6.3.4.3 Preparing the message for signing

The message is prepared such that M1 M2 is the message to be signed, i.e. M2 = M.

6.3.4.4 Computing the witness

R = h(I2BS( , )), where the output of H is the hash-code of the 
bit string of length  converted from the pre-signature . If  is longer than , then, the computation of 

R = I2BS( , BS2I( , h(I2BS( , ))) mod 2 ).

The conversion rules, I2BS and BS2I, are given in Annex B.

6.3.4.5 Computing the assignment

T1, T2) = (V V = BS2I( , R H) mod q, where 
H=h(Y' ||M2) is the hash-code of the concatenation of Y' = I2BS(l, Y mod 2l) and message M2. The value of 
Y' is a bit string of length l. In computing V, the bit string R H shall be converted to an integer before 
modulo reduction with respect to q.

If  is longer than , then the computation of H H = I2BS( , BS2I( , h(Y' ||M2)) mod 2 ).

NOTE Y'

6.3.4.6 Computing the second part of the signature

The signature is (R, S) where R is computed in 6.3.4.4 and

S = X(K V) mod q.

6.3.4.7 Constructing the appendix

The appendix will be the concatenation of (R, S text, ((R, S), text).
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6.3.4.8 Constructing the signed message

A signed message is the concatenation of a message, M, and the appendix.

M||((R, S), text)

6.3.5.1 General

of p, q and G.

Y (see ISO/IEC 14888-1:2008, Clause 9 for additional required data items).

6.3.5.2 Retrieving the witness

R and the second part of the signature S from the appendix. The 

— 0 < S < q;

— If the length of the value  is not longer than , the bit length of R is equal to the output bit length of 

— If the length of the value  is longer than , the bit length of R is equal to .

M2 = M from the signed message. M1

6.3.5.4 Retrieving the assignment

This stage is identical to 6.3.4.5. The inputs to the assignment function consist of the witness R from 
6.3.5.2 and M2 from 6.3.5.3. The assignment T = (T1, T2) is recomputed as output from the assignment 
function, 6.3.4.5.

6.3.5.5 Recomputing the pre-signature

Y, assignment T = (T1, T2) from 6.3.5.4 
and second part of the signature S from 6.3.5.2 ′  of the pre-
signature using the formula

′  = Y S mod q G T1 mod q mod p.

6.3.5.6 Recomputing the witness

The computations at this stage are the same as in 6.3.4.4
The input is ′  from 6.3.5.5. Note that M1 R'.

6.3.5.7 Verifying the witness

R' from 6.3.5.6 to the value of R from 6.3.5.2. If R' = R, 
then the signature is valid.
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6.4 Pointcheval/Vaudenay algorithm

6.4.1 General

E = Zp*, p a prime, and q a 
prime divisor of p - 1. The parameter D is equal to 1. The message is prepared such that M1
M2 is the message to be signed, i.e. M2 = M

R =  mod q

(T1, T2 R H)

where H = h(I2BS( , R)||M) is the hash-code of the concatenation of the witness R and the message 
M. Note that the computation of T2 above requires the conversion of the hash-code to an integer. The 
conversion function is given in Annex B.

A, B, C

(A, B, C) = (S, T1, T2).

Thus, the signature formula becomes

SK RX H q).

31].

6.4.2 Parameters

p a prime

q a prime divisor of p – 1

F an integer such that 1 < F < p - 1 and F(p - 1)/q mod p > 1

G F(p - 1)/q mod p

X such 
that 0 < X < q. The parameter D Y is

Y =GX mod p.

X Y
X

6.4.4 Signature process

6.4.4.1 Producing the randomizer

K such that 0 < K < q.

 

© ISO/IEC 2016 – All rights reserved 19

Full document details: BS ISO/IEC 14888-3:2016

http://avadocuments2026.com/doc/bs-iso-iec-14888-3-2016
http://avadocuments2026.com/doc/bs-iso-iec-14888-3-2016


 

ISO/IEC 14888-3:2016(E)

6.4.4.2 Producing the pre-signature

The input to this stage is the randomizer K

 = GK mod p.

6.4.4.3 Preparing message for signing

The message is prepared such that M1 M2 is the message to be signed, i.e. M2 = M.

6.4.4.4 Computing the witness

R =  mod q
signature. Thus

R = (GK mod p) mod q.

6.4.4.5 Computing the assignment

T1, T2) = (-R, -BS2I( , H)), where H = h(I2BS( , R)||M2) 
is the hash-code of the concatenation of the witness and message M2. Before the concatenation, the 
witness shall be converted to a bit string of length |p|.

6.4.4.6 Computing the signature

The signature is (R, S) where R is computed in 6.4.4.4 and

S = K-1(BS2I( , H) + XR) mod q.

6.4.4.7 Constructing the appendix

The appendix will be the concatenation of (R, S text, ((R, S), text).

6.4.4.8 Constructing the signed message

A signed message is the concatenation of a message, M, and the appendix.

M||((R, S), text)

6.4.5.1 General

of p, q and G.

Y (see ISO/IEC 14888-1:2008, Clause 9 for additional required data items).

6.4.5.2 Retrieving the witness

R and the second part of the signature S from the appendix. The 
R < q and 0 < S < q. If either condition is violated, the signature shall 
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M2 = M from the signed message. M1

6.4.5.4 Retrieving the assignment

This stage is identical to 6.4.4.5. The inputs to the assignment function consist of the witness R from 
6.4.5.2 and M2 from 6.4.5.3. The assignment T = (T1, T2) is recomputed as output from the assignment 
function, 6.4.4.5.

6.4.5.5 Recomputing the pre-signature

Y, assignment T = (T1, T2) from 6.4.5.4 
and second part of the signature S from 6.4.5.2 ′  of the pre-

′  = Y -S -1T1 mod q G -S -1T2 mod q mod p.

6.4.5.6 Recomputing the witness

The computations at this stage are the same as in 6.4.4.4
The inputs are ′  from 6.4.5.5. Note that M1 R'.

6.4.5.7 Verifying the witness

R' , from 6.4.5.6 to the value of R from 6.4.5.2. If R' = R, 
then the signature is valid.

6.5 SDSA

6.5.1 General

SDSA (Schnorr Digital Signature Algorithm) is a signature mechanism with E = Zp*, p a prime, and q a 
prime dividing p-1. The parameter D is equal to 1. The message is prepared such that M1 is the message 
to be signed, i.e. M1 = M, and M2 R equal to a hash-

T1 = -1 and T2 equal to the negative of the integer 
R to an integer according to the conversion rule, BS2I, given in Annex B 

and then reducing modulo q.

A, B, C) of the SDSA signature formula are set as follows:

(A, B, C) = (T1, T2, S).

Thus the signature formula becomes

K+ T2X+S q).

32] 
and [33]. The notation here has been changed from References [32] and [33] to conform with the notation used in 
ISO/IEC 14888.
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6.5.2 Parameters

p a prime, where 2 -1 < p < 2 .

q a prime divisor of p -1, where 2 -1 < q < 2 .

G a generator of the subgroup of order q, such that 1 < G < q.

Four choices for the pair (  
(2048, SHA-224), (2048, SHA-256), and (3072, SHA-256). Corresponding  should be selected according 
to  in Table 1.

The integers p, q, and G can be public and can be common to a group of users.

The parameters p, q and G Annex D. The parameters p and q can be 
generated using the prime generation techniques given in ISO/IEC 18032.

to Reference [17].

X such 
that 0 < X < q. The parameter D Y is

Y = GX mod p.

X Y
X

6.5.4 Signature process

6.5.4.1 Producing the randomizer

K such that 0 < K < q.

6.5.4.2 Producing the pre-signature

The input to this stage is the randomizer K

 = GK mod p.

6.5.4.3 Preparing message for signing

The message is prepared such that M1 is the message to be signed, i.e. M1 = M, and M2

6.5.4.4 Computing the witness

R as the hash-code of the pre-signature 
the message M1

R = h(I2BS( , ) ||M).
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6.5.4.5 Computing the assignment

The value of the witness R is converted to an integer according to conversion rule, BS2I, in Annex B and 
then reducing modulo q. The assignment (T1, T 1 BS2I( , R) mod q).

6.5.4.6 Computing the second part of the signature

The signature is (R, S) where S = (K + BS2I( , R)X) mod q.

R = 0 or S = 0. If either R = 0 or S = 0, a new value of K should 
R = 0 or S = 0 if 

6.5.4.7 Constructing the appendix

The appendix will be the concatenation of (R, S text.

6.5.4.8 Constructing the signed message

A signed message is the concatenation of the message, M, and the appendix

M || ((R,S) || text).

6.5.5.1 General

6.5.5.2 Retrieving the witness

R and the second part of the signature S from the appendix. The 
R is a non-zero string within the range of the hash function and that 0 < S < q.

M from the signed message and divides the message into two parts M1 and M2, 
such that M1 = M and M2

6.5.5.4 Retrieving the assignment

The input to the assignment function consists of the witness R from 6.5.5.2. The assignment

T = (T1, T2 BS2I( , R) mod q).

6.5.5.5 Recomputing the pre-signature

Y, assignment T = (T1, T2) from 6.5.5.4 
and second part of the signature S from 6.5.5.2 ′  of the pre-

′  =Y(T2 mod q)G(-ST1 mod q) mod p =Y(T2 mod q)G(S mod q) mod p.
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6.5.5.6 Recomputing the witness

The computations at this stage are the same as in 6.5.4.4 and 6.5.4.5
function. The input is ′  from 6.5.5.5 and M1 from 6.5.5.3. The output is the recomputed witness R' 
which is the hash-code of the recomputed pre-signature ′  and the message M.

6.5.5.7 Verifying the witness

R' from 6.5.5.6 to the retrieved version of R from 6.5.5.2. 
If R' = R

6.6 EC-DSA

6.6.1 General

EC-DSA (Elliptic Curve Digital Signature Algorithm) is an elliptic curve analogue of the DSA algorithm. 
A, B, C) of the EC-DSA signature formula are set as follows

(A, B, C) = (S, T1, T2)

where (T1, T2) = (-R, -BS2I( , H)) and H = h(M) is the truncated hash-code of message M, converted to an 
integer according to the conversion rule given in Annex B. The hash-function h is one of SHA-1, SHA-224, 
SHA-256, SHA-384 and SHA-512 described in ISO/IEC 10118-3.

Y is [X]G; that is, the parameter D is equal to 1. The message is prepared such that M1 
M2 is the message to be signed, i.e. M2 = M

R = FE2I(r, X ) mod q.

The conversion rule, FE2I, is given in Annex B.

Thus the signature formula becomes

SK RX BS2I( , H q).

NOTE This mechanism is based on the algorithm described in Reference [7].

6.6.2 Parameters

F

E F

#E E

q a prime divisor of #E

G a point on the elliptic curve of order q

q.

to Reference [7] or Reference [17].
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X such 
that 0 < X < q. The parameter D Y is

Y = [X]G.

X Y
X

6.6.4 Signature process

6.6.4.1 Producing the randomizer

K such that 0 < K < q.

6.6.4.2 Producing the pre-signature

The input to this stage is the randomizer K

 = [K]G.

6.6.4.3 Preparing message for signing

The message is prepared such that M1 M2 is the message to be signed, i.e. M2 = M.

6.6.4.4 Computing the witness

R = FE2I(r, X ) mod q.

6.6.4.5 Computing the assignment

2q H 2q h(M2). Otherwise, 
H is h(M2). Afterwards, H is converted to integer according to conversion rule, BS2I, in Annex B. The 
assignment (T1, T2) is (-R, -BS2I( , H)).

6.6.4.6 Computing the second part of the signature

The signature is (R, S) where R is computed in 6.6.4.4, and

S = (K (XR + BS2I( , H))) mod q.

R = 0 or S = 0. If either R = 0 or S = 0, a new value of K should be generated 
R = 0 or S = 0 if signatures are 

6.6.4.7 Constructing the appendix

The appendix will be the concatenation of (R, S text, ((R, S), text).

6.6.4.8 Constructing the signed message

A signed message is the concatenation of the message, M, and the appendix.

M||((R, S), text)
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6.6.5.1 General

6.6.5.2 Retrieving the witness

R and the second part of the signature S from the appendix. The 
R < q and 0 < S < q; if either condition is violated the signature 

M from the signed message and divides the message into two parts M1 and M2. M1 
M2 = M.

6.6.5.4 Retrieving the assignment

This stage is identical to 6.6.4.5. The inputs to the assignment function consist of the witness R from 
6.6.5.2 and M2 from 6.6.5.3. The assignment T = (T1, T2) is recomputed as output from the assignment 
function, 6.6.4.5.

6.6.5.5 Recomputing the pre-signature

Y, assignment T = (T1, T2) from 6.6.5.4 
and second part of the signature S from 6.6.5.2 ′ of the pre-

′ S -1T1 mod q]Y S -1T2 mod q]G.

6.6.5.6 Recomputing the witness

The computations at this stage are the same as in 6.6.4.4
The input is ′  from 6.6.5.5. The output is the recomputed witnessR'.

6.6.5.7 Verifying the witness

R' from 6.6.5.6 to the retrieved version of R from 6.6.5.2. 
If R' = R
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6.7 EC-KCDSA

6.7.1 General

Y = [X-1]G
prepared such that M1 M2 is the message to be signed, i.e. M2 = M. The witness function is 

R = h(FE2BS(r, X )).

If  is longer than 

R = I2BS( , BS2I( , h(FE2BS(r, X ))) mod 2 )

where 

the formula

(T1, T2) = (V, -1)

where V = BS2I( , (R H)) mod q. The value H Y and message M.

A, B, C) of the EC-KCDSA signature formula are set as follows

(A, B, C) = (T2, S, T1).

Thus the signature formula becomes

K + SX -1 + V q).

37
Reference [37] to conform with notation used elsewhere in this part of ISO/IEC 14888.

6.7.2 Parameters

l h

F

E F

#E E

q a prime divisor of #E

G a point on the elliptic curve of order q

All these parameters can be public and can be common to a group of users.

according to Reference [37].
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X such 
that 0 < X < q. The parameter D Y is

Y = [X -1]G.

X Y
X

6.7.4 Signature process

6.7.4.1 Producing the randomizer

K such that 0 < K < q.

6.7.4.2 Producing the pre-signature

The input to this stage is the randomizer K

 = [K]G.

6.7.4.3 Preparing the message for signing

The message is prepared such that M1 M2 is the message to be signed, i.e. M2 = M.

6.7.4.4 Computing the witness

R = h(FE2BS(r, X )), where output of h is the hash-code of X . If  is longer 
than R = I2BS( , BS2I( , h(FE2BS(r, X))) mod 2 ).

The conversion rules, FE2BS, I2BS and BS2I, are given in Annex B.

6.7.4.5 Computing the assignment

T1, T2) = (V V = BS2I( , R H) mod q, where 
H=h(Y' || M2) is the hash-code of the concatenation of Y' and message M2. The value of Y' is the leftmost l 
bits of a bit sequence FE2BS(r, YX)||FE2BS(r, YY). If l is longer than the length of the sequence, 0 is padded 
as much as needed after the sequence. In computing V, the bit string R H shall be converted to an 
integer before modulo reduction with respect to q.

If  is longer than , then the computation of H H = I2BS( , BS2I( , h(Y' || M2)) mod 2 ).

NOTE Y'

6.7.4.6 Computing the second part of the signature

The signature is (R, S) where R is computed in 6.7.4.4 and

S = X(K V) mod q.

6.7.4.7 Constructing the appendix

The appendix will be the concatenation of (R, S text, ((R, S), text).
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6.7.4.8 Constructing the signed message

A signed message is the concatenation of a message, M, and the appendix.

M || ((R, S), text)

6.7.5.1 General

of E, q and G.

Y (see ISO/IEC 14888-1:2008, Clause 9 for additional required data items).

6.7.5.2 Retrieving the witness

R and the second part of the signature S from the appendix. The 

— 0 < S < q;

— if the length of the value  is not longer than , the bit length of R is equal to the output bit length of 

— if the length of the value  is longer than , the bit length of R is equal to .

M2 = M from the signed message. M1

6.7.5.4 Retrieving the assignment

This stage is identical to 6.7.4.5. The inputs to the assignment function consist of the witness R from 
6.7.5.2 and M2 from 6.7.5.3. The assignment T = (T1, T2) is recomputed as output from the assignment 
function, 6.7.4.5.

6.7.5.5 Recomputing the pre-signature

Y, assignment T = (T1, T2) from 6.7.5.4 
and the second part of the signature S from 6.7.5.2 ′  of the 
pre-signature using the formula

′  = [S mod q]Y + [T1 mod q]G.

6.7.5.6 Recomputing the witness

The computations at this stage are the same as in 6.7.4.4
The input is ′  from 6.7.5.5. Note that M1 R'.

6.7.5.7 Verifying the witness

R' from 6.7.5.6 to the value of R from 6.7.5.2. If R' = R, 
then the signature is valid.

 

© ISO/IEC 2016 – All rights reserved 29

Full document details: BS ISO/IEC 14888-3:2016

https://doi.org/10.3403/30108757
http://avadocuments2026.com/doc/bs-iso-iec-14888-3-2016
http://avadocuments2026.com/doc/bs-iso-iec-14888-3-2016


 

ISO/IEC 14888-3:2016(E)

6.8 EC-GDSA

6.8.1 General

EC-GDSA (Elliptic Curve German Digital Signature Algorithm) is a signature mechanism with 
Y = [X-1]G; that is, the parameter D M1 

M2 is the message to be signed, i.e. M2 = M

R = FE2I(r, X ) mod q.

A, B, C) of the EC-GDSA signature formula are set as follows:

(A, B, C) = (T1, S, T2)

where (T1, T2) = (-R, H) and H is the hash-code of the message M.

Thus the signature formula becomes

RK + SX-1 + H q).

NOTE EC-GDSA stands for Elliptic Curve German Digital Signature Algorithm.[16]

6.8.2 Parameters

F

E F

#E E

q a prime divisor of #E

G a point on the elliptic curve of order q

All these parameters can be public and can be common to a group of users.

X such 
that 0 < X < q. The parameter D Y is

Y = [X ]G.

X Y
X

6.8.4 Signature process

6.8.4.1 Producing the randomizer

K such that 0 < K < q.
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6.8.4.2 Producing the pre-signature

The input to this stage is the randomizer K

 = [K]G.

6.8.4.3 Preparing message for signing

The message is prepared such that M1 M2 is the message to be signed, i.e. M2 = M.

6.8.4.4 Computing the witness

R = FE2I(r, X ) mod q
signature.

6.8.4.5 Computing the assignment

T1, T2) = (-R, BS2I( , H)) where H is the hash-code of the 
message M2.

6.8.4.6 Computing the second part of the signature

The signature is (R, S) where R is computed in 6.8.4.4 and

S = X(KR BS2I( , H)) mod q.

6.8.4.7 Constructing the appendix

The appendix will be the concatenation of (R, S text, ((R, S), text).

6.8.4.8 Constructing the signed message

A signed message is the concatenation of the message, M, and the appendix

M||((R, S), text).

6.8.5.1 General

6.8.5.2 Retrieving the witness

R and the second part of the signature S from the appendix. The 
R < q and 0 < S < q; if either condition is violated the signature 

M from the signed message and divides the message into two parts M1 and M2. M1 
M2 = M.
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6.8.5.4 Retrieving the assignment

This stage is identical to 6.8.4.5. The inputs to the assignment function consist of the witness R from 
6.8.5.2 and M2 from 6.8.5.3. The assignment T = (T1, T2) is recomputed as output from the assignment 
function, 6.8.4.5.

6.8.5.5 Recomputing the pre-signature

Y, assignment T = (T1, T2) from 6.8.5.4 
and second part of the signature S from 6.8.5.2 ′  of the pre-

′  = [(-T1) S mod q]Y + [(-T1) T2 mod q]G.

6.8.5.6 Recomputing the witness

The computations at this stage are the same as in 6.8.4.4
The input is ′  from 6.8.5.5. The output is the recomputed witnessR'.

6.8.5.7 Verifying the witness

R' from 6.8.5.6 to the retrieved version of R from 6.8.5.2. 
If R' = R

6.9 EC-RDSA

6.9.1 General

EC-RDSA (Elliptic Curve Russian Digital Signature Algorithm) is a signature mechanism with 
Y = [X]G; that is, the parameter D is equal to 1. The message is prepared such that M1 is 

M2 is the message to be signed, i.e. M2= M A B C) of the EC-RDSA signature 
formula are set as follows:

(A, B, C) = (T1, T2, -S)

where (T1, T2) = (H, R) and H = h(M) is the hash-code of message M, converted to an integer as described 
in 6.9.4.5.

R = FE2I(r, X ) mod q.

Thus the signature formula becomes

HK + RX - S q).

Reference [21]. The notation here has been changed from Reference [22] to conform with the notation used in 
ISO/IEC 14888.
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6.9.2 Parameters

p a prime

E GF(p)

#E E

q a prime divisor of #E

G a point on the elliptic curve of order q

All these parameters can be public and can be common to a group of users.

X such 
X q. The parameter D Y is

Y = [X]G.

X Y
X

NOTE Reference [21 X.

6.9.4 Signature process

6.9.4.1 Producing the randomizer

K such that 0 < K < q.

6.9.4.2 Producing the pre-signature

The input to this stage is the randomizer K

 = [K]G.

6.9.4.3 Preparing message for signing

The message is prepared such that M1 M2 is the message to be signed, i.e. M2 = M.

6.9.4.4 Computing the witness

R = FE2I(r, X ) mod q.

6.9.4.5 Computing the assignment

H = h(M2). H is then converted to an integer according to conversion rule 
BS2I in Annex B. If H is equal to 0 mod q, then H is set to 1. The assignment (T1, T2) is (BS2I( , H), R), if 
BS2I( , H q), or (1, R) otherwise.
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