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Information technology — Home electronic system (HES) —
Guidelines for product interoperability —
Part 4: Event encoding

FOREWORD

1) ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission)
form the specialized system for worldwide standardization. National bodies that are members of ISO or IEC
participate in the development of International Standards through technical committees established by the
respective organization to deal with particular fields of technical activity. ISO and IEC technical committees
collaborate in fields of mutual interest. Other international organizations, governmental and non-governmental,
in liaison with ISO and IEC, also take part in the work.

2) The formal decisions or agreements of IEC and ISO on technical matters express, as nearly as possible, an
international consensus of opinion on the relevant subjects since each technical committee has representation
from all interested IEC and ISO National bodies.

3) IEC and ISO documents have the form of recommendations for international use and are accepted by IEC and
ISO National bodies in that sense. While all reasonable efforts are made to ensure that the technical content of
IEC and ISO documents is accurate, IEC and ISO cannot be held responsible for the way in which they are used
or for any misinterpretation by any end user.

4) In order to promote international uniformity, IEC and ISO National bodies undertake to apply IEC and ISO
documents transparently to the maximum extent possible in their national and regional publications. Any
divergence between any IEC and ISO document and the corresponding national or regional publication shall be
clearly indicated in the latter.

5) IEC and ISO do not provide any attestation of conformity. Independent certification bodies provide conformity
assessment services and, in some areas, access to IEC and ISO marks of conformity. IEC and ISO are not
responsible for any services carried out by independent certification bodies.

6) All users should ensure that they have the latest edition of this document.

7) No liability shall attach to IEC and ISO or their directors, employees, servants or agents including individual
experts and members of its technical committees and IEC and ISO National bodies for any personal injury,
property damage or other damage of any nature whatsoever, whether direct or indirect, or for costs (including
legal fees) and expenses arising out of the publication, use of, or reliance upon, this ISO/IEC document or any
other IEC and ISO documents.

8) Attention is drawn to the Normative references cited in this document. Use of the referenced publications is
indispensable for the correct application of this document.

9) IEC and ISO draw attention to the possibility that the implementation of this document may involve the use of (a)
patent(s). IEC and ISO take no position concerning the evidence, validity or applicability of any claimed patent
rights in respect thereof. As of the date of publication of this document, IEC and ISO had not received notice of
(a) patent(s), which may be required to implement this document. However, implementers are cautioned that this
may not represent the latest information, which may be obtained from the patent database available at
https://patents.iec.ch and www.iso.org/patents. IEC and ISO shall not be held responsible for identifying any or
all such patent rights.

ISO/IEC 18012-4 has been prepared by subcommittee 25: Interconnection of information
technology equipment, of ISO/IEC joint technical committee 1: Information technology. It is an
International Standard.

The text of this International Standard is based on the following documents:

Draft Report on voting

JTC1-SC25/3270/CDV JTC1-SC25/3312/RVC

Full information on the voting for its approval can be found in the report on voting indicated in
the above table.

The language used for the development of this International Standard is English.
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This document was drafted in accordance with ISO/IEC Directives, Part 2, and developed in
accordance with ISO/IEC Directives, Part 1, and the ISO/IEC Directives, JTC 1 Supplement
available at www.iec.ch/members_experts/refdocs and www.iso.org/directives.

A list of all parts in the ISO/IEC 18012 series, published under the general title Information
technology — Home Electronic System (HES) — Guidelines for product interoperability, can be
found on the IEC and ISO websites.

The use of formatting with bold italics is used throughout this document for data formats as
specified in ISO/IEC 18012-3.
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INTRODUCTION

0.1 Overview

The Home Electronic System (HES) is a set of standards that supports communication, control,
and monitoring applications for homes and buildings. However, homes and buildings present a
heterogeneous and evolving networked environment, where many of these networks and
applications (including some that are based on HES standards) are not directly interoperable
with each other. HES standards achieve interoperability through the ISO/IEC 15045 series to
support functional interworking among the dissimilar home devices, applications, protocols, and
networks found in this environment. The ISO/IEC 15045 series and ISO/IEC 18012 series were
created to render all HES protocols interoperable.

The HES gateway enables an open and adaptable market for incompatible products by
specifying a standardized modular system intended to provide interoperability among the
diversity of networks found in homes and buildings built by a variety of manufacturers. The HES
interoperability process does not require modification of the various networks, applications, or
protocols that use it. Appropriate interworking functions translate network messages through
interface modules to a common lexicon expression that is then exchanged using a private
internal network bus protocol using modules that can be built by a variety of manufacturers. A
protected application platform using a bus protocol supports an expanding array of services for
both the applications and the network.

In summary, the ISO/IEC 15045 series specifies a standardized, modular, dedicated, private,
internal network system that includes:

e interfaces (i.e. interface modules) for communications and semantic translation among
dissimilar home area networks (HANs), and between a HAN and external wide area
networks (WANSs),

e a platform for supporting a variety of application services (i.e. service modules), and

e a secure communication path among these modular elements with access restricted to the
appropriate elements in order to protect data, safety and privacy.

Interworking is achieved with a translation process by which a message between devices on
two networks that use different protocols (including different application languages) is first
converted into a common HES (internal) linguistic expression and then back into an equivalent
message for the other network. This conversion is accomplished by an interworking function
(IWF) residing in interface modules for each network. These messages are initiated by changes-
of-state relating to objects associated with devices connected to networks, and are known as
events. The HES common language message exchange (HES-CLME) event messages employ
a standardized syntax and semantic expressions defined by the HES lexicon specified in
ISO/IEC 18012-3. The format of the messages (i.e. the message protocol data unit — PDU) is
defined in this document).

0.2 Relation to existing work

The HES gateway system is specified in ISO/IEC 15045-1. Several structural configurations of
the HES gateway system are specified in ISO/IEC 15045-4-1. All classes use the HES
interoperability system specified above. However, in some that use physically separated HES
gateway modules, communication among modular elements is provided by a dedicated private
internet serial bus (based on Ethernet, see RFC 1918) that utilizes a set of protocols specified
in ISO/IEC 15045-2, which is now known as common language message exchange (HES-
CLME).
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ISO/IEC 18012-1 introduces the necessity for an interoperability standard among home system
applications to ensure that applications interoperate in a safe, reliable, predictable and
consistent manner. The interworking function (IWF) is specified in ISO/IEC 18012-2.
The message content (protocol data unit or PDU) is defined in ISO/IEC 18012-3 and in this
document. All HES gateway structural class configurations use the same interworking functions,
including lexicon, and event encoding.

0.3 Lexicon and event encoding

ISO/IEC 18012-3 specifies the standardized HES application objects, functions (actions), and
variables, as well as their expression (symbolic encoding) and their semantic meaning and their
syntactic usage. These are the elements to construct IWFs for each specific network. Because
of the dynamic heterogeneous nature of the home and building networking environment, it is
intended that these elements, including the IWFs for each network, be maintained in a
standardized online metadata registry to allow for future expansion while maintaining semantic
interoperability. As the HES lexicon is expanded, there will be coordination with the appropriate
trade or standards organizations to ensure the semantic meanings cover the range of
applications and systems of those industries.

In addition, standardized test procedures, plugfests, and technical guidance reports are
anticipated in the future to prove completeness and ensure interoperability among the range of
applications and systems.

This document specifies the specific format of the PDUs for various events to be utilized in
serial bus data packet exchange (e.g. HES-CLIP) or direct APl exchanges (e.g. HES-CLDPE)
within a gateway. The format provides fast reliable message exchanges with low complexity
requirements.

Figure 1 shows the core interoperability and ISO/IEC 15045 series of standards and where this
document fits into the series.
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Figure 1 — ISO/IEC 18012-4 within the core interoperability
and HES gateway standards
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1 Scope

This document specifies an event exchange format that defines the encoding of individual
events in the interoperability domain. This event format is used to encode events for exchange
across the “event bus” within the interoperability domain.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies.
For undated references, the latest edition of the referenced document (including any
amendments) applies.

ISO/IEC 18012-3, Information technology - Home Electronic System (HES) - Guidelines for
product interoperability - Part 3: Lexicon

IETF RFC 0768, User Datagram Protocol

IETF RFC 1918, Address Allocation for Private Internets

IETF RFC 3986, Uniform Resource Identifier (URI): Generic Syntax

IETF RFC 4180, Common Format and MIME Type for Comma-Separated Values (CSV) Files
IETF RFC 6762, Multicast DNS

IETF RFC 6763, DNS-Based Service Discovery

IETF RFC 7252, The Constrained Application Protocol (CoAP)

IETF RFC 8085, UDP Usage Guidelines

3 Terms, definitions and abbreviated terms

3.1 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

ISO and IEC maintain terminology databases for use in standardization at the following
addresses:

e |EC Electropedia: available at https://www.electropedia.org/

e ISO Online browsing platform: available at https://www.iso.org/obp

3.1.1

comma-separated values

CSsv

sequence of values that are separated by commas and records that are separated by carriage
returns or line feeds or both as specified in RFC 4180

3.1.2

constrained application protocol

CoAP

transfer protocol for use with nodes with limited capability and on networks with limited capacity
or that would limit impact on the networks used as specified in RFC 7252
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3.1.3

data reference address

complete address of an object including the hierarchical address that references data which the
object contains (instead of the name)

3.1.4

DNS-based service discovery

DNS-SD

discovery of services through the domain name system as specified in RFC 6763

3.1.5

DNS-SD TXT records

format of records using the domain name system service discovery that enables additional data
to be discovered

3.1.6
event
change of state relating to an object

Note 1 to entry: Objects include user, remote, binding map, interface, and service objects.

[SOURCE: ISO/IEC 18012-3:2025, 3.1.7]

3.1.7
hierarchical address
address of an object represented as a subordinate to other objects

3.1.8

home electronic system

HES

control and sensing system for homes and buildings based on home electronic system (HES)
ISO/IEC standards

Note 1 to entry: The referenced ISO/IEC standards normally include HES in the title of each standard.

[SOURCE: ISO/IEC 15045-3-1:2024, 3.1.2]

3.1.9

home electronic system common language internal protocol
HES-CLIP

protocol for messaging among physical HES gateway modules

Note 1 to entry: This protocol is based on Ethernet lower Open Systems Interconnection layers and Internet Protocol
on the middle layers.

3.1.10
idempotent
operation that can be invoked multiple times with the same effect as when invoked once

3.1.11

multicast DNS

mDNS

domain name system look ups without server as specified in RFC 6762

3.1.12
object reference code
code that references the specific name within an object

[SOURCE: ISO/IEC 18012-3:2025, 3.1.16]
Documents

Document Sharing Hub

Full document details: BS ISO/IEC 18012-4:2025


http://www.avadocuments.com/doc/bs-iso-iec-18012-4-2025
http://www.avadocuments.com/doc/bs-iso-iec-18012-4-2025

ISO/IEC 18012-4:2025 © ISO/IEC 2025

3.1.13
private internet
network using Internet Protocol addressing within a premises as specified in RFC 1918

3.1.14

protocol data unit

PDU

unit of data exchanged between peer entities

3.1.15
safe
not having any side-effects such as changing data contents

3.1.16
universal asynchronous receiver-transmitter
UART
hardware that is used for serial communication

3.1.17

uniform resource identifier

URI

compact sequence of characters to identify objects as specified in RFC 3986

3.1.18

user datagram protocol

UDP

unacknowledged datagram as specified in RFC 0768 and RFC 8085

Note 1 to entry: UDP is intended for packet transfers with a minimum of overhead, especially for real-time streaming
services.

3.2 Abbreviated terms

CoAP constrained application protocol
CSsv comma-separated values
DNS domain name system

DNS-SD DNS-based service discovery
mDNS multicast DNS

UART universal asynchronous receiver-transmitter
UDP user datagram protocol
URI uniform resource identifier

4 Conformance requirements

An HES gateway module conforming to this document shall implement either 5.2 (HES-CLIP)
or 5.3 (HES-CLDPE) that aligns with the HES-CLME method used.
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