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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical 
Commission) form the specialized system for worldwide standardization. National bodies that are 
members of ISO or IEC participate in the development of International Standards through technical 
committees established by the respective organization to deal with particular fields of technical 
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international 
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the 
work. In the field of information technology, ISO and IEC have established a joint technical committee, 
ISO/IEC JTC 1.

The procedures used to develop this document and those intended for its further maintenance are 
described in the ISO/IEC Directives, Part 1.   In particular the different approval criteria needed for 
the different types of document should be noted.  This document was drafted in accordance with the 
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).  

Attention is drawn to the possibility that some of the elements of this document may be the subject 
of patent rights. ISO and IEC shall not be held responsible for identifying any or all such patent 
rights.   Details of any patent rights identified during the development of the document will be in the 
Introduction and/or on the ISO list of patent declarations received (see www.iso.org/patents). 

Any trade name used in this document is information given for the convenience of users and does not 
constitute an endorsement.

For an explanation on the meaning of ISO specific terms and expressions related to conformity 
assessment, as well as information about ISO’s adherence to the WTO principles in the Technical 
Barriers to Trade (TBT) see the following URL:  Foreword - Supplementary information

The committee responsible for this document is ISO/IEC JTC 1, Information technology, Subcommittee 
SC 38, Cloud computing and distributed platforms.

A list of all parts in the ISO/IEC 19086 series can be found on the ISO website.
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by describing specific components and the conformance requirements for SLOs and SQOs in the 
area of Security and Privacy.

More specifically, this document

a) promotes cohesion between the parts of ISO/IEC 19086 by explaining the concepts and terminology
used across all parts,

b) contributes to the understanding of ISO/IEC 19086 by clarifying the relationships between all the
parts, and

c) provides an overview of other International Standards which can be used in combination with
ISO/IEC 19086.

Figure  1 represents an overview of the content of ISO/IEC  19086 and the relationships between the 
parts of ISO/IEC 19086 and other key International Standards relating to cloud computing.
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Figure 1 — Relationship of parts of ISO/IEC 19086 and other cloud computing standards

This document addresses the contents of a cloud SLA in two main groupings: SLA Components, 
addressed in Clause 9, and SLA Content Areas, addressed in Clause 10, as shown in Figure 2.

Figure 2 — SLA components and SLA content areas
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Information technology — Cloud computing — Service 
level agreement (SLA) framework —

Part 1: 
Overview and concepts

1	 Scope

This document seeks to establish a set of common cloud SLA building blocks (concepts, terms, 
definitions, contexts) that can be used to create cloud Service Level Agreements (SLAs).

This document specifies

a) an overview of cloud SLAs,

b) identification of the relationship between the cloud service agreement and the cloud SLA,

c) concepts that can be used to build cloud SLAs, and

d) terms commonly used in cloud SLAs.

This document is for the benefit and use of both cloud service providers and cloud service customers. 
The aim is to avoid confusion and facilitate a common understanding between cloud service providers 
and cloud service customers. Cloud service agreements and their associated cloud SLAs vary between 
cloud service providers, and in some cases different cloud service customers can negotiate different 
contract terms with the same cloud service provider for the same cloud service. This document aims 
to assist cloud service customers when they compare cloud services from different cloud service 
providers.

This document does not provide a standard structure that can be used for a cloud SLA or a standard set 
of cloud service level objectives (SLOs and cloud service qualitative objectives (SQOs that will apply 
to all cloud services or all cloud service providers. This approach provides flexibility for cloud service 
providers in tailoring their cloud SLAs to the particular characteristics of the offered cloud services.

This document does not supersede any legal requirement.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content 
constitutes requirements of this document. For dated references, only the edition cited applies. For 
undated references, the latest edition of the referenced document (including any amendments) applies.

ISO/IEC 22123-1, Information technology — Cloud computing — Part 1: Vocabulary

3	 Terms	and	definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 22123-1 
and the following apply.

ISO and IEC maintain terminological databases for use in standardization at the following addresses:

— IEC Electropedia: available at http://www.electropedia.org/ 
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3.7
disaster recovery
ability of the ICT elements of an organization to support its critical business functions to an acceptable 
level within a predetermined period of time following a disaster

[SOURCE: ISO/IEC 27031:2011, 3.7]

3.8
failure	notification	policy
policy specifying the processes by which the cloud service customer and cloud service partner can 
notify the cloud service provider of a service outage and by which the cloud service provider can notify 
the cloud service customer and cloud service partner that a service outage has occurred.

Note 1 to entry: The policy may also include the process for providing updates on service outages, who receives 
notifications and updates, the maximum time between the detection of a service outage and the issuance of a 
notice of service outage, the maximum time interval between service outage updates and how service outage 
updates are described.

3.9
interval scale
continuous scale or discrete scale with equal sized scale values and an arbitrary zero

[SOURCE: ISO 3534-2:2006, 1.1.8]

3.10
metric
standard of measurement that defines the conditions and the rules for performing the measurement 
and for understanding the results of a measurement

Note 1 to entry: A metric implements a particular abstract metric concept.

Note 2 to entry: A metric is to be applied in practice within a given context that requires specific properties to be 
measured, at a given time(s) for a specific goal.

3.11
nominal scale
scale with unordered labelled categories or ordered by convention

[SOURCE: ISO 3534-2:2006, 1.1.6]

3.12
ordinal scale
scale with ordered labelled categories

[SOURCE: ISO 3534-2:2006, 1.1.7]

3.13
personally	identifiable	information
PII
any information that (a) can be used to identify the PII principal to whom such information relates, or 
(b) is or might be directly or indirectly linked to a PII principal

Note 1 to entry: To determine whether a PII principal is identifiable, account should be taken of all the means 
which can reasonably be used by the privacy stakeholder holding the data, or by any other party, to identify that 
natural person.

[SOURCE: ISO/IEC 29100:2024, 3.7]
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BLOB Binary Large Object

CSA Cloud Service Agreement

CSC Cloud Service Customer

CSP Cloud Service Provider

ICT Information and Communications Technology

IPR Intellectual Property Rights

IT Information Technology

PII Personally Identifiable Information

RPO Recovery Point Objective

RTO Recovery Time Objective
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