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National foreword

This British Standard reproduces verbatim ISO/IEC 19794-1:2006 and
implements it as the UK national standard.

The UK participation in its preparation was entrusted to Technical Committee
IST/44, Biometrics, which has the responsibility to:

— aid enquirers to understand the text;

—  present to the responsible international/European committee any
enquiries on the interpretation, or proposals for change, and keep
UK interests informed,;

— monitor related international and European developments and
promulgate them in the UK.

A list of organizations represented on this committee can be obtained on
request to its secretary.

Cross-references

The British Standards which implement international publications referred to
in this document may be found in the BSI Catalogue under the section entitled
“International Standards Correspondence Index”, or by using the “Search”
facility of the BSI Electronic Catalogue or of British Standards Online.

This publication does not purport to include all the necessary provisions of a
contract. Users are responsible for its correct application.

Compliance with a British Standard does not of itself confer immunity
from legal obligations.

Summary of pages

This document comprises a front cover, an inside front cover, the ISO/IEC title
page, pages 11 to v, a blank page, pages 1 to 15 and a back cover.

The BSI copyright notice displayed in this document indicates when the
document was last issued.

Amendments issued since publication

Amd. No. Date Comments

Documents

Document Sharing Hub

Full document details: BS ISO/IEC 19794-1:2006


http://www.avadocuments.com/doc/bs-iso-iec-19794-1-2006
http://www.avadocuments.com/doc/bs-iso-iec-19794-1-2006

BS ISO/IEC 19794-1:2006

INTERNATIONAL ISO/IEC
STANDARD 19794-1

First edition
2006-04-01

Information technology — Biometric data
interchange formats —

Part 1:
Framework

Technologies de l'information — Formats d'échange de données
biométriques —

Partie 1: Cadre général

Reference number
ISO/IEC 19794-1:2006(E)

o Documents
Document Sharing Hub

Full document details: BS ISO/IEC 19794-1:2006


http://dx.doi.org/10.3403/30107726U
http://dx.doi.org/10.3403/30107726U
http://www.avadocuments.com/doc/bs-iso-iec-19794-1-2006
http://www.avadocuments.com/doc/bs-iso-iec-19794-1-2006

Documents

. Document Sharing Hub
ii

Full document details: BS ISO/IEC 19794-1:2006


http://www.avadocuments.com/doc/bs-iso-iec-19794-1-2006
http://www.avadocuments.com/doc/bs-iso-iec-19794-1-2006

BS ISO/IEC 19794-1:2006

Contents Page
[Ro] 1= 1Yo ] (o TP TP TP PPPPPPPPPPPI iv
[ a1 oo [ e 1T ] o FR PP P PP PP PPPPPPP v
S ToTo] o 1T SURTRPI 1

2 NOIMALIVE FEFEIENCES ... .. ittt et e e e ettt e e e e ate e e e e enneeea e e anteeeeeeanneeeaaneeeaeeannneas 1
3 Terms and defiNItiONS ... ..o et e et e e st e e e sae e e e anneeeeeanes 1
4 ADDIEVIALEA TEIMIS ...t e ettt e et e e e e e 4
5 General DIOMELIIC SYSIEM .. ..ot e e e e et e e e e 4
5.1 Conceptual diagram of general biometric SyStem...........cuoiiiiiii e 4
5.2 Conceptual components of a general biometric SYSteM ... 5
5.2.1  Data capture SUDSYSIEM .......ooiiiiiiii it 5
5.2.2  TransSmiSSION SUDSYSIEM......cciiiiiiiii ettt e e e e eare e e e 5
5.2.3  Signal processing SUDSYSIEM .........iiiiiiiiie ittt 5
5.2.4 Data Storage SUDSYSIEIM .....ciiiiiiiiiie e e e e e e s e e et e e e e e s e e e e e e e e ennrnaneaeeeas 5
5.2.5  MatChing SUDSYSIEM .....uiiiiiiiiii ittt e e e e ettt et e e e e e s s et a e e eeeeeaeessaansanneeeeeesaannssnneaeeens 5
5.2.6  DECISION SUDSYSIEIM .....eiiiiiiiiiiiiie et e e e e e e e e st ee e e e e e s s e nsbabaeeeeeeeeesaansnsneeeeeas 5
5.2.7  AdmMINIStration SUDSYSEM ..o et aan 6
LT T (01 (= 7= o7 RS 6
5.3 Functions of general biometric SYSIEM ........ooi i e e 6
LR B B = o (o] 11 0 T=T o | PP PPT PP SPPPPP 6
LT T V=Y ¢ 1 {Tox 1 oo O 7
LT TR T [ 1101 1= o o USSR 7
6 Usage context of biometric data interchange formats............ccccceeiiiiii e, 8
7 General aspects of the usage of biometric data for interchange...........cccccoov i 8
71 L] (oo [V (o] o I PSPPSR 8
7.2 I E= LU =T IR 2= =T o1 N 8
7.3 Yo aTe JR=1aTe U LST-To (=X o (U] = 4o ] o [PPSR 9
7.4 ENrolmMent CONAITIONS . ......eiiiiii it e et e e e e e e s st e e s s e s reeeeeas 9
7.5 Feature extraction algorithms ... e 9
7.6 Feature matching algorithms ... e s 9
7.7 (0= o (01 N0 LoV oY 4 o 1= |5 S 9
7.8 Multi-modal data STTUCIUIES ........cooiiie et e e e s e e eeeeas 9
8 Processing level of data formats for interchange............ccccuviiiiiiiei e 9
8.1 Processing levels according to [SO/MEC 19785-1].......ceoueeeeee oot 9
8.2 T aTTo o -1 - T OSSR 10
8.3 [ aF= To =T o F= e PP PP TP OPOTPP 10
8.4 Behavioural data............oeiiiiiii e 10
8.5 =1 (0] (T £- | c= TP RUR PR 10
8.6 Naming concept for biometric data StruCtUres ... 11
8.7 Requirements for standardizing biometric data formats ...........cccoooiiiiiii 11
9 MUKIEDIOMEITICS e e e e e e st e e e e e e e e e e anb bbb e e ee e e e s anabeeeeeeeeas 11
10 ST g T T =T o (U1 4=T 0 T o USRS 12
11 Format owner and format tYPES ........veiiiiiiiie e a e 12
11.1 FOMMAE OWNET ...ttt b et e e et e e e s b et e e e eabe e e abbe e e e snneeas 12
L o 14 F= |G Y = PP RRRPPRIN 12
Annex A (informative) Examples of matching SCENArios ...........cooocuiiiiiiiiiiii e 13
1271 o] oo =T o] 4| 2R PP PTTTT PSPPI 15
Documents

Document Sharing Hub
lii

Full document details: BS ISO/IEC 19794-1:2006


http://dx.doi.org/10.3403/30107723U
http://www.avadocuments.com/doc/bs-iso-iec-19794-1-2006
http://www.avadocuments.com/doc/bs-iso-iec-19794-1-2006

BS ISO/TEC 19794-1:2006

Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commis-
sion) form the specialized system for worldwide standardization. National bodies that are members of ISO or
IEC participate in the development of International Standards through technical committees established by the
respective organization to deal with particular fields of technical activity. ISO and IEC technical committees
collaborate in fields of mutual interest. Other international organizations, governmental and non-governmental,
in liaison with ISO and IEC, also take part in the work. In the field of information technology, ISO and IEC have
established a joint technical committee, ISO/IEC JTC 1.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.

The main task of the joint technical committee is to prepare International Standards. Draft International Stan-
dards adopted by the joint technical committee are circulated to national bodies for voting. Publication as an
International Standard requires approval by at least 75 % of the national bodies casting a vote.

Attention is drawn to the possibility that some of the elements of this document may be the subject of patent
rights. ISO and IEC shall not be held responsible for identifying any or all such patent rights.

SO/IEC 19794-1 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information technology, Sub-
committee SC 37, Biometrics.

ISO/IEC 19794 consists of the following parts, under the general title Information technology — Biometric data
interchange formats:

— Part 1: Framework

— Part 2: Finger minutiae data

— Part 3: Finger pattern spectral data

— Part 4: Finger image data

— Part 5: Face image data

— Part 6: Iris image data

— Part 7: Signature/sign time series data

— Part 8: Finger pattern skeletal data
— Part 9: Vascular image data

— Part 10: Hand geometry silhouette data

The following part is under preparation:

— Part 11: Signature/sign processed dynamic data
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Introduction

This part of ISO/IEC 19794 is intended to describe the general aspects and requirements for defining biomet-
ric data interchange formats.

The notation and transfer formats provide platform independence and separation of transfer syntax from con-
tent definition. This part of ISO/IEC 19794 defines what is commonly applied for biometric data formats,
i.e. the standardization of the common content, meaning, and representation of biometric data formats of
biometric types considered in the specific parts of ISO/IEC 19794.

Figure 1 shows the interrelation of biometric-related ISO/IEC standardization fields. Biometric data
complying with a biometric data interchange format of ISO/IEC 19794 represent the core component of
biometric interoperability. Biometric formats frameworks such as ISO/IEC 19785 (CBEFF) serve as a wrapper
around biometric data. Since biometric data are sensitive data and subject to attack, cryptographic protection
is required in interchange environments. Biometric properties with respect to profiles, security evaluation and
performance also play an important role. Biometric interfaces are essential to facilitate easy integration and
usage of biometric components. The emerging harmonized vocabulary is recommended for use in describing
biometric technology. The deployment of applications using biometric verification or identification takes place
within the context of societal and cross-jurisdictional requirements.

Societal and Jurisdictional Issues

Harmonized Biometric Vocabulary

Biometric Interfaces
(BioAPI, BioAMI, Card Interface, ...)

Biometric System Properties
(Biometric Profiles, Security Evaluation,
Performance Evaluation)

Biometric
Data Security Attributes
(Confidentiality, Integrity)

Biometric Formats
Framework (CBEFF, LDS)

Biometric Data
Interchange Formats

Figure 1 — General interrelation model of biometric issues
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