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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through ISO
technical committees. Each member body interested in a subject for which a technical committee has been
established has the right to be represented on that committee. International organizations, governmental and
non-governmental, in liaison with ISO, also take part in the work. ISO collaborates closely with the
International Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.
The main task of technical committees is to prepare International Standards. Draft International Standards
adopted by the technical committees are circulated to the member bodies for voting. Publication as an

International Standard requires approval by at least 75 % of the member bodies casting a vote.

Attention is drawn to the possibility that some of the elements of this document may be the subject of patent
rights. ISO shall not be held responsible for identifying any or all such patent rights.

ISO/IEC 24713-1 was prepared by Technical Committee ISO/TC JTC 1, Information technology,
Subcommittee SC 37, Biometrics.

ISO/IEC 24713 consists of the following parts, under the general title Information technology — Biometric
profiles for interoperability and data interchange:

— Part 1: Overview of biometric systems and biometric profiles
— Part 2: Physical access control for employees at airports

— Part 3: Biometric based verification and identification of seafarers
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Introduction

This part of ISO/IEC 24713 is intended to form the overview part of the multipart standard on biometric profiles
for interoperability and data interchange. It describes a schema for the use of a number of biometric standards.
This part of ISO/IEC 24713 is not intended to replace or counter any other part of this International Standard,
but rather to be used as a reference guide for the implementation of a generic biometric system or a profile-
standardized system.

This part of ISO/IEC 24713 provides generic information and guidance to users about biometric systems and
the use of the various base standards within biometric profiles to support interoperability and data interchange
among biometrics applications and systems.

This part of ISO/IEC 24713 is one of a family of international standards being developed by ISO/IEC
JTC 1/SC 37 that support interoperability and data interchange among biometrics applications and systems.
This family of standards specifies requirements that solve the complexities of applying biometrics to a
wide variety of personal recognition applications, whether such applications operate in an open systems™)
environment or consist of a single, closed system.

Biometric data interchange format standards and biometric interface standards are both necessary to achieve
full data interchange and interoperability for biometric recognition in an open systems environment. The
ISO/IEC JTC 1/SC 37 biometric standards family includes a layered set of standards consisting of biometric
data interchange formats and biometric interfaces, as well as biometric profiles that describe the use of these
standards in specific application areas.

e The biometric data interchange format standards specify biometric data interchange records for
different biometric modalities. Parties that agree in advance to exchange biometric data interchange
records as specified in a subset of the ISO/IEC JTC 1/SC 37 biometric data interchange format
standards should be able to perform biometric recognition with each other’s data. Parties should also
be able to perform biometric recognition even without advance agreement on the specific biometric
data interchange format standards to be used, provided they have built their systems on the layered
ISO/IEC JTC 1/SC 37 family of biometric standards.

e The biometric interface standards include the Common Biometric Exchange Formats Framework
(CBEFF) and the Biometric Application Programming Interface (BioAPI). These standards support
exchange of biometric data within a system or among systems. The CBEFF standard specifies the
basic structure of a standardized Biometric Information Record (BIR) which includes the biometric
data interchange record with added metadata, such as when it was captured, its expiry date, whether
it is encrypted, etc. The BioAPI standard specifies an open system API that supports communications
between software applications and underlying biometric technology services. BioAPI also specifies a
CBEFF BIR format for the storage and transmission of BioAPI-produced data.

The biometric profile standards facilitate implementations of the base standards (e.g. the ISO/IEC
JTC 1/SC 37 biometric data interchange format and biometric interface standards, and possibly non-biometric
standards) for defined applications. These profile standards define the functions of an application (e.g.
Physical Access Control for Employees at Airports) and then specify use of options in the base standards to
ensure biometric interoperability.

1) Open systems are built on standards based, publicly defined data formats, interfaces, and protocols to facilitate data
interchange and interoperability with other systems, which may include components of different design or manufacture. A
closed system may also be built on publicly defined standards, and may include components of different design or
manufacture, but inherently has no requirement for data interchange and interoperability with any other system.
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Information technology — Biometric profiles for interoperability
and data interchange —

Part 1:
Overview of biometric systems and biometric profiles

1 Scope

This part of ISO/IEC 24713 identifies and defines the functional blocks and components of a generic biometric
system, and the distinct characteristics of each component. It also defines a generic biometric reference
architecture incorporating the relevant biometric-related base standards to support interoperability and data
interchange.

2 Normative references

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced
document (including any amendments) applies.

ISO/IEC 19794-1:2008, Information technology — Biometric data interchange formats — Part 1: Framework

3 Terms and definitions
For the purpose of this document, the following terms and definitions apply.

31

application programming interface

API

software based interface that can be used for communications and interfacing between an application and the
biometric system.

NOTE 1 An APl is computer code used by an application developer. Any biometric system that is compatible with the
API can be added or interchanged by the application developer.

NOTE 2  APIs are often described by the degree to which they are high level or low level. High level means that the
interface is proximate to the application and low-level means that the interface is proximate to the device.

3.2
application
hardware/software system implemented to satisfy a broad set of requirements.

NOTE In this context, an application incorporates a biometric system to satisfy a subset of requirements related to
the verification or identification of an end-user’s identity so that the end-user’s identifier can be used to facilitate the end-
user’s interaction with the system.

EXAMPLE A biometrics-enabled time and attendance system has a ‘broad’ requirement to record an employee’s

starting and leaving times so the employee can be paid the correct amount of wages. The system uses biometrics to verify
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