BS ISO/IEC 27050-2:2018

BSI Standards Publication

Information technology — Electronic discovery

Part 2: Guidance for governance and management of electronic discovery

bSi. Documents

Document Sharing Hub

Full document details: BS ISO/IEC 27050-2:2018


http://www.avadocuments.com/doc/bs-iso-iec-27050-2-2018
http://www.avadocuments.com/doc/bs-iso-iec-27050-2-2018

BS ISO/IEC 27050-2:2018 BRITISH STANDARD

National foreword

This British Standard is the UK implementation of ISO/IEC 27050-2:2018.

The UK participation in its preparation was entrusted to Technical
Committee IST/33/4, Security Controls and Services.

A list of organizations represented on this committee can be obtained on
request to its secretary.

This publication does not purport to include all the necessary provisions
of a contract. Users are responsible for its correct application.

© The British Standards Institution 2018
Published by BSI Standards Limited 2018

ISBN 978 0 580 90631 2
ICS 35.030

Compliance with a British Standard cannot confer immunity from
legal obligations.

This British Standard was published under the authority of the
Standards Policy and Strategy Committee on 31 October 2018.

Amendments/corrigenda issued since publication

Date Text affected

Documents

Document Sharing Hub

Full document details: BS ISO/IEC 27050-2:2018


http://www.avadocuments.com/doc/bs-iso-iec-27050-2-2018
http://www.avadocuments.com/doc/bs-iso-iec-27050-2-2018

BS ISO/IEC 27050-2:2018

INTERNATIONAL ISO/IEC
STANDARD 27050-2

First edition
2018-09-27

Information technology —
Electronic discovery —

Part 2:
Guidance for governance and
management of electronic discovery

Technologies de l'information — Découverte électronique —

Partie 2: Lignes directrices pour la gouvernance et le management de
l'investigation informatique

Reference number

ISO/IEC 27050-2:2018(E)

/@\ 1EC Documents
N2 ° Document Sharing Hub

© ISO/IEC 2018

Full document details: BS ISO/IEC 27050-2:2018


http://www.avadocuments.com/doc/bs-iso-iec-27050-2-2018
http://www.avadocuments.com/doc/bs-iso-iec-27050-2-2018

BS ISO/IEC 27050-2:2018
ISO/IEC 27050-2:2018(E)

COPYRIGHT PROTECTED DOCUMENT

© ISO/IEC 2018, Published in Switzerland

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized otherwise in any form
or by any means, electronic or mechanical, including photocopying, or posting on the internet or an intranet, without prior
written permission. Permission can be requested from either ISO at the address below or ISO’s member body in the country of
the requester.

ISO copyright office

Ch. de Blandonnet 8 « CP 401
CH-1214 Vernier, Geneva, Switzerland
Tel. +41 22 749 01 11

Fax +41 22 749 09 47

copyright@iso.org
www.iso.org
Documents
.. Document Sharing Hub
11 © ISO/IEC 2018 - All rights reserved

Full document details: BS ISO/IEC 27050-2:2018


http://www.avadocuments.com/doc/bs-iso-iec-27050-2-2018
http://www.avadocuments.com/doc/bs-iso-iec-27050-2-2018

BS ISO/IEC 27050-2:2018
ISO/IEC 27050-2:2018(E)

Contents Page
FFOT@WOTM ........oooccceesse 8525585858585 iv
IIMETOUICEIONL. ..ottt 885 v
1 S0P ... 1
2 NOIIMATIVE FEERTEIICES .........cccooiii s 1
3 Terms and defiNITIONIS ... 1
4 Symbols and abbreviated terms 1
5 Electronic discovery BaCKGIOUIA. ... 2
6 Governance Of eleCtronNiC AISCOVETY ... 4
6.1 CONLEXE ANA PIINCIPIES .o 4
6.2 Mandate and establishment. 4
6.3 Evaluate. ..., 4
6.4 Direct....ccne. 4
6.5 IVLOTUIEOT - 5
7 Management Of eleCtroniC AISCOVETY ...
7.1 Context and controls
7.2 ATCRIVAL POLICIES ..o
7.3 DISCOVETY POLICIES ...t
7.4 Disclosure policies...
7.5 Capability policies..............
7.6 RiSK COMPHANCE POLICIES ...ooooooc e e
7.7 Monitoring and reporting POLICIES . ...
8 Risks and environmental factors
8.1 OVEIrVIEW ....ooooioesicee
8.2 PriVACY ...oooioiiiccs s

8.3 Detection of other serious issues
8.4 Adverse effects on organizational activities

8.5 Damage to staff morale ...,

8.6 Damage to organizational rePULAtION ...
9 COMPUANCE AN TEVICW ...t

9.1 O VEIVIBW ...ttt

9.2 Structural requirements for process delivery...

9.3 Process control and monitoring.................

9.4  Communication mechanisms and disclosure.....

9.5 Consistency to policy and duty to perform........

9.6 Effectiveness review..........n:

0.7 VeNdOT MANAZEIMIEIIE ..ot
BIDIIOGIAPIIY ... 9

Documents
Document Sharin%lHub

© ISO/IEC 2018 - All rights reserved

Full document details: BS ISO/IEC 27050-2:2018


http://www.avadocuments.com/doc/bs-iso-iec-27050-2-2018
http://www.avadocuments.com/doc/bs-iso-iec-27050-2-2018

BS ISO/IEC 27050-2:2018
ISO/IEC 27050-2:2018(E)

Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IEC]TC 1.

The procedures used to develop this document and those intended for its further maintenance are
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for
the different types of document should be noted. This document was drafted in accordance with the
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the subject
of patent rights. ISO and IEC shall not be held responsible for identifying any or all such patent
rights. Details of any patent rights identified during the development of the document will be in the
Introduction and/or on the ISO list of patent declarations received (see www.iso.org/patents).

Any trade name used in this document is information given for the convenience of users and does not
constitute an endorsement.

For an explanation of the voluntary nature of standards, the meaning of ISO specific terms and
expressions related to conformity assessment, as well as information about ISO's adherence to the
World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see www.iso.
org/iso/foreword.html.

This document was prepared by Technical Committee ISO/IEC JTC 1, Information technology,
Subcommittee SC 27, IT Security techniques.

Alist of all parts in the ISO/IEC 27050 series can be found on the ISO website.

Any feedback or questions on this document should be directed to the user’s national standards body. A
complete listing of these bodies can be found at www.iso.org/members.html.
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