BS ISO/IEC 27559:2022

BSI Standards Publication

Information security, cybersecurity and
privacy protection — Privacy enhancing
data de-identification framework

°
bSl. Documents

Document Sharing Hub

Full document details: BS ISO/IEC 27559:2022


http://avadocuments2026.com/doc/bs-iso-iec-27559-2022
http://avadocuments2026.com/doc/bs-iso-iec-27559-2022

BS ISO/IEC 27559:2022 BRITISH STANDARD

National foreword

This British Standard is the UK implementation of ISO/IEC 27559:2022.

The UK participation in its preparation was entrusted to Technical
Committee IST/33/5, Identity Management and Privacy Technologies.

A list of organizations represented on this committee can be obtained on
request to its committee manager.

Contractual and legal considerations

This publication has been prepared in good faith, however no
representation, warranty, assurance or undertaking (express or
implied) is or will be made, and no responsibility or liability is or will be
accepted by BSI in relation to the adequacy, accuracy, completeness or
reasonableness of this publication. All and any such responsibility and
liability is expressly disclaimed to the full extent permitted by the law.

This publication is provided as is, and is to be used at the
recipient’s own risk.

The recipient is advised to consider seeking professional guidance with
respect to its use of this publication.

This publication is not intended to constitute a contract. Users are
responsible for its correct application.

© The British Standards Institution 2022
Published by BSI Standards Limited 2022

ISBN 978 0 539 14336 2
ICS 35.030

Compliance with a British Standard cannot confer immunity from
legal obligations.

This British Standard was published under the authority of the
Standards Policy and Strategy Committee on 30 November 2022.

Amendments/corrigenda issued since publication

Date Text affected

Documents

Document Sharing Hub

Full document details: BS ISO/IEC 27559:2022


http://avadocuments2026.com/doc/bs-iso-iec-27559-2022
http://avadocuments2026.com/doc/bs-iso-iec-27559-2022

Full document details: BS ISO/IEC 27559:2022

BS ISO/IEC 27559:2022

INTERNATIONAL ISO
STANDARD 27559

First edition
2022-11-16

Information security, cybersecurity
and privacy protection -

Privacy enhancing data de-
identification framework

Sécurité de l'information, cybersécurité et protection de la vie

privée — Cadre pour la dé-identification de données pour la
protection de la vie privée

= Reference number
—/ \N— ISO 27559:2022(E)

ISO Documents

= — Document Sharing Hub
e © IS0 2022


http://avadocuments2026.com/doc/bs-iso-iec-27559-2022
http://avadocuments2026.com/doc/bs-iso-iec-27559-2022

BS ISO/IEC 27559:2022
ISO 27559:2022(E)

COPYRIGHT PROTECTED DOCUMENT

© IS0 2022, Published in Switzerland
All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized otherwise in any form
or by any means, electronic or mechanical, including photocopying, or posting on the internet or an intranet, without prior
written permission. Permission can be requested from either ISO at the address below or ISO’s member body in the country of
the requester.

ISO copyright office

Ch. de Blandonnet 8 « CP 401

CH-1214 Vernier, Geneva, Switzerland

Tel. +41 22 749 01 11

Fax +41 22 749 09 47

copyright@iso.org

WWw.iso.org Documents

.. Document Sharing Hub
11 © IS0 2022 - All rights reserved

Full document details: BS ISO/IEC 27559:2022


http://avadocuments2026.com/doc/bs-iso-iec-27559-2022
http://avadocuments2026.com/doc/bs-iso-iec-27559-2022

BS ISO/IEC 27559:2022

ISO/IEC 27559:2022
Contents Page
FFOT@WOTM .........coccccee e85 5885855555855 \%
IIMETOAUICEIONL. ..ot vi
1 S0P ... 1
2 NOIIMATIVE FEERTEIICES ........ccccooiiii e 1
3 Terms and defiNITIONIS ... 1
4 Symbols and abbreviated terms... -3
5 O VETVICW ... 3
6 CONTEXT ASSESSIMEIIT ... 4
6.1 GIBIETAL .. 4
6.2 Threat modelling.. 4
6.2.1  General...e 4
6.2.2  Security and privacy practices............... w5
6.2.3  Motives and capacity to re-identify 5
6.3 Transparency and impact assessment......... .6
0.3. 1 GEIIETAL ..o 6
6.3.2  Transparency of actions and stakeholder engagement.............ccocscsnn 6
6.3.3  Privacy-related NarmiS . ... 6
7 DAtA ASSESSIMBIIL ..........ooooiiii e
7.1 General
7.2 DIATA FBATUIES ...ttt
721 GOIIETAL oo
7.2.2  Data principals..
72,3 DAL B P
T2 AEITIDULE T POS oo
7.2.5  Dataset properties............
7.3 Attack modelling...........ccce
7.3 1 General... e
7.3.2  Maximum or average risK...................
7.3.3  Population or sample-based attack
7.3.4  Data Privacy MIOAELS. ...ttt et
8 Identifiability assessment and mitigation ... 10
8.1 GIEIETAL ..
8.2  Assessing identifiability.
8.2.1  General....,
8.2.2  Quantifying identifiabilify . ... .. 10
8.2.3  Adversarial testing
8.3 Mitigation......ccocsiicis
B.3.1  GEINETAL ..o
8.3.2  Reconfiguring the enVIroNMeNTt. ... 12
8.3.3  Transforming the data
8.3:4  RE-EVALUATION .o
9 De-identifiCcation GOVEIMATICE ...
9.1 GIBIETAL ..
9.2 Before data are made available. ...
9.2.1  General... s
9.2.2  Assigning roles and responsibilities
9.2.3  Establishing principles, policies and procedures ..., 14
9.2.4 Identifying and managing a data disclosure
9.2.5 Communicating with stakeholders............
9.3  After data are made available. ...
0.3.1  GENETAL ..o

] Document Sharin%Hub
© IS0 2022 - All rights reserved 1

Full document details: BS ISO/IEC 27559:2022


http://avadocuments2026.com/doc/bs-iso-iec-27559-2022
http://avadocuments2026.com/doc/bs-iso-iec-27559-2022

BS ISO/IEC 27559:2022
ISO/IEC 27559:2022

9.3.2  Monitoring the data environment
9.4 Mitigation in €ase Of INCIAEIIE. ...

Annex A (informative) EXample identifiers................ccoiisssisssssssssssssssssssssssssssssssssssssssnes
Annex B (informative) Example threshold identifiability benchmarks

BIBLIOGTAPIY ...
Documents
. Document Sharing Hub
v © IS0 2022 - All rights reserved

Full document details: BS ISO/IEC 27559:2022


http://avadocuments2026.com/doc/bs-iso-iec-27559-2022
http://avadocuments2026.com/doc/bs-iso-iec-27559-2022

BS ISO/IEC 27559:2022
ISO/IEC 27559:2022

Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part
in the work.

The procedures used to develop this document and those intended for its further maintenance are
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed
for the different types of document should be noted. This document was drafted in accordance
with the editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives or www.iec.
ch/members_experts/refdocs).

Attention is drawn to the possibility that some of the elements of this document may be the subject
of patent rights. ISO and IEC shall not be held responsible for identifying any or all such patent
rights. Details of any patent rights identified during the development of the document will be in the
Introduction and/or on the ISO list of patent declarations received (see www.iso.org/patents) or the IEC
list of patent declarations received (see https://patents.iec.ch).

Any trade name used in this document is information given for the convenience of users and does not
constitute an endorsement.

For an explanation of the voluntary nature of standards, the meaning of ISO specific terms and
expressions related to conformity assessment, as well as information about ISO's adherence to the
World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see www.iso.
org/iso/foreword.html. In the IEC, see www.iec.ch/understanding-standards.

This document was prepared by Technical Committee ISO/IEC JTC 1, Information technology,
Subcommittee SC 27, Information security, cybersecurity and privacy protection.

Any feedback or questions on this document should be directed to the user’s national standards
body. A complete listing of these bodies can be found at www.iso.org/members.html and www.iec.
ch/national-committees.
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Introduction

De-identification is one potential means for facilitating the use of personally identifiable information
(PII) in a way that does not identify or otherwise compromise the privacy of an individual or a group
of individuals. The appropriate use of de-identification techniques can support compliance with
regulatory requirements and relevant privacy principles. However, the term “data principal” used in
this document is broader than “PII principal” and, for example, includes organizations and computers.

Inalmostall cases de-identification requires, at the very least, an evaluation of the additional information
available to an individual or group that can inappropriately reveal or uncover PII (which is referred to
as an adversary, whether a data principal is identified intentionally or not), and how they can combine
it to reveal or uncover PII. In short, de-identification requires an assessment of the environment and the
circumstances in which the data are made available to data recipients. This considers what additional
information is available to an adversary and the possibility of attacks and motivation to re-identify. De-
identification also requires an assessment of the data. This determines how the additional information
available to an adversary can be used to reveal or uncover PII and the possibility of re-identification, or
identity disclosure, by itself or attacks of inference.

This document provides organizations with an implementation framework to govern the appropriate
use of data de-identification techniques described in ISO/IEC 20889. This de-identification framework
can be applied at any point in the data lifecycle: from designing the means of data collection, the internal
reuse of that data, making data available to external partners, or archival. The data recipients can
therefore be internal or external to the data custodian that is implementing procedures and practices
in accordance with this de-identification framework. As shown in Figure 1 a), use and reuse implies
the custodian maintains oversight over the de-identified data while making it available to an internal
department or functional group. Figure 1 b) shows external sharing, which implies the custodian
maintains oversight over the de-identified data while making it available to an external data recipient
(e.g. through a virtual access portal, or a physical data centre). Figure 1 c) shows external release, which
implies the custodian transfers oversight over the de-identified data to an external data recipient. In
each of these cases, the process of de-identification itself can be transferred to a third party, separate
from the custodian or recipient. Written agreements with the recipient determine how data made
available after de-identification can be used, in accordance with applicable laws.

Custodian Custodian Custodian

[ N (' N

De-identification De-identification De-identification

Data
available

Data
available

S N ! %
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Data recipient

Data
available

Data recipient

a) Use and reuse b) External sharing c) External release

Figure 1 — Data availability
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Information security, cybersecurity and privacy
protection — Privacy enhancing data de-
identification framework

1 Scope

This document provides a framework for identifying and mitigating re-identification risks and risks
associated with the lifecycle of de-identified data.

This document is applicable to all types and sizes of organizations, including public and private
companies, government entities, and not-for-profit organizations, that are PII controllers or PII
processors acting on a controller’s behalf, implementing data de-identification processes for privacy
enhancing purposes.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any amendments) applies.

ISO/IEC 27000, Information technology — Security techniques — Information security management
systems — Overview and vocabulary

ISO/IEC 29100, Information technology — Security techniques — Privacy framework
[SO/IEC 20889, Privacy enhancing data de-identification terminology and classification of techniques

[SO 31000, Risk Management — Guidelines

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 27000, ISO/IEC 29100,
ISO/IEC 20889, ISO 31000 and the following apply.

[SO and IEC maintain terminology databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at https://www.electropedia.org/

31
custodian
person or entity that has custody, control or possession of electronically stored information

[SOURCE: ISO/IEC 27050-1:2019, 3.2]

3.2
data recipient
person or organization by, with or to whom data is accessed, shared or released
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3.3
adversary
individual or unit that can, whether intentionally or not, exploit potential vulnerabilities

Note 1 to entry: Adversary, attacker, intruder, snooper, and other similar terms are often used interchangeably
in the de-identification literature.

3.4

threat modelling

systematic exploration technique to expose any circumstance or event having the potential to cause
harm to a system in the form of destruction, disclosure (3.8), modification of data, or denial of service

[SOURCE: ISO/IEC/IEEE 24765:2017, 3.4290, modified — Note 1 to entry has been deleted.]

3.5

privacy impact assessment

PIA

overall process of identifying, analysing, evaluating, consulting, communicating and planning the
treatment of potential privacy impacts with regard to the processing of personally identifiable
information, framed within an organization’s broader risk management framework

[SOURCE: ISO/IEC 29134:2017, 3.7, modified — Note 1 to entry has been deleted.]

3.6

defined population

set of elements that a dataset is drawn from that contributes to the adversary’s (3.3) ability to identify a
data principal

3.7

sample

dataset that is only a proportion of the defined population (3.6), such that an adversary (3.3) cannot be
certain that any particular entity was in it

3.8

disclosure

revealing confidential or personally identifiable information from a dataset based on a vulnerability
that is found or exploited

3.9
shared data
dataset in which a fixed set of entities have been granted access to the data by the custodian

3.10
released data
dataset in which the custodian no longer directly controls who has access to the data

3.11

data privacy model

approach to the application of data de-identification techniques that enables the calculation of
identifiability

[SOURCE: ISO/IEC 20889:2018, 3.3, modified — The word “formal” and “measurement” have been

deleted from the term and "data" added, and “re-identification risk“ has been replaced by “identifiability“
in the definition.]

3.12

written agreement

data sharing agreement, memorandum of understanding, data access request, contract and any other
formally documented agreement
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