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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental
and non-governmental, in liaison with ISO and IEC, also take part in the work. In the field of information
technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.
The main task of the joint technical committee is to prepare International Standards. Draft International

Standards adopted by the joint technical committee are circulated to national bodies for voting. Publication as
an International Standard requires approval by at least 75 % of the national bodies casting a vote.

ISO/IEC 29192-4 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information technology,
Subcommittee SC 27, IT Security techniques.

ISO/IEC 29192 consists of the following parts, under the general title Information technology — Security
techniques — Lightweight cryptography:

— Part 1: General

— Part 2: Block ciphers

— Part 3: Stream ciphers

— Part 4: Mechanisms using asymmetric techniques

Further parts may follow.
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Introduction

[*) This part of ISO/IEC 29192 specifies four lightweight mechanisms based on asymmetric cryptography.
The three mechanisms have different functionality, different supporting infrastructures, and different
performance profiles.

— cryptoGPS is a lightweight asymmetric identification scheme; in the cryptographic literature such
schemes are generally described as interactive proofs of knowledge. While there are many types of such
scheme, the computational costs for the prover when using cryptoGPS are relatively low. This is
particularly the case since cryptoGPS is well-suited to an implementation strategy using what is often
referred to as "coupons". These are, essentially, the results given by a modest off-line pre-computation,
with coupons being used by the prover at each invocation of the cryptoGPS scheme. The resultant
scheme, with the role of the prover being taken by a computationally restricted device such as an RFID
tag, offers very useful performance trade-offs.

— ALIKE is an asymmetric mechanism for authentication and key exchange. Based on a variant of RSA,
ALIKE offers a unilateral authentication and an additional functionality, i.e. secure key establishment.
ALIKE offers implementation advantages when compared to conventional asymmetric solutions such as
RSA.

— The third mechanism is an identity-based signature scheme. Hence a trusted third party is involved in the
computation of distinct signature keys. This scheme offers implementation advantages over many other
schemes in the cryptographic literature.

— ELLI is a unilateral authentication scheme based on discrete logarithms on elliptic curves over finite fields
of characteristic two. The scheme is particularly designed with regard to use in passive RFID tags of vicinity

type.

NOTE ELLI has been successfully implemented on a passive RFID tag fully compliant to ISO/IEC 15693/18000-3.
Prototype tags with practical working distance of “vicinity type” were presented at CeBIT 2008 and EurolD 2008.

The International Organization for Standardization (ISO) and International Electrotechnical Commission (IEC)
draw attention to the fact that it is claimed that compliance with this document may involve the use of patents.

ISO and IEC take no position concerning the evidence, validity and scope of these patent rights.

The holders of these patent rights have assured ISO and the IEC that they are willing to negotiate licences
either free of charge or under reasonable and non-discriminatory terms and conditions with applicants
throughout the world. In this respect, the statements of the holders of these patent rights are registered with
ISO and IEC. Information may be obtained from:

France Telecom
38-40, rue du Général Leclerc, F-92794 Issy Les Moulineaux CEDEX 9, France

Gemalto SA
6, rue de La Verrerie, 92917 Meudon CEDEX, France

Agency for Science, Technology and Research
Agency for Science, Technology and Research c/o Exploit Technologies Pte Ltd,
30 Biopolis Street, #09-02 Matrix, Singapore 138671

Siemens Aktiengesellschaft
CT IP LT M&A, Otto-Hahn-Ring 6, 81739 Muenchen, Germany

Attention is drawn to the possibility that some of the elements of this document may be the subject of patent
rights other than those identified above. ISO and IEC shall not be held responsible for identifying any or all
such patent rights.

ISO (www.iso.org/patents) and IEC (http://patents.iec.ch) maintain on-line databases of patents relevant to
their standards. Users are encouraged to consult the databases for the most up to date information

concerning patents. Documents
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Information technology — Security techniques — Lightweight
cryptography

Part 4:
Mechanisms using asymmetric techniques

1 Scope
This part of ISO/IEC 29192 specifies four lightweight mechanisms using asymmetric techniques:
— a unilateral authentication mechanism based on discrete logarithms on elliptic curves;

— an authenticated lightweight key exchange (ALIKE) mechanism for unilateral authentication and
establishment of a session key;

— an identity-based signature mechanism.

— aunilateral authentication scheme (ELLI) based on discrete logarithms on elliptic curves defined over finite
fields of characteristic two.

2 Normative references

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced
document (including any amendments) applies.

ISO/IEC 15946-1, Information technology — Security techniques — Cryptographic techniques based on
elliptic curves — Part 1: General

ISO/IEC 29192-1, Information technology — Security techniques — Lightweight cryptography — Part 1:
General

3 Terms and definitions
For the purposes of this document, the terms and definitions given in ISO/IEC 29192-1 and the following apply.

3.1

asymmetric cryptographic technique

cryptographic technique that uses two related operations: a public operation defined by a public data item, and
a private operation defined by a private data item

Note 1 to entry: The two operations have the property that, given the public operation, it is computationally infeasible
to derive the private operation.

[SOURCE: ISO/IEC 9798-5:2009, definition 2.3]
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3.2l |

asymmetric pair

two related data items where the private data item defines a private operation and the public data item defines
a public operation

[SOURCE: |SO/IEC 9798-5:2009, definition 2.5]

3.3
challenge
procedure parameter used in conjunction with secret parameters to produce a response

[SOURCE: |SO/IEC 9798-5:2004, definition 2.6]

3.4

claimant

entity whose identity can be authenticated, including the functions and the private data necessary to engage in
authentication exchanges on behalf of a principal

[SOURCE: |SO/IEC 9798-5:2009, definition 2.7]

3.5
claimant parameter
public data item, number or bit string, specific to a given claimant within the domain

[SOURCE: |SO/IEC 9798-5:2009, definition 2.9]

3.6

collision-resistant hash-function

hash-function satisfying the following property: it is computationally infeasible to find any two distinct inputs
which map to the same output

Note 1 to entry: computational feasibility depends on the specific security requirements and environment.
[SOURCE: ISO/IEC 10118-1:2000, definition 3.2]

3.7

coupon

pair of pre-computed numbers to be used only once

Note 1 to entry: One of the numbers shall be kept secret, and the other shall remain secret until the time of use.

[SOURCE: |[SO/IEC 9798-5:2009, definition 2.8, modified]

3.8
domain
collection of entities operating under a single security policy

Note 1 to entry: For instance, public key certificates created either by a single certification authority, or by a collection
of certification authorities using the same security policy.

[SOURCE: |SO/IEC 9798-5:2009, definition 2.11]

3.9
domain parameter
public key, or function, agreed and used by all entities within the domain

[SOURCE: |SO/IEC 9798-5:2009, definition 2.12]

3.10
entity authentication
corroboration that an entity is the one claimed

[SOURCE: |SO/IEC 9798-1:201(, definition 3.14] Documents
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3.1
exchange multiplicity parameter
number of exchanges of information involved in one instance of an authentication mechanism

[SOURCE: ISO/IEC 9798-5:2009, definition 2.15]

3.12
hash-function
function which maps strings of bits to fixed-length strings of bits, satisfying the following two properties:

— it is computationally infeasible to find for a given output, an input which maps to this output;

— it is computationally infeasible to find for a given input, a second input which maps to the same output

Note 1 to entry: Computational feasibility depends on the specific security requirements and environment.
[SOURCE: ISO/IEC 10118-1:2000, definition 3.5]

3.13
master secret key
secret data item

Note 1 to entry: Master secret key should only be used by the trusted server in accordance with the process of
generation of signer private data.

3.14
private key
private data item of an asymmetric pair

Note 1 to entry: Private key shall be kept secret and should only be used by a claimant in accordance with an
appropriate response formula, thereby establishing its identity.

[SOURCE: ISO/IEC 9798-5:2009, definition 2.21]

3.15

procedure parameter

transient public data item used in an instance of an authentication mechanism, e.g. a witness, challenge or
response

[SOURCE: ISO/IEC 9798-5:2009, definition 2.22]

3.16

public key

public data item of an asymmetric pair, that can be made public and shall be used by every verifier for
establishing the claimant's identity

[SOURCE: ISO/IEC 9798-5:2009, definition 2.23]

3.17
random number
time variant parameter whose value is unpredictable

[SOURCE: ISO/IEC 9798-1:2010, definition 3.29]

3.18

response

procedure parameter produced by the claimant, and processed by the verifier for checking the identity of the
claimant

[SOURCE: ISO/IEC 9798-5:2009, definition 2.25]
Documents
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3.19
secret parameter
number or bit string that does not appear in the public domain and is only used by a claimant

Note 1 to entry: For instance, a private key.
[SOURCE: ISO/IEC 9798-5:2009, definition 2.26]

3.20
sign
signature generation process that takes a message and a signing key of a signer to produce a signature

3.21

signer

entity with a unique bit string as an identity, including the functions and the private data necessary to engage
in generation of a signature

3.22
signing key
secret data item given by the trusted server

Note 1 to entry: Signing key should only be used by a signer in accordance with the process of generation of a
signature.

3.23

token

message consisting of data fields relevant to a particular communication and which contains information that
has been produced using a cryptographic technique

[SOURCE: ISO/IEC 9798-5:2009, definition 2.27]

3.24
unilateral authentication
entity authentication which provides one entity with assurance of the other's identity but not vice versa

[SOURCE: ISO/IEC 9798-1:2010, definition 3.39]

3.25

verifier

entity including the functions necessary for engaging in authentication exchanges on behalf of an entity
requiring an entity authentication or for engaging in verifying a signature of a given message and signer

[SOURCE: ISO/IEC 9798-5:2009, modified — Added the signature verification case]

3.26

verify

verification process that takes a message, a signature and an identity of a signer to output accept meaning
the given signature is generated by the signer with the corresponding signing key, or reject otherwise

3.27
witness
procedure parameter that provides evidence of the claimant's identity to the verifier

[SOURCE: ISO/IEC 9798-5:2009, definition 2.31]

3.28
finite field of characteristic two
finite field whose number of elements is a power of two

Note 1 to entry: All finite fields of characteristic two containing the same number of elements are isomorphic. The
specific model for the description of the finite field of characteristic two that is used in this part of ISO/IEC 29192 is given in
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3.29
ordinary elliptic curve over a finite field of characteristic two
elliptic curve over a finite field F of characteristic two defined by a short (affine) Weierstrass equation of
type Y2+ XY = X3+ aX?+ b, witha, b € Fand b # O

Note 1 to entry: A reference for the group properties of elliptic curves is ISO/IEC 15946-1:2008, Annex B.

Note 2 to entry: The set of points on E together with one extra symbol Og constitute a finite abelian group.

4 Symbols and abbreviated terms

For the purposes of this part of ISO/IEC 29192, the following symbols and abbreviated terms apply.

|D| bit size of the number @ if @ is a non-negative integer (i.e. the unique integer i so that -1 < @
<2/if®>0,0r0if ® =0, e.g. 65537 =216 + 1| = 17), or bit length of the bit string @ if ® is a bit
string
NOTE To represent a number @ as a string of a bits with a > |®@|, a — |®| bits set to 0 are appended to the left of
the || bits.
Lo the greatest integer that is less than or equal to the real number @
DJi] the ith-bit of the number @, where ®[1] is the right-most bit and ®[|®|] is the left-most bit
v | r bit string resulting from the concatenation of data items ¥ and I" in the order specified. In

cases where the result of concatenating two or more data items is input to a cryptographic
algorithm as part of an authentication mechanism, this result shall be composed so that it can be
uniquely resolved into its constituent data strings, i.e. so that there is no possibility of ambiguity in
interpretation. This latter property could be achieved in a variety of different ways, depending on
the application. For example, it could be guaranteed by

(a) fixing the length of each of the substrings throughout the domain of use of the mechanism,
or

(b) encoding the sequence of concatenated strings using a method that guarantees unique
decoding, e.g. using the distinguished encoding rules defined in ISO/IEC 8825-1"®

A claimant
B verifier
D response (procedure parameter)
d challenge (procedure parameter)
E elliptic curve (domain parameter)
E(ap} ordinary elliptic curve over F(29) given by its short (affine) Weierstrass equation Y2 + XY = X3 +
aX2 + b, together with a point Og at infinity, with a, b € F(29) and b # Or. (domain parameter)
Ex block cipher encryption function with key K
Etpist elliptic curve twisted to the elliptic curve E (domain parameter, but not explicitly used)

#(Eqasp)) order (cardinality) of E,,, (domain parameter)

e public exponent (domain parameter)
F(29) finite field consisting of exactly 29 elements, g a positive integer
f(X) irreducible polynomial over F(2) which is used in the construction of F(29) Documents
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fo(u, x) fo(u, X)=0| x| ... |10l x]| 0 || X where x represents the most significant bits of x (potentially
no bits) required so that the length of O || x || ... || O || x || O || x is equal to u

fi(u, x) fi(u, x)=11 x|l ...l 11l x| 1] X where x represents the most significant bits of x (potentially
no bits) required so that the length of 1 || x || ... || 1 || x|| 1 || x is equal to u

h hash-function

|l bit length of the hash-code produced by the hash-function h

HE padding function based on the block cipher Ex (domain parameter)

ID binary string that represents the identity or identification information

L bit length of the padding-code produced by the function HE (domain parameter)

MULy, 4¢(k, xg) function depending on the field element b # O that adjoins to the element xg from ~(29) and
the integer k the (affine) x-coordinate XsZgs™" of the point S = [K|R = (X5 : Y5 : Zg) on an ordinary
elliptic curve defined over F(29) with parameter b and with R a point on this curve with affine
x-coordinate xg

NOTE For the mathematical background of MULy, 44 (k, Xg), see Annex F.

MULy, proi(k, Xg) function depending on the field element b # O that adjoins to the element xg from F(29)
and the integer k the projective x-coordinate (X : Zg) of the point [K]R = S = (Xg: Ys: Zg) on an
ordinary elliptic curve defined over F(29) with parameter b and with R a point on this curve with
affine x-coordinate xg

NOTE For the mathematical background of MULy, ., (K, Xg), see Annex F.

m message

N composite modulus (domain parameter)

n order of the base point P (domain parameter)

[n]P multiplication operation that takes a positive integer n and a point P on the curve E as input and

produces as output another point Q on the curve E, where Q=[n][P=P+ P+ ... + Pis the sum
of n occurrences of P. The operation satisfies [0]P = O¢ (the point at infinity), and [-n]P = [n](—P)

P base point over the elliptic curve E (domain parameter)

P1, P2 ... prime factors of the modulus in ascending order, i.e. p; < p, < ... (secret parameters)
Q Q private key (secret parameter)

q field size (domain parameter)

r fresh random number or fresh string of random bits (secret parameter)

S, T,U points on the elliptic curve E ¢4

T public point (domain parameter)

) Tr(a) Tr(a) = a2"0 + a2 + ..+ a2"(@"), for an arbitrary element a of F(29). Tr is the “trace function”
and Tr(a) is the “trace of the field element a”. The trace function takes only the two values
1/: and OF'

t master secret key (secret parameter)
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u bit length of the key K in the block cipher encryption function Ex (domain parameter)
v bit length of a block-message in the block cipher encryption Ex (domain parameter)
w witness (procedure parameter)
w security parameter (domain parameter)
XiXs ! Rulr:nber whose hexadecimal representation is XX, ..., where each X; is equal to one of 0-9 and
Xgr, YR) a:fine colgrdinates of point R, where xg denotes the x-coordinate and Yg denotes the y-coordinate
of point

NOTE The point O does not have a representation using affine coordinates.

(Xgr: Yr:Zg) projective coordinates of the point R. (Xg : Yg : Zg) is the equivalency class of triples
(XZR : Ygr : Zg) of elements of F(29) that solve the adjoined (projective) Weierstrass equation
Y?Z + XYZ = X3 + aX?Z + bZ3, where (Xg : Yg : Zg) is called equivalent to (Xg : Yg : Zg), if and
only if Xg = AXR, Yr = AYg and Zg = AZg, with some element A # O

NOTE The point Og has projective coordinates (O : 1¢: Of).

Xr:ZR) projective x-coordinate of point R

NOTE 1 Zr #0r and (Xg : Zg) corresponds to the affine coordinate XgZg™! € F(29).

NOTE 2 A point R with affine coordinates (xg, yr), has projective coordinates (xg : Y : 1¢).

NOTE 3 A point R with projective coordinates (Xg : Yg : Zg) has affine coordinates (XgZg ™!, YrZg™).

a modulus size in bits, i.e. 2*~' < modulus < 2%, also denoted | modulus | (domain parameter)
o length of fresh strings of random bits for representing challenges (domain parameter)
P length of fresh strings of random bits for representing random numbers (domain parameter)

{a, b, c, ...} setcontaining the elements a, b, ¢, ...

5 Unilateral authentication mechanism based on discrete logarithms on elliptic
curves

5.1 General

This mechanism, crﬁ)toGPS — also called GPS in the earlier cryptographic literature —, is due to Girault,
Poupard, and Stern I The revised name is now used so as to avoid confusion with the physical location
service GPS. cryptoGPS is a zero-knowledge identification scheme that provides unilateral entity
authentication. Several variants of cryptoGPS are specified in ISO/IEC 9798-5 211 and the version most
suitable to constrained devices, along with some optimisations, is presented below.

5.2 Security requirements for the environment

The cryptoGPS mechanism enables a verifier to check that a claimant knows the elliptic curve discrete
logarithm of a claimed public point with respect to a base point. A general framework for cryptographic
techniques based on elliptic curves is given in ISO/IEC 15946-1.

NOTE 1 This mechanism implements the elliptic curve variant B of the cryptoGPS l scheme due to Girault, Poupard

and Stern. It allows use of the so-called LHW (Low Hamming Weight) variant y particularly suitable for environments
where the resources of the claimant are very low.
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Within a given domain, the following requirements shall be satisfied.

a) Domain parameters that govern the operation of the mechanism shall be selected. The selected
parameters shall be made available in a reliable manner to all entities within the domain.

b) Every claimant shall be equipped with the same elliptic curve E and a set of parameters, namely the field
size q, a base point P over E, and n the order of point P. The curve and the set of parameters are either
domain parameters or claimant parameters.

c) Each point P used as the base for elliptic curve discrete logarithms shall be such that, for any arbitrary
point J of the curve, finding an integer k in [0, n — 1] (if one exists) such that J = [k]P is computationally
infeasible, where feasibility is defined by the context of use of the mechanism.

d) Every claimant shall be equipped with a private key.

e) Every verifier shall obtain an authentic copy of the public key corresponding to the claimant's private key.

NOTE 2  The exact means by which the verifier obtains a trusted copy of the public point specific to the claimant is
beyond the scope of this part of ISO/IEC 29192. This may, for example, be achieved by the use of public-key certificates
or by some other environment-dependent means.

f)  Every verifier shall have the means to produce fresh strings of random bits. When coupons are not used,
every claimant shall also have the means to produce fresh strings of random bits.

g) If the mechanism makes use of a hash-function, then all entities within the domain shall agree on a hash-
function, e.g. one of the functions specified in [SO/IEC 10118-3"%!.

5.3 Key production

For claimant A, a fresh string shall be uniformly selected at random from the set {2, 3, ..., n — 2}. The string
represents the private key, denoted Q.

The number o =|n| gives the number of bits to be used to represent private keys.
Denoted G(A), the public point for claimant A is set equal to either
a) The inverse of the multiplication of the base point P by the number Q.
G(A) = (X6, ¥e) = - [QIP

NOTE 1 This version is the most suitable for constrained devices.
b) Or the multiplication of the base point P by the number Q.

G(A) = (xa, ¥e) = [QIP
The challenges are selected from a set of integers S of cardinality A, where 2°" "< A< 2% The length in bits of
the greatest possible challenge is denoted by B. A value of 6 from 8 to 40 is appropriate for most applications.

Unless otherwise specified, the value of & is set equal to 40. It is a domain parameter.

NOTE 2  The total number of possible challenges should be limited to 2*°_If this recommendation is not followed, then
special care should be taken to prevent the verifier using the claimant as a signing oracle.

NOTE 3  When the set of challenges is the interval [0, A — 1], then 3 = 6.

NOTE 4 A challenge is said to be LHW (Low Hamming Weight) if there are at least o0 — 1 zero bits between any two
consecutive one bits in its binary representation.

NOTE5  The definition of the public point G(A) differs slightly from that defined in [SO/IEC 9798-§%". This change
allows more compact and efficient implementations of the resultant on-tag computation because the response formula is

now an addition which is easier and more compact to implement than an integer subtraction. Documents
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5.4 Unilateral authentication mechanism

The bracketed letters in Figure 1 correspond to the steps of the mechanism, including the exchanges of
information, described in detail below. The claimant is denoted by A. The verifier is denoted by B.

(b) TokenAB;

A (d) Challenge B
(a), (e) (e (©). (@)

(f) TokenAB;

»
»

Figure 1 — Mechanism using a discrete logarithm with respect to elliptic curves

The claimant shall store a number &, a base P, and a private key Q (as a string of o bits). Unless otherwise
specified, 6 = 40.

In the case of coupon use, in addition to a number & and a private key Q, the claimant need only store a set of
coupons and is not required to have a means to produce fresh strings of random bits. To be used only once,
each coupon consists of a p-bit string (that need not be stored if it can be reproduced by a pseudo-random
function, e.g. one of the functions specified in %)) and a witness.

In addition to a number & and a number o, the verifier shall be provided with a trusted copy of a public point
G(A) and a trusted copy of the curve E, the base point P and the parameters g and n.

For each application of the mechanism, the following procedure shall be performed. The verifier B shall only
accept the claimant A as valid if the procedure completes successfully.

a) For each authentication,
1) either a coupon (r, W) is used.
2) or a fresh string of p bits shall be uniformly selected at random. It shall be kept secret.
p=0+p3+80

NOTE 1 If the fresh string of p bits is selected at random, then the probability that the leftmost 80 bits are all equal is
negligible.

Denoted r, the number represented by the fresh string shall be converted into a witness, denoted W.
Witness formula: W = EC20SPg([r]P, fmt)
with EC20SPg the function to convert a point on elliptic curve E to octet strings defined in

ISO/IEC 15946-1 and fmt a format specifier, which is one of the symbolic values compressed,
uncompressed, Or hybrid.

NOTE 2  Under certain implementation circumstances some might prefer to use the witness formula
W = EC20SPg([r mod n]P, fmt).

b) A sends TokenAB; to B. TokenAB; can be either witness W or a hash-code of W and Text, one of the
following four hash variants.

The four hash variants are h(W || Text), h(W || h(Text)), h(h(W) || Text), and h(h(W) || h(Text)), where h is a
hash-function and Text is an optional text field (it may be empty). If the text field is non-empty, then B shall
have the means to recover the value of Text; this may require that A sends all or part of the text field with the
token. How the text field is made available for use in applications is outside the scope of this part of ISO/IEC
29192. Annex A of 29 gives information on the use of text fields. The hash variant is a domain
parameter.
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