BRITISH STANDARD BS ISO/IEC
7816-9:2000

Identification cards —
Integrated circuit(s)
cards with contacts —

Part 9: Additional interindustry
commands and security attributes

ICS 35.240.15

NO COPYING WITHOUT BSI PERMISSION EXCEPT AS PERMITTED BY COPYRIGHT LAW w
Y \ W

Document Sharing Hub

Full document details: BS ISO/IEC 7816-9:2000


http://www.avadocuments.com/doc/bs-iso-iec-7816-9-2000
http://www.avadocuments.com/doc/bs-iso-iec-7816-9-2000

BS ISO/IEC 7816-9:2000

National foreword

This British Standard reproduces verbatim ISO/IEC 7816-9:2000 and implements it
as the UK national standard.

The UK participation in its preparation was entrusted to Technical Committee
IST/17, Identification Cards and Related Devices, which has the responsibility to:

— aid enquirers to understand the text;

— present to the responsible international/European committee any enquiries
on the interpretation, or proposals for change, and keep the UK interests
informed,

— monitor related international and European developments and promulgate
them in the UK.

A list of organizations represented on this committee can be obtained on request to
its secretary.

Cross-references

The British Standards which implement international or European publications
referred to in this document may be found in the BSI Standards Catalogue under the
section entitled “International Standards Correspondence Index”, or by using the
“Find” facility of the BSI Standards Electronic Catalogue.

A British Standard does not purport to include all the necessary provisions of a
contract. Users of British Standards are responsible for their correct application.

Compliance with a British Standard does not of itself confer immunity
from legal obligations.

Summary of pages

This document comprises a front cover, an inside front cover, the ISO/IEC title page,
pages ii to v, a blank page, pages 1 to 31 and a back cover.

The BSI copyright notice displayed in this document indicates when the document
was last issued.

This British Standard, having Amendments issued since publication
been prepared under the
direction of the DISC Board, was Amd. No. Date Comments

published under the authority of
the Standards Committee and
comes into effect on

15 November 2000

© BSI 11-2000

ISBN 0 580 36522 0 ... Documents

= Document Sharing Hub

Full document details: BS ISO/IEC 7816-9:2000


http://www.avadocuments.com/doc/bs-iso-iec-7816-9-2000
http://www.avadocuments.com/doc/bs-iso-iec-7816-9-2000

INTERNATIONAL ISO/IEC
STANDARD 7816-9

First edition
2000-09-01

Identification cards — Integrated circuit(s)
cards with contacts —

Part 9:
Additional interindustry commands and
security attributes

Cartes d'identification — Cartes a circuit(s) intégré(s) a contacts —

Partie 9: Commandes intersectorielles additionnelles et attributs de
sécurité

Reference number
ISO/IEC 7816-9:2000(E)

RN
IEQ Documents

Document Sharing Hub

Full document details: BS ISO/IEC 7816-9:2000


http://www.avadocuments.com/doc/bs-iso-iec-7816-9-2000
http://www.avadocuments.com/doc/bs-iso-iec-7816-9-2000

ISO/IEC 7816-9:2000(E)

Documents

. Document Sharing Hub
ii

Full document details: BS ISO/IEC 7816-9:2000


http://www.avadocuments.com/doc/bs-iso-iec-7816-9-2000
http://www.avadocuments.com/doc/bs-iso-iec-7816-9-2000

ISO/IEC 7816-9:2000(E)

Contents Page
0] =T o v
1 T o - 1
2 Lo 4B LYo =] =1 =Y o o 1
3 LI 4 = U T e L= T T o o 1= SR 1
4 Symbols (and abbreviated terMS) ... e nns 2
5 File coNtrol Parameters ... s s r e an e e e annns 3
6 LI Lo o Y o (=3 - =SS 4
6.1 (D T3 T T oY g T Ta e I o 10T o o T-T - OSSP 4
6.2 T T3] o1 L= o o - 4
6.3 Life CYCIE FUIES ..ot 4
6.4 [ O3 111 (=Y o 1= =Y T T 11 4T 5
7 Security attributes - general PrinCiples ... 5
71 (D T3 T T oY o T T4 e I o U] oo L= 5
7.2 T L] o1 L= o o 5
7.3 Security environments used for aCCess CONIOL............cccerirceciiirrcsre e 6
7.4 Access authorisation coded in certificates..........ccccurrrmrinrccrrrrccrr s 7
8 Security attributes - mechanisms and COdiNg ........cccveeeciririccir i 7
8.1 0o Y [ 3 T SRS 7
8.2 L= =1 (= 0 T2 1 o 7
8.2.1 Referencing inthe FCl........ it sccrecr e ssss e e e s s s s ssm e e e e e e s s s smn e e e ea s s namn e e e e eesensnnnnnnnens 7
20 A L= =Y =Y o Lo T T T T TR T O | 7
8.2.3 Referencing for data obJEcts ..o ———————————————— 7
8.3 Security attributes for different interface modes ... ——————— 7
8.4 L0747 o 2= e o 14 - | 8
L= 0 T 1411 o T 11T 1 ' o S 8
L 0 g To 114 o 4 E- o - - 8
8.4.3  ACCESS MO DYLE.......eee e e e e e e nnnnnnnn 8
8.4.4 Security CONAItiON DYLE ...t mn e e s e nnmnnn e s 10
8.5 [T 0 T= 1 To (=T I8 o 4 4 - PSP 1
L= 6 TR T 1411 oo 11T T o 1
8.5.2 Access Mode data object (AM_DO)........ccoiiiiciiirmiiiiiiiissscssecrree s rssss s ssssssre s s s e s s s s s sssne s e e e sesesssnnmseessassssnnmnnnnees 1
8.5.3 Security condition data objects (SC_DO)......ccccccmiiiiiiciiimerrriri s ssssre e e ssns e e s s amn e ee s nnnn e e s 12
8.5.4  ACCESS FUIE refErENCES........eeeeciiiieiii e e s s s s s e e e e e e s s s s s smnn e e e e e e amnnn e e e e san s nnmnnnnn s 12
9 L0 1T = T - 13
9.1 [ 7= T T oY g T T Lo =0 o - 13
9.2 CREATE FILE COMMAN......coiiiiiiiiciieriiisisssssmnsse s sssss s sssmsse e s s s sss s s s smmnn e s e e s ses s s smnmn s e e s sessnsssnnnnssssnnssnnnnnnnnees 13
L= 02200 SR B 1= 13 Lo T T 14 Lo IR oo o = 13
9.2.2 Conditional usage and SECUIItY..........ccccciiiiiiiiriiiiiir i e 14
9.2.3  COMMANI MESSAQE ..ceerrrririiiiiisnmererrriiiassssnnererseesassssssmsseeesessasssassnsneessesassssssnssssessssasssasnnssesssssssnnsssnssssssssannns 14
L 072 S & == o Lo g E=T =30 ¢ L= XoT == T [ 14
L2 T =Y {3 oo 4 Lo 13T o =R 15
9.3 DELETE FILE COMMAN ... sms s s e s s s e e e e s e m e e e e amnn e e e e e s s 15
£ T Wt SN B T-Y 19 34 [o T J= 10 Lo IR oo o - OSSP 15
9.3.2 Conditional usage and SECUNItY.........cccccceiiriiiiiiiiisrmrrrr e s ss s sssssrre e e e s s s s s s s ssmsne e e e e s e s s s s ssmnn e e e e s sessannnesenssesssssnnnns 15
L2 T T 010 14Ty F= Ty T I 4 === Vo = 15
9.3.4  RESPONSE MESSAGE....ciiiiiuerriiiintriiiintrsisrsssr s srrrse s rsrsr s s e e s e e s Ee s e e £ Ee e s e e S Ee AR e S A e AR e S £ R AR e SR RaE e S Eaane e e bnannn s nnrans 16
L2 JRC TR TR = - 1 (W £ oo o o 11T o Y o 1= 16
9.4 DEACTIVATE FILE COMMAN .........ocoiiiiiiiiiiicieeesssssse s sssssse s sssssss e s s ssns e s sessms e s ssssnsessassnseessnsnnsessasssssassnsensnsans 16
L= I 30 B B 1= 13 Lo T T 14 Lo IR oo o = 16
Documents

Document Sharing Hup
iii

Full document details: BS ISO/IEC 7816-9:2000


http://www.avadocuments.com/doc/bs-iso-iec-7816-9-2000
http://www.avadocuments.com/doc/bs-iso-iec-7816-9-2000

ISO/IEC 7816-9:2000(E)

9.4.2 Conditional usage and SECUIILY .........ccceeeeererrrrssrrrrrsssrererssrerrssssmreessssnr e e e s s smeesasssmseeasssnneesssnnesesssnnenssssnnees 16
9.4.3  COMMANA MESSAYE -...uurerrrrunrrrrarsnrersasasrrrrasasnrrrassssreraasssneeaasssneeeassansesasssnnessssssnensasssnnesssssnsesssnnesssssnnenssssnnees 16
L I N B =T o Yo T LT 4 =TT 7 T T 17
L2 = =Y {13 oo 4 Lo 1o o = 17
9.5 ACTIVATE FILE COMMANM .......eeiiiiiieieienesmrersssssreesssssnsesesssmsessssssessassnsessesssssesassansessssansessasanssessnsesnassnnnenans 17
L2 TR W00 S 7= 13 4o T 0 T 14 o IR oo o - 17
9.5.2 Conditional usage and SECUIItY..........ccccuriuirriiniiirinr 17
Lo BT T 010 14Ty F= T T I 4 =T =T= TV = 18
9.5.4  RESPONSE MESSAYE.....uuuriiiiiurrriasisrreiasisrsiasassr s rssrs s s ra s e e e Ea s e e e Ea s s e e R AR A EE £ AR A AR RS E RS AR R R EA R e R AR R R e £ e R RR R R e n s ann s 18
L2 TR T = = 11 £ oo 4 o 11 Lo o T 18
9.6 TERMINATE DF COMMANM ......coiiiiiiieiicieiesssssse s ssssssesssssss e e s ssssss e s sassns e s sessnsssssssnsessassnsesssnsneessnssessasansessasans 18
L2 2 700 S B T-Y 19 T4 o J= 14 Lo IR oo o - SR 18
9.6.2 Conditional usage and SECUIILY.........cccceereererrrrssrrrrsssrrrsrssrerrssssmrers s ssrerssssmeesssssmneeesssaneesssnnenesssnnenssssnnees 19
9.6.3  COMMANA MESSAYE -...uurrrrrrnrrrrrrsnrerassanrrrrassnerrassssrerassssnersasassereasssnsesasssnnesssssanensasssnnenssssnsesssnnesssssnnenssssnnees 19
L I =T o Yo T LT 4 =TT 7 T T 19
L2 BT =Y {3 oo 4 Lo 1o o = 19
9.7 TERMINATE EF COMMEAN........ooiiiieieiiicreressmreessssnessssssne e sssssne s sssssne e s sssaneessnsnnsessnsansessnsansessnsnsessssansessssnns 19
L 20700 RN 7= 13 4o T 0 T 14 o IR oo o - 19
9.7.2 Conditional usage and SECUIItY..........cccuriuiriiiniirrinrr e e 19
L T 010 14Ty F= T T I 4 =T T= T T = 20
0.7.4  RESPONSE MESSAYE ...uuuurerisiurrriassssreiasassreiasssrssaasrsss s aa s s e s Ea s e e S Ea s s e e £ AR e AR R £ AR R AR EEEE RS AR R R EA R R R AR AR e R e R R R e e e e ann s 20
L2 T T = - 1 (W £= o 4 o 11 To o T3 20
9.8 TERMINATE CARD USAGE COMMANG....ccciiciiiiiiiieieriessneesssssnsesssssssesssssssesssssssssssssassesssssnsessesansessassnsenssnns 20
L2 2R 0 S B Y- 19 14 o T J= 10 Lo IR oo o - RS 20
9.8.2 Conditional usage and SECUILY..........ccceureerrrrrrssrrrrsssrerssssrrrrssssmrresssssne e e s s sme e e s s ssmn e e e s s saneesssmnenesssnnenssssnnees 20
9.8.3  COMMANI MESSAQE .....uuuummmeriririiisiissmnrrerrrssassssssnseeeerssaassssssnssersssasssssassnssessssssssssssnnssssssssasansnesssssassssnnnsnsnses 21
9.8.4 RESPONSE MESSAQC...cieieiererrrrrrrerrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrn—mmmmsmsmsmsmsssmsmssssssssssssssssssssssssssssssesssssssnsnsnnnnnnnnnnnnns 21
L2 R T =Y {13 oo 4 Lo 1o o = 21
9.9 SEARCH BINARY COMMANG ........eiiiiieierirrsmeessssmeesssssmsesssssmsessssssnessssssmeesssssmsesssssnsesssssnsesssssneessnnesssssnnees 21
£ 2K TR SR 1= 13 T4 oY 0 J= 14 Lo IR oo o - 21
9.9.2 Conditional usage and SECUIItY..........cccurreiriiiniirriirr 21
Lo R TR T 0o 14Ty 0 F= T T I 4 =T =T= T T - 22
Lo R T S ST T o g EoT = 4T T =T T 22
L2 2K TR T = - 1 (W £ oo 4 o 11 To o T3 22
9.10 SEARCH RECORD COMMANM ......coiiiieeierisesneerisssssessssssssesssssssesssssssesssssssensssssnsssssssnsesssssnnesssssnnsnsssnnenssssnnens 22
L T 0 00 N 0 7= 19 54 o g J= 1 4 o IR oo o - SR 22
9.10.2 Conditional usage and SECUNILY.......ccccciiiiceiicmmiiiiriis e e e e e s s s s s ssms e e e e e s s s s s s mnn s e e e e s ses s snnaeseesasssnnnnnnennes 23
9.10.3 COMMANI MESSAQGE .....uuuummmerrrrriiisiisssmnrererrsiassssssnsreeerssasssssssssssensssasssssassnsssssssssasssssnnsssessssasnsnessessasssssnnsnsnses 23
9.10.4 RESPONSE MESSAQC ...eierererererererrrrrerrrrrrrnrrrrrnrararsrsrsrnressnsrnnmnsssensssssnsssn............s.............mmm.esss 25
9.10.5 Status CONAItIONS .........coiiiiiirircrri e e re s s s e e e me e ee s smn e e e s s sm e e e e s meen s smne e e s smneee s nnnne s snnnes 25
10 (0= 1 I oT g Te [T F=1 =T I 4 ToTT=F- Vo [T 25
10.1 D 7= 1 11 oY 25
10.2  Triggering by the Card ... s s s s nn e e ee s mmnn e e e e na s s snnnns 25
10.3  Message retrieval and reply ... s ssme e s s amn e e se s nne e e e e nan s nnnns 26
10.4 Message and reply formats.........cccoiiiiiiiii e —————— 26
0TI 0o o [ oY 0 -3 o3 T = 26
Annex A (normative) File life cycle states ... ————— 27
A1 L0 o3 T 0 F= T T - 27
Annex B (informative) Usage example of security attributes for download...........cccccooimrrieecirrrcccennncceee s 28
B.1 0T o T 1T o o 28
B.2 =TT 4T o T 28
B.3 SecUre doOWNIOAING ......ccceriieerrrireeieerrsssmr e e ssssmr e e ssssr e e s ss s ne e s sssme e e essamn e e esssmneeeessaneessnsmeesensnenensnnessnsannensnsans 28
B.4 Compact format coding for security attributes of EF 1..........cccoo i 29
B.5 Expanded format coding for security attributes of EF 1............oomiiiiiiccccr e 30
B.6 Coding of the corresponding Secure Environments (SES) .......ccccccciimiiiiiiicciiemmrnnnn s 31
Documents

) Document Sharing Hub
iv

Full document details: BS ISO/IEC 7816-9:2000


http://www.avadocuments.com/doc/bs-iso-iec-7816-9-2000
http://www.avadocuments.com/doc/bs-iso-iec-7816-9-2000

ISO/IEC 7816-9:2000(E)

Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission)
form the specialized system for worldwide standardization. National bodies that are members of ISO or IEC
participate in the development of International Standards through technical committees established by the
respective organization to deal with particular fields of technical activity. ISO and IEC technical committees
collaborate in fields of mutual interest. Other international organizations, governmental and non-governmental, in
liaison with ISO and IEC, also take part in the work.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 3.

In the field of information technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.
Draft International Standards adopted by the joint technical committee are circulated to national bodies for voting.
Publication as an International Standard requires approval by at least 75 % of the national bodies casting a vote.

Attention is drawn to the possibility that some of the elements of this part of ISO/IEC 7816 may be the subject of
patent rights. ISO and IEC shall not be held responsible for identifying any or all such patent rights.

International Standard ISO/IEC 7816-9 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information
technology, Subcommittee SC 17, Identification cards and related devices.

ISO/IEC 7816 consists of the following parts, under the general title Identification cards — Integrated circuit(s)
cards with contacts:

— Part 1: Physical characteristics

— Part 2: Dimensions and location of the contacts

— Part 3: Electronic signals and transmission protocols

— Part 4: Interindustry commands for interchange

— Part 5: Numbering system and registration procedure for application identifiers
— Part 6: Interindustry data elements

— Part 7: Interindustry commands for Structured Card Query Language (SCQL)
— Part 8: Security related interindustry commands

— Part 9: Additional interindustry commands and security attributes

— Part 10: Electronic signals and answer to reset for synchronous cards

Annex A forms a normative part of this part of ISO/IEC 7816. Annex B is for information only.
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INTERNATIONAL STANDARD ISO/IEC 7816-9:2000(E)

Identification cards — Integrated circuit(s) cards with contacts —

Part 9:
Additional interindustry commands and security attributes

1 Scope

This part of ISO/IEC 7816 specifies

— a description and coding of the life cycle of cards and related objects;
— adescription and coding of security attributes of card related objects;
— functions and syntax of additional interindustry commands;

— data elements associated with these commands;

— a mechanism for initiating card-originated messages.

This part of ISO/IEC 7816 does not cover the internal implementation within the card and / or the outside world.

2 Normative references

The following normative documents contain provisions which, through reference in this text, constitute provisions of
this part of ISO/IEC 7816. For dated references, subsequent amendments to, or revisions of, any of these
publications do not apply. However, parties to agreements based on this part of ISO/IEC 7816 are encouraged to
investigate the possibility of applying the most recent editions of the normative documents indicated below. For
undated references, the latest edition of the normative document referred to applies. Members of ISO and IEC
maintain registers of currently valid International Standards.

ISO/IEC 7816-4:1995, Information technology — Identification cards — Integrated circuit(s) cards with contacts —
Part 4: Interindustry commands for interchange.

ISO/IEC 7816-7:1999, Information technology — Identification cards — Integrated circuit(s) cards with contacts —
Part 7: Interindustry commands for Structured Card Query Language (SCQL).

ISO/IEC 7816-8:1999, Information technology — Identification cards — Integrated circuit(s) cards with contacts —
Part 8: Security related interindustry commands.

ISO/IEC TR 9577:1996, Information technology — Protocol identification in the network layer.

3 Terms and definitions
For the purposes of this part of ISO/IEC 78186, the following terms and definitions apply.
3.1

AND Template
template containing security conditions of which all have to be fulfilled
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3.2

access rule

a data element containing an access mode (a reference to an action) and security conditions (to be fulfilled before
an action is allowed)

33
application
the data structure, data elements and program modules needed for a specific functionality to be satisfied

3.4
OR Template
template containing security conditions of which at least one has to be fulfilled

3.5
security attributes

conditions of use of various resources in the card including stored data and data processing functions, expressed
as a data element containing one or several access rules

4 Symbols (and abbreviated terms)

For the purposes of this part of ISO/IEC 7816, the following abbreviations apply:

AM access mode

AM_DO access mode data object

APDU application protocol data unit

ARR access rule references

AT authentication template

BER basic encoding rules (of ASN.1)

CRT control reference template

DE data element

DF dedicated file

DO data object

EF elementary file

FCP file control parameters

File ID file identifier

IFD interface device

LCS life cycle status

LCSI life cycle status integer

MF master file

RF radio frequency

RFU reserved for future use

SC security condition

SC DO security condition data object

SE security environment

SE# security environment number

SM secure messaging

SW1-SW2 status words

TLV tag, length, value
Documents
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5 File control parameters

Table 1 gives the file control parameters (FCP, tag ‘62’) as used in this part of ISO/IEC 7816.

Table 1 - File control parameters

7816 | Tag L Value Applies to
Part-
4 ‘80 2 Number of data bytes in the file, excluding structural information Transparent EFs
4 ‘81" 2 Number of data bytes in the file, including structural information if any. Any file
4 ‘82" 1 File descriptor byte Any file
2 File descriptor byte followed by data coding byte Any file
3 File descriptor byte followed by data coding byte and maximum record length, EFs with record structure

coded on 1 byte

4 File descriptor byte followed by data coding byte and maximum record length, EFs with record structure
coded on 2 bytes

9 50r6 | File descriptor byte followed by data coding byte and maximum record length, EFs with record structure
coded on 2 bytes, and number of records coded on 1 or 2 bytes

4 ‘83' 2 File identifier Any file
4 ‘84 1to 16 | DF name DFs

4 ‘85' var Proprietary information Any file
4 ‘86' var Security attributes, proprietary format Any file
4 ‘87" 2 Identifier of an EF containing an extension of the FCI Any file
9 ‘88' 0or1 [ Short EF identifier, coded from bits b8 to b4. Bits b3, b2, b1 = 000 EFs

9 ‘8A' 1 Life Cycle Status Integer (LCSI) Any file
9 ‘8B’ var Security attributes, reference to expanded format Any file
9 ‘8C’ var Security attributes, compact format Any file
9 ‘8D’ 2 File identifier of file containing SE templates DFs

9 ‘A0’ var Security attribute template for DOs Any file
9 ‘AT var Security attribute template for interface mode (see 8.3) Any file

9 ‘A2 var Short EF identifier / path mapping template, i.e. short EF identifier (tag ‘88’) || path DFs
(tag ‘51’) see ISO/IEC 7816-6 || ... See note 2

9 ‘A5’ var Proprietary information, constructed Any file

9 'AB' var Security attributes, expanded format Any file

NOTE 1 — The meaning of tag ‘82' has been extended in this part of ISO/IEC 7816. Further DOs have been defined.
NOTE 2 — The path to the EF, which can be selected with the short EF identifier, may be an absolute or a relative path.

If selection by short EF identifier is supported but tag ‘88’ is not present, then the 5 least significant bits of the file
identifier (tag ‘83’) shall code the short file identifier. If the card supports the short EF identifier mechanism, an
empty DO with tag '88' in the FCP indicates that the corresponding EF has no short EF identifier.
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6 Life cycle status

6.1 Definition and purpose
The card, files and other objects in the card each have a life cycle, in principle as shown in Annex A.

States in the life cycle may be manipulated by commands. This part of ISO/IEC 7816 defines such commands.
Annex A gives a list of these commands.

A life cycle status (LCS) may be associated with files as one of the attributes. It may also be associated with other
resources in the card.

To support flexible management of the life cycle as an attribute, a number of life cycle states have been identified,
which are defined in this clause. This clause also defines an encoding of the states in the life cycle.

This clause defines a coding of the LCS that allows the card to identify the states. In addition it allows the

application to define additional life cycle states. Changes are controlled by the card and may be performed in a
pre-defined order, reflecting reversible or irreversible changes in state.

6.2 Principles of use

A card may support a LCS attribute associated with files and, possibly, other objects in the card to indicate the
different logical security states of the use of these objects.

Commands may set the value of the LCS attribute when they execure. However the card shall maintain the
integrity of this value in accordance with this part of ISO/IEC 7816.

If supported, the current LCS of an object, as expressed by its value, shall be used by the card, possibly in
combination with additional security attributes, to determine whether a requested operation with the object is in
accordance with the specified security policy.

This standard defines 4 primary states of the life cycle (see 6.3 and Annex A) in the following order:

— creation state;

— initialisation state;

— operational state;

— termination state.

Transitions between the primary states of the life cycle are irreversible and occur in only a top-to-bottom direction.

Each primary state may have reversible secondary states.

6.3 Life cycle rules

The use of objects is governed by the current LCS according to the following rules:

— when an object is in the creation state, any security attributes for that object shall not apply;

— when an object is in the initialisation state, then security attributes specific to this state may apply;
— when an object is in the operational state, then the associated security attributes shall apply;

— when an object is in the termination state, then it shall not allow a modification of its value but it may be used
as specified by its associated security attributes e.g. it may be deleted.

4
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