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Foreword

The Nationa Ingtitute of Standards and Technology (NIST) develops and promotes
measurement, standards, and technology to enhance productivity, facilitate trade, and
improve qudity of life. In the aftermath of the attacks of September 11, 2001, NIST has
taken akey role in enhancing the nation’ s homeland security. Through projects spanning
awide range of research areas, NIST is heping millions of individudsin law
enforcement, the military, emergency services, information technology, the congtruction
industry, and other areas protect the American public from terrorist threats.

NIST’ s Building and Fire Research Laboratory (BFRL) has asits mission to meet the
messurement and standards needs of the building and fire safety communities. A key
element of that misson is BFRL’ s commitment to homeland security. Specifically, the
god of BFRL’s homeland security effort isto develop and implement the standards,
technology, and practices needed for cost-effective improvements to the safety and
security of buildings and building occupants, including evacuation, emergency response
procedures, and threat mitigation. The strategy to meet this god is supported by BFRL's:

research and development (R& D) program to provide atechnica foundation that
supports improvements to building and fire codes, standards, and practices that
reduce the impact of extreme threats to the safety of buildings, their occupants
and emergency responders, and

dissemination and technica assistance program (DTAP) to engage leaders of the
condruction and building community in implementing proposed changesto
practices, standards, and codes. DTAP will also provide practical guidance and
tools to better prepare facility owners, contractors, architects, engineers,
emergency responders, and regulatory authorities to respond to future disasters.

Thisreport, prepared for NIST by the Congtruction Industry Ingtitute (Cl1), was funded
by DTAP. It provides guidance for implementing security-related practices during the
delivery process of chemica manufacturing and energy production and digtribution
projects. By focusing on the project delivery process—planning through sart-up—this
research incresses the likelihood that cost-effective protective measures will be
implemented. Furthermore, CII’s research indicates that the security-related practices
described in thisreport, if implemented, will enhance facility security throughout its life
cycle. Findly, the report develops a Security Rating Index (SRI). The SRI providesa
quantitative means for determining the level of use of security-related practices and for
asessing their impacts on key project outcomes—cost, schedule, and safety.
Undergtanding these impacts should lead to a management philosophy which fully
integrates security into the project delivery process.

The materia presented in this report complements research being conducted by the
Office of Applied Economics (OAE) under BFRL’s homeand security R&D program.
OAE s research focuses on developing economic tools to aid facility owners and
managers in the sdlection of cogt-effective strategies that respond to natural and mant
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made hazards. OAE’s research has produced a three-step protocol for developing arisk
mitigation plan for optimizing protection of congtructed facilities. This protocol heps
decison makers assess the risk of thelr facility to damages from naturd and man-made
hazards; identify engineering, management, and financia strategies for abating the risk of
damages,; and use standardized economic eva uation methods to select the most cogt-
effective combination of risk mitigation strategies to protect their facility. Thisreport
covers key components of the first two steps of the three-step protocol.

Robert E. Chapman

Office of Applied Economics

Building and Fire Research Laboratory
Nationa Ingtitute of Standards and Technology
Gaithersburg, MD 20899-8603
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Abstract

This research, sponsored by the Nationd Ingtitutes for Standards and Technology (NIST),
was afirst step in establishing security-related best practices with respect to the ddlivery

of capitd facility projects for the heavy indudtrid sector. Capitaizing on the expertise

and knowledge base of the Congruction Industry Ingtitute (Cl1), its purpose was to
develop best practices for security implementation during the project phases of planning

to start-up to enhance facility security throughout the project lifecycle.

Twenty-sx practices, 11 of which had been vaidated by CIl and 15 of which had been
proposed, were evauated by ateam of industry experts to determine which were most
gppropriate for security enhancements. Six practices, pre-project planning, dignmernt,
congtructability, desgn effectiveness materids management, and planning for startup,
were determined to be applicable. After identifying the essentid security practices,
security eements were defined. These included physica, personne, and information
security. The expert pand made a detailed review of each of the practices, and security
enhancements were integrated into each of the practices.

The next gep involved the development of the Security Rating Index (SRI). The SRI
provides a quantitative means for ng the leve of use of the practices and to assess
impacts on cost, schedule, and safety. Two key constructs underpinning the SRl are
threats, which qudity the likelihood of a security breach, and consequences, which
qudlify the potentid results of a security breach over the project lifecycle.

Keywords

Bedt practices, chemical manufacturing; construction; energy production and distribution;
homeland security; indudtrid facilities, security rating index.
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1. INTRODUCTION

The impetus for this study, funded by the Demongtration and Technical assistance
Program of the Building and fire Research Laboratory (BFRL) a the Nationd Indtitute

for Standards and Technology (NIST), was the recognized need to secure national assets
and infragtructure in the wake of the events of September 11, 2001. Sincethat time, steps
have been taken by the Executive Office of Homeand Security and the Department of
Homeland Security to ensure that an event of Smilar magnitude is unlikely to occur on
domestic soil again. However, to the extent that nationd assets and infrastructure remain
as plausible targets, continued efforts must be expended to integrate security into the

basic operations of every economic endeavor in the country. This entails atop-down as
well as a bottom-up perspective of security.

1.1 Security from a National Perspective

The events of September 11, 2001 underscored the need for integrating security into
every sector of the nationa economy. From guarding borders, ports and airports, to
protecting critica infrastructure and defending againgt terror and sabotage, security
requires a partnership between the public and private sectors to evaluate and develop
systems that will reduce vulnerability to attack. Even though the federd sector hasa
critica rolein spearheading the initiative for enhanced security and decreased
vulnerahility, it isaso driven by the desire to dlow the private sector considerable
[atitude in managing its own endeavors. The god of ensuring security for the nation asa
whole can only be accomplished through this public-private partnership.

The National Strategy for Homeland Security (Office of Homeand Security, 2002) ligs
three strategic objectives necessary to meet the nation’sgod of security. These are:
prevent terrorist attacks in the United States, reduce America s vulnerability to terrorism,
and minimize the damage and recover from attacks that do occur. Thefirg fdlslargdy
under the provenance of the federd government. One of the traditiona roles of
government in a market-driven society isto provide goods and services that benefit the
public good, like defense, communications, or transportation infrastructure. Such goods
and services cannot be provided easily through the market forces of supply and demand
because it is difficult to quantify and market the units of goods or services to individua
consumers. The second and third objectives, however, cannot be fully achieved without
the active participation of the private sector. Among the eight mission critical areas
identified in the National Strategy isthe protection of criticd infrastructure and key
assets. Some of the private (or quas-private) sector industriesincluded in thisarea are
water treatment, energy (i.e., oil production and refining, natural gas processng and
digtribution, and power generation and ditribution), chemica manufacturing, and
trangportation infrastructure. Reducing vulnerability and minimizing damage can be
accomplished by private sector inititives to evauate and enhance physical, personnd,
and information security during project ddivery, thusimproving project security through
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the project life cycle. Theam of physica security isto deter, detect, and delay malicious
acts through systems and architectura features. Personnel security includes practices and
procedures for screening, hiring, terminating, or addressing workplace issues.

Information security is the protection of information systems, including hardware,
software, and data, from loss or damage (Center for Chemica Process Safety, 2002).

1.2  Security from a Business Perspective

According to the American Academy of Actuaries, the events of September 11 caused the
largest insured property/causdlity (P/C) loss ever recorded, estimated to be in the range of
$30-$70 billion, pre-tax (American Academy of Actuaries, 2002). While trend andyses
showed that P/C rates had been steadily increasing from around fall 1998 to fal 2001, the
events of September 11 prompted most mgor reinsurers to exclude or subgantidly
decrease terrorism coverage in commercid insurance policies resulting in ashifting of the
exposure to risk from reinsurers and direct insurers to companies themsdves as out-of-
pocket costs. Faced with increased risk exposure and costs, companies have begun to
change business and financid policies to ones that limit expansion or new development,
possibly impacting the economy asawhole. At particular risk are the construction and
red estate industries.

Apart from macro-level, nationd security interests, attention to security throughout the
capita fadility life cycle has abottom line financid impact aswel. Astherisk of

coverage for terrorigt attacks is shifted from insurers to companies due to changesin the
insurance indudtry, it behooves companies to keep a security focusin the front-end stages
of project execution. A security focus during planning, design, and even congtruction
may yidd tangible benefits in diminaing or mitigeting the effects of terror or sabotage
during the later operation phases of fadlities. An eye towards security during the project
life cycle can provide a vauable indicator of the need for security enhancements as
threats or consequences of terror or sabotage change.

1.3 Purpose and Scope

The primary purpose of this study was to identify the best gpproaches for integrating
security into the project ddivery process to improve the security of the facility

throughout itslife cycle. A secondary, though no lessimportant, purpose was to provide
amethod to assess the impacts of these approaches on key business outcomes like project
cost, schedule, and safety performance.

Capitalizing on the expertise and knowledge base of the Congtruction Industry Indtitute
(CII) with respect to best practices within the construction industry, NIST contracted with
Cll to develop security best practices and a quantifiable measure of security integration in
the capital facilities delivery process, which became known as the Security Rating Index
(SRI). Tothisend, Cll convened a series of workshops with industry stakeholders to
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devel op security best practices, and to provide assessment feedback through the creation
of the SRI. This report documents the process through which security best practices were
identified, the development of the SRI, and suggests how the SRI can be used to assess
implementation of security best practices during project planning and execution.

The materid presented in this report complements research being conducted by the
Office of Applied Economics (OAE) under BFRL’s homeand security R& D program.
OAE' s research focuses on developing economic tools to aid facility owners and
managers in the selection of codt-€effective strategies that respond to naturd and man+
made hazards. OAFE' s research has produced a three-step protocol for developing arisk
mitigation plan for optimizing protection of congtructed facilities (Chapman and Leng,
2004). This protocol helps decision makers assess the risk of thar fadility to damages
from natura and man-made hazards, identify engineering, management, and financid
srategies for abating the risk of damages; and uses standardized economic evauation
methods to select the most cost-€effective combination of risk mitigation strategies to
protect thar fadlity. This report covers key components of the first two steps of the
three-step protocol.

Project scope was defined using two of the mission criticd areas identified in the
National Strategy: energy and chemica manufacturing. Inthe Cll database, these are
classfied as heavy indudtria projects. Recognizing that security-related enhancements
areless costly and more effective when integrated early in the project life cycle, the scope
was further refined to include the following project phases: front end planning, detalled
design, procurement, construction, and startup.
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2. METHODOLOGY

2.1 Establishment of the Steering Team

The Steering Team was formed to frame the methodol ogical gpproach to developing a
Security best practice. The Steering Team was composed of industry representativesin
policy-making postions within their organizations, the study sponsor, and the principa
investigator. Industry representatives were selected to ensure a broad- based indudtria
perspective from owner and contractor organizations engaged in the engineering,
construction, and operation of dectricd, oil and gas processing and delivery; and
chemica and petrochemicad manufacturing. The pogitions and company affiliations of
the Steering Team are shown in Table 1.

Initidly, the methodologica approach was to convene a series of regiona workshops and
dtevigtsto learn what steps were being taken within the industry to address security
following the events of September 11, 2001 with the intention of developing a standaone
security best practice. At the first Steering Team meeting, however, discusson led the
team members to conclude that security should be a part of dl project best practices
rather than a tanda one best practice. Furthermore, the Steering Team recognized the
opportunity to leverage ClI*s extengve library of best practices as a foundation upon
which security practices could be integrated. This approach would be likely to provide a
more comprehensive solution and assist in making the business case to corporate leaders,
which would be of key importance in the acceptance and use of security practices. With
thisin mind, the Steering Team recommended the establishment of a Practice
Deveopment Team, staffed by particular practice and subject matter experts who would
be responsible for reviewing ClI’ s existing best practices and proposed best practices
with the god of integrating security into them. The Steering Committee remained active
throughout the study by providing continued guidance to the Practice Development Team
and by reviewing the latter team’ s outputs.
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Table1l. Steering Team Composition

NAME POSITION COMPANY/ORGANIZATION

Stretch Dunn Director of Federal Programs BE&K, Inc.

Steve Thomas Associate Director Cli

Jm Porter Vice President, Engineering and Operations E. I. DuPont de Nemours & Co., Inc.

David Syphard Vice President Jacobs Facilities, Inc.

Robert Chapman | Economist Nationd Ingtitute for Standards and Technology
Director of Civil Works (Retired); U.S. Army Corps of Engineers,

Chuck McGinnis | Executive Vice President/Chief Operating Officer (Retired); Fru-Con, Corp.;
Research Director (Retired) Cll

Charles Poer Business Unit Manager Zachry Construction Comparny
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A dgnificant output of the Steering Team was the consensus definition of security that it
developed. This definition served to frame the concept of security in the context of this
sudy and to guide the efforts of the Practice Development Team. The definition evolved
as the study progressed in response to issues raised by the latter team. Initsfina form
Security was defined as.

All measures taken to guard against malevolent, intentional acts, both internal
and external (e.g., sabotage, crime, and attack), that result in adver se impacts
such as project cost growth, schedule extension, operability degradation, safety
concer ns, transportation delays, emergency response, and off-site effects
(consequences).

The concern for making a business case for the acceptance of the security best practice is
evident in the broad- based definition.

2.2 Establishment of the Practice Development Team

The Practice Development Team was charged with reviewing dl of CII's existing and
proposed best practices, selecting those appropriate for security integration, prioritizing
the selected practices, and integrating security. The primary reference document for the
review process was the Cll Best Practices Guide for Improving Project Performance
(Congtruction Industry Indtitute, 2002). This document provides descriptions of each best
practice, alisting of the essentid elements, asummary of the benefits of using the best
practice, and a checklist for evaluating the degree of implementation. For the review of
the proposed best practices the team relied upon the implementation documentation
produced by the CI1 research team that conducted the origina research.

Composition of the Practice Development Team was dynamic. A reasonable amount of
time was spent on deciding what functiona positions should be on the team. Selection of
the pogitions was driven by business processes, not security, so that the practices that
were developed would be more likely to be implemented. The team included security
representatives from both owner and contractor organizations due to differing
perspectives. Core team members from CIl member organizations were sdlected for their
functional expertise managing programs, corporate security, business units, plart
operations, and risk. Once the core team selected the practices, subject matter experts
wereidentified. The subject matter experts would meet with the core team as necessary
to review their practices. Therole of the subject matter experts, academics who were
respong ble for researching and devel oping the practice, was to provide a thorough
review of the selected practice, to answer any questions that the industry representatives
might have had about it, and to help identify security deficiencies. The functions and the
company affiliations of the Practice Development Team are listed in Table 2.
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Table 2. Practice Development Team Composition

NAME FUNCTION COMPANY/ORGANIZATION
CORE TEAM

Michad Spight Corporate Security Manager Black & Veatch/TRC Companies
Shawn Lee Andyst Cll
John Brady Corporate Security Manager ConocoPhilips
Michadl Hewitt Plant Operation Manager E. I. DuPont de Nemours & Co., Inc.
Gary Staton Risk Management Specidist E. I. DuPont de Nemours & Co., Inc.
Jay Toadvine Program Manager Fluor Corporation
Wadter Lisewski, . | Busness Unit Manager Jacobs Facilities, Inc.
Chuck McGinnis Director of Civil Works (Retired); U.S. Army Corps of Enginears,

Executive Vice Presdent/Chief Operating Officer (Retired); Fru-Con, Corp.;

Research director (Retired) Cll

EX-OFFICIO
Steve Thomas Ex- Officio/Principd Investigator Cll
Raobert Chapman Ex-Offido National Indtitute for Standards and Technology
Ben Matthews Ex-Officio/ Graduate Research Assigtant U.S. Air Force
Jon Sylvie Ex- Officio/Graduate Research Assstant U.S. Army
Roger Snyder Ex-Officio/Cll Education Committee U.S. Department of Energy
SUBJECT MATTER EXPERTS

Lansford Bell Materias Management Clemson University
Edd Gibson Pre-Project Planning/Alignment Universty of Texas
Richard Tucker Design Effectiveness Univergty of Texas
James O’ Connor Panning for Startup/Congtructability Univergity of Texas
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2.3 Review and Selection of the Practices

Twenty-six practices, 11 vaidated and 15 proposed, were reviewed and discussed to
arrive at consensus on the potentid impact and applicability that each might have for
security. Vaidated practices have been shown through CllI research to provide
quantifiable benefits when implemented. Proposed best practices have been thoroughly
researched, however, they have not completed the validation process. Impact was framed
by a consequence concept: “If security were omitted from this practice, could its
omission result in adverse consequences if the facility were attacked?” Applicability was
determined after reviewing each of the practice dementsincluded in the Best Practices
guide and discussing whether the consideration of security was gppropriate to the

practice. Each practice was rated separately for high or low impact, and high or low

applicability.

The practices measuring high on both impact and applicability were sdlected for a
detailed review to determine how security should be integrated into them. Figures 1 and
2 show the results of the salection and prioritization process. Five vaidated best
practices, pre-project planning, aignment, congructability, design effectiveness and
meaterials management, and one proposed best practice, planning for Sartup, were
determined to be high both in impact and applicability.

Best Practice Assessment
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Materials Management
Team Building
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Quality Management
Change Management
Dispute Resolution
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Figurel. Sdection and Prioritization of Existing Best Practices
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Proposed Best Practice Assessment

Applicability
)

(GRAD
SIS

Impact

13.
14.
15.
16.
17.
18.
19.
20.
21.

23.
24.
25.
26.

Key

Early Estimating

Planning for Startup

Design for Maintainability
Employee Incentives
Management of Education & Training
Organizational Work Structure
Leader Selection

Implementation of Products
Lessons Learned

Work Process Simulation

Small Project Execution

Project Delivery and Contract
Managing Workers’ Compensation
Environmental Remediation
Design for Safety

Figure2. Sdection and Prioritization of Proposed Best Practices

2.4 In-depth Review of the Practices

Once the practices were identified, the Practice Development Team held two meetings
per practice. At the first meeting, subject matter experts presented the practice and
facilitated discussion to identify in-depth, security-specific additions. The subject matter
experts, representatives of the academic community, were members of the research teams
that initiadly researched and documented the practice for ClI. During this day-long
mesting, a page-by-page wak-through of the documentation was conducted to discuss
tools and flow processes. Together the subject matter expert and the Practice
Development Team identified additiona activities or processes that were needed to
integrate security into a given practice. The first half of the second meeting was devoted
to areview of al changes from the previous meeting in order to close any gaps and to
achieve consensus. During the second hdf of the meeting subject matter experts

presented the next practice for review.
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3. INTEGRATION OF SECURITY INTO THE PRACTICES

This chapter provides an overview of the Six practices, discusses why security is
important in each of the 9x practices, and provides brief examples of how security was
integrated into each of them.

3.1 Pre-Project Planning

Pre-project planning, aso known as front end loading, front end planning, or early project
planning, is essentid in developing sufficient information to address risk and to commit
resources to maximize the potentia for a successful project. Pre-project planningisan
owner-driven processthat is closdly tied to busnessgoas. As such, the integration of
Security into pre-project planning is essentia if security isto be addressed in a cost
effective manner.

Pre-project planning is divided into four primary sub-processes. These include:

? Organize for pre-project planning

? Sdect project dternatives

? Devedop aproject definition package

? Decide whether to proceed with the project

3.1.1 Organize for Pre-Project Planning

Since pre-project planning is ateam effort, team makeup is criticd to planning and
project success. As stakeholders are identified for the project team, a project
vulnerability assessment should be used to identify those who are responsible for
security-related issues S0 that they will not be overlooked. The project vulnerability
assessment can aso provide guidance for the screening of the team for the gppropriate
level of clearance, aswell.

Team members may aso form sub-teams that will focus on specificaly defined tasks.
Among these tasks are risk assessments of environmenta, legd, palitica, technologica
and security dementsin the project; technology assessments; site assessment; and
estimated market assessments.

Whether organized as asingle project team or sub-teams, the required skill and staffing
requirements of teams must be evauated by the team leader to ensure appropriate
daffing. Some of the gaffing skills/requirements indude business and market
evauation, engineering and congruction, environmentd, legd, and financid. In addition
to these Kills, the skills of a security manager or specidist should be added to ensure
integration of security and fidelity to the project vulnerability assessment throughout the
pre-project planning effort.
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Once the team has been organized, ateam charter should be drafted. The charter defines
the team’s mission, respongbilities, accountability, and authority to transform the project
concept into avaid gpproach to project completion. The charter focuses the team on the
task a hand, fadilitates dignment, and is the basis for communication throughout the pre-
project planning process. The charter should address key elements such as, the mission
statement, the quality of ddiverables, organization charts, reporting requirements, and
Security requirements.

The next organizationd activity isto prepare the pre-project planning plan, whichisa
formalization and documentation of the methods and resources an owner company can
use to operationalize the pre-project planning process. The plan is comprehensive and
includes the statement of business need, an outline of known aternatives, a defined
schedule and budget for pre-project planning, a contract strategy, and a definition of the
tasks necessary for minimizing risk. The risk minimization tasks are so comprehensive
and cover areas such as, research, technology, hedth and safety, and project assessment
and security requirements. The pre-project planning plan sets the stage for successful
project performance and, ultimately, a more secure facility.

3.1.2 Select Project Alternatives

This activity comprises four mgjor functions: andlyze technology, evauate Stes, prepare
conceptua scopes and estimates, and evaluate dternatives. The selection of dternatives
drives many security concerns. Technology and Ste selection directly affect
consequences of security breaches and can make the facility a more attractive target.
While many factors must be considered when selecting dternatives, risk anadyses and
Security concerns can be critical and must be criteriafor sdection. The Ste vulnerability
assessment is an integra part of the andysis when aternatives are selected.

The issues surrounding site objectives and characterigtics are lengthy and far too
numerous to adequately address here. From a security standpoint, though, andyss of the
overdl security dimateis critical. Some of the mgjor issues to be considered may

include background checks as part of the labor andysis.

3.1.3 Develop a Project Definition Package

After the decison maker has established the pre-project planning team, evaluated and
selected dternatives, the next step is to develop the project definition package. There are
five mgor activities necessary to the development of the project definition package:
analyze project risks, document project scope and design, define project execution
gpproach, establish project control guideines, and compile the project definition package.

The most important part of arisk assessment program may be the risk identification
phase. Risk identification relies heavily on the experience and insight of the project
team, hence identifying stakeholders for theteam is critical. The business risks that
require thorough assessment may include market conditions, technology uncertainty,
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regulations, and cost, among others. With respect to security, costs must be analyzed on
alife-cycle cost basi's and must address the cost of security throughout the fadility
lifecyde. Such costs can be minimized when they are identified early in pre-project
planning.

In documenting project scope and design, the key technica and physica attributes of the
project, including genera qudity requirements and budget, and commercia or security
issues that would affect design planning or decision making are described. Although the
detalls of a project definition package are too numerous to discuss in this document,
auffice it to say that the package must include a detailed scope of work, document
controls, environmentd impact statements, a written ste vulnerability assessment, and a
project procedures manud that includes a project security plan.

A forma execution approach, or project execution plan, is required to ensure that al
tasks are identified and carried out in atimey manner. The plan provides overal
direction for the project team and serves as a road map to guide the numerous decisons
required during the course of a project. It should address every key eement that affects
how the project will be executed, as well as the procedures and resources that will be
required to accomplish project execution.

Egtablishing project control guiddinesis the next activity in developing a project
definition package. The purpose of project control isto enable project participantsto
evaluate project performance againg a pre-defined plan and to take corrective action
when necessary.  The plan serves as a basdline to monitor physica progress and costs,
and as background for forecasting future performance based on current trends.

Compiling the project definition package includes assembling the information into both a
project definition package and a project authorization package. The project definition
package serves as basdline and guidepost to be used during the execution phase of
engineering, procurement, and congtruction. Essential elements of the project definition
package include: project objectives and priorities (e.g., purpose for the project, financia
objectives, qudity requirements, and operability, technology, security, and safety
requirements), cost estimate, economic and risk analyses, project dterndives, and future
obligations. The project authorization package is an executive summeary containing all
information necessary for the decision maker to evauate the viahility of the project and
to make ago/no go decison on funding. In addition to introducing the proposed project
to decision makers, it contains information on background and objectives, dternative
solutions, labor requirements, and identification of mgor risksincluding hedth, safety,
security and environmenta consderations.

3.1.4 Project Definition Rating Index (PDRI)

The Project Definition Rating Index (PDRI) (Congtruction Industry Indtitute, 1996) isa
sample but powerful tool that measures project scope definition for completeness. It

Documents
Docurﬂngnt Sharing Hub

Full document details: Cll BMM2004-10 2004


http://www.avadocuments.com/doc/cii-bmm2004-10-2004
http://www.avadocuments.com/doc/cii-bmm2004-10-2004

consists of three sections that cover the basis of project decison, front end definition, and
execution approach.

The Practice Development Team reviewed the 70 elements of the PDRI for industrid
projects to identify the eements in which security should be added. Security
congderations were deemed to be important in consdering the information necessary for
understanding project objectives, the process and technical information that should be
evaluated to understand project scope, and the elements that should be evauated to
understand the requirements of the execution strategy.

The team proposed 37 updates to the 70 dements. Figure 3 provides asample of the
updates under manufacturing objectives criteria.  Security affects reliability philosophy
by building in system redundancy, which alows for kesping the system operationd
should acts of sabotage impair operations. As one of the business objectives, planning
that includes security consderations affects the feasibility and affordability of the project
by ensuring that operations may continue during periods of elevated threat. Security
consderations aso affect the complexity of the project, and the attendant trade-offs
among cog, schedule, and security must be weighed among the mix of manufacturing
objectives. Sample recommended updates are underlined in the figure bel ow.
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From Appendix C, Section |, Project Definition Rating Index (PDRI), Industrial Projects

A. MANUFACTURING OBJECTIVESCRITERIA
A1l. Rdiability Philosophy

A lig of the generd design principles to be consdered to achieve
dependable operating performance from the unit. Evauation criteria
should include:
Judtification of spare equipment
Control, alarm, security and safety systems redundancy
Extent of providing surge and intermediate storage capacity to
permit independent shutdown of portions of the plant
Assessment of extra capacity requirement if an areais sabotaged
Mechanical / structurd integrity of components (metdlurgy,
sedls, types of couplings, bearing sdlection, etc.)

o0 OO0

From Appendix C, Section |

B. BUSINESS OBJECTIVES
B4. Affordability / Feasibility
Have items that may improve the affordability of the project been
consdered? These should include incremental cost criteria such as
O Consderation of feedstock availability and transport to the job Site, especidly
during periods of eevated threat
U Peforming an andyss of capital and operating cost versus sales and profitability

Results of these studies should be communicated to the project team.

Figure3. Sample PDRI Security Updates
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