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CEA-851.2-A

Security Services for the Versatile Home Network

FOREWORD

This standard was originally developed under the auspices of the R-7.4 Joint
CEA/VESA Subcommittee. It is being maintained by the R7 Home Network Committee.

The Video Electronics Standards Association (VESA) established the VESA Home
Network (VHN) Committee in 1995 to develop architecture for a digital, broadband
home network. The VHN standard was initially developed by the VESA Home Network
Committee. However, it was never ratified as a VESA standard.

In June 1999, the Consumer Electronics Association (CEA) established the R7
Committee to help harmonize the several efforts being undertaken to develop home
networking standards. In January 2000, the Board of Directors of VESA and the Board
of Directors of the Consumer Electronics Association agreed to merge the VESA Home
Network and the CEA R7 Committee, by establishing the CEA R7.4 Committee.

This standard, CEA-851.2-A, specifies the implementation of security services for the
VHN. Another standard in this series, CEA-851.1-A “IP-Based Digital Telephony for the
Versatile Home Network,” was issued earlier.
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Security Services for the Versatile Home Network

1 INTRODUCTION

This standard defines security services for the Versatile Home Network. The threats to
a home network are similar to those of an enterprise network. However, the various
threats differ in significance for domestic, rather than commercial, network
configurations and applications. For instance, while repudiation (denying that a
transaction took place) is obviously a serious issue for a bank or brokerage firm, it is of
less concern for the home, where the transaction is likely to be entirely private and non-
commercial. Conversely, businesses have little to gain by concealing which hours of
the day their networks are busiest, whereas residential users may very well wish to
conceal traffic that indicates whether or not they are at home.

Given the threats that are common to enterprises networks, we have identified the most
likely threats to the Versatile Home Network, and defined a set of security services to
defend against those threats. We have recognized that, as those threats are not
peculiar to home networks, there is no need to invent new security mechanisms for the
home network and access device. In fact, the difficulty of designing such mechanisms
correctly and standardizing the results of such designs argues strongly against inventing
new security mechanisms.

However, for several reasons, security mechanisms appropriate for a business may not
adapt well to home network security:

1. The first issue is cost. Some security mechanisms, such as industrial-strength
firewalls, cost on the order of $10,000. Businesses write this off as an expense
and recover cost by raising prices. Homeowners have no such option and
probably do not perceive the threat to the home network as sufficiently important
to merit that level of expense. Thus, a security mechanism must be inexpensive,
or be able to be made inexpensive, if it is to be used in the home.

2. The second is complexity. Many security mechanisms are difficult to configure
and require an expert to install and maintain. Once again, an enterprise may
have an IT department that is responsible for network security. The typical
homeowner is unlikely either to acquire the expertise or hire an outside
consultant to do this job. Faced with such a choice, she may elect simply to do
without security. Thus, simplicity of operation is essential to home network
security.

3. The third is convenience. Employees of a business may be willing to endure a
certain amount of inconvenience if management decides that's the way the
business operates. While passwords and smartcards are accepted as necessary
to protect the company’s resources, it's not clear how much inconvenience a
homeowner may be willing to accept to protect the home’s resources. For
example, most people will probably understand the necessity of having a
password to access a networked digital VCR from a remote location, such as an
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airport. However, they might find it inconvenient to use a smart card and may
object to a sophisticated set of password complexity and aging rules™.

4. The fourth is the different security priorities for a home and a business.
Enterprises are likely to be concerned with coordinated and targeted attacks by
outsiders, with sabotage by insiders, discovery and litigation, and protection of
intellectual property. Residential users are, perhaps, more rightfully concerned
about privacy of their personal data, physical security and safety of their home,
accuracy of credit and billing records, public knowledge of their private life (such
as knowledge of their whereabouts and interests), and protection from
widespread data gathering, snooping, and junk mail.

The task for home network security, then, is to choose among the security services that
have been developed for enterprise networks, within the constraints imposed by cost,
complexity, convenience, and relative priorities. As the VHN is a home intranet—and
IP-based network using web tools for device access and control—we require SSL/TLS
and IPSec for primary protection against threats external to the home network.
Furthermore, we require firewall protection at the access device, and define the
functional requirements for the firewall. Future versions of this standard will address
protection against internal threats to the home network (e.g., rogue software that may
be introduced via a floppy disk), as well as refinements to the current specifications.

The requirements for VHN security are presented in Section 3. Annex A presents a
discussion of security issues, and a discussion of the factors that were considered in
formulating the requirements in Section 3.

2 GENERAL

2.1 Scope

This standard specifies security services for the Versatile Home Network (VHN), as
defined in CEA-851, “WHN Home Network Specification.” It assumes an implementation
of a VHN that conforms to CEA-851 in the following sense: The network must be digital
and it must be IP-based; furthermore, it uses web tools, such as HTTP, for device
control. (Note that, while the CEA-851 also defines a network architecture and requires
a backbone topology based on IEEE 1394b, the security services specified in this
standard are not based on any protocols below layer 3 of the ISO Standard Reference
Model; thus, these requirements could be used for networks other than a VHN, so long
as they are digital, IP-based, and use web tools for device control.)

This document specifies security services to defend against threats coming from the
outside the home into to the home. Security issues stemming from threats originating
on devices within the home, or directed from devices within the home to an outside
network, will be addressed in a future issue of this standard.

! Indeed, one of the persistent problems for managers of enterprise security systems is the tendency of
employees to use simplistic passwords; favorites are the user's own name, the user’s street name, or a
common dictionary word.
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2.2 Normative References

The following standards contain provisions that, through reference in this text, constitute
normative provisions of this standard. At the time of publication, the editions indicated
were valid. All standards are subject to revision, and parties to agreements based on
this standard are encouraged to investigate the possibility of applying the most recent
editions of the standards listed in Section 2.2.1. If the referenced standard is dated, the
reader is advised to use the version specified.

2.2.1 Normative Reference List

1. Ramsdell, B., Ed., Secure/Multipurpose Internet Mail Extensions (S/MIME) Version
3.1 Certificate Handling, RFC 3850, Internet Engineering Task Force, July 2004.

2. Ramsdell, B., Ed., Secure/Multipurpose Internet Mail Extensions (S/MIME) Version
3.1 Message Specification, RFC 3851, Internet Engineering Task Force, July 2004.

3. Schaad, J., Enhanced Security Services (EES) Update: Adding CertID Algorithm
Agility, RFC 5035, Internet Engineering Task Force, August 2007.

4. Kelsey, J., B. Schneier, and N. Ferguson, “Notes on the Design and Analysis of the
Yarrow Cryptographic Pseudorandom Number Generator,” Sixth Annual Workshop
on Selected Areas in Cryptography, Springer-Verlag, 1999,
http://www.macfergus.com/pub/yarrow.html.

5. Kent, S., K. Seo, Security Architecture for the Internet Protocol, RFC 4301, Internet
Engineering Task Force, December 2005.

6. Housley, R., W. Ford, W. Polk, and D. Solo, Internet X.509 Public Key Infrastructure
Certificate and Certificate Revocation List (CRL) Profile, RFC 3280, Internet
Engineering Task Force, April 2002.

7. Rivest, R., The MD5 Message-Digest Algorithm, RFC 1321, Internet Engineering
Task Force, April 1992

8. Secure Hash Standard, FIPS PUB 180-1, National Institute of Standards and
Technology, April 17, 1995.

9. Advanced Encryption Standard (AES), Federal Information Processing Standards
Publication 197, November 26, 2001.

10.Brown, M., R. Housley, The Transport Layer Security (TLS) Authorization
Extensions, RFC 5878, Internet Engineering Task Force, May 2010.

11.Karn, P., P. Metzger, and W. Simpson, The ESP Triple DES Transform, RFC 1851,
Internet Engineering Task Force, September 1995.

12.Nottingham, M., E. Hammer-Lahav, Defining Well-Known Uniform Resource
Identifiers (URIs), RFC 5785, Internet Engineering Task Force, April 2010.

13.Freed, N., Behavior of and Requirements for the Internet Firewalls, RFC 2979,
Internet Engineering Task Force, October 2000.
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14.Baker, F., and P. Savola, Ingress Filtering for Multihomed Networks, RFC 3704,
Internet Engineering Task Force, March 2004

2.2.2 Normative Reference Acquisition
e |ETF

www.ietf.org

e AES
http://csrc.nist.gov/publications/fips/fips197/fips-197.pdf
e NIST

WWW.Nist.gov

2.3 Informative References

The following documents contain information that is useful in understanding this
standard. Some of these documents are drafts of standards that may become normative
references in a future release of this standard.

2.3.1 Informative Reference List

15.Dusse, S., P. Hoffman, B. Ramsdell, L. Lundblad, and L. Repka, S/IMIME Version 2
Message Specification, RFC 2311, Internet Engineering Task Force, March 1998.

16.Dusse, S., P. Hoffman, B. Ramsdell, and J. Weinstein, SIMIME Version 2 Certificate
Handling, RFC 2312, Internet Engineering Task Force, March 1998.

17.Kaliski, B, and J. Jonsson, Public-Key Cryptography Standards (PKCS) #1: RSA
Cryptography Specifications Version 2.1, RFC 3447, Internet Engineering Task
Force, February 2003.

18.Cheng, P., and R. Glenn, Test Cases for HMAC-MD5 and HMAC-SHA-1, RFC 2202,
Internet Engineering Task Force, September 1997.

19.Madson, C., and R. Glenn, The Use of HMAC-MD5-96 within ESP and AH, RFC
2403, Internet Engineering Task Force, November 1998.

20.Madson, C. and R. Glenn, The Use of HMAC-SHA-1-96 within ESP and AH, RFC
2404, Internet Engineering Task Force, November 1998.

21.Madson, C., and N. Doraswamy, The ESP DES-CBC Cipher Algorithm With Explicit
IV, RFC 2405, Internet Engineering Task Force, November 1998.

22.Kent, S., IP Encapsulating Security Payload (ESP), RFC 4303, Internet Engineering
Task Force, December 2005.
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23.Kaufman, C., Ed., Internet Key Exchange (IKEv2) Protocol, RFC 4306, Internet
Engineering Task Force, December 2005.

24.Glenn, R., and S. Kent, The NULL Encryption Algorithm and its Use With IPsec,
RFC 2410, Internet Engineering Task Force, November 1998.

25.Pereira, R., and R. Adams, The ESP CBC-Mode Cipher Algorithms, RFC 2451,
Internet Engineering Task Force, November 1998.

26.Kent, S., IP Authentication Header, RFC 4302, Internet Engineering Task Force,
December 2005.

27.Thayer, R., N. Doraswamy, and R. Glenn, IP Security Document Roadmap, RFC
2411, Internet Engineering Task Force, November 1998.

28.0rman, H., The OAKLEY Key Determination Protocol, RFC 2412, Internet
Engineering Task Force, November 1998.

29.Case, J., R. Mundy, D. Partain, and B. Stewart, Introduction and Applicability
Statements for Internet-Standard Management Framework, RFC 3410, Internet
Engineering Task Force, December 2002.

30.Wijnen, B., D. Harrington, and R. Presuhn, An Architecture for Describing Simple
Network Management Protocol (SNMP) Management Frameworks, RFC 3411,
Internet Engineering Task Force, December 2002.

31.Case, J., D. Harrington, R. Presuhn, and B. Wijnen, Message Processing and
Dispatching for the Simple Network Management Protocol (SNMP), RFC 3412,
Internet Engineering Task Force, December 2002.

32.Levi, D., P. Meyer, and B. Stewart, Simple Network Management Protocol (SNMP)
Applications, RFC 3413, Internet Engineering Task Force, December 2002.

33.Blumenthal, U., and B. Wijnen, User-based Security Model (USM) for version 3 of
the Simple Network Management Protocol (SNMPv3), RFC 3414, Internet
Engineering Task Force, December 2002.

34.Wijnen, B., R. Presuhn, and K. McCloghrie, View-based Access Control Model
(VACM) for the Simple Network Management Protocol (SNMP), RFC 3415, Internet
Engineering Task Force, December 2002.

35.Frye, R., D. Levi, S. Routhier, and B. Wijnen, Coexistence between Version 1,
Version 2, and Version 3 of the Internet-standard Network Management Framework,
RFC 3584, Internet Engineering Task Force, August 2003.

36.Zeilenga, K., Lightweight Directory Access Protocol version 2 (LDAPv2), RFC 3494,
Internet Engineering Task Force, March 2003.

37.Hodges, J., R. Morgan, Lightweight Directory Access Protocol (v3), RFC 3377,
Internet Engineering Task Force, September 2002.

38.Rescorla, E., Diffie-Hellman Key Agreement Method, RFC 2631, Internet
Engineering Task Force, June 1999.
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39.Dierks, T., and E. Rescorla, The Transport Layer Security (TLS) Protocol Version
1.1, RFC 4346, Internet Engineering Task Force, April 2006.

40.Medvinsky, A., and M. Hur, Addition of Kerberos Cipher Suites to Transport Layer
Security (TLS), RFC 2712, Internet Engineering Task Force, October 1999.

41.Khare, R., and S. Lawrence, Upgrading to TLS within HTTP/1.1, RFC 2817, Internet
Engineering Task Force, May 2000.

42.Hodges, J., R. Morgan, Lightweight Directory Access Protocol (v3), RFC 3377,
Internet Engineering Task Force, September 2002.

43. Stallings, William, “Cryptography and Network Security: Principles and Practice,”
Second Edition, Prentice Hall, 1999.

44.Neuman, C., T. Yu, S. Hartman, and K. Raeburn, The Kerberos Network
Authentication Service (V5), RFC 4120, Internet Engineering Task Force, July 2005.

45.Krawczyk, H., M. Bellare, and R. Canetti, HMAC: Keyed-Hashing for Message
Authentication, RFC 2104, Internet Engineering Task Force, February 1997.

46.0ehler, M., and R. Glenn, HMAC-MD?5 IP Authentication with Replay Prevention,
RFC 2085, Internet Engineering Task Force, February 1997.

47.Bluetooth, www.bluetooth.com

2.3.2 Informative Reference Acquisition
e Bluetooth

www.bluetooth.com

e HAVI
www.havi.org

o |ETF
www.ietf.org

e UPnP
WWW.Upnp.org

2.4 Symbols and Abbreviations

AES Advanced Encryption Standard
AH Authentication Header
CAST Carlisle Adams & Stafford Tavares (developer of the algorithm)
DDoS Distributed denial of service attack
DES Data Encryption Standard
DH Diffie-Hellman
DMz Demilitarized Zone
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DNS
DSS
DTV
DVCR
ESP
FTP
HMAC
HTML
HTTP
ICMP
IDEA
IEEE
IETF
IKE
IP
IPv4
IPv6
IPSec
ISAKMP
IT
LAN
LDAP
MAC
MIB
MPEG
MTU
PCT
PGP
PKIX
PMTU
RFC
RSA

Copyright Consumer Technology Association
Provided by IHS Markit under license with CTA

Domain Name System

Digital Signature Standard

Digital Television

Digital VCR

Encapsulation Security Payload

File Transfer Protocol

Hash/MAC

Hypertext Markup Language

Hypertext Transfer Protocol

Internet Control Message Protocol
International Data Encryption Algorithm
Institute for Electrical and Electronics Engineers
Internet Engineering Taskforce

Internet Key Exchange

Internet Protocol

IP Version 4 (the current IP)

IP Version 6 (the upcoming IP)

IP Security

Internet Security Association and Key Management Protocol
Information Technology

Local Area Network

Lightweight Directory Access Protocol
Message authentication code
Management information base

Motion Picture Experts Group
Maximum Transmission Unit

Private Communication Technology
Pretty Good Privacy

Public Key Infrastructure X.509

Path MTU Discovery

Request for Comment

Rivest, Shamir, Adleman (developers of the RSA algorithm)
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S/MIME  Secure Multipurpose Internet Mail Extension

SA Security association

SHA Secure Hash Algorithm
SIP Session Initiation Protocol
SPD Security Policy Database
SPI Security Parameters Index
SSL Secure Sockets Layer
TCP Transport Control Protocol
TLS Transport Layer Security
UDP User Data Protocol

VCR Video cassette recorder

VESA Video Electronics Standards Association
VHN VHN Home Network

VPN Virtual Private Network

WAN Wide Area Network

2.5 Compliance Notation

As used in this document “shall” and “must” denote a mandatory provisions of the
standard. “Should” denotes a provision that is recommended but not mandatory. “May”
denotes a feature whose presence does not preclude compliance that may or may not
be present at the option of the implementer.

3 Security Services for the Versatile Home Network (VHN)

The first goal of VHN security is to defend the home network against the threats
described in Annex A—masquerade, replay, eavesdropping, modification, denial of
service, resource exhaustion, unauthorized software (e.g., viruses), and repudiation—
given the constraints listed in Section 1: low cost, low complexity, and only moderate
levels of inconvenience to the homeowner. The second goal is to avoid developing new
security services, by using widely available systems that address security at the network
layer (IPSec) and the session layer (SSL/TLS). A combination of these two, correctly
configured, combined with firewall technology will meet the criteria of low cost, low
complexity, and moderate inconvenience, while doing a good job of defending the home
against most of the threats listed above.

Table 1 summarizes how these systems implement security defenses.

Note that, in addition to the specific measures specified by this standard, adequate
protection requires network computers to be protected by anti-virus software as
described in Section A2. As this is the same service that is now commonly available to
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