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NOTICE 

 
Consumer Technology Association (CTA)™ Standards, Bulletins and other technical publications 
are designed to serve the public interest through eliminating misunderstandings between 
manufacturers and purchasers, facilitating interchangeability and improvement of products, and 
assisting the purchaser in selecting and obtaining with minimum delay the proper product for his 
particular need.  Existence of such Standards, Bulletins and other technical publications shall not in 
any respect preclude any member or nonmember of the Consumer Technology Association from 
manufacturing or selling products not conforming to such Standards, Bulletins or other technical 
publications, nor shall the existence of such Standards, Bulletins and other technical publications 
preclude their voluntary use by those other than Consumer Technology Association members, 
whether the standard is to be used either domestically or internationally. 
 
Standards, Bulletins and other technical publications are adopted by the Consumer Technology 
Association in accordance with the American National Standards Institute (ANSI) patent policy.  
By such action, the Consumer Technology Association does not assume any liability to any patent 
owner, nor does it assume any obligation whatever to parties adopting the Standard, Bulletin or 
other technical publication.  
 
This document does not purport to address all safety problems associated with its use or all 
applicable regulatory requirements.  It is the responsibility of the user of this document to establish 
appropriate safety and health practices and to determine the applicability of regulatory limitations 
before its use. 
 
This document is copyrighted by the Consumer Technology Association (CTA)™ and may not be 
reproduced, in whole or part, without written permission. Federal copyright law prohibits 
unauthorized reproduction of this document by any means.  Organizations may obtain permission 
to reproduce a limited number of copies by entering into a license agreement. Requests to 
reproduce text, data, charts, figures or other material should be made to the Consumer Technology 
Association (CTA)™.  
 

(Formulated under the cognizance of the CTA R4 Video Systems Committee.) 
 
 Published by 
 CONSUMER TECHNOLOGY ASSOCIATION 2016 
 Technology & Standards Department 
 www.cta.tech 
 
 All rights reserved 
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FOREWORD 
 
This bulletin was developed under the R4, Video Systems Committee. The document is intended to 
provide a list of best practices for providing emergency alerts on consumer electronics devices that 
process alerts. 
 
The Federal Emergency Management Agency (FEMA), in a decision published in late 2008, uses 
emergency alert messages to be issued in Common Alerting Protocol (CAP) format. Alert messages in 
CAP format can reach the broadcasting entities (i.e. TV stations, Radio stations, providers), where they 
may be reformatted, as suitable for the specific medium. Messages may also come to the station via EAS,  
and SAME protocol. 
 
 
The alert information that reaches the end device (“receiver”) depends on the technology or field it serves. 
However, alert information rendering and presentation to the user are further defined by the capabilities of 
the specific receiver. 
 
In order to allow the users to quickly and clearly understand the alert information that their receiver 
provides, it is desired to create a similar user experience across technologies and devices. 

 
  

  
 
i 

Copyright Consumer Technology Association 
Provided by IHS Markit under license with CTA Licensee=/, User=, 

Not for Resale, No reproduction or networking permitted without license from IHS

-
-
`
,
,
`
`
`
,
,
,
,
`
`
`
`
-
`
-
`
,
,
`
,
,
`
,
`
,
,
`
-
-
-

Full document details: CTA CTA-CEB25-A 2016

http://www.avadocuments.com/doc/cta-cta-ceb25-a-2016
http://www.avadocuments.com/doc/cta-cta-ceb25-a-2016


CTA-CEB-25-A 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

This page intentionally left blank. 
 
 

 
 
 
 
 
 
 
 
 
 
 

  
 
ii 

Copyright Consumer Technology Association 
Provided by IHS Markit under license with CTA Licensee=/, User=, 

Not for Resale, No reproduction or networking permitted without license from IHS

--`,,```,,,,````-`-`,,`,,`,`,,`---

Full document details: CTA CTA-CEB25-A 2016

http://www.avadocuments.com/doc/cta-cta-ceb25-a-2016
http://www.avadocuments.com/doc/cta-cta-ceb25-a-2016


CTA-CEB25-A 
 

 
Table of Contents 

1 Scope .................................................................................................................................................... 1 

2 References ............................................................................................................................................ 1 
2.1 Informative References ............................................................................................................. 1 
2.2 Informative Reference List ....................................................................................................... 1 
2.3 Informative Reference Acquisition .......................................................................................... 1 
2.4 Compliance Notation ................................................................................................................. 2 
2.5 Symbols and Abbreviations ..................................................................................................... 2 
2.6 Definitions and Applicability .................................................................................................... 2 

2.6.1 CAP-Encoded Data ................................................................................................................ 2 
2.6.2 CAP-Encoded Data Receiver ................................................................................................ 2 
2.6.3 Unidirectional CAP Receiver ................................................................................................ 3 

2.6.3.1 Functional States .......................................................................................................... 3 
2.6.4 Bidirectional CAP Receiver .................................................................................................. 4 

2.6.4.1 Functional States .......................................................................................................... 4 

3 FEMA Integrated Public Alert and Warning Implementation (IPAWS) Overview and Diagrams . 5 

4 Assumptions ........................................................................................................................................ 6 
4.1 Assumptions Regarding CAP-based Alert Message Content Availability to Receivers .... 6 

4.1.1 Audio Content ........................................................................................................................ 7 
4.1.2 Text Content ........................................................................................................................... 8 
4.1.3 Coded Elements .................................................................................................................... 8 

5 Best Practice Behavior for Consumer Electronics Devices ............................................................ 9 
5.1 General Recommendations ...................................................................................................... 9 
5.2 Introducing Alert Text and Sound .......................................................................................... 10 

5.2.1 Providing Audible Alert Attention Sound ......................................................................... 10 
5.2.2 Providing Visual Alert Attention Indication ...................................................................... 11 
5.2.3 Alert Message Text Display Practice ................................................................................. 11 
5.2.4 Termination of Alert Message Response .......................................................................... 12 

5.3 Qualifying an Alert Message .................................................................................................. 12 
5.4 Disqualifying an Alert Message ............................................................................................. 13 
5.5 Expanded Features.................................................................................................................. 13 

5.5.1 Temporary Response Suspension - snooze .................................................................... 14 
5.5.2 Maintaining Information History ........................................................................................ 14 

5.6 Recommended Behavior for Unidirectional CAP Receivers ............................................... 14 
5.6.1 Assumptions Pertaining to Unidirectional CAP Receivers ............................................. 14 
5.6.2 Use Cases and Behavioral Scenarios for Unidirectional Receivers .............................. 15 

5.6.2.1 Alert Message Reception when the CAP receiver is turned ‘On’ .......................... 15 
5.6.2.2 Consecutive Alert Messages when the CAP receiver is turned ‘On’ .................... 16 
5.6.2.3 Alert Message Reception when the CAP receiver is turned ‘Off’ .......................... 16 
5.6.2.4 Snooze - Temporary Suspension of Alert Message Response ............................. 17 
5.6.2.5 State management for AC operated and battery operated CAP receiver ............. 18 

5.6.3 Handling multiple messages .............................................................................................. 18 
5.6.3.1 Multiple Messages from a Single Unidirectional Source ........................................ 18 
5.6.3.2 Multiple Messages from Multiple Unidirectional Sources ...................................... 18 

5.7 Recommended Behavior for Bidirectional CAP Receivers ................................................. 19 
5.7.1 Assumptions Pertaining to Bidirectional CAP Receivers ............................................... 19 
5.7.2 Use Cases and Behavioral Scenarios for Bidirectional Receivers ................................ 20 

5.7.2.1 Alert Message Reception when the CAP Receiver is Turned ‘On’ ........................ 20 
5.7.2.2 Consecutive Alert Messages when the CAP receiver is turned ‘On’ .................... 20 
5.7.2.3 Snooze - Temporary Suspension of Alert Message Response ............................. 20 

5.7.3 Handling Multiple Messages .............................................................................................. 21 

  
 

iii 

Copyright Consumer Technology Association 
Provided by IHS Markit under license with CTA Licensee=/, User=, 

Not for Resale, No reproduction or networking permitted without license from IHS

-
-
`
,
,
`
`
`
,
,
,
,
`
`
`
`
-
`
-
`
,
,
`
,
,
`
,
`
,
,
`
-
-
-

Full document details: CTA CTA-CEB25-A 2016

http://www.avadocuments.com/doc/cta-cta-ceb25-a-2016
http://www.avadocuments.com/doc/cta-cta-ceb25-a-2016


CTA-CEB-25-A 

5.7.3.1 Multiple Messages from a Single Connected Source ............................................. 21 
5.7.3.2 Multiple Messages from Multiple Connected Sources ........................................... 21 

6 Feature Interaction and Use Cases for Multi-Functional Devices ................................................ 22 
6.1 Use Case 1 - Alert Message on a Turned ‘On’ Device, while Focusing on Non-receiver 
Function ................................................................................................................................................. 22 
6.2 Use Case 2 - Alert Message on a Turned ‘On’ Device, while Focusing on Non-receiver 
Function ................................................................................................................................................. 23 

7 Considerations for Individuals with Special Needs ....................................................................... 24 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

  
 

iv 

Copyright Consumer Technology Association 
Provided by IHS Markit under license with CTA Licensee=/, User=, 

Not for Resale, No reproduction or networking permitted without license from IHS

-
-
`
,
,
`
`
`
,
,
,
,
`
`
`
`
-
`
-
`
,
,
`
,
,
`
,
`
,
,
`
-
-
-

Full document details: CTA CTA-CEB25-A 2016

http://www.avadocuments.com/doc/cta-cta-ceb25-a-2016
http://www.avadocuments.com/doc/cta-cta-ceb25-a-2016


CTA-CEB25-A 
 

 
Best Practices for Implementing Common Alerting Protocol (CAP) based Alerts 

for Consumer Electronics Devices 
 

1 Scope 
 

This document provides recommended practices, independent of delivery method, for CAP-encoded 
data usage among various consumer electronics devices that process CAP-encoded data. The 
document includes guidelines for filtering and device response. 
 
The document does not address the usage of CAP-encoded data that is converted by the delivering 
source into its regular (‘native’) format, as it may be perceived by the devices as regular format 
content. 
 
This bulletin focuses on  devicebehavior associated with the receipt and processing of CAP-based 
alert messages. This document also includes recommended practices regarding accessibility to 
alerts. 

2 References 
 

2.1 Informative References  
 
The following documents contain provisions that, through reference in this text, constitute 
informative provisions of this document. At the time of publication, the editions indicated were valid. 
All documents are subject to revision, and parties to agreements based on this document are 
encouraged to investigate the possibility of applying the most recent editions of the documents 
listed here. 

 

2.2 Informative Reference List 
 

1. ECIG-IG-1.0, ECIG Recommendations for a CAP EAS Implementation Guide, May 17, 
2010. 

2. IPAWS v1.0, Federal Emergency Management Agency (FEMA) Integrated Public Alert & 
Warning System (IPAWS) Common Alerting Protocol (CAP) Profile Requirements v1.0, 
October 13, 2009. 

3. ISO/IEC 8859-1, Information Technology -- 8-bit Single-byte Coded Graphic Character Sets 
-- Part 1: Latin Alphabet No. 1, 1998. 

4. J-STD-102, ATIS/TIA CMAS Federal Alert Gateway to CMSP Gateway Interface Test 
Specification, January 2011. 

5. OASIS CAP v1.2, Common Alerting Protocol v1.2, July 2010.  
 

2.3 Informative Reference Acquisition 
 

1. EAS-CAP Industry Group, Email: comment@eas-cap.org, Web: http://www.eas-cap.org.  
2. OASIS, 25 Corporate Drive Suite 103, Burlington, MA 01803-4238, USA, Phone: +1-781-

425-5073, Fax: +1-781-425-5072, Email: info@oasis-open.org, Web: http://www.oasis-
open.org.  

3. International Organization for Standardization, ISO Central Secretariat, 1, ch. de la Voie-
Creuse, CP 56, CH-1211 Geneva 20, Switzerland, Phone: +41-22-749-01-11, Fax: +41-22-
733-34-30, E-mail: central@iso.org, Web: http://www.iso.org.  

4. Alliance for Telecommunications Industry Solutions, 1200 G Street, NW, Suite 500, 
Washington, DC 20005, USA, Phone: +1-202-628-6380, Fax: +1-202-393-5453, Web: 
http://www.atis.org. 
or 
Telecommunications Industry Association, 2500 Wilson Boulevard, Suite 300, 
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Arlington, VA 22201, USA, Phone: +1-703-907-7700, Fax: +1-703-907-7727, Web: 
http://www.tiaonline.org.  

5. OASIS, 25 Corporate Drive Suite 103, Burlington, MA 01803-4238, USA, Phone: +1-781-
425-5073, Fax: +1-781-425-5072, Email: info@oasis-open.org, Web: http://www.oasis-
open.org.   

 

2.4 Compliance Notation 
 

As used in this document “should” denotes a provision that is recommended but not 
mandatory. “May” denotes a feature whose presence does not preclude compliance, and 
implementation of which is optional. “Optional” denotes items that may or may not be present in a 
compliant device. This document does not contain any normative elements. 

 

2.5 Symbols and Abbreviations 
 

CAP Common Alerting Protocol 
CE Consumer Electronics 
CMAS Commercial Mobile Alert System 
EAS Emergency Alert System 
ECIG EAS-CAP Industry Group 
FEMA Federal Emergency Management Agency 
IPAWS Integrated Public Alert and Warning System 
OASIS Organization for the Advancement of Structured Information Standards 
OTA Over-the-Air 
PDA Personal Digital Assistant 
SAME Specific Area Message Encoding 
TTS Text-to-Speech 

 

2.6 Definitions and Applicability 
 

2.6.1 CAP-Encoded Data 
 

CAP-encoded data refers to alert message information that is produced and encapsulated in 
compliance with OASIS CAP v1.2, Common Alerting Protocol v1.2, July 2010.  
 
The actual use of a message may include the entire data or only part of it. The data may be 
converted, by a delivery or distribution mechanism, to a delivery format that is suitable for the 
delivery medium (i.e., internet, cellular broadcast, radio broadcast, TV broadcast, etc.).  
 
The converted data includes indication that it is based on CAP-encoded data. The included 
indication allows CAP-encoded data receiving devices to recognize and distinguish the data from 
non CAP-encoded data. 
 
Data that results from converting CAP-encoded data but does not include indication that it is 
based on CAP-encoded data should not be defined anymore as CAP-encoded data. 
 

2.6.2 CAP-Encoded Data Receiver 
  

CAP-Encoded data Receiver (“CAP receiver”) is defined as a consumer electronics device that is 
capable of receiving and processing CAP-encoded data, in its original format or converted format, 
as applicable to the delivery method. Specifically, the device is capable of recognizing and 
distinguishing the CAP-encoded data from non CAP-encoded data for the purpose of filtering and 
other response. 
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A consumer electronics device that is capable of receiving CAP-encoded data but is not capable 
of recognizing and distinguishing the CAP-encoded data from non CAP-encoded data should not 
be defined as a CAP receiver. 
 
A multi-function device that includes a function of CAP receiver may be defined as a CAP 
receiver. However, in instances of receiving and processing alert data that is not CAP-encoded 
data it should not be considered performing actively as a CAP receiver.  
 
In order to receive CAP-based alert messages and respond to them as further described in this 
document receivers are expected to conform to certain physical and functional capabilities. These 
capabilities may vary, and may depend on the receiver's form factor (stand alone or integrated in 
multi-function device) or target users (general public or specific segments). Further 
recommendations are discussed in 5. 
 

2.6.3 Unidirectional CAP Receiver 
 
This category refers to receivers that are only capable of receiving and responding to CAP-based 
alert messages (CAP-Encoded Data) and are not equipped with any means for communicating 
back to the alert message source. For example, the category may include over-the-air (OTA) 
broadcast radio CAP receivers (data and audio). 
 

2.6.3.1 Functional States 
 
The definition for certain functional states is provided. It is only considered sufficient in 
conjunction with receiving and responding to CAP-based alert messages, but it is not 
considered complete, thus it may be expanded by receiver manufacturers. 
 

‘On’ state is defined as the state in which the receiver is fully functional in terms of signal 
reception capability, processing alert message content, responding to the received content 
and providing the user with the received and processed audible and visual (where 
applicable) content. This state may be perceived by users and is expected to be clearly 
indicated to users (typically by on/off visual indication). 
 
‘Off’ state is defined as the state in which the receiver is exhibiting minimal functionality 
(potentially none at all). No signal reception or any other alert related content processing is 
expected to take place in this state. This state is primarily intended for minimizing power 
consumption. Thus entering this state and/or exiting it may incur unspecified, though 
manageable delays. This state may be perceived by users and is expected to be clearly 
indicated to users (typically by on/off visual indication). 
 
‘Standby’ state is defined as the state in which the receiver is fully functional in terms of 
signal reception and processing alert message content. At the same time, the receiver is 
exhibiting minimal functionality (potentially none at all) in terms of responding to the 
processed content and providing the user with the received and processed audible and 
visual (where applicable) content. Additional activity within this state is not defined and may 
be applied differently by different manufacturers. This state might not be perceived by users 
and is not expected to be indicated to users. Typically, it may be perceived as the ‘Off’ state 
and indicated as such. The receiver may automatically transition between this state and 
either the ‘Off’ or ‘On’ state, which then may be indicated to the user. 
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2.6.4 Bidirectional CAP Receiver 
 
Receivers in this category are capable of maintaining bidirectional communication. These 
receivers are capable of receiving and responding to CAP-based alert messages (CAP-Encoded 
Data) that has been sent to them, as well as communicating back with a potential CAP-based 
message source, before, during and after receiving the message and responding to it. For 
example, the category may include IP (Internet Protocol) connected devices capable of receiving 
and responding to IP delivered CAP-based alert messages. The category is noticeably broad and 
constantly expanding in form and capabilities. It may include alert-only focused devices, as well 
as software based applications operating on highly capable multi-purpose devices. In addition, 
the alert message reception process may vary. It may result from semi-passive activity, such as 
reception of messages pushed over the Internet by certain providers, which may utilize one-way 
or two-way communication. However, it may result from pro-active search for available alert 
messages across know servers, utilizing two-way communication. 
 

2.6.4.1 Functional States 
 
The definition for certain functional states is provided. It is only considered sufficient in 
conjunction with receiving and responding to CAP-based alert messages, but it is not 
considered complete, thus it may be expanded by receiver manufacturers. 

 
‘On’ state is defined as the state in which the receiver is fully functional in terms of 
bidirectional connectivity, passively ready for potential ‘push’ of alert messages or otherwise 
proactively scanning the predefined alert message servers, processing alert message 
content, responding to the received content and providing the user with the received and 
processed audible and visual (where applicable) content. This state may be perceived by 
users and is expected to be clearly indicated to users by distinctive visual indication. 
 
‘Off’ state is defined as the state in which the receiver is exhibiting minimal functionality 
(potentially none at all), in the context of alert messages. No readiness for passively (‘push’) 
receiving alert messages, no proactive scanning for alert message over the Internet, and no 
other alert related content processing is expected to take place in this state. This state is 
primarily intended for minimizing power consumption, processing resources, memory 
allocation and management in conjunction with alert messages. Thus entering this state 
and/or exiting it may incur unspecified, though manageable delays. This state may be 
perceived by users and is expected to be clearly indicated to users by distinctive visual 
indication, or otherwise lack of visual means that would indicate a different state. 
 
‘Standby’ state is defined as the state in which the receiver is fully functional in terms of 
bidirectional connectivity, passively ready for potential ‘push’ of alert messages or otherwise 
proactively scanning the predefined alert message servers, and processing alert message 
content. At the same time, the receiver is exhibiting minimal functionality (potentially none at 
all) in terms of responding to the processed content and providing the user with the received 
and processed audible and visual (where applicable) content. Additional activity within this 
state is not defined and may be applied differently by different manufacturers. This state 
might not be perceived by users and is not expected to be indicated to users. Typically, it 
may be perceived as the ‘Off’ state and indicated as such. The receiver may automatically 
transition between this state and either the ‘Off’ or ‘On’ state, which then may be indicated to 
the user. 
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3 FEMA Integrated Public Alert and Warning Implementation (IPAWS) Overview and Diagrams 
 

Historical Perspective: 
 
The United States of America's alert and warning system continues to evolve as illustrated in Figure 
1. 

 

 
Figure 1: Evolution of U.S. Alert and Warning System 

 

  
Figure 2: IPAWS Architecture 

 
The Integrated Public Alert and Warning System (IPAWS) is the next-generation of public alerts and 
warnings. It will take the existing Emergency Alert System (EAS) and add new ways to warn people of 
threats. The mission of the Federal Emergency Management Agency (FEMA) is to ensure that the 
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