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Foreword

This European Prestandard has been prepared by Technical Committee CEN/TC 251 "Health informatics", the
secretariat of which is held by SIS.

According to the CEN/CENELEC Internal Regulations, the national standards organizations of the following
countries are bound to announce this European Prestandard: Austria, Belgium, Czech Republic, Denmark, Finland,
France, Germany, Greece, Iceland, Ireland, Italy, Luxembourg, Netherlands, Norway, Portugal, Spain, Sweden,
Switzerland and the United Kingdom.

This multipart standard consists of the following parts, under the general title Security for Healthcare
Communication (SEC-COM):

- Part 1: Concepts and Terminology
- Part 2: Secure Data Objects
- Part 3: Secure Data Channels

This standard is designed to meet the demands of the Technical Report CEN/TC251/N98-110 Health Informatics
- Framework for security protection of health care communication.

This standard was drafted using the conventions of the ISO/IEC directive Part 3.

All annexes are informative.

Introduction

This SEC-COM standard series on Security for healthcare communication can be applied to a wide range of
communication protocols and information system applications relevant to healthcare, though they are neither
complete nor exhaustive in that respect.

Part 1 — Concepts and Terminology — reflects a user-requirements driven approach that provides a methodology
for the analysis of the relation between 1) user needs and 2) a technological solution. It begins with a standardised
way of expressing user needs, continues through technology-oriented successive refinements of the corresponding
required security solutions and ends with a standard-oriented map of the corresponding recommended security
solutions. Such a method can be utilised in many ways, out of which two important usages are:

1. as a common tool for breaking down user needs into technological solutions, through a process/journey of
close collaboration between users and security experts, and

2. through using this common method in the standardization process, establishing a link between a defined set of
user needs and a technological standard, a link that carries an a priori assurance on the effectiveness of the
technological standards in terms of complying with the user needs. Such an a priori assurance will be of
special value for the user that do not want to exercise the method in detail on his own, but merely want to
benefit from an established link between a set of user needs that he/she can recognise, and the existence of an
implementation standard.

Readers without a background in communications security are referred to Annex L.

The methodology is organised by means of a matrix, and the path through this matrix from the user needs to a
technological solution may be viewed as the standard for the specification of a Communication Protection Profile
(CPP), according to CEN/TC251/N98-110.

It is of paramount importance for the understanding of this methodology to recognise that it comprises a journey
from user needs to detailed technological specifications, and that several distinct perspectives and contexts are
undertaken along this journey. In particular, it is important to recognise that commonly used (already existing, e.g.
ISO) standards are comparable to only a subset of the total number of contexts defined by the method. E.g. it has
been necessary to introduce the concept of auditability for the user need context, because the more commonly used
notion of accountability is perceived to have a more limited and technical constitution.

Different user views will imply different patterns of use of the matrix. For standardization purposes (to constitute a
valid CPP), the matrix must be filled out in detail (however only in those parts that are applicable for a selection of
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user needs). This process provides some level of assurance that the actual technological solution is an effective
representation of the user needs defined in the actual CPP. The method itself does not specify in detail how each
specific cell of the matrix shall appear. However, Annexes B-J provide examples that may be viewed as
guidelines.

Part 1 offers a set of different views or journeys through the successive refinement from user need to technological
solution. The security journey on the most detailed level is a combination of :

1. top-down approach, by allowing for a systematic translation from a common policy expression, down to
technological choices and options;
2. bottom-up approach, by being focused on utilisation of existing, commercial technologies.

Hence, the CPP concept must not be understood as a forced (one-way) development from user needs to
technological solution, but merely as a (standardised) statement that gives evidential indication that a specific
technological standard, is an effective and reasonable fulfilment of a specific set of user needs.

Hence, the normative function of Part 1 can be summarised as:

1. standardising the way of expressing a communication security policy;
2. standardising the steps of successive refinements down to the technology level, in order to provide a minimum
level of assurance'.

The benefit for a end-user is that he can look for a CPP that matches his demand for:

a. amatching set of user needs;

b. atechnological context (e.g. EDI);

and successively identifies:

c. anamed implementation standard (e.g. Part 2 or 3 of this Prestandard).

The user will then be assured that the standardization «rubber stamp» implicitly gives him some assurance that a
product meeting the implementation standard effectively meets his user needs. Alternatively, if such a standard is
not found, he/she can use the method in cooperation with security experts, to constitute a basis from which can be
identified the needs and their effective solutions”.

Figure 1 below depicts how the matrix is used methodologically to constitute relations between user needs,
technological contexts and implementation standards.

WHY? WHAT FOR? HOW?

Informal
CPP

Responsibility phase Technology phase | 4Standardisation phase

Figure 1 - The Security Policy Bridging phases

Parts 2 and 3 are examples of implementation standards that have a CPP counterpart, as they both are described in
terms of Part 1 requirements (in Annex B and C). Both are based on rather simplistic technological contexts,
however with a wide installed base in healthcare and with a large potential for future use. Both of them are based
on commercial technologies with an existing product portfolio.

! The actual level of assurance achieved is not comparable to what can be achieved through a security evaluation process, cfr
Annex K.

2 ultimately with the potential of constituting a basis for bridging his/her communications security policy with those of
communication counterparts.
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The method prescribed by Part 1is however open in the sense that other pairs of CPP-standard can be developed in
the future — e.g. based on other technological concepts such as middleware, WWW-based systems etc.

In order to provide external coherence:

e Annex A provides some examples and illustrations of the usage of this SEC-COM part 1 in terms of general
security concepts, with a refined proposal for the auditability property,

e Annexes D to J indicate what a selection of other security standards actually can currently offer in regard of the
SEC-COM method,

o In Annex K, the relation between the assurance gained through the method, and the assurance gained in a
security evaluation based on Common Criteria, is discussed,

¢ Annex L gives some tutorial on the introduction to cryptography used for communication security.

The CPP approach based on Part 1 can however have wider implications than described so far. However without
normative implications in this standard, it is emphasised that the CPP approach may also facilitate (end-system’s)
security policy bridging, which requires a "standardised" description of the embodiment of the site security policy.
In the simplest case, the Part 1 way of expressing a (communication) security policy may be a (informal) basis for
deciding whether to communicate or not. Moreover, the systematic refinement of a (communication) security
policy down to a more technical level constitutes the basis for a more automatic and precise decision process
(semiformal). Such a process thus consists of three different steps (also illustrated in the figure below):

i. The first step is the Terminology Linking one, ensuring that any communicating entity will be able to use
and understand a common security policy language,

ii. The second step is the Policy Matching one, ensuring that any communicating entity will be able to
compare and match his own communication security policy with any peer entity’s communication security
policy,

iii. The third step is the Policy Negotiation one, ensuring that any communicating entity will be able to adapt
his own communication security policy in order to be able to adopt a common communication security
policy (common in that it is shared by his communication peer entities).

WHAT FOR?

Annex L of Part1

WHY?  Annex B of Part1 Sec-Com Part3
Informal Annex A of Part1 ' Sec-Com Part2
CPP1 Responsibility phase Technology phase Standardisation phase

The Policy Negociation step
(e.g., between Part3’s CPPs)

WHAT FOR?

Annex L of Part1

WHY?  Annex B of Part1 Sec-Com Part3

Informal Annex A of Part1 ' Sec-Com Part2
CPP2 Responsibility phase Technology phase Standardisation phase

Figure 2 - The Security Policy Bridging steps
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Health informatics - Security for healthcare communication -
Part 1: Concepts and terminology

1 Scope

This European Prestandard specifies a methodology for defining, expressing and selecting a communication
protection profile (CPP) specification, and thus provides:

1. astandard way of expressing healthcare user security needs in relation to communication
2. a standard method of successive refinement of policy statements, hereby helping to identify standardised
security implementation specification that can be utilised to meet these security needs.

Security aspects contained within the communication protection profile include integrity, confidentiality, and
availability, and also auditability.

This methodology shall thus serve the purpose of being a tool for:
A. the end-user in collaboration with security experts, while seeking effective solutions for relevant and powerful
healthcare communication security needs;

B. the standardization process in which trustworthy links between 1) actual selections of such user needs and 2)
technological standards, are established.
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2 Normative references

This European Prestandard incorporates by dated or undated reference, provisions from other publications. These
normative references are cited at the appropriate places in the text and the publications are listed hereafter. For
dated references, subsequent amendments to, or revisions of any of these publications apply to this European
Prestandard only when incorporated in it by amendment or revision. For undated references, the latest edition of
the publication referred to applies.

ISO/IEC 2382-8 Information technology — Vocabulary -- Part 8: Security (1998)

ISO 7498-2 Information processing systems — Open Systems Interconnection — Basic Reference
Model — Part 2: Security Architecture

ISO 9594-8 Information technology — Open Systems Interconnection — The Directory: Authentication
framework

ISO 10181-1 Information technology - Open Systems Interconnection — Security frameworks for open
systems: Overview

ISO 8824-1:1995 Information Technology - Open Systems Interconnection — Specification of Abstract
Syntax Notation One (ASN.1). - Part 1: Specification of the basic notation

Electronic data interchange for administration, commerce and transport (EDIFACT) -

Application level syntax rules
Part 4 Syntax and service report message for batch EDI (Message type — CONTRL)
Electronic data interchange for administration, commerce and transport (EDIFACT) -
Application level syntax rules
Part 5 Security rules for batch EDI (Authenticity; integrity and non-repudiation of the origin)
Electronic data interchange for administration, commerce and transport (EDIFACT) -
Application level syntax rules
Part 6 Secure authentication and acknowledgement message (Message type — AUTACK)
Electronic data interchange for administration, commerce and transport (EDIFACT) -
Application level syntax rules
Part 7 Security rules for batch EDI (confidentiality)
ITU/CCITT X.435 Message Handling Systems: Electronic Data Interchange Messaging System
(X.435 Recommendation)
ITU/CCITT F.435 Message Handling Services: Electronic Data Interchange Messaging Services
(F.435 Recommendation)

PKCS#7 Cryptographic Message Syntax Version 1.5, RFC 2315

Common Criteria V2 Common Criteria for Information Technology Security Evaluation V2.0 — July 1998

ECMA TR/46 European Computer Manufacturers Association — Security in Open Systems: A Security
Framework

ITSEC Information Technology Security Evaluation Criteria — June 1991

Federal Criteria US Federal Criteria for Information Technology Security — December 1992

TCSEC US Department of Defence — Trusted Computer System Evaluation Criteria — Dec. 1985
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3 Definitions

3.1
abstract security mechanisms
Security mechanism described in a generalised fashion, without specific choices made for algorithms

3.2
access control

A means of ensuring that the resources of a data processing system can be accessed only by authorized entities in
authorized ways [ISO/IEC 2382-8]]

3.3
accountability
The property that ensures that the actions of an entity may be traced uniquely to the entity [ISO 7498-2]

34
asymmetric cryptographic algorithm

An algorithm for performing encipherment or the corresponding decipherment in which the keys used for
encipherment and decipherment differ [ISO 10181-1]

3.5
auditability

The property that ensures that any action of any security subject on any security object may be examined in order
to establish the real operational responsibilities

NOTE In the SEC-COM series the auditability property, considered as encompassing several sub-properties
contributing to the transfer of responsibility in the message transport system and also proving authorship, is
not defined as synonymous with the classical accountability property, but as encompassing it as indicated by
its refinement in the informative annex A.

3.6
authentication

Process of reliably identifying security subjects by securely associating an identifier and its authenticator.
See also data origin authentication and peer entity authentication [ISO 7498-2]

3.7
authenticator

Piece of information that confirms a claimed identity by transforming a successful identification into a successful
authentication

3.8
authorization
The granting of rights, which includes the granting of access based on access rights [ISO 7498-2]

3.9
availability
Property of being accessible and useable upon demand by an authorised entity [ISO 7498-2]

3.10
certificate distribution
Act of publishing certificates and transferring certificates to security subjects
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3.11
certificate generation

Act of creating certificates

3.12
certificate management
Procedures relating to certificates: certificate generation, certificate distribution, certificate archiving

3.13
certificate revocation

Act of removing any reliable link between a certificate and its related owner (or security subject owner), because
the certificate is not trusted any more whereas it is unexpired

3.14
certificate holder

An entity that is named as the subject of a valid certificate

3.15
certificate user
An entity that needs to know, with certainty, the public key of another entity [ISO 9594-8]

3.16
certificate verification

Verifying that a certificate is authentic

3.17
certification

Use of digital signature to make transferable statement about beliefs of identity, or statements about delegation of
authority

3.18
certification authority

An authority trusted by one or more users to create and assign certificates. Optionally the certification authority
may create the users' keys [ISO 9594-8]

3.19
ciphertext

Data produced through the use of encipherment. The semantic content of the resulting data is not available [ISO
7498-2]

3.20

ciphersuite
An encoding for the set of bulk data cipher, message digest function, digital signature algorithm and key exchange
algorithm used within the negotiation phase of TLS

3.21
communication destination
destination

A security subject involved in a communication in the general sense that it is the address to which the sensitive
information is sent by other security subject
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3.22
communication originator
originator

A security subject involved in a communication in the generic sense that it is the origin from where the sensitive
information is sent to other security subjects

3.23
communication transporter
transporter

A security subject involved in a communication which is contractually responsible for transporting sensitive
information from communicating senders to communicating receivers

3.24
communication protection profile
CPP

A statement of systematic translation form communication security needs to technological concepts

3.25
communicating sender
sender

A security subject involved in a communication which is legally responsible for sending sensitive information to
other security subjects

NOTE Sender is a special case for Originator, in the restricted sense of active communication entity.

3.26
communicating receiver
receiver

A security subject involved in a communication which is legally responsible for receiving sensitive information
from other security subjects

NOTE Receiver is a special case of Destination in the restricted sense of an active communication entity.

3.27
communicating carrier
carrier

A security subject involved in a communication which is legally responsible for transporting sensitive information
from communicating senders to communicating receivers

NOTE Receiver is a special case of Transporter in the restricted sense of an active communication entity.

3.28
communication third party
repository

A security subject optionally involved in a communication which is legally responsible for notarisation of
information to provide an independent attestation of a security property where a conflict of interests potentially
exists between the communicating parties

NOTE a Repository, in the sense of an active communication entity for which legally notarisation

responsibility has been recognised by all the communicating parties, is a case of third party for the
communication context.
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3.29
communication security

Security of security objects communicated between security subjects

3.30
confidentiality

The property that information is not made available or disclosed to unauthorised individuals, entities, or processes
[ISO 7498-2]

3.31
cryptography

The discipline which embodies principles, means, and methods for the transformation of data in order to hide its
information content, prevent its undetected modification and/or prevent its unauthorised use [ISO 7498-2]

3.32

cryptographic algorithm

cipher

an algorithm used to transform data to hide its information content which is used in the process of encryption (see
3.37)

3.33
data integrity
The property that data has not been altered or destroyed in an unauthorised manner [ISO 7498-2]

3.34
data origin authentication
The corroboration that the source of data received is as claimed [ISO 7498-2]

3.35
decryption

decipherment
Process of making encrypted data reappear in its original unencrypted form. The reversal of a corresponding
reversible encipherment

3.36
digital signature

Data appended to, or a cryptographic transformation (see cryptography) of a data unit that allows a recipient of the
data unit to prove the source and integrity of the data unit and protect against forgery e.g. by the recipient
[ISO 7498-2]

3.37

encryption

encipherment
The cryptographic transformation of data (see cryptography) to produce ciphertext [ISO 7498-2]

3.38
end-user’s security needs

Security requirements from the end user’s domain specific viewpoint

NOTE 1 They are typically informally expressed since the end-user will express them in terms of his
application domain and it’s native terminology.
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NOTE 2 The primary objective of the security policy, from the end-user’s point of view, is for the end users
security needs to be satisfied.

3.39
forward secrecy

Technique of ensuring that the communicated data are only decipherable for a limited time span by the
communicating parties. After that time the communicating parties typically achieve forward secrecy by destroying
cryptographic keys. This prevents an attacker from coercing the communicating parties into decrypting old
ciphertext.

3.40
generic security functionalities

Set of semi-formal security functionalities

NOTE A semi-formal security specification is in between an informal formulation of security requirements
and a formal implementation of security mechanisms.

3.41
hash function

A (mathematical) function that maps values from a (possibly very) large set of values into a smaller range of
values [ISO 10181-1]

3.42
human-intrinsic risks

Security threats arising from human involvement in the system

NOTE 1 They are intrinsically human-dependent since they come from required human involvement in the
system.

NOTE 2 The first objective of any security policy is to minimise the threats posed by human intrinsic
activity.

3.43
identification
Process of identifying the security subjects attributes, such as name, address, or other subject attributes

3.44
identifier

Piece of information used to claim an identity, before a potential corroboration by a corresponding authenticator

3.45
integrity

The property of being unmodified by any kind of unauthorised security subject

3.46
key

A sequence of symbols that controls the operations of encipherment and decipherment [ISO 7498-2]

3.47
key certification
Digitally signing a cryptographic key to indicate to third parties the identity or other attribute of the key owner
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3.48
key distribution

Process of publishing, or transferring to other security subjects a cryptographic key

3.49
key exchange algorithm

An algorithm used to derive a shared secret over an open communications channel

3.50
key generation

Process of creating a cryptographic key

3.51
key management

The generation, storage, distribution, deletion, archiving and application of keys in accordance with a security
policy [ISO 7498-2]

3.52
message recovery
Process of a third party decrypting an encrypted message

3.53
one-way function

A (mathematical) function that is easy to compute but, when knowing a result, it is computationally infeasible to
find any of the values that may have been supplied to obtain it [I[SO 10181-1]

3.54
one-way hash function
A (mathematical) function that is both a one-way function and a hash function [ISO 10181-1]

3.55
peer entity authentication
The corroboration that a peer entity in an association is the one claimed [ISO 7498-2]

3.56
plaintext

Intelligible data, the semantic content of which is available

3.57
pragmatic security protocols

Set of formal security features or characteristics when expressed in a non-ambiguous language with the detailed
description of implementation options and parameter usage

3.58
private key

A key that is used with an asymmetric cryptographic algorithm and whose possession is restricted (usually to only
one entity) [ISO 10181-1]

3.59
public key

A key that is used with an asymmetric cryptographic algorithm and that can be made publicly available [ISO
10181-1]
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3.60
secret key

Key which is kept secure and only disclosed to parties intended to have access to data protected by it

3.61
security
The combination of availability, confidentiality, integrity and accountability

NOTE From an end-user perspective this encompasses auditability thereby constituting a guarantee that data
items and, more generally any kind of security object, has not been altered, modified, disclosed, or withheld
by any kind of security subject in an unauthorized manner with respect to the security policy.

3.62
security enforcement procedure

Coherent and complete package of organisational, physical or technical rules intended to be used to verify the
correct enforcement of the corresponding organisational, physical and technical security policies

3.63
security functions
atomic security functions

Set of quasi-formal atomic security functionalities

3.64
security mechanism

A formal specification describing a methodology for implementing a set of security functions

3.65

security object

object

A passive entity that contains or receives information [[TSEC]

NOTE Access to an object potentially implies access to the information it contains.

EXAMPLE Typical objects in the healthcare domain are: medical records, or files containing medical data.

3.66
security policy

The set of laws, rules, and practices that regulate how an organisation manages, protects, and distributes sensitive
information [TCSEC]

3.67
security protocol

A formal detailed specification describing the implementation of a set of security functions

3.68
security procedure
A specification for a protocol designed to implement a security policy

3.69
security procurement service

Coherent and complete package of compatible protocols (or itemised functions directly implementable) intended to
directly procure the required security policy
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3.70
security service

A service, provided by a layer of communicating open systems, which ensures adequate security of the systems or
of data transfers [ISO 7498-2]

3.71
security subject
subject

An active entity, generally in the form of a person, process or device that causes information to flow among
objects or changes the system state. Technically, a process/domain pair [TCSEC]

NOTE According to the Object-Oriented paradigm, a subject is usually called a principal.

3.72
system-intrinsic vulnerabilities

System vulnerabilities which are an inherent property of the system architecture

NOTE They are unavoidable because they arise from unchangeable design parameters.

3.73
third party

Party other than data originator, or data recipient, required to perform a security function as part of a
communication protocol.

3.74
trusted third party
TTP

A third party which is considered trusted for purposes of a security protocol

NOTE TTP, a special case of the generic notion of third party, is a party to which a justifiable
trustworthiness can be placed for the need of the security services it is intended to provide to the requesting
entities.

3.75

user certificate
public key certificate;
certificate

The public keys of a user, together with some other information, rendered unforgeable by encipherment with the
private key of the certification authority which issued it [ISO 9594-8]

NOTE such kinds of certificates might be dedicated, on the basis of public key certification techniques, to
attributes (i.e., attribute certificate), or digital signatures (i.e., signature certificate).
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4 Symbols and Abbreviations

4.1 Abbreviations

3DES Triple ‘Data Encryption Standard’

CC Common criteria

CORBA Common Object Request Broker Architecture

CPP Communication Protection Profile

DES Data Encryption Standard

DICOM Digital Imaging and Communication in Medicine
ECMA European Computers and Manufacturer Association
EDIFACT  Electronic Data Interchange For Administration Commerce and Transport
HL7 Health Level 7 interface standard

HTML HyperText Mark-up Language

HTTP HyperText Transfer Protocol

IETF Internet Engineering Task Force

ITSEC Information Technology Security Evaluation Criteria
MEDSEC  Health Care Security and Privacy in the Information Society
MIME Multimedia Internet Message Extensions

ORB Object Request Broker

PKCS#7 Public Key Cryptographic Standard#7

PBM Policy Bridging Model

PP Protection Profile

RFC Request For Comment

RSA Rivest-Shamir-Adleman

SEMRIC Secure Medical Record Information Communication
SCO Secure Channel Object

SCT Security Concepts and Terminology

SDO Secure Data Object

SPB Security Policy Bridging

ST Security Target

S/MIME Secure ‘Multimedia Internet Message Extensions’
SMTP Standard Mail Transfer Protocol

SFTP Standard File Transfer Protocol

SSL3 Secure Socket Layer (version 3)

TLS Transport Layer Security

TOE Target Of Evaluation

UML Unified Modelling Language

4.2 Symbols

[1] When a given term (e.g., ISO 7498-2) is indicated in between the square-brackets symbols (e.g.,

[ISO 7498-2]), this means that it is a bibliography reference.
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5 Healthcare Communication Protection Profile Concepts

This clause defines the conceptual foundation for a methodology for defining, for the healthcare sector, CPPs
according to CEN/TC251/N98-110. As such, Part 1 is intended to be capable of:

a. justifying (i.e., justify the user’s needs for...),

b. defining (i.e., the user’s understanding of...),

c. explaining (i.e., the user’s education in...),

d. illustrating (i.e., the user’s practising of...),
...the usage of a global security approach, entitled the Concepts and Terminology approach, for leading the health
and healthcare end-user through a short Security Policy Bridging journey.

The normative elements of this Part 1 are thus to be viewed as integrated parts of a broader context, namely the
Concepts and Terminology approach for solving the Security Policy Bridging problem, which has been divided in
three steps:

i. The first step is Terminology Linking, ensuring that any communicating entity will be able to use and
understand a common security policy language,
ii. The second step is Policy Matching, ensuring that any communicating entity will be able to compare and
match his own communication security policy with any peer entity’s communication security policy,
iii. The third step is Policy Negotiation, ensuring that any communicating entity will be able to adapt his own
communication security policy in order to be able to adopt a common communication security policy.

The normative methodology, detailed in this clause for addressing the Security Policy Bridging problem, herein
for the purpose of defining a CPP, covers the first two steps® of this unified Concepts and Terminology approach.
It is however assumed that the third step also can be included as normative at a later stage. This would directly
facilitate the need for Security Policy Bridging, as also identified by CEN/TC251/N98-110.

Given the wide range of security standards the end user’s interest is in benefiting from a generic approach leading
them on a journey beginning with a user-oriented view of their security needs. This process continues through
technology-oriented successive refinements of the corresponding required security solutions and ends with a
standard-oriented map of the corresponding recommended security solutions.

This security journey is a combination of 1) a top-down approach, by allowing for a systematic translation from a
common policy expression, down to technological choices and options, and 2) a bottom-up approach, by being
focused on the need to utilise existing, commercial technologies

The Security Journey concept, as described by the following figure, is developed within the concepts and
terminology approach in order to give some guidelines for progressing:

e from an informal’ security policy, expressed negatively as threats, risks and vulnerabilities, and positively as
needs and requirements;

o through a semi-formal security policy expressed in terms of security functions and functionalities;

e down to a formal® security policy expressed in terms of formal security mechanisms and protocols;

e and, lastly, back to a semi-formal’ security policy again in terms of security procedures and services.

As shown in the following figure, the Security Policy Journey can be used to show different journeys:

o the overall journey, starting with the user’s obligations and following the process to arrive at a standards based
security solution;

o the design travel®, starting with the user’s view of the security policy and following the process to arrive at the
developers more formalised view of the security policy;

3 Terminology Linking and Policy Matching.

4 Informal in the sense that it is imprecise or ambiguous (like any security requirement expressed in a natural language).

5 Semiformal in the sense that it is neither fully precise nor unambiguous (like any globally expressed security specification).

% Formal in the sense that it must be precise and unambiguous (like any detailed implementation of a security policy).

7 Semiformal in the sense that it is neither fully detailed nor fully explicit (like any applicative invocation of security facilities).
8 «(Travel» as a part of the «journey».
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o the implementation travel, starting with the security policy developer’s view of security policy and following the
process to arrive at the implementers view of the security policy;

o the user travel, starting with the user’s view of the security policy and following the process to arrive at the
implementers view.

The effectiveness of this process - and hence the assurance that it can provide - is constituted by the various steps
of the overall journey (including the design & implementation travels), but should be transparent (implicit) to the

overall end-user journey.

The security policy journey is initialised, within this European Prestandard, as shown in figure 3.

. ~. T~ Informal
Threats/Ris e . ;
& & \,‘ ~. security
Vulnerabilities Requirements NN h policy
Procedures .
[ Attacker - oriented Intrusion Strategy RN & !
' Services gy Semi-
O End-User - oriented Security Policy form al
. Functionalities .
half End-User - orlf:nted Security Policy < security
half Developer - oriented . .
Functions policy
V Developer - oriented Security Policy R -— e -
D Implementor - oriented Security Policy

TN Overall Jjourney from obligations to usages
e o ' Formal
B Design travel from the User’s view down to the Developer’s view Mechanisms sec urity
">\ Implementation travel between the Developer’s view and the Implementor’s view & olic
— . ' Protocols poacy
- User travel from the User’s view down to the Implementor’s view = m

Figure 3 - The security policy journey

A Communication Protection Profile (CPP) expressed and developed according to the terms of this European
Prestandard shall be derived according to the (methodological) concepts described below.

A CPP description as defined in this European Prestandard comprises the following three phases:

* Phase I: the Responsibility phase, including its expression in terms of global, conceptual and contextual needs and its
justification in terms of proof of responsibility, which is directly linked to the ferminology linking step;

* Phase II: the Technology phase, including its refinement in terms of functionalities and functions down to mechanisms
and protocols and its exploitation in terms of procedures and services, which is directly linked to the policy matching step;

* Phase III: the Standardisation phase, including the data-object (Part 2) and channel-object (Part 3) views within
the healthcare sector and the other non-healthcare specific standards, which is directly linked to the policy
negotiation step.

5.1 The Responsibility phase (Phase I)

The Responsibility phase is devoted to justifying and explaining the legal obligations, and consists of indicating:

 which security needs correspond to which legal obligations, and
» which communicating actor is responsible for each obligation.

The Responsibility phase takes place during the security policy recording phase and just before the refinement of
the security policy into technical security policy aspects; it is divided into different parts, which correspond to the
following questions:

* what: what are the security needs ?

* why: why are there such security needs, in judicial terms?
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* who: who is responsible for meeting the security needs?

Three distinct notions of the end-user’s security needs shall be distinguished corresponding to three different
levels of refinement in the Security Policy expression process: the global, conceptual, and contextual levels. Figure
4 below illustrates these levels, and lists the named elements that shall be used for the purpose of describing user
needs. The next subsections define the terms in detail.

End-User security needs

5.1.1 Global Securitv Needs

Availability Integrity Confidentiality Auditability

5.1.2 Conceptual Security Needs

| | ]

| I
! |
| I
! |
! |
! |
3 |
| Object Subject Object Subject Transport Contextual 1
} availability reliability Integrity || Integrity Confidentiality Confidentiality ;
\ f h
| L J |
! |
! |
! |
| | |
| I
} Clearance Sending Delivery Exchange !
| Auditability Auditability Auditability Auditability 1
| " |
|

5.1.3 Contextual Security Needs
\ Data Item Availability

‘ Message Availability

‘ End-to-End Availability Originator Commitment ‘

Destination Acceptance ‘

‘ Protocol reliability

Event chronology ‘

‘ Application reliability

Delivery attempt attestation ‘

‘ Data Item Integrity

Delivery testimony ‘

\_{
E: Sending attempt attestation ‘

‘ Message Integrity

‘ End-to-End Integrity

‘ Protocol Integrity

Originator send-right ‘

‘ Application Integrity

Destination receive-right ‘

‘ Data Item Confidentiality

‘ Message Confidentiality

TTTTI?Fw

\ End-to-End Confidentiality

‘ Selective Contextual Confidentiality }—

‘ Implicit Contextual Confidentiality }—

‘ Explicit Contextual Confidentiality }—
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|
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Figure 4 — Hierarchical nomenclature for expressing end-user security needs
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