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INTERNATIONAL ELECTROTECHNICAL COMMISSION

ELECTROMAGNETIC COMPATIBILITY (EMC) -

Part 1-2: General -
Methodology for the achievement of functional safety
of electrical and electronic systems including equipment
with regard to electromagnetic phenomena

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote
international co-operation on all questions concerning standardization in the electrical and electronic fields. To
this end and in addition to other activities, IEC publishes International Standards, Technical Specifications,
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee interested
in the subject dealt with may participate in this preparatory work. International, governmental and non-
governmental organizations liaising with the IEC also participate in this preparation. IEC collaborates closely
with the International Organization for Standardization (ISO) in accordance with conditions determined by
agreement between the two organizations.

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC National Committees.

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any
misinterpretation by any end user.

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
transparently to the maximum extent possible in their national and regional publications. Any divergence
between any IEC Publication and the corresponding national or regional publication shall be clearly indicated in
the latter.

5) IEC provides no marking procedure to indicate its approval and cannot be rendered responsible for any
equipment declared to be in conformity with an IEC Publication.

6) All users should ensure that they have the latest edition of this publication.

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of
patent rights. IEC shall not be held responsible for identifying any or all such patent rights.

The main task of IEC technical committees is to prepare International Standards. In
exceptional circumstances, a technical committee may propose the publication of a technical
specification when

» the required support cannot be obtained for the publication of an International Standard,
despite repeated efforts, or

+ the subject is still under technical development or where, for any other reason, there is the
future but no immediate possibility of an agreement on an International Standard.

Technical specifications are subject to review within three years of publication to decide
whether they can be transformed into International Standards.

IEC/TS 61000-1-94, which is a technical specification, has been prepared by technical
committee 77: Electromagnetic compatibility. It has the status of a basic safety publication in
accordance with IEC Guide 104. Documents
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This second edition cancels and replaces the first edition published in 2001 and constitutes a
technical revision.

The main changes are the following.

+ For safety-related systems that use electrical, electronic or programmable electronic
technologies, the technical information, definitions, terminology and text of this second
edition have been aligned to IEC 61508.

* Risk assessment requirements and methodologies have been deleted from this document,
so as not to duplicate or clash with [IEC 61508.

* It now makes a clear distinction between complete safety-related systems and items of
equipment that might be used in such systems, and clarifies its application by the different
types of end-users.

« This technical specification focuses more on appropriate design methods, and their
verification and validation.

+ The methodology for assessing and specifying electromagnetic environments has been
extended.

« The combination of electromagnetic and physical/climatic influences are taken into
account.

The text of this technical specification is based on the following documents:

Enquiry draft Report on voting
77/356/DTS 77/359A/RVC

Full information on the voting for the approval of this technical specification can be found in
the report on voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

The committee has decided that the contents of this publication will remain unchanged until
the maintenance result date indicated on the IEC web site under "http://webstore.iec.ch” in
the data related to the specific publication. At this date, the publication will be

+ transformed into an International standard,
* reconfirmed,

* withdrawn,

» replaced by a revised edition, or

*+ amended.

A bilingual version of this publication may be issued at a later date.
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INTRODUCTION

IEC 61000 is published in separate parts according to the following structure:

Part 1: General

General considerations (introduction, fundamental principles)
Definitions, terminology

Part 2: Environment

Description of the environment
Classification of the environment

Compatibility levels
Part 3: Limits

Emission limits

Immunity limits (insofar as they do not fall under the responsibility of the product
committees)

Part 4: Testing and measurement techniques

Measurement techniques
Testing techniques

Part 5: Installation and mitigation guidelines

Installation guidelines
Mitigation methods and devices

Part 6: Generic standards
Part 9: Miscellaneous

Each part is further subdivided into several parts, published either as international standards,
technical specifications or technical reports, some of which have already been published as
sections. Others will be published with the part number followed by a dash and completed by
a second number identifying the subdivision (example: |EC 61000-3-11)).

Particular considerations for IEC 61000-1-2

The function of electrical or electronic systems should not be affected by external influences
in a way that could lead to an unacceptable risk of harm to the users, other persons, animals
or property. A comprehensive safety analysis should consider various factors of climatic,
mechanical, electrical nature and reasonably foreseeable misuse. Electromagnetic
disturbances are present in most environments and should therefore be considered during
such an analysis.

The purpose of this document is to provide guidance relating to the achievement of functional
safety of electrical or electronic systems exposed to electromagnetic disturbances.

With respect to consistency within IEC, the document makes use, as far as appropriate, of
existing relevant basic IEC standards. It considers the work of SC 65A relating to functional
safety concepts of the IEC 61508 series and of TC 77, its subcommittees and CISPR relating
to the electromagnetic environments. For details on these subjects reference should be made
to the standards of these committees. Documents
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IEC 61508 has the status of a basic safety publication and it deals with the topic of functional
safety of electric/electronic/programmable electronic (E/E/PE) safety-related systems. It sets
the overall requirements to achieve functional safety. Sufficient immunity to electromagnetic
interference is one of those requirements. However, it is limited in scope to systems that carry
out safety functions that have integrity requirements assessed in the range of safety integrity
level (SIL) 1 to SIL 4 range, and it does not give detailed requirements relating to
electromagnetic immunity. This part of IEC 61000-1 gives guidance to achieve adequate
immunity of the safety-related systems and equipment that are intended to be used in safety-
related systems.

The concept of IEC 61508 is based on a lifecycle model (see Figure 1). The concept
comprises application-specific activities and activities relating to the design of the equipment.
The application-specific activities are contained in phases both before and after the phases
for equipment design. The interface between the earlier application-specific phases and the
equipment design phases is the safety requirements specification (SRS), see Table 1. It
specifies all relevant requirements of the intended application(s):

a) definition of the safety-related function(s), based on a risk assessment of the intended
application(s) (which function(s) may cause a hazard in case of failure).

b) selection of appropriate safety integrity level (required) based on a risk assessment of the
intended application(s).

c) definition of the environment in which the system will work.
The safety-related system intended to implement the specified function(s) has to fulfil the

safety requirements specification (SRS). Equipment intended for use in that system has to
fulfil the relevant requirements derived from the safety requirements specification (SRS).

Table 1 — Safety requirements specification, interfaces and responsibilities
according to IEC 61508

Functional safety

Safety-related system (IEC 61508)

Application Safety requirements specification (SRS)
(system level)

a) Definition of safety-related function,
based on a risk assessment of the intended application (IEC 61508)
(which function may cause a dangerous failure)

b) Selection of appropriate safety integrity level (required)
based on a risk assessment of the intended application (IEC 61508)

c) Definition of the environment in which the system will work (IEC 61508,

IEC 61000-1-2, |JEC 61000-2-5)

E/E/PE equipment intended for Equipment manufacturer has to fulfil the relevant requirements of the safety
use in a safety-related system requirements specification (SRS). This includes: ensuring that there is adequate
confidence that electromagnetic disturbances will not result in dangerous
systematic failures (systematic capability with respect to electromagnetic
disturbances); and producing evidence that appropriate methods and
techniques have been employed.
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NOTE 1 The diagram shows a simplified overview of the relationship between IEC 61508 and IEC 61000-1-2. It
should be noted that EMC issues may need careful consideration during lifecycle stages other than those covered
by IEC 61000-1-2, e.g. maintenance activities for EMC characteristics may be required during the “use-of-
equipment” phase to ensure continued safety-related system performance.

NOTE 2 Verification is not shown in the diagram but it is relevant to all lifecycle phases.

Figure 1 — Relationship between IEC 61000-1-2 and
the simplified lifecycle as per IEC 61508
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ELECTROMAGNETIC COMPATIBILITY (EMC) -

Part 1-2: General —
Methodology for the achievement of functional safety
of electrical and electronic systems including equipment
with regard to electromagnetic phenomena

1 Scope and object

This part of IEC 61000 establishes a methodology for the achievement of functional safety
only with regard to electromagnetic phenomena of electrical and electronic systems and
installations, as installed and used under operational conditions. This methodology includes
the implication it has on equipment used in such systems and installations.

This technical specification:
a) applies to safety-related systems incorporating electrical/electronic/programmable
electronic equipment;

b) considers the influence of the electromagnetic environment on safety-related systems;
it is intended for designers, manufacturers and installers of safety-related systems and
can be used as a guide by IEC committees;

c) is not concerned with direct hazards from electromagnetic fields on living beings nor is
it concerned with safety related to breakdown of insulation or other mechanisms by
which persons can be exposed to electrical hazards.

It mainly covers EMC related aspects of the design phase of safety-related systems and
equipment used therein, and deals in particular with

— some basic concepts in the area of functional safety,

— the various EMC specific steps for the achievement and management of functional safety,
— the description and assessment of the electromagnetic environment,

— the EMC aspects of the design and integration process taking into account the process of
EMC safety planning on system as well as on equipment level,

— the validation and verification processes regarding the immunity against electromagnetic
disturbances,

— the performance criterion and some test philosophy considerations for safety-related
systems and the equipment used therein,

— aspects related to testing of the immunity of safety-related systems and equipment used
therein against electromagnetic disturbances.

This Technical Specification is applicable to safety-related systems intended to comply with
the requirements of IEC 61508 and/or associated sector-specific functional safety standards.

For safety-related systems covered by other functional safety standards, a consideration shall
be made of the requirements of this Technical Specification in order to identify the appropriate
measures that shall be taken with relation to EMC and functional safety.

This Technical Specification may also be used as a guide for considering EMC requirements
for other systems having a direct contribution to safety.
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2 Normative references

The following referenced documents are indispensable for the application of this document.
For dated references, only the edition cited applies. For undated references, the latest edition
of the referenced document (including any amendments) applies.

IEC 60050(161), International Electrotechnical Vocabulary (IEV) — Chapter 161: Electro-
magnetic compatibility

EC 61000-2-§, Electromagnetic compatibility (EMC) — Part 2: Environment — Section 5:
Classification of electromagnetic environments

IEC 61000-2-13, Electromagnetic compatibility (EMC) — Part 2-13: Environment — High-
power electromagnetic (HPEM) environments — Radiated and conducted

IEC 61000-4 (all parts), Electromagnetic compatibility (EMC) - Part 4: Testing and
measurement techniques

EC 61000-4-1, Electromagnetic compatibility (EMC) — Part 4-1: Testing and measurement
techniques — Overview of IEC 61000-4 series

IEC 61508 (all parts), Functional safety of electrical/electronic/programmable electronic
safety-related systems

EC 61508-1, Functional safety of electrical/electronic/programmable electronic safety-
related systems — Part 1: General requirements

EC 61508-2, Functional safety of electrical/electronic/programmable electronic safety-
related systems — Part 2: Requirements for electrical/electronic/programmable electronic
safety-related systems

EC 61508-4, Functional safety of electrical/electronic/programmable electronic safety-
related systems — Part 4: Definitions and abbreviations

IEC Guide 104:1997, The preparation of safety publications and the use of basic safety
publications and group safety publications

3 Terms, definitions and abbreviations

For the purposes of this document, the definitions contained in IEC 60050(161) as well as the
following apply.

3.1

degradation (of performance)

undesired departure in the operational performance of any device, equipment or system from
its intended performance

NOTE The term "degradation" can apply to temporary or permanent failure.
[IEV 161-01-19]

3.2

electrical/electronic/programmable electronic

E/E/PE

based on electrical and/or electronic and/or programmable electronic technology
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NOTE The term is intended to cover any and all devices or systems operating on electrical principles.

EXAMPLE Electrical/electronic/programmable electronic devices include
— electro-mechanical devices (electrical);
— solid-state non-programmable electronic devices (electronic);

— electronic devices based on computer technology (programmable electronic).

[lEC 61508-4]

3.3

electromagnetic compatibility

EMC

ability of an equipment or system to function satisfactorily in its electromagnetic environment
without introducing intolerable electromagnetic disturbances to anything in that environment

[IEV 161-01-07]

3.4

electromagnetic compatibility level

specified electromagnetic disturbance level used as a reference level for co-ordination in the
setting of emission and immunity limits

NOTE 1 By convention, the compatibility level is chosen so that there is only a small probability that it will be
exceeded by the actual disturbance level. However, electromagnetic compatibility is achieved only if the emission
and immunity levels are controlled such that, at each location, the disturbance level resulting from the cumulative
emissions is lower than the immunity level for each device, equipment and system situated at the same location.

NOTE 2 The compatibility level may be phenomena-, time- or location-dependent.

[IEV 161-03-10]

3.5

electromagnetic disturbance

any electromagnetic phenomenon which may degrade the performance of a device,
equipment or system, or adversely affect living or inert matter

NOTE An electromagnetic disturbance may be an electromagnetic noise, an unwanted signal or a change in the
propagation medium itself.

[IEV 161-01-05]

3.6
electromagnetic environment
totality of electromagnetic phenomena existing at a given location

[IEV 161-01-01]

3.7

electromagnetic interference

EMI

degradation of the performance of an equipment, transmission channel or system caused by
an electromagnetic disturbance

NOTE Disturbance and interference are respectively cause and effect.

[IEV 161-01-06]

3.8
equipment
part of system
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NOTE Equipment as used in this specification is a very general term that refers to a wide variety of possible
subsystems, modules, devices and other assemblies of products. It does not include people.

3.9

equipment under control

EUC

equipment, machinery or plant used for manufacturing, process, transportation, medical or
other activities

3.10

equipment requirements specification

ERS

equipment specification covering safety-related requirements only with regard to
electromagnetic phenomena

NOTE An equipment requirements specification (ERS) is created for each item of equipment within the safety-
related system. Included in each equipment requirements specification is an electromagnetic performance
specification based upon the maximum electromagnetic environment expected over the lifetime for that particular
item of equipment.

3.1
failure
termination of the ability of an item to perform a required function

NOTE 1 The definition in IEV 191-04-01 is the same, with additional notes.

NOTE 2 For further information, see |JEC 61508-4.

NOTE 3 Performance of required functions necessarily excludes certain behaviour, and some functions may be
specified in terms of behaviour to be avoided. The occurrence of such behaviour is a failure.

NOTE 4 Failures are either random (in hardware) or systematic (in hardware of software).

[ISO/IEC 2382-14-04-11, modified] [J[EC 61508-4]

3.12

fault

abnormal condition that may cause a reduction in, or loss of, the capability of an item to
perform a required function

NOTE IEV 191-05-01 defines “fault” as a state characterised by the inability to perform a required function,
excluding the inability during preventative maintenance or other planned actions, or due to lack of external
resources.

[ISO/IEC 2382-14-04-06, modified]

3.13

functional safety

part of the overall safety relating to the Equipment under Control (EUC) and the EUC control
system which depends on the correct functioning of the E/E/PE safety-related systems, other
technology safety-related systems and external risk reduction facilities

[lEC 61508-4]

NOTE In the context of this EMC document, functional safety is that part of the overall safety relating to the
electromagnetic environment in which the safety-related system exists.

3.14

installation

combination of equipment, components and systems assembled and/or erected (individually)
in a given area; for physical reasons (e.g. long distances between individual items) it is in
many cases not possible to test an installation as a unit

Documents

Document Sharing Hub

Full document details: DD IEC/TS 61000-1-2:2008


http://dx.doi.org/10.3403/02530708U
http://dx.doi.org/10.3403/02530708U
http://dx.doi.org/10.3403/02530708U
http://www.avadocuments.com/doc/dd-iec-ts-61000-1-2-2008
http://www.avadocuments.com/doc/dd-iec-ts-61000-1-2-2008

DD IEC/TS 61000-1-2:2008
TS 61000-1-2 © IEC:2008(E) -13 -

3.15

EMC planning

engineering method by which EMC aspects of a project are systematically considered and
investigated in order to achieve EMC; all activities connected to it are described in an EMC
plan

3.16
EMC safety planning
EMC planning which also considers functional safety aspects

3.17

safety integrity

probability of a safety-related system satisfactorily performing the required safety functions
under all the stated conditions within a stated period of time

[IEC 61508-4, modified]

3.18

safety integrity level

SIL

discrete level (one out of a possible four) for specifying the safety integrity requirements of
the safety functions to be allocated to the E/E/PE safety-related systems, where safety
integrity level 4 has the highest level of safety integrity and safety integrity level 1 has the
lowest

NOTE The target failure measures for the four safety integrity levels are specified in Tables 2 and 3 of

[EC 67508-1.
[IEC 61508-4]

3.19
safety-related system
designated system that both implements

— the required safety functions necessary to achieve or maintain a safe state for the
equipment under control, and

— is intended to achieve, on its own or with other E/E/PE safety-related systems, other
technology safety-related systems or external risk reduction facilities, the necessary
safety integrity for the required safety functions

NOTE 1 A safety-related system includes all the hardware, software, human operators and supporting services
(for example, power supplies) necessary to carry out the specified safety function (sensors, other input devices,
final elements (actuators) and other output devices are therefore included in the safety-related system).

NOTE 2 For further information, see |JEC 61508-4.
[IEC 61508-4, modified]

3.20

safety requirements specification

SRS

specification containing, for each safety function, the safety function requirements (what the
function does), and the safety integrity requirements (the likelihood of the safety function
being performed satisfactorily) that have to be performed/met by the safety-related systems

3.21

system

combination of equipment and/or active components constituting a single functional unit and
intended to be installed and operated to perform (a) specific task(s)
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NOTE Safety-related systems are specifically designed equipment that both

— implement the required safety functions necessary to achieve or maintain a safe state for a controlled
equipment,

— are intended to achieve on their own or with other safety-related equipment or external risk reduction facilities,
the necessary safety integrity for the required safety requirements.

[IEC 61508-4]

3.22

E/E/PE system

system for control, protection or monitoring based on one or more electrical/electronic
programmable electronic (E/E/PE) devices, including all elements of the system such as
power supplies, sensors and other input devices, data highways and other communications
paths, and actuators and other output devices

[lEC 61508-4]

3.23

systematic capability

measure (expressed on a scale of 1 to 4) of the confidence that equipment will not fail due to
relevant systematic failure mechanisms (see Note 2) when the equipment is applied in
accordance with the instructions specified in its safety manual

NOTE 1 Systematic capability is determined with reference to the requirements for the avoidance and control of
systematic faults (see [EC 61508-9 and [EC 61508-3). This technical specification specifies the requirements for
systematic capability as it relates to electromagnetic disturbances.

NOTE 2 Determination of a relevant systematic failure mechanism depends on the nature of the element. For
example, for an element comprising solely software, only software failure mechanisms will need to be considered.
For an element comprising hardware and software it will be necessary to consider both systematic hardware and
software failure mechanisms.

NOTE 3 This document only specifies what needs to be done to claim a level of systematic capability for an item
of E/E/PE equipment, in so far as electromagnetic disturbances are concerned.

3.24
testing
demonstration by empirical means that an implemented solution conforms to its specification

3.25

validation

confirmation by examination and provision of objective evidence that the particular
requirements for a specified intended use are fulfilled

NOTE 1 Adapted from |SO 8404 by excluding notes.

NOTE 2 Validation is the activity of demonstrating that the safety-related system under consideration, before or
after installation, meets in all respects the safety requirements specification for that safety-related system.

[lEC 61508-4]

3.26

verification

confirmation by examination and provision of objective evidence that the requirements have
been fulfilled

NOTE 1 Adapted from |SO 8402 by excluding the notes.

NOTE 2 In the context of this technical specification, verification is the activity of demonstrating for each phase of
the relevant life cycle, that, by analysis and/or tests, for the specific inputs, the deliverables meet in all respects
the objectives and requirements set for this phase.

NOTE 3 Example: verification activities include:
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reviews on outputs (documents from all phases of the safety life cycle) to ensure compliance with the
objectives and requirements of the phase taking into account the specific inputs to that phase;

design reviews;
tests performed on the designed products to ensure that they perform according to their specification;
integration tests performed where different parts of a system are put together in a step-by-step manner and by

the performance of immunity tests against electromagnetic disturbances to ensure that all parts work together
in the specified manner.

[lEC 61508-4]

3.27
radiated HPEM environment
high power electromagnetic fields with peak electric field levels that typically exceed 100 V/m

[IEC 61000-2-13]

3.28

conducted HPEM environment

high power electromagnetic currents and voltages that are either coupled or directly injected
to cables and wires with voltage levels that typically exceed 1 kV

[IEC 61000-2-13]

4

General considerations

Electromagnetic disturbances can influence the performance of equipment and the functional
safety of systems.

The aim of this document with regard to EMC and functional safety is to address the possible
effects of electromagnetic disturbances on safety-related systems and to specify requirements
for the relevant phases of the lifecycle of a safety-related system to achieve the systematic
capability due to electromagnetic aspects as specified in the safety requirements specification
(SRS).

The correct operation of a safety-related system depends on several factors. IEC 61508
contains the overall consideration for safety-related systems. The specific aspects related to
electromagnetic disturbances are considered in this technical specification.

These aspects comprise:

the electromagnetic environment (see Clause 6);

— assessing environment information,

— deriving test levels and methods,

— considerations on electromagnetic phenomena and safety integrity levels (SILs);
the EMC aspects of the design and integration processes (see Clause 7);

— system level,

— equipment level;

electromagnetic immunity verification/validation for functional safety (see Clause 8);
— verification and validation processes,

— performance criteria and test philosophy;

immunity testing with regard to functional safety (see Clause 9);

— considerations on test methods and levels,

— considerations on immunity testing with regard to systematic capability. Documents
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Figure 2 shows the mutual relationship between these aspects as well as to those treated
within [EC 61508. Though the safety requirements specification (SRS) is primarily an aspect
of IEC 61508 it shall consider the outcome of an assessment of the electromagnetic
environment in which the safety-related system is intended to be operated.

Safety-related system

l

Electromagnetic Overall hazard analysis
environment " and risk assessment
assessment

(6.2-6.4)

Safety requirements
specification (SRS)
(D.2.1)

(5.3)

Design aspects of system integration and installation
of equipment to achieve the required electromagnetic characteristics

(7)

A

v

Overall verification or

EEEEE iy validation against the electromagnetic

of manufactured equipment

requirements
(D.2.3,D.2.4) (g.1-8.3, %)
r 3
Items of electrical and IEC 61000-1-2

electronic equipment designed
and tested by their manufacturers
(7.3) IEC 61508

(reference no.) refers to related paragraph in this document
IEC 2165/08

Figure 2 — Basic approach to achieve functional safety only with regard
to electromagnetic phenomena

5 The achievement of functional safety

5.1 General

The achievement of functional safety represents a process which contains technical as well
as management activities. As a precondition, this process requires an understanding of some
basic terms and concepts within the area of functional safety, these being:

— safety life cycle: necessary activities involved in the implementation of safety-related

systems, occurring during a period of time that starts at the concept phase and finishes
when the safety-related system is no longer available for use (see 5.2);
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— safety integrity: it is the probability of a safety-related system to satisfactorily perform
the required safety functions under all stated conditions within a stated period of time
(see 5.3).

NOTE IEC 61000-1-2 does not deal with all the phases of the whole lifecycle (see also Figure 1).

Taking into account those basic terms and concepts, 5.4 gives guidance on those steps for
the achievement of functional safety which are related to the impact of electromagnetic
disturbances. Corresponding procedures on the management level are described in 5.5.

5.2 Safety life cycle

The overall lifecycle relevant for the functional safety of safety-related E/E/PE systems is
defined in IEC 61508, and shown in Figure 1. The lifecycle starts with the concept phase
followed by the definition of the considered application and the hazard and risk analysis. The
hazard and risk analysis and consideration of the overall safety requirements result in a
specification of the requirements on the safety-related system. These phases of the lifecycle
are within the scope of IEC 61508.

The safety requirements specification (SRS) is the interface to the E/E/PE system-related
consideration. For safety-related E/E/PE systems, the safety requirements specification (SRS)
is within the scope of IEC 61508 and it is also partly within the scope of IEC 61000-1-2 for the
specification of the electromagnetic environmental conditions.

The overall design process and the necessary design features to achieve functional safety of
safety-related E/E/PE systems are defined in IEC 61508. This includes requirements for
design features that make the system tolerant against electromagnetic disturbances.

The phases of design, implementation, validation, commissioning and modification of safety-
related E/E/PE systems are covered by the scopes of both IEC 61508 and IEC 61000-1-2.
IEC 61508 comprises all aspects relevant for functional safety and IEC 61000-1-2 deals with
the aspects related to electromagnetic phenomena.

Use, maintenance and decommissioning of safety-related E/E/PE systems are within the
scope of the IEC 61508 series.

For E/E/PE equipment used in safety applications within the scope of IEC 61508, the
approach to deal with aspects related to electromagnetic phenomena is different from that
used for safety-related systems.

An important consideration for equipment is its specified behaviour. This is the state/condition
that equipment goes to and/or maintains upon the occurrence of a fault. This behaviour shall
be specified by the equipment manufacturer. For example, this specification could be simply a
statement that the equipment will provide a specified output signal upon detection of an
equipment fault.

This specified behaviour of equipment shall be considered during several of the lifecycle
phases of the equipment. These include the concept, overall planning, design and
development, integration, operation and maintenance, validation, and modification phases.
The hazard and risk analysis, overall safety requirements, and safety requirements allocation
phases do not apply at the equipment level.

5.3 Safety integrity
The safety requirements specification (SRS) contains two types of requirements:

— safety function requirements (what the safety-related system is required to do); and

— safety integrity requirements (the required likelihood of each safety function being
performed satisfactorily). Documents
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IEC 61508 introduces the concept of a safety integrity level (SIL). This is a discrete level (one
out of a possible four), corresponding to a range of safety integrity values either expressed as

a dangerous failure rate per hour or an average probability of dangerous failure on demand,
where SIL4 has the highest level of safety integrity and SIL1 has the lowest, see Table 2.

Table 2 — Safety integrity levels

_Safet_y Average probability of dangerous Frequency of dangerous failure of the
mlt:\%:ty failure on demand (x) * safety function per hour () b

4 10°<x <107 10°<y<1078

3 1074 <x <1073 108 <y <1077

2 1073 < x < 1072 1077 <y <107®

1 102 <x < 107" 106<y<10°

NOTE See |EC 61508-1|, 7.6, for further details.

a

Low demand mode of operation: where the safety function is only performed on demand, in order to
transfer the equipment under control (EUC) into a specified safe state, and where the frequency of
demands is no greater than one per year.

High demand mode or continuous mode of operation: where the safety function is only performed on
demand, in order to transfer the EUC into a specified safe state, and where the frequency of
demands is greater than one per year. Continuous mode of operation: where the safety function
retains the EUC in a safe state as part of normal operation.

The safety integrity of a safety-related system is determined by its hardware safety integrity
and its systematic safety integrity.

Hardware safety integrity relates to dangerous failures of hardware due to physical
degradation (which will occur randomly in time). The hardware safety integrity of a safety-
related system can be determined quantitatively based on the hardware safety integrity of its
constituent elements (which depends on their random failure rates).

Systematic safety integrity (which includes software safety integrity) relates to dangerous
failures that will always occur given a particular set of circumstances. Systematic safety
integrity is difficult to quantify accurately. The safety integrity level allocated to the safety-
related system (as a result of its safety integrity requirements) will affect the degree of rigour
necessary when meeting requirements for controlling or avoiding systematic failures. Some of
these requirements are explicitly graded according to safety integrity level (see Table 4).

The failure or malfunction of a safety-related system due to an electromagnetic disturbance
with a given strength is systematic as long as the duration of the disturbance is longer or
equal to the operating cycle of the safety-related system. In this document, it is therefore
assumed that the duration of the disturbance is such, moreover the influence of given
electromagnetic disturbances on a given safety-related system is considered the same for
each occurrence. At system level, appropriate mitigation techniques increase immunity of the
safety-related functions and shall be considered as part of the systematic capability.

Any equipment that has been developed to fully meet the requirements of the IEC 61508
series concerning systematic safety integrity for a given safety integrity level (SIL) is said to
have the corresponding systematic capability. Alternatively, the systematic capability of
equipment can be demonstrated through proven in use evidence according to the strict

requirements of |[EC 61508-2.

In general, all equipment used in a safety-related system shall have a systematic capability of
at least the safety integrity level (SIL) allocated to the system.

Therefore, the suitability of equipment for safety-related systems is in general determined by
both the random hardware failure data for the equipment and by its systematic capDﬂcumentS
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5.4 EMC specific steps for the achievement of functional safety

To achieve functional safety the following actions with regard to electromagnetic influences
shall be undertaken:

a) consider the structure, design and intended functions of the projected or existing safety-
related system;

b) describe the relevant electromagnetic environment in which the safety-related system is
intended to be used over its lifecycle (see 6.1);

c) consider the physical and climatic environments and the degradation due to normal use
and foreseeable misuse with respect to electromagnetic aspects in which the safety-
related system is intended to be used over its lifecycle;

d) implement EMC aspects in the design process (see Clause 7) of safety-related systems
(see 7.3);

e) perform verification/validation of immunity against electromagnetic disturbances for
functional safety (see Clause 8);

f) modify the design or installation measures, if necessary, in order to achieve the required
immunity;

g) produce EMC specific operation and maintenance instructions to ensure the specified
functional safety over time (these instructions would be added to the safety manual).

5.5 Management of EMC for functional safety

The requirements of this subclause are reproduced from |EC 61508-1, showing those
requirements that are particular applicable to achieving EMC for safety-related systems with
regard to functional safety.

An organisation with responsibility for EMC of a safety-related system or equipment, or for
any of the activities within the scope of this document, shall appoint one or more persons to
take overall responsibility for

— the system or equipment, or for all relevant activities,

— coordinating the EMC-related activities,

— the interfaces between those activities and other activities carried out by other
organisations,

— carrying out all the requirements of this subclause,

— ensuring that EMC is sufficient and demonstrated in accordance with the objectives and
requirements of this document.

NOTE 1 Responsibility for EMC-specific safety-related activities may be delegated to other persons, particularly
those with relevant expertise, and different persons could be responsible for different activities and requirements.
However, the responsibility for coordination, and for overall EMC for functional safety, should reside in one or a
small number of persons with sufficient management authority.

For those activities for which the organisation is responsible, the policy and strategy for
achieving EMC for functional safety shall be specified, together with the means for evaluating
their achievement, and the means by which they are communicated within the organization.

All persons, departments and organizations responsible for carrying out EMC-specific safety-
related activities shall be identified, and their responsibilities shall be fully and clearly
communicated to them. Where appropriate other persons, departments and organizations
which could influence the safety-related performance achieved by the system shall be made
aware of these responsibilities.

Procedures shall be specified for defining what information is to be communicated, between
what parties, and how communication will take place.

NOTE 2 See Clause 10 for documentation requirements. Documents
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Procedures shall be specified for ensuring that reported EMC-related hazardous situations
are analysed for their relevance to safety-related systems, equipment or activities for which
the organisation is responsible, and that recommendations are made to minimise the
probability of a repeat occurrence.

Procedures shall be specified for ensuring prompt follow-up and satisfactory resolution of
recommendations relating to EMC of safety-related systems, including those arising from
verification, validation and incident reporting and analysis. Organisations shall maintain a
system to initiate changes as a result of EMC-related defects being detected in safety-related
systems or equipment for which they are responsible and, if they are unable to make the
changes themselves, to inform users of the need for modification in the event of the defect
affecting safety.

Those individuals who have responsibility for one or more of the activities within the scope of
this document, shall, in respect of those activities for which they have responsibility, specify
all management and technical activities that are necessary to ensure the achievement and
demonstration of EMC for functional safety of the safety-related systems or equipment. This
includes the selected measures, techniques and tests used to meet the requirements of this
document.

Procedures shall be specified for ensuring that all persons involved in any activity within the
scope of this document shall have the appropriate training, technical knowledge, experience
and qualifications relevant to the specific duties that they have to perform.

The procedures specified as a result of the requirements of this clause shall be implemented
and monitored.

Suppliers providing products or services to an organization having overall responsibility for
one or more activities within the scope of this document, shall deliver products or services as
specified by that organization and shall have an appropriate quality management system.

6 The electromagnetic environment

6.1 General

The electromagnetic environment is defined as the totality of electromagnetic phenomena
existing at a particular location. These phenomena may be time dependent. Information on
the electromagnetic environment shall be provided to the system designer/specifier as an
input to the safety requirements specification (see Figure 2).

The electromagnetic environment is produced by, for example:

— fixed and moving sources of electromagnetic energy,

— low, medium and high voltage equipment,

— control, signalling, communication and power systems,

— intentional radiators,

— physical processes (e.g. atmospheric discharges, switching actions),
— random or infrequent transients

which all can produce disturbances potentially affecting the safety-related system under
consideration.

Table 3 gives an overview of the principal electromagnetic phenomena, which shall be
considered for the achievement of functional safety for safety-related systems. This list is not
necessarily complete, but it shall be used to begin the consideration of electromagnetic
environments that can impact functional safety.

Documents
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NOTE In some particular electromagnetic environments, the occurrence of several electromagnetic phenomena at
the same time, for example harmonics and unidirectional transients, can have some influence on the immunity of
safety-related systems and should be taken into account.

Table 3 — Overview of types of electromagnetic phenomena

Conducted low frequency phenomena Harmonics, interharmonics
Signalling voltages

Voltage fluctuations

Voltage dips and interruptions
Voltage unbalance

Power frequency variations
Induced low frequency voltages
d.c. in a.c. networks

Radiated low frequency field phenomena Magnetic fields ®
Electrical fields

Conducted high frequency phenomena Directly coupled or induced continuous voltages or
currents

Unidirectional transients °
Oscillatory transients °

Radiated high frequency field phenomena Magnetic fields
Electrical fields
Electromagnetic fields
— continuous waves

— transients °

Electrostatic discharge phenomena (ESD) Human and machine

Phenomena of conducted and radiated HPEM
environment °

High altitude electromagnetic pulse (HEMP) d

& Continuous or transients.

b Single or repetitive (bursts).

c

Single or repetitive.

9 To be considered in case of special conditions (see IEC 61000-2-13).

NOTE There is no abrupt change between the low frequency domain and the high frequency domain but a soft
transition between 9 kHz and 150 kHz. For formal applications the limit is set at 9 kHz (scope of CISPR).

6.2 Electromagnetic environment information

Many publications include basic descriptions of electromagnetic environments considering the
electromagnetic phenomena and disturbance levels typically expected in such environments.
General information about the description and the levels of electromagnetic disturbances in
various locations can be found in the standards or technical reports of the IEC 61000-2
series. Examples of descriptions of various environments are given in . These
descriptions, however, are given in terms of compatibility levels (which by definition are lower
than immunity levels required in such environments).

gives applicability assistance and provides general recommendations
concerning the choice of relevant tests described in the IEC 61000-4 series. It is noted that
standards designed for the achievement of EMC, which are based primarily on
technical/economic factors, may not describe the electromagnetic environment sufficiently for
the achievement of functional safety for safety-related systems.

Table A.2 in Annex A provides a list of electromagnetic environment levels, which can be
considered as examples of the maximum electromagnetic levels for each of the phenomena
for two exemplary types of electromagnetic environments. Since it has been accepted that the
electromagnetic environment itself does not vary with respect to the safety integrity level (SIL)
of systems placed in an installation, these maximum electromagnetic environments shall be
considered for all electromagnetic functional safety situations. While some examples are
provided in Annex A, it is recognized that it is difficult to ensure that the maxip@geiEnents
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cannot be exceeded. It is therefore the responsibility of the system designer/specifier to
ensure that the proper electromagnetic disturbances and levels are considered for functional
safety.

It is stressed that the levels of electromagnetic disturbances indicated in various EMC
standards, reports or technical specifications shall be considered very cautiously with regard
to their implications for functional safety. In particular:

a) The electromagnetic disturbance levels vary according to a statistical distribution (see
Figure A.1), and the levels shown as examples in Table A.1 can be exceeded in some
particular circumstances. However, such circumstances may only exist infrequently or at
particular sites. It is important to establish the levels of these disturbances for functional
safety purposes.

b) The standardised immunity test methods, test levels and performance criteria found in the
immunity test standards are related to operational requirements and not to functional
safety. If tests based on these test methods are being performed, safety-related test levels
and performance criteria shall be defined for each of the electromagnetic phenomena.

c) The electromagnetic characteristics of equipment and systems can worsen with ageing, for
example through physical degradation of protection measures. This life cycle aspect of
electromagnetic influences should be considered.

6.3 Methodology to assess the electromagnetic environment

Relevant and significant information exists within the EMC body of publications regarding the
electromagnetic environment present where most electrical or electronic equipment operates.

In cases where insufficient information can be derived from EMC publications, alternative
activities are recommended to be carried out in order to obtain appropriate knowledge about
the electromagnetic environment at locations of interest. Such activities are

— to perform literature surveys to determine the amount of information available,

— to perform a survey directly related to the location of interest; such a survey could
involve both a measurement campaign to determine the characteristics of the
electromagnetic phenomena present and an analysis effort to assess the data and the
characteristics of electromagnetic phenomena produced by known emitters.

The information obtained about the electromagnetic environment shall be assessed in such a
way that data can be derived regarding

— the electromagnetic phenomena that are expected to occur at the locations of interest,

— the characteristics of those electromagnetic phenomena, for example their levels,
frequency, modulation, rise time, etc.

NOTE 1 For automotive and aerospace applications, there are groups working within the ISO that have produced
relevant information regarding EMC of those applications. This information should be used as a starting point to
describe a set of electromagnetic environments appropriate for functional safety aspects.

NOTE 2 With respect to surveys it should be recognized that any survey is limited in time and locations, and
therefore some considerations should be made to improve the confidence in the maximum electromagnetic
environment.

6.4 Deriving test levels and methods

After the electromagnetic characteristics have been established for a particular environment,
these shall be used to design the safety-related systems. While good design is a critical part
of the overall process, it is well established that realistic tests are required to ensure that the
safety-related systems achieve their requirement specifications. As the IEC EMC community
has developed a significant number of immunity tests for equipment and small systems, these
shall be considered as a starting point for testing of electromagnetic characteristics for
functional safety.
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For each electromagnetic phenomenon established for a particular environment, the system
specifier shall include the phenomenon in the safety requirements specification (SRS) and
examine the existing IEC immunity test method (using [EC 61000-4-1 as an initial guide) to
determine whether the test method is appropriate. The system specifier shall also check to
see if the parameters required to test to the electromagnetic characteristics of the
environment are within their suggested ranges for the basic immunity test standards (refer to
the IEC 61000-4 series of standards).

Immunity requirements, as defined for example in the generic standard , aim at
supporting and achieving sufficient operation under normal conditions. Corresponding
immunity test levels are derived for the most frequent electromagnetic phenomena and on a
technical/economic approach taking into account issues of availability of the equipment or
system under consideration. Consequently, it can be expected and it is accepted by all parties
involved that the equipment or system may be disturbed in a few cases.

NOTE This approach can be accepted for normal functions of an equipment or system, but it is not acceptable for
safety-related functions. Hence aspects of functional safety cannot be considered to be covered by the usual
immunity requirements, as for example defined in JEC 61000-6-4, without a particular consideration of the

electromagnetic environment in which the equipment or system is intended to be used.

In order to be able to justify the test method and test parameters, the system designer shall
be aware of the uncertainty of the immunity testing. The uncertainty due to the test equipment
can be calculated using test equipment data. It may be necessary to evaluate the significance
of the skills of test personnel and those environmental conditions, which are not defined by
the standards. After the complete evaluation of uncertainty, one or more of the following
approaches may be used to compensate for this testing uncertainty depending on the factors
of uncertainty.

a) If the available immunity test equipment is suitable, and if testing to levels above the
electromagnetic disturbance level is used, then the system requirement specification shall
determine the margin to failure and the description of how the safety-related system
reacts to an electromagnetic induced failure.

b) If the available immunity test equipment is not suitable due to the unavailability of the
required test parameters (for example amplitude, frequency, modulation, repetition rate,
etc.) then

— the system designer shall request the appropriate test equipment be obtained and
used;

and/or

— the system designer shall specify that electromagnetic mitigation methods be applied
at the system level so the safety-related equipment is assigned a reduced
electromagnetic specification to parameters that can be tested by the available test
equipment (for example through the use of shielded racks, surge protection devices for
wire and cable entries, fibre optic data lines, power line isolation techniques, etc.).
IEC 61000-5-6 provides examples of these types of mitigation methods. The applied
mitigation methods (shields, surge protection devices, isolation methods, etc.) shall
become a permanent part of the system design, and they shall be separately tested to
ensure that they reduce the external electromagnetic environments to the specified
test levels.

7 EMC aspects of the design and integration process

7.1 General
EMC safety planning shall be carried out (EMC safety control, EMC safety management)
taking into account functional safety considerations. It is a strategy to ensure EMC of a

safety-related system with respect to other systems in the vicinity and with respect to the
environment of the outside world (see Annex F). The aim of EMC safety planning is={o_provi
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EMC at acceptable cost by meeting target requirements during all development stages of
project implementation. This means considering, investigating and assessing all the EMC
issues which might arise during the project schedule. All these activities and steps will be
described in an EMC safety plan (including EMC safety control and EMC safety
management). The depth and extent of the EMC safety planning depends on the complexity of
the system and the safety integrity level (SIL) required in the safety requirements specification
(SRS).

NOTE In many cases EMC planning will be performed already due to requirements beside safety; in this case it
can be extended in order to include aspects of functional safety. Further information about the process of EMC
safety planning is given in Annex F.

During electromagnetic design management, one or more identified persons shall be
responsible for creation and execution of the EMC safety plan. They shall establish a
procedure for maintaining lifetime electromagnetic performance during maintenance, repair
and refurbishment (where these are not carried out by the manufacturer). Also, they are
responsible for information on any restrictions concerning future changes to the
electromagnetic environment. This information shall be given to the user.

7.2 EMC aspects on system level

The electromagnetic environment in the place where the safety-related system is used shall
not unacceptably affect its functional safety. This requires that the level of immunity of the
safety-related system is sufficient for the intended safety integrity and electromagnetic
environment, over its lifetime.

Any electromagnetic disturbances generated inside of a safety-related system shall not
unacceptably affect the functional safety of the other parts of the safety-related system.

Electromagnetic disturbances generally cause systematic or “common cause” faults. This
ability of an electromagnetic disturbance to affect multiple items of equipment of a safety-
related system is due to the system design and therefore shall be addressed by the measures
and techniques presented below and in Annex B.

All the EMC measures shall be designed and implemented in such a way that they are effective
taking into account the physical environment (which includes mechanical, climatic, chemical,
biological and other stresses and strains) over the lifetime of the safety-related system. This is
because emissions and immunity can be altered over the lifetime of a safety-related system by
exposure to its physical environment. The design of the safety-related system shall be such that it
maintains its required electromagnetic performance over its lifetime.

One approach to achieving system immunity against electromagnetic disturbances shall
consider the immunity of each individual item of equipment. For this purpose the following
procedure shall be used.

— The entire system is formally divided into items of equipment.

— All the items of equipment of the system are to be described in terms of their EMC
characteristics. An item of equipment might contain several components (for example
power supply, printed circuit board, display) as well as a cabling scheme.

— The interaction between each combination of items of equipment shall be analyzed and
assessed in terms of immunity, including the influence of both the external and internal
electromagnetic environment. This might result in an analysis and assessment of the
immunity of all the combinations of components of both items of equipment, as shown
schematically for example in Figure 3.

— The functional performance criteria of the various components when they are interfered
with should be analyzed in terms of their overall impact on the particular design of the
safety-related system concerned. Some degradations of performance that are acceptable
for a component when it is tested stand-alone, or in a different system, may not be
acceptable if they occur in a particular safety-related system. Documents
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Figure 3 — EMC between equipment M and equipment P

Further guidance on design, design management techniques and other measures is given in
Table 4. These techniques are graded in terms of safety integrity level (SIL) according to best
expert judgement. Table 4 also refers to technical design measures that are given in Annex B.

Table 4 — Design, desigh management techniques and other measures

No. Design, design management technique or other SIL 1 SIL 2 SIL 3 SIL 4
measures

1 EMC safety planning R R HR HR

2 Provide the end user with information on any restrictions
concerning future changes to the electromagnetic R R HR HR
environment

3 Taking into account the technical design measures (see R HR HR HR
Annex B)

4 Take into account the EMC requirements stated in the
product safety manual for all purchased products and M M M M
equipment

5 Procedures for maintaining lifetime electromagnetic
characteristics in operation, maintenance, repair and HR HR M M
refurbishment, modifications and upgrades

6 Consider the effects of reasonably foreseeable faults and
misuse on the electromagnetic characteristics and M M M M
mitigation measures

M The technique or measure is a mandatory requirement and shall be carried out for this safety integrity level (or
systematic capability).

HR The technique or measure is highly recommended for this safety integrity level (or ‘systematic Capability’) and
shall be carried out unless there is a technical justification for not doing it. If this technique or measure is not
used then the rationale behind not using it shall be fully detailed during the safety planning and agreed upon
with the assessor.

R The technique or measure is recommended for this safety integrity level (or systematic capability) and should be
carried out as a lower recommendation to a HR recommendation.

NOTE When a technique or measure is recommended it is considered to be more likely to achieve the desired result

than alternative techniques or measures. It is not mandatory or highly recommended and an alternate technique or

measure may be chosen. However, where an alternate technique or measure is used, the designer should be able to
competently justify that choice.

7.3 EMC aspects on equipment level

The immunity of a safety-related system depends on the immunity of its equipment and on the
electromagnetic characteristics and mitigation measures employed, and shall be ﬁf&c&aﬁtments
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