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INTERNATIONAL ELECTROTECHNICAL COMMISSION

ELECTROMAGNETIC COMPATIBILITY (EMC) -

Part 5-8: Installation and mitigation guidelines —
HEMP protection methods for the distributed infrastructure

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote
international co-operation on all questions concerning standardization in the electrical and electronic fields. To
this end and in addition to other activities, IEC publishes International Standards, Technical Specifications,
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee interested
in the subject dealt with may participate in this preparatory work. International, governmental and non-
governmental organizations liaising with the IEC also participate in this preparation. IEC collaborates closely
with the International Organization for Standardization (ISO) in accordance with conditions determined by
agreement between the two organizations.

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC National Committees.

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any
misinterpretation by any end user.

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
transparently to the maximum extent possible in their national and regional publications. Any divergence
between any IEC Publication and the corresponding national or regional publication shall be clearly indicated in
the latter.

5) IEC provides no marking procedure to indicate its approval and cannot be rendered responsible for any
equipment declared to be in conformity with an IEC Publication.

6) All users should ensure that they have the latest edition of this publication.

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of
patent rights. IEC shall not be held responsible for identifying any or all such patent rights.

The main task of IEC technical committees is to prepare International Standards. In
exceptional circumstances, a technical committee may propose the publication of a technical
specification when

» the required support cannot be obtained for the publication of an International Standard,
despite repeated efforts, or

» the subject is still under technical development or where, for any other reason, there is the
future but no immediate possibility of an agreement on an International Standard.

Technical specifications are subject to review within three years of publication to decide
whether they can be transformed into International Standards.

IEC/TS 61000-5-8, which is a technical specification, has been prepared by subcommittee
77C: High power transient phenomena, of IEC technical committee 77: Electromagnetic
compatibility.
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This Technical Specification forms Part 5-8 of IEC 61000. It has the status of a basic EMC
publication in accordance with IEC Guide 107 [1]7).

This document is being issued in the Technical Specification series of publications (according
to the ISO/IEC Directives, Part 1, 3.1.1.1) as a “prospective standard for provisional
application” in the field of protection of the infrastructure against HEMP because there is an
urgent need for guidance on how standards in this field should be used to meet an identified
need.

This document is not to be regarded as an “International Standard”. It is proposed for
provisional application so that information and experience of its use in practice may be
gathered. Comments on the content of this document should be sent to the IEC Central
Office.

A review of this Technical Specification will be carried out not later than 3 years after its
publication with the options of: extension for another 3 years; conversion into an International
Standard; or withdrawal.

The text of this standard is based on the following documents:

Enquiry draft Report on voting
77C/192/DTS 77C/196/RVC

Full information on the voting for the approval of this standard can be found in the report on
voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

The committee has decided that the contents of this publication will remain unchanged until
the maintenance result date indicated on the IEC web site under "http://webstore.iec.ch" in
the data related to the specific publication. At this date, the publication will be

* reconfirmed,

e withdrawn,

* replaced by a revised edition, or
*+ amended.

A bilingual version of this publication may be issued at a later date.

IMPORTANT - The 'colour inside’' logo on the cover page of this publication indicates that it
contains colours which are considered to be useful for the correct understanding of its
contents. Users should therefore print this publication using a colour printer.

1) Figures in square brackets refer to the Bibliography. Documents
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INTRODUCTION

IEC 61000 is published in separate parts according to the following structure:

Part 1: General

General considerations (introduction, fundamental principles)
Definitions, terminology

Part 2: Environment

Description of the environment
Classification of the environment

Compatibility levels
Part 3: Limits

Emission limits

Immunity limits (in so far as they do not fall under the responsibility of the product
committees)

Part 4: Testing and measurement techniques

Measurement techniques
Testing techniques

Part 5: Installation and mitigation guidelines

Installation guidelines
Mitigation methods and devices

Part 6: Generic standards
Part 9: Miscellaneous

Each part is further subdivided into several parts and published either as International
Standards or as technical specifications or technical reports, some of which have already
been published as sections. Others will be published with the part number followed by a dash
and a second number identifying the subdivision (example: 61000-6-1).
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ELECTROMAGNETIC COMPATIBILITY (EMC) -

Part 5-8: Installation and mitigation guidelines —
HEMP protection methods for the distributed infrastructure

1 Scope

The aim of this part of IEC 61000 is to provide guidance on how to protect the distributed
infrastructure (power, telecommunications, transportation and pipeline networks, etc.) from
the threat of a high altitude electromagnetic pulse (HEMP). In order to accomplish this goal, it
is necessary to describe the special aspects of the HEMP threat to electrical/electronic
systems that are connected and distributed in nature. In particular a nuclear burst at a typical
altitude of 100 km will illuminate the Earth to a ground radius from the point directly under the
burst to a range of 1 100 km. This means that any distributed and connected infrastructure
such as power or telecommunications will observe disturbances simultaneously over a wide
area. This type of situation is not normally considered in the EMC or HEMP protection of
facilities that are part of a distributed network as the impact of a local disturbance is usually
evaluated only locally.

This publication provides general information concerning the disturbance levels and protection
methods for all types of distributed infrastructures. Due to its importance to all other parts of
the infrastructure, the distributed electric power system (power substations, generation plants
and control centres) and its protection are described in more detail. While the
telecommunication system is also critical to most of the other distributed infrastructures, the
protection of the telecommunication network from HEMP and other electromagnetic threats is
covered by the work done by ITU-T.

2 Normative references

The following referenced documents are indispensable for the application of this document.
For dated references, only the edition cited applies. For undated references, the latest edition
of the referenced document (including any amendments) applies.

IEC 60050(161), International Electrotechnical Vocabulary — Chapter 161: Electromagnetic
compatibility

IEC 61000-2-9, Electromagnetic compatibility (EMC) — Part 2: Environment — Section 9:
Description of HEMP environment — Radiated disturbance

IEC 61000-2-10, Electromagnetic compatibility (EMC) — Part 2-10: Environment — Description
of HEMP environment — Conducted disturbance

IEC 61000-2-11, Electromagnetic compatibility (EMC) - Part 2-11: Environment -
Classification of HEMP environments

IEC 61000-4-4, Electromagnetic compatibility (EMC) — Part 4-4: Testing and measurement
techniques — Electrical fast transient/burst immunity test

IEC 61000-4-5, Electromagnetic compatibility (EMC) — Part 4-5: Testing and measurement
techniques — Surge immunity test

IEC 61000-4-23, Electromagnetic compatibility (EMC) — Part 4-23: Testing and measurement
techniques — Test methods for protective devices for HEMP and other radiated dist%@asrnents
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IEC 61000-4-24, Electromagnetic compatibility (EMC) — Part 4: Testing and measurement
techniques — Section 24: Test methods for protective devices for HEMP conducted
disturbance

IEC 61000-4-25, Electromagnetic compatibility (EMC) — Part 4-25: Testing and measurement
techniques — HEMP immunity test methods for equipment and systems

IEC/TR 61000-5-3, Electromagnetic compatibility (EMC) — Part 5-3: Installation and mitigation
guidelines — HEMP protection concepts

IEC/TR 61000-5-6, Electromagnetic compatibility (EMC) — Part 5-6: Installation and mitigation
guidelines — Mitigation of external EM influences

IEC/TS 61000-5-9, Electromagnetic compatibility (EMC) — Part 5-9: Installation and mitigation
guidelines — System-level susceptibility assessments for HEMP and HPEM

IEC 61000-6-6, Electromagnetic compatibility (EMC) — Part 6-6: Generic standards — HEMP
immunity for indoor equipment

IEC 61850 (all parts), Communication networks and systems in substations

3 Terms and definitions

For the purposes of this document, the definitions contained in IEC 60050(161) as well as the
following apply.

31

distributed infrastructure

the portions of the infrastructure of a society that are connected either physically or through
real-time communications over distances of hundreds of kilometres, and include electrical and
electronic controls to operate that infrastructure

NOTE This normally includes the electric power system, the telecommunications system, pipeline networks, and
the transportation system.

3.2

E1, E2, E3

terminology for the early, intermediate and late-time HEMP electric fields. E1 is for times less
than 1 microsecond, E2 for times between 1 microsecond and 1 second and E3 is for times
greater than 1 second.

NOTE See IEC 61000-2-9 for additional information.

3.3

equipment

this term is not limited and includes modules, devices, apparatuses, subsystems, complete
systems and installations

[IEV 151-11-25, modified]

3.4
HEMP
high-altitude electromagnetic pulse

3.5

HEMP coupling

interaction of the HEMP field with a system to produce currents and voltages on system

surfaces and cables. Voltages result from the induced charges and are only defj

frequencies with wavelengths larger than the surface or gap dimensions Deﬂé‘ll'ﬁ%ents
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