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Nationales Vorwort

Dieses Dokument (CEN/TS 17496:2021) wurde vom Technischen Komitee CEN/TC 278 ,Intelligente
Verkehrssysteme"” ausgearbeitet, dessen Sekretariat von NEN (Niederlande) gehalten wird.

Das zustdndige deutsche Normungsgremium ist der Gemeinschaftsarbeitsausschuss NA 052-02-71 GA
»Gemeinschaftsarbeitsausschuss NAAutomobil/DKE: Intelligente Verkehrssysteme“ des DIN-Normen-
ausschusses Automobiltechnik (NAAutomobil).

Technische Spezifikationen sind nicht Bestandteil des Deutschen Normenwerks.

Eine Technische Spezifikation ist das Ergebnis einer Normungsarbeit, das wegen bestimmter Vorbehalte
zum Inhalt oder wegen des gegeniiber einer Norm abweichenden Aufstellungsverfahrens von DIN noch nicht
als Norm herausgegeben wird.

Zur vorliegenden Technischen Spezifikation wurde kein Entwurf veroffentlicht.

Das Prasidium des DIN hat mit seinem Beschluss 1/2004 festgelegt, dass von dem in den Regeln der
europdischen Normungsarbeit von CEN/CENELEC verankerten Grundsatz, wonach Europdische Normen in
den drei offiziellen Sprachen Deutsch, Englisch und Franzésisch verdffentlicht werden, in begriindeten
Ausnahmefillen abgewichen und auf die deutsche Sprachfassung verzichtet werden kann.

Dieses Dokument enthdlt unter Beriicksichtigung des DIN-Prasidialbeschlusses 1/2004 nur die Englische
Fassung von CEN/TS 17496:2021.

Kommunikationsprofile von ITS-Stationen nach EN ISO 17423 und EN ISO 17419, die zur Kommunikation
zwischen (vertrauenswiirdigen) Gerdten verwendet werden, erreichen die Interoperabilitdt zwischen ITS-
Stationen und die Ubertragbarkeit von ITS-Anwendungen. Eine ITS-Station kann mehrere
Kommunikationseinheiten unterschiedlicher Hersteller mit unterschiedlicher Konfiguration und Verbindung
zu unterschiedlichen Managementzentralen umfassen.

Die Identifikation unterschiedlicher Kommunikationsprofilen von ITS-Stationen nach diesem Dokument ist
allgemein fiir Kommunikationen aller Art, inklusive Informationsiibertragungsverteilung und Sitzungen,

anwendbar.

Aktuelle Informationen zu diesem Dokument kénnen tber die Internetseiten von DIN (www.din.de) durch
eine Suche nach der Dokumentennummer aufgerufen werden.
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Nationaler Anhang NA
(informativ)

Begriffe

Reihenfolge und Inhalt der folgenden Begriffe ist identisch mit denen im Abschnitt Begriffe der Englischen
Fassung.

Fiir die Anwendung dieses Dokuments gelten die Begriffe in EN ISO 17419, EN 1SO 17423, 1SO 21217 und die
folgenden Begriffe.

ISO und IEC stellen terminologische Datenbanken fiir die Verwendung in der Normung unter den folgenden
Adressen bereit:

— IS0 Online Browsing Platform: verfiigbar unter http://www.iso.org/obp
— IEC Electropedia: verfligbar unter http://www.electropedia.org/

31
ITS-S-Kommunikationsprofil, en: ITS-S communication profile
parametrisierter ITS-S-Kommunikationsprotokollstapel

[QUELLE: EN ISO 17423:2018, Definition 3.6]

3.2
ITS-S-Kommunikationsprotokoll, en: ITS-S communication protocol
in ITS anwendbares Kommunikationsprotokoll

3.3

ITS-S-Kommunikationsprotokollstapel, en: ITS-S communication protocol stack

konsistente Menge von ITS-S-Kommunikationsprotokollen, welche die Kommunikation zwischen einer ITS-
SCU und anderen Knoten ermdglichen, die iiber eine registrierte global eindeutige Referenznummer
identifiziert werden kénnten

[QUELLE: EN ISO 17423:2018, Definition 3.7]
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SPECIFICATION TECHNIQUE
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Cooperative intelligent transport systems -
Communication profiles
Systemes intelligents de transport - Profils de Kooperative intelligente Verkehrssysteme -

communication Kommunikationsprofile

This Technical Specification (CEN/TS) was approved by CEN on 30 November 2020 for provisional application.

The period of validity of this CEN/TS is limited initially to three years. After two years the members of CEN will be requested to
submit their comments, particularly on the question whether the CEN/TS can be converted into a European Standard.

CEN members are required to announce the existence of this CEN/TS in the same way as for an EN and to make the CEN/TS
available promptly at national level in an appropriate form. It is permissible to keep conflicting national standards in force (in
parallel to the CEN/TS) until the final decision about the possible conversion of the CEN/TS into an EN is reached.

CEN members are the national standards bodies of Austria, Belgium, Bulgaria, Croatia, Cyprus, Czech Republic, Denmark, Estonia,
Finland, France, Germany, Greece, Hungary, Iceland, Ireland, Italy, Latvia, Lithuania, Luxembourg, Malta, Netherlands, Norway,
Poland, Portugal, Republic of North Macedonia, Romania, Serbia, Slovakia, Slovenia, Spain, Sweden, Switzerland, Turkey and
United Kingdom.

. — |

EUROPEAN COMMITTEE FOR STANDARDIZATION
COMITE EUROPEEN DE NORMALISATION
EUROPAISCHES KOMITEE FUR NORMUNG

CEN-CENELEC Management Centre: Rue de la Science 23, B-1040 Brussels
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European foreword

This document (CEN/TS 17496:2021) has been prepared by Technical Committee CEN/TC 278
“Intelligent transport systems”, the secretariat of which is held by NEN.

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights. CEN shall not be held responsible for identifying any or all such patent rights.

This document has been prepared under a mandate given to CEN by the European Commission and the
European Free Trade Association.

According to the CEN/CENELEC Internal Regulations, the national standards organisations of the
following countries are bound to announce this Technical Specification: Austria, Belgium, Bulgaria,
Croatia, Cyprus, Czech Republic, Denmark, Estonia, Finland, France, Germany, Greece, Hungary, Iceland,
Ireland, Italy, Latvia, Lithuania, Luxembourg, Malta, Netherlands, Norway, Poland, Portugal, Republic of
North Macedonia, Romania, Serbia, Slovakia, Slovenia, Spain, Sweden, Switzerland, Turkey and the United
Kingdom.
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Introduction

ITS Station Communication Profiles, see EN 1SO 17423 and EN ISO 17419, used for communications
between (trusted) devices simplify achieving

— interoperability between ITS station units,
— and portability of ITS applications (that provide the ITS services).

Examples of trusted devices, i.e. ITS-secured communication nodes, are ITS-station units specified in
ISO 21217, which fully covers ETSI EN 302 665 [32]. Four implementation contexts of communication
nodes in ITS communications networks are identified in [SO 21217, each comprised of ITS-station units
taking on a particular role; personal, vehicular, roadside, or central. Such ITS station units participate in
a wide variety of ITS services related to e.g. sustainability, road safety and transportation efficiency.

An ITS station unit can be composed of ITS station communication units from different vendors where
each ITS station communication unit is linked to a different configuration and management centre
specified in ISO 24102-2 [21] and EN ISO 17419. Station-internal management communications between
ITS station communication units of the same ITS station unit is specified in ISO 24102-4 [22],

The identification of ITS station communication profiles specified in this document is generically
applicable to all kind of communications including broadcast information dissemination and sessions,
e.g. sessions between ITS station units, sessions between ITS station communication units of the same
ITS station unit, sessions between roadside ITS station units and a cloud platform, and between vehicle
ITS station units and a cloud platform, including communications sessions compatible with extended
vehicles standards developed by ISO TC 22 (ISO 20077 series [12]),
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1 Scope

This document specifies a methodology to define ITS-S communication profiles (ITS-SCPs) based on
standardized communication protocols to interconnect trusted devices. These profiles enable secure
information exchange between such trusted devices, including secure low-latency information exchange,
in different configurations. The present document, in order to exemplify the methodology, also
normatively specifies some ITS-SCPs based on the methodology, yet without the intent of covering all
possible cases. Further ITS-SCPs can be specified at a later stage.

Configurations of trusted devices for which this document defines ITS-SCP’s include:
a) ITS station communication units (ITS-SCU) of the same ITS station unit (ITS-SU), i.e. station-internal

communications;

b) an ITS-SU and an external entity such as a sensor and control network (SCN), or a service in the
Internet;

c) ITS-SUs.

The specifications given in this document can be equally applied to secured and unsecured
communications, being groupcast and unicast communications, being localized or networked
communications.

2 Normative references
The following documents are referred to in the text in such a way that some or all of their content

constitutes requirements of this document. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any amendments) applies.

EN ISO 17419, Intelligent transport systems — Cooperative systems — Globally unique identification
(1S0 17419)

EN ISO 17423, Intelligent transport systems — Cooperative systems — Application requirements and
objectives (1SO 17423)

ISO 21217, Intelligent transport systems — Station and communication architecture

ISO/IEC 8825-1, Information technology — ASN.1 encoding rules: Specification of Basic Encoding Rules
(BER), Canonical Encoding Rules (CER) and Distinguished Encoding Rules (DER) — Part 1:
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3 Terms and definitions

For the purposes of this document, the terms and definitions given in EN ISO 17419, EN ISO 17423,
[SO 21217, and the following, apply.

ISO and IEC maintain terminological databases for use in standardization at the following addresses:

¢ ISO Online browsing platform: available at https://www.iso.org/obp
e [EC Electropedia: available at http://www.electropedia.org/

3.1
ITS-S communication profile
parameterized ITS-S communication protocol stack

[SOURCE: EN ISO 17423:2018, definition 3.6]

3.2
ITS communication protocol
communication protocol applicable in ITS

3.3

ITS-S communication protocol stack

consistent set of ITS-S communication protocols enabling communications between an ITS-SCU and other
nodes which may be identified by a registered globally unique reference number

[SOURCE: EN ISO 17423:2018, definition 3.7]
4 Symbols and abbreviations

CSp communication service parameter
[SOURCE: EN ISO 17423]

ITS-CP ITS communication protocol

ITS-SCP ITS station communication profile
[SOURCE: EN ISO 17423]

ITS-SCPS ITS station communication protocol stack
[SOURCE: EN ISO 17423]

ITS-SCU ITS station communication unit
[SOURCE: ISO 21217]

ITS-SU ITS station unit
[SOURCE: ISO 21217]

IRN infrastructure/roadside network

IVN in-vehicle network

SCN sensor and control network

SSTD secure session between trusted devices

oID object identifier
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5 Objectidentifiers

The following OIDs are used in this document and shall be as specified below:

1) Identifying this document:

{iso(1) identified-organization(3) cen(162) cp17496 (17496) }
2) Identifying ASN.1 module specifications of this document

{iso(1) identified-organization(3) cen(162) cp17496 (17496) asnl (1) }
3) Identifying an ITS communications protocol:

{iso(1) identified-organization(3) cen(162) cp17496 (17496) commProtocol (2) }
4) Identifying an ITS-S communication protocol stack (ITS-SCPS)

{iso(1) identified-organization(3) cen(162) cp17496 (17496) its-scps (3) }
5) Identifying an ITS-S communications profile (ITS-SCP)

{iso(1) identified-organization(3) cen(162) cp17496 (17496) its-scp (4) }
6 Architecture

This document considers the ITS station and communication architecture specified in ISO 21217, and
specifies globally unique identifiers of ITS-S communication profiles (ITS-SCPs), e.g.:

— interconnecting ITS-SCUs in an ITS-SU,
— interconnecting ITS-SUs, and for,
— interconnecting an ITS-SU with a SCN,

using OIDs identifying

— ITS communication protocols,
— ITS-S communication protocol stacks (ITS-SCPS),
— ITS-S communication profiles (ITS-SCP),

also specified in this document. The approach is based on the methodology for protocol parameters
CSP_Protocol and CSP_SpecificCommsProts specified in EN ISO 17423 and illustrated in 7.1.
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