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Nationales Vorwort

Dieses Dokument (EN 419221-5:2018) wurde vom Technischen Komitee CEN/TC 224 ,Persénliche
Identifikation, elektronische Signatur, maschinenlesbare Karten sowie zugehorige Geradteschnittstellen und
Verfahren“ erarbeitet, dessen Sekretariat von AFNOR (Frankreich) gehalten wird.

Das zustindige deutsche Normungsgremium ist der Unterausschuss NA 043-01-17-04 UA
»Austauschprotokolle bei Chip-Karten“ im DIN-Normenausschuss Informationstechnik und Anwendungen
(NIA).

EN 419221-5 legt ein Schutzprofil fiir kryptographische Module fest, das zur Verwendung durch
Vertrauensdienstanbieter geeignet ist, die elektronische Signaturen und elektronische Versiegelungs-
vorgange, Zertifikatausgabe und Sperrung, Zeitstempeloperationen und Authentifizierungsdienste zu
unterstiitzen, wie in Verordnung (EU) Nr.910/2014 des Europdischen Parlaments und des Rates vom
23.]Juli 2014 {iber elektronische Identifizierung und Vertrauensdienste fiir elektronische Transaktionen im
Binnenmarkt und zur Aufhebung der Richtlinie 1999/93/EG (Verordnung (EU) Nr. 910/2014 eIDAS)
identifiziert. Das Schutzprofil enthdlt auch optionale Unterstiitzung fiir die geschiitzte Sicherung von
Schliisseln.

Das Dokument folgt den Regeln und Konventionen des Common Criteria Part1 [CC1], AnhangB
»Spezifikation von Schutzprofilen®.

Die dazugehorige Normenreihe DIN CEN/TS 419221 besteht unter dem allgemeinen Titel Schutzprofile fiir
kryptographische Module von vertrauenswiirdigen Dienstanbietern aus den folgenden Teilen:

— Teil 1: Uberblick

— Teil 2: Schutzprofil fiir CSP Signieroperationen mit Sicherung

— Teil 3: Kryptographisches Modul fiir CSP Schliisselgenerierungsdienste

— Teil 4: Schutzprofil fiir CSP Signieroperationen ohne Sicherung

Das Prasidium des DIN hat mit seinem Beschluss 1/2004 festgelegt, dass von dem in den Regeln der
europdischen Normungsarbeit von CEN/CENELEC verankerten Grundsatz, wonach Européische Normen in
den drei offiziellen Sprachen Deutsch, Englisch, Franzésisch veroffentlicht werden, in begriindeten

Ausnahmefillen abgewichen und auf die deutsche Sprachfassung verzichtet werden kann.

Die Genehmigung dafiir hat die DIN-Geschiftsleitung entsprechend den festgelegten Kriterien fir die
vorliegende Norm auf Antrag des Normenausschusses Informationstechnik und Anwendungen (NIA) erteilt.
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Nationaler Anhang NA
(informativ)

Begriffe und Abkiirzungen

Die Benummerung der folgenden Begriffe und Abkiirzungen ist identisch mit der Benummerung in der
englischen Fassung.

3 Begriffe
3.1 Begriffe

Fiir die Anwendung dieses Dokuments gelten die Begriffe nach EN 419221-1, Common Criteria Part 1 [CC1]
und die folgenden Begriffe.

ISO und IEC stellen terminologische Datenbanken fiir die Verwendung in der Normung unter den folgenden
Adressen bereit:

— IEC Electropedia: unter http://www.electropedia.org/
— IS0 Online Browsing Platform: unter http://www.iso.org/obp

3.1.1

zugewiesener Schliissel

Schliissel (normalerweise ein geheimer Schliissel), wobei das Attribut , Assigned Flag” auf , assigned” gesetzt
ist, was bedeutet:

— Die Attribute ,Re-authorization conditions“ und ,Key Usage“ kdnnen nicht gedndert werden.

— Das Attribut ,Autorisierungsdaten“ kann nur durch Vorlage der aktuellen Autorisierungsdaten gedandert
werden - es kann nicht von einem Administrator gedndert oder zuriickgesetzt werden;

— Der Schliissel kann nicht importiert oder exportiert werden.

Anmerkung 1 zum Begriff:  Diese Eigenschaften eines zugewiesenen Schliissels unterstiitzen die alleinige Steuerung
eines Schliissels, der fiir geheime Schliissel erforderlich ist, die zum Erstellen digitaler Signaturen verwendet werden.

3.1.2

Autorisierungsdaten

Daten, einschlief3lich Daten, die fiir den Benutzer spezifisch sind, die verwendet werden, um den Zugriff auf
(und somit die Verwendung) eines Schliissels zu steuern. Daten, die fiir den Benutzer spezifisch sind, kénnen
Daten enthalten, die von einem Geheimnis abgeleitet sind, das nur dem Benutzer bekannt ist, Daten, die von
einem Gerat abgeleitet werden, das von dem Benutzer gehalten wird, und/oder Daten, die von
biometrischen Merkmalen des Benutzers abgeleitet sind. Andere Teile der Autorisierungsdaten kdnnen
Daten enthalten, die innerhalb des kryptographischen Moduls gehalten werden, Daten, die von dem/den
Administrator(en) gespeichert werden, oder Daten, die von der Anwendung bereitgestellt werden

3.1.3

elektronisches Siegel

Daten in elektronischer Form, die mit anderen Daten in elektronischer Form verkniipft oder logisch
verkniipft sind, um deren Ursprung und Integritét sicherzustellen
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3.1.4

elektronischer Zeitstempel

Daten in elektronischer Form, die andere Daten in elektronischer Form zu einem bestimmten Zeitpunkt
binden, um nachzuweisen, dass die letztgenannten Daten zu diesem Zeitpunkt existierten

3.1.5

geheimer Schliissel

entweder ein geheimer Schliissel, der in symmetrischen kryptographischen Funktionen verwendet wird,
oder ein privater Schliissel, der in asymmetrischen kryptographischen Funktionen verwendet wird

3.1.6
Vertrauensdienst
elektronische Dienste, die das Vertrauen in elektronische Transaktionen steigern

Anmerkung 1 zum Begriff:  Solche Vertrauensdienste verwenden typischerweise, aber nicht notwendigerweise
kryptographische Techniken oder involvieren vertrauliches Material.

3.2 Abkiirzungen

Fir die Anwendung dieses Dokuments gelten die Abkiirzungen nach EN 419221-1 und die folgenden
Abkiirzungen.

cc Allgemeine Kriterien en: Common Criteria
DTB zu unterzeichnende Daten en: Data To Be Signed
DTBS/R zu signierende Daten oder deren eindeutige en: Data To Be Signed or its unique
Darstellung Representation
EAL Vertrauenswiirdigkeitsstufe en: Evaluation Assurance Level
IT Informationstechnik en: Information Technology
PCle PCI-Express en: Peripheral Component Interconnect
Express
PP Schutzprofil en: Protection Profile
RNG Zufallszahlengenerator en: Random Number Generator
SAR Sicherheitsanforderungen en: Security Assurance Requirements
SFP Funktionale Sicherheitsrichtlinie en: Security Function Policy
SFR Funktionale Sicherheitsanforderungen en: Security Functional Requirements
ST Sicherheitsziel en: Security Target
TOE Evaluationsgegenstand en: Target of Evaluation
TSF TOE-Sicherheitsfunktionalitat en: TOE Security Functionality
TSFI TSF-Schnittstelle en: TSF Interface
TSP Vertrauensdienstanbieter en: Trust Service Provider
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European foreword

This document (EN 419221-5:2018) has been prepared by Technical Committee CEN/TC 224 “Personal
identification and related personal devices with secure element, systems, operations and privacy in a
multi sectorial environment”, the secretariat of which is held by AFNOR.

This European Standard shall be given the status of a national standard, either by publication of an
identical text or by endorsement, at the latest by November 2018, and conflicting national standards
shall be withdrawn at the latest by November 2018.

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights. CEN shall not be held responsible for identifying any or all such patent rights.

This document has been prepared under a mandate given to CEN by the European Commission and the
European Free Trade Association.

According to the CEN-CENELEC Internal Regulations, the national standards organisations of the
following countries are bound to implement this European Standard: Austria, Belgium, Bulgaria,
Croatia, Cyprus, Czech Republic, Denmark, Estonia, Finland, Former Yugoslav Republic of Macedonia,
France, Germany, Greece, Hungary, Iceland, Ireland, Italy, Latvia, Lithuania, Luxembourg, Malta,
Netherlands, Norway, Poland, Portugal, Romania, Serbia, Slovakia, Slovenia, Spain, Sweden, Switzerland,
Turkey and the United Kingdom.
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Introduction

Clause 4 provides the introductory material for the Protection Profile.
Clause 5 provides the conformance claim.

Clause 6 provides the Security Problem Definition. It presents the Assets, Threats, Organisational
Security Policies and Assumptions related to the TOE.

Clause 7 defines the security objectives for both the TOE and the TOE environment.
Clause 8 presents the extended components that will be used in this PP.

Clause 9 contains the functional requirements and assurance requirements derived from the Common
Criteria (CC), Part 2 [CC2] and Part 3 [CC3] that are to be satisfied by the TOE.

Clause 10 provides rationales to demonstrate that:

— Security Objectives satisfy the policies and threats;
— SFR match the security Objectives;

— SFR dependencies are satisfied;

— The SARs are appropriate.

A Bibliography is provided to identify background material.

A Mapping to the EU ‘Requirements For Qualified Electronic Signature Creation Devices’ is provided in
Annex A.
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1 Scope

This part of EN 419221 specifies a Protection Profile for cryptographic modules which is intended to be
suitable for use by trust service providers supporting electronic signature and electronic sealing
operations, certificate issuance and revocation, time stamp operations, and authentication services, as
identified by the (EU) No 910/2014 regulation of the European Parliament and of the Council on
electronic identification and trust services for electronic transactions in the internal market (Regulation
(EU) No 910/2014 eIDAS) in [10]. The Protection Profile also includes optional support for protected
backup of keys.

The document follows the rules and conventions laid out in Common Criteria Part 1 [CC1], Annex B
“Specification of Protection Profiles”.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any amendments) applies.

ISO/IEC 19790:2012, Information technology — Security techniques — Security requirements for
cryptographic modules

Common Criteria for Information Technology Security Evaluation, Part 1: Introduction and general
model (Version 3.1 Revision 4, September 2012), CCMB-2012-09-001 [CC1]

Common Criteria for Information Technology Security Evaluation, Part 2: Security functional
requirements, (Version 3.1 Revision 4, September 2012), CCMB-2012-09-002 [CC2]

Common Criteria for Information Technology Security Evaluation, Part 3: Security assurance
requirements, (Version 3.1 Revision 4, September 2012), CCMB-2012-09-003 [CC3]

Documents
Document Sharing7Hub

Full document details: DIN EN 419221-5:2018-07


http://www.avadocuments.com/doc/din-en-419221-5-2018-07
http://www.avadocuments.com/doc/din-en-419221-5-2018-07

DIN EN 419221-5:2018-07
EN 419221-5:2018 (E)

3 Terms and definitions
3.1 Terms and definitions

For the purposes of this document, the terms and definitions given in EN 419221-1, Common Criteria
Part 1 [CC1] and the following apply.
[SO and IEC maintain terminological databases for use in standardization at the following addresses:

— IEC Electropedia: available at http://www.electropedia.org/

— ISO Online browsing platform: available at http://www.iso.org/obp

3.1.1
assigned key
key (usually a secret key) with the ‘Assigned Flag’ attribute set to ‘assigned’, meaning that:

— the ‘Re-authorization conditions’ and ‘Key Usage’ attributes cannot be changed;

— the Authorization Data attribute can only be changed by presentation of the current Authorization
Data - it cannot be changed or reset by an Administrator;

— the key cannot be imported or exported.

Note 1 to entry:  These properties of an Assigned Key support the sole control of a key that is required for secret
keys used to create digital signatures.

3.1.2

Authorization Data

data, including data particular to the user, which is used to control access to (and thus use of) a key.
Data particular to the user may include data derived from a secret known only by the user, data derived
from a device held by the user and/or data derived from biometric features of the user. Other parts of
the authorization data may include data held within the cryptographic module, data held by
administrator(s) or data provided by the application

3.1.3

electronic seal

data in electronic form which is attached to or logically associated with other data in electronic form to
ensure the latter’s origin and integrity

3.14

electronic timestamp

data in electronic form which binds other data in electronic form to a particular time establishing
evidence that the latter data existed at that time

3.15

secret key

either a secret key used in symmetric cryptographic functions, or a private key used in asymmetric
cryptographic functions
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3.1.6
trust service
electronic service which enhances trust and confidence in electronic transactions

Note 1 to entry:  Such trust services are typically but not necessarily using cryptographic techniques or
involving confidential material.

3.2 Abbreviations

For the purposes of this document, the abbreviations given in EN 419221-1 and the following apply.

CcC Common Criteria

DTBS Data To Be Signed

DTBS/R Data To Be Signed or its unique Representation
EAL Evaluation Assurance Level

IT Information Technology

PCle Peripheral Component Interconnect Express
PP Protection Profile

RNG Random Number Generator

SAR Security Assurance Requirements

SFP Security Function Policy

SFR Security Functional Requirements

ST Security Target

TOE Target of Evaluation

TSF TOE Security Functionality

TSFI TSF Interface

TSP Trust Service Provider

4 Protection Profile
4.1 General

This clause provides document management and overview information that is required to carry out
Protection Profile registration. 4.2 “PP Reference” gives labelling and descriptive information necessary
for registering the Protection Profile (PP). 4.3 “Protection Profile Overview” summarizes the PP in
narrative form. 4.4 “TOE Overview” summarizes the TOE in a narrative form. As such, these subclauses
give an overview to the potential user to decide whether the PP is of interest.
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4.2 Protection Profile Reference

Title Protection Profiles for TSP Cryptographic Modules - Part b5:
Cryptographic Module for Trust Services

CCrevision v3.1release 4
PP version 1.0
Authors CEN/TC 224
Keywords cryptographic module

4.3 Protection Profile Overview

4.3.1 General

This Protection Profile (PP) defines the security requirements for cryptographic modules used by trust
service providers supporting electronic signing and sealing operations and authentication services. It
includes optional support for protected backup of keys.

The Protection Profile is aimed at supporting trust services providers as identified by the proposed
regulation of the European Parliament and of the Council on electronic identification and trust services
for electronic transactions in the internal market (eIDAS) in Regulation (EU) 910/2014 [7].

The Cryptographic Module, which is the Target of Evaluation (TOE), generates and/or protects secret
keys and other sensitive data, and allows controlled use of these data for one or more cryptographic
services in support of TSP trust services.

This PP is Common Criteria Part 2 [CC2] extended and Common Criteria Part 3 [CC3] conformant. The
assurance level for this PP is EAL4, augmented with AVA_VAN.5 (Advanced methodical vulnerability
analysis).
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4.3.2 EU Qualified Electronic Signature / Seal Creation Device

Cryptographic Modules certified to this PP are intended to meet the security assurance requirements of
Qualified Electronic Signature, and Electronic Seal, Creation Devices for use by trust service providers
as specified in Regulation (EU) No 910/2014 of the European Parliament and of the Council on
electronic identification and trust services for electronic transactions in the internal market [7],
although its use is not necessarily limited to such services. For further information see Annex A.

This Protection Profile is established by CEN for use by trust services including qualified trust services
as identified in [7].

4.4 TOE Overview
4.4.1 TOE type

4.4.1.1 General

The TOE is a cryptographic module suitable for use by trust service providers supporting electronic
signature and electronic sealing operations, certificate issuance and revocation, time stamp operations,
and authentication services (including support of authentication of client applications or authorized
users of secret keys, and support of authentication for electronic identification), as identified by the
(EU) No 910/2014 regulation of the European Parliament and of the Council on electronic identification
and trust services for electronic transactions in the internal market (eIDAS) in [7]. The TOE may also
support protected backup of keys.

The TOE provides cryptographic functions that support trust services but is not, in general, aware of the
context in which a cryptographic function is used. Any such context is therefore the responsibility of
client applications used by the trust service provider, and these client applications need to use the
cryptographic functions in an appropriate way. In general this will be achieved by suitable
configuration of the TOE and its stored data (for example: to ensure that secret keys intended for
electronic signature creation are only available for use by the signatory to whom they are linked, the
client application shall follow an appropriate process to generate the key pair, to maintain sole control
of the secret key by the intended signatory, and to ensure that the key can only be used for signing). As
well as providing cryptographic functions, the TOE manages and protects the cryptographic keys used
by these functions1.

The TOE is therefore a set of configured software and hardware. Due to the generic TOE definition in
this PP, the particular hardware/software/firmware required by the TOE is not defined by this PP. A
generic TOE architecture is shown in Figure 1.

1 As described in footnote 6, this Protection Profile includes a refinement to ADV_ARC.1 to consider support keys
used in the implementation of the TOE and its protection measures.
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Figure 1 — Generic TOE Architecture

The hardware appliance boundary in Figure 1 represents the enclosure of the computing appliance
which hosts the TOE. This can be a server, a PC or equivalent.

Local client applications reside in the same hardware appliance as the TOE, e.g. in the case of the TOE
being a PCle card inside a server, local client applications are the applications running within the same
server boundary and using the TOE’s services through the PCle bus. Another example of local client
application is an embedded application running inside the physical boundary of the TOE.

External client applications communicate remotely with the TOE through a network connection.
In all cases, the Client Application is outside the scope of the TOE.

A specific TOE will not necessarily include all of the elements shown in Figure 1. A TOE that comprises a
PCle card located in a server may have only local interfaces, e.g. for local client applications and storage
of audit and TOE data within the server hardware boundary (which in this case is the hardware
appliance boundary in Figure 1), but a dedicated cryptographic module might not include any such local
storage and may use only external interfaces. The Security Target for each specific TOE is required to
make clear what resources and channels are provided by that TOE.

The TOE is intended to support the provision of cryptographic functions for use by trust service
providers.
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The TOE implements separate authentication or authorization? of the following distinct types of entity:

— administrators of the TOE;

— application users of TOE cryptographic functions (local or external client applications,
authenticated by their use of secure channels);

— users of secret keys (which in at least some cases need to have their use limited to a certain natural
person or legal person3).

Acceptable authentication mechanisms include but are not limited to:

— Shared secret (e.g. password or key);

— Authentication based on asymmetric cryptography;
— Physical tokens;

— Biometrics;

— One time password.

More specific requirements on authentication may be applicable in the case of a TOE performing remote
signing, as noted in 4.4.2.3, but these requirements are based on conformance with further Protection
Profiles or other system security requirements directed specifically at remote signing.

If the TOE supports external client applications, then they are required to use a channel that provides
authentication of its end-points and protection of confidentiality and integrity of data sent on the
channel®. Where local client applications are connected to the TOE by a channel such as a PCle bus
within the same hardware appliance protected by measures in the physical environment, then the
secure environment may be considered sufficient to provide the authentication, confidentiality and
integrity protection needed for communication between the TOE and local applications. Secure
channels may also exist between external and local client applications, but these are not within the
scope of this Protection Profile.

Authorization as a user of a secret key is always separately required before a key can be used in a
cryptographic function (or exported), regardless of any other authorization that may have been
established for administrators or client applications. This requirement reflects the distinct activities
that are being authorized in each case. Authorization to act as an administrator is an authorization to
carry out management activities on the TOE, but not to use keys (in fact the requirement to be able to
support sole control of a signature key means that in such cases an administrator shall not have access
to use keys or to be able to access their values, unless the administrator happens also to demonstrate
authorization as the owner of that key). Client applications are authorized to connect to the TOE in
order to be able to invoke cryptographic functions, but the ownership of keys used in such functions

2 In this document ‘authentication’ implies that the user is specifically identified, whereas ‘authorization’ implies
that the authority of the user to use the key is established but the identity of the individual may not be known (e.g.
where a single key is available to a number of individuals using a shared passphrase). As noted elsewhere, it is the
responsibility of client applications to ensure that they use the correct mechanism for the context of the relevant
keys and cryptographic functions.

3 More details of these requirements and the definitions of natural and legal persons can be found in [10].

4 A TOE may provide some additional channels that provide only authentication and integrity protection, but it
shall provide at least one channel that is also capable of protecting confidentiality.
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shall be separately controlled and checked, since the keys will in general be controlled by a variety of
individual users with interests that are distinct from the client application itself (for example the client
application may supply a signature service to a number of different users).

The requirement for authorization at the level of individual keys also means that a cryptographic
function will only be carried out by the TOE if authorization is obtained for use with a key that can be
used with that cryptographic function. Thus, a request by a client to use a specific cryptographic
function may fail if the attributes of the key supplied do not allow its use for that operation. The
authorization data supplied in order to use a key will vary according to the environment in which the
TOE is used, and the services which it supplies. The authorization data could, for example, combine
multiple factors or could itself be encrypted (requiring decryption by the TOE before use). The
authorization data may reach the TOE in a variety of ways, including transmission over a secure channel
or direct entry at an input device connected to the TOE.

4.4.1.2 Cryptographic Functions

The TOE provides one or more of the following cryptographic functions:

— Digital signature generation and verification;

— Message digest generation;

— Message authentication code generation and verification;
— Encryption and decryption (symmetric and asymmetric);
— Key generation;

— Key agreement and distribution;

— Key derivation;

— Generation of shared secret values;

— Cryptographic support for one time password and other non-PKI based authentication
mechanisms;

— Random number generation.

These functions may also be used to support TSP system functions to create electronic seals and
electronic timestamps. From the perspective of this Protection Profile, specific cryptographic purposes
such as electronic signatures and electronic seals are not distinguished: they both consist of a series of
cryptographic functions (such as creating message digests, or encrypting data) using specific keys>. A
Security Target that conforms to this Protection Profile will identify the precise cryptographic
operations (including details of algorithms, key lengths and modes, as appropriate) provided by a
specific TOE to carry out these purposes.

5 Some cryptographic operations, such as creating message digests, do not require keys.
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4.4.1.3 Key Management
The TOE supports the secure management of cryptographic keys® necessary for its implemented
cryptographic functions, including:

— Key establishment (including key generation);
— Protection of keys held within the TOE and held externally (for use by the TOE);
— Control of access and use of keys by the cryptographic functions within the TOE;

— Deletion of keys within the TOE.

The TOE supports at least one of the following techniques for establishing keys?”:

1) Generation of cryptographic keys using a random number generator and implementing the key
generation algorithms depending on the intended use of the keys;

2) Import of cryptographic keys in encrypted form or cryptographic key components using split-
knowledge procedures;

3) Key agreement protocols establishing common secrets with external entities;
4) Derivation of keys from shared knowledge.

Secret keys are associated with attributes that determine their use, such that the correct association
between the key and its attributes shall be protected against unauthorised modification. The specific
key attributes maintained by a particular TOE are required to be specified in its Security Target. In
generic terms these attributes include8:

— The identifier of the key (this enables it to be linked by an application to a particular owner);

— The type of the key (e.g. whether the key is a secret key of a symmetric cryptographic algorithm or
the secret (commonly called private) key of an asymmetric cryptographic algorithm);

— Authorization data that enables access to the key (required only for secret keys);

— Re-authorization conditions such as determining a time period or number of uses of a key that are
enabled by a single presentation of the correct authorization data for the key, after which the
authorization will have to be re-presented in order to authorize any further uses of the key (re-
authorization conditions are required only for secret keys, and may not be the same for all types of
secret keys: the details of the re-authorization conditions for a specific TOE are described by
completing the selections and assignments in FIA_UAU.6/KeyAuth in 9.4.3);

6 This Protection Profile distinguishes support keys from user keys, as described in the refinement to ADV_ARC.1
in 9.5.2. Requirements are placed by the Protection Profile on user keys, and support keys are considered an
aspect of the TOE implementation that is therefore required to support the requirements for user keys, but where
different structures and mechanisms (including aspects such as critical attributes) may be used.

7 SFRs are defined in Clause 9 only for random number generation and import; however a Security Target may
add SFRs for additional techniques supported by the TOE.

8 In particular these attributes shall be sufficient to allow a secret key to be identified as one that is used to
produce qualified electronic signatures and qualified electronic seals that meet the requirements of [Regulation],
as interpreted for a specific TOE according to the definition in item 1 of the refinement to AGD_OPE.1 in 9.5.2.
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— Key usage constraints that determine which cryptographic functions that can use the key (e.g.
encryption or signature);

— Whether the key is allowed to be exported;

— Whether the key is an Assigned Key (see further discussion of assigned keys in the definition of
FMT_MSA.1/AKeys in 9.4.7;

— Integrity protection data that protects the integrity of the key value, the values of the key attributes,
and the binding of the key to its attributes.

Authorization to change the attributes of a key is, in general, distinct from authorization to use the key
for cryptographic functions. For example, a signature key may need to require that some or all of its
attributes cannot be changed after initial definition (e.g. because such changes might enable subjects
beyond the signatory alone to access the key, or might allow the permitted use of the key to be changed)
- this is supported by the definition of an ‘Assigned Key’ which cannot be imported or exported, for
which the re-authorization conditions and key usage cannot be changed, and for which the
authorization data can only be changed on successful validation of the current authorization data.

Keys may leave the TOE in one of three possible situations:

— External storage of keys

The TOE may allow external storage of keys for later use by the TOE (or another instance of the
TOE within the same authorized security infrastructure operated by a TSP). This reflects the fact
that when dealing with large numbers of keys then a cryptographic module may not have sufficient
internal storage to hold them all internally. Keys stored in this way correspond to ‘external stored
TOE data’ in Figure 1, and the form in which the key is stored shall be sufficient to protect the
confidentiality (for at least secret keys) and integrity of the key and the binding of the key to its
attributes (in particular the requirements of the SFRs FDP_IFF.1/KeyBasics, FDP_ACF.1/KeyUsage
and FDP_SDI.2 in 9.4.4 apply to keys even when they are externally stored). The type and format of
this storage for normal operational purposes may be used as part of a secure backup as described
in 4.4.1.5.

— Export of keys

The TOE may allow export of keys for use by authorized client applications, provided that they are
not Assigned Keys, that other key attributes do not prohibit export, and that the correct
authorization data for the key has been supplied. Although the TOE checks key attributes to
determine whether to allow export, the appropriate values to use for the key attributes will depend
on the application context in which the key is used, and the security measures (technical, physical
and procedural) that apply to that context. Keys that are exported are not included in the ‘external
stored TOE data’ in Figure 1.

Keys might be imported or exported as part of providing general cryptographic functions (e.g. in
support of client applications that use the TOE to support their own authentication mechanisms),
but the TOE also allows individual secret keys to be identified as non-exportable. Assigned keys
cannot be imported or exported, and represent a more strongly controlled type of key that is
intended to be used only within the TOE for operations such as electronic signature or electronic
seal generation.

— Backup
The TOE may provide facilities for secure backup and restore of the TSF state, as described in
4.4.1.5.
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A distinction is drawn between export of keys (as a means of storing for future use by the TOE, or for
passing to client applications) and creation of backups: the TOE may use separate mechanisms for these
operations.

The TOE supports at least one of the acceptable authentication mechanisms in 4.4.1.1 above to be used
as a basis for authorization to access and use secret keys.

4.4.1.4 Cryptographic Algorithms

Only algorithms and algorithm parameters (e.g. key length) approved for the identified purpose shall be
used by the TOE to carry out cryptographic operations for trust services. The Security Target author
should therefore consult the notified body or the relevant national certification body for the admissible
algorithms, cryptographic key sizes and other parameters for algorithms, and standards for trust
services.

An exemplary list of algorithms and parameters can be found in ETSI/TS 119 312 [8] or SOG-IS-Crypto
[11].

4.4.1.5 Backup

The TOE may support backup and restoration of the TSF state necessary to re-establish an operational
state after failure. This is not a mandatory capability of the TOE, but if a backup mechanism is provided
then it shall preserve the security requirements on keys. Backups may include their own copies of keys,
or may make use of a copy of the externally stored form of the keys (i.e. ‘external stored TOE data’ in
Figure 1). The TOE will protect the confidentiality of the backup data and detect loss of the integrity of
the backup data (including the attributes of the keys). It is assumed that the availability is supported by
the IT environment outside the scope of the TOE. The TOE shall also ensure that any backup data
supports the necessary controls over access to secret keys (including use of the key) as required for the
intended use (i.e. the application context) of the key®.

Because the TOE is intended to operate as part of a TSP system that operates under strong
environmental and procedural controls, there is a requirement that, if the TOE provides a backup
capability, then the corresponding ‘restore’ operation can only be carried out under at least dual person
control, i.e. the restore shall be approved by at least two separate administrators.

4.4.1.6 Audit

The cryptographic module is assumed to be part of a larger system that manages audit data for the
system as a whole (integrating audit records from a number of individual components). The TOE
therefore logs audit records for its own actions, and it is assumed that these are collected, maintained
and reviewed in the larger system. Hence there is no separate auditor role within the cryptographic
module TOE, but the role of System Auditor is assumed to exist in the larger system. An example of the
audit process would be for the cryptographic module TOE to export audit data to a separate audit
server that is monitored and controlled by the System Auditor.

9 The TOE may provide a single protection method for backups, provided that this is consistent with the other
requirements on protection of keys, or may provide different methods according to differences in the controls
needed for keys.
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4.4.2 Usage and major security features of the TOE

4.4.2.1 General

In most cases the TOE will be a separate component with its own hardware and software,
communicating via a well-defined physical and logical interface with the client application in the TSP
system. Examples of physical interfaces that may be used to connect the TOE to client applications
include the PCI bus, the SCSI bus, USB or Ethernet. Several instances of a TOE may be combined in a
single domain under a common infrastructure, but the nature of this combination and common
infrastructure is beyond the scope of this Protection Profile.

The threat environment the TOE is designed for is one of high threat of network compromise, and low
threat of physical compromise (for example, a Certification Authority facility with a high degree of
physical protection, but an operational requirement to be connected to an untrusted network such as
the internet).

The environment is assumed to prevent prolonged unauthorised physical access to the TOE (including
theft). The TOE provides physical protection mechanisms to deter undetected compromise of its
security functions by low attack potential individuals that do have physical access to the TOE (for
example disgruntled employees with legitimate access to the TOE).

The TOE is responsible for protecting the keys against logical attacks that would result in disclosure,
compromise and unauthorised modification, and for ensuring that the TOE services are only used in an
authorized way.

Client applications request cryptographic functions from the TOE, typically using a key managed by the
TOE10, once the appropriate authorization has been provided.

Two distinct use cases for the deployment of a cryptographic module conforming to this Protection
Profile are described below. These are not necessarily the only use cases for which a cryptographic
module certified against the PP will be suitable, but these are the ones that have been considered in
developing this PP.

4.4.2.2 Use Case 1: Local signing

This use case is aimed at trust service providers applying its own electronic signatures or seals.
Examples include TSPs issuing certificates and time-stamps, as well as TSPs supporting application
services such as e-Invoicing and registered e-mail where the TSP applies its own seal / signature.

The TOE performs local cryptographic operations, and associated key management, which can be used
by a client application to create qualified electronic signatures and qualified electronic seals for a
natural or legal person representing a TSP. The same TSP is responsible for the security of the
environment in which the TOE is used and managed (including the client application, which is outside
the TOE). The signing / sealing request is passed from a signature / seal creation client application
under control of the TSP and executing on an appliance in the same local operational environment as
the TOE (i.e. all communications involved in creating, receiving and executing the signing / sealing
request take place within the network environment controlled by the TSP, and do not involve
uncontrolled networks). Apart from its support keys (e.g. to protect local secure channels to the
signature creation application), the TOE generates, stores and uses only keys that belong to and
represent the TSP (e.g. for signing other keys). In this use case the TOE by itself is intended to be used as
a qualified electronic signature creation, or seal, device compliant to Annex Il of Regulation EU
910/2014 [7]. See Annex A for further details.

10 All cryptographic operations in the scope of this Protection Profile are carried out using keys managed by the
TOE, and therefore any use of other keys is outside the scope of the Protection Profile.
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4.4.2.3 Use Case 2: Support for Remote Server Signing

This use case is aimed at TSPs supporting requirements for remote signing, or sealing, as specified in
Regulation 910/2014. In this case the TOE on its own is not intended to meet the requirements for
QSCDs in the context of remote signing set out in Annex II of (EU) No 910/2014. It is expected that the
TOE would be used in conjunction with the Protection Profile to be defined in EN 419241-2 [10], and
any other related Protection Profiles, to meet the requirements for Sole Control Assurance Level 2 as
defined in EN 419241-1 [9]. These security requirements may govern aspects such as the definition of
specific user identification and authentication methods (e.g. multi-factor authentication) used within
the signing system and may affect the type and form of the authorization data that is passed to the
cryptographic module in order to authorize use of a key.

The TOE performs local cryptographic operations, and associated key management, which can be used
by an application using server signing, as defined in EN 419241-1 [9], to create qualified electronic
signatures and qualified electronic seals on behalf of a legal or natural person which is distinct from and
remote from the TSP which manages the TOE. The TOE generates, stores and uses signing / sealing keys
in a way that maintains the remote control of an identified signatory or seal creator who operates
through the use of a client application. The TOE deals with ensuring the security of keys and their use
for signature or seal creation. Non-cryptographic functionality concerned with assuring sole control of
these keys, for example authentication, is provided by other ensured functionality outside the scope of
the TOE.

4.4.3 Available non-TOE hardware/software/firmware

The TOE is a Cryptographic Module comprising its own hardware and software, though it may be
supported by additional non-TOE hardware (e.g. a surrounding hardware appliance, physical
authentication factors) and non-TOE software (e.g. utilities, management software or interface
libraries).

5 Conformance Claim

5.1 CC Conformance Claim

This Protection Profile is conformant to Common Criteria version 3.1 revision 4.
More precisely, this Protection Profile is:

— CCPart1 [CC1];
— CC Part 2 extended [CC2];
— CC Part 3 conformant [CC3].

The assurance requirement of this Protection Profile is EAL4 augmented.
Augmentation results from the selection of:

— AVA_VAN.5 Advanced methodical vulnerability analysis.

5.2 PP Claim

This PP does not claim conformance to any another Protection Profile.

5.3 Conformance Rationale

Since this Protection Profile is not claiming conformance to any other Protection Profile, no rationale is
necessary here.
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5.4 Conformance Statement

This Protection Profile requires strict conformance of any Security Target or Protection Profile that
claims conformance to this Protection Profile.

6 Security Problem Definition
6.1 Assets

The assets that need to be protected by the TOE are identified below.

R.SecretKey: secret keys used in symmetric cryptographic functions and private keys used in
asymmetric cryptographic functions, managed and used by the TOE in support of the cryptographic
services that it offers. This includes user keys, owned and used by specific users, and support keys used
in the implementation and operation of the TOE. The asset also includes copies of such keys made for
external storage and/or backup purposes. The confidentiality and integrity of these keys shall be
protected.

R.PubKey: public keys managed and used by the TOE in support of the cryptographic services that it
offers (including user keys and support keys). This asset includes copies of keys made for external
storage and/or backup purposes. The integrity of these keys shall be protected.

R.ClientData: data supplied by a client for use in a cryptographic function. Depending on the context,
this data may require confidentiality and/or integrity protection.

R.RAD: reference data held by the TOE that is used to authenticate an administrator (hence to control
access to privileged administrator functions such as TOE backup, export of audit data) or to authorize a
user for access to secret and private keys (R.SecretKey). This asset includes copies of
authentication/authorization data made for external storage and/or backup purposes. The integrity of
the RAD shall be protected; its confidentiality shall also be protected unless the authentication method
used means that the RAD is public data (such as a public key).

6.2 Subjects

The types of subjects identified in this PP are:

S.Application: a client application, or process acting on behalf of a client application and that
communicates with the TOE over a local or external interface. Client applications will in some situations
be acting directly on behalf of end users (see S.User).

S.User: an end user of the TOE who can be associated with secret keys and
authentication/authorization data held by the TOE. An end user communicates with the TOE by using a
client application (S.Application).

S.Admin: an administrator of the TOE. Administrators are responsible for performing the TOE
initialisation, TOE configuration and other TOE administrative functions.

Each type of subject may include many individual members, for example a single TOE will generally
have many users who are all included as members of the type S.User.

6.3 Threats

6.3.1 General

The following threats are defined for the TOE. The attacker (i.e. the ‘threat agent’) described in each of
the threats is a subject who is not authorized for the relevant action, but who may present themselves
as either a completely unknown user, or as one of the subjects in 6.2 (but in this case the attacker will
not have access to the authentication or authorization data for the subject).
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6.3.2 T.KeyDisclose — Unauthorised disclosure of secret/private key

An attacker obtains unauthorised access to the plaintext form of a secret key (R.SecretKey), enabling
either direct reading of the key or other copying into a form that can be used by the attacker as though
the key were their own. This access may be gained during generation, storage, import/export, use of the
key, or backup if supported by the TOE.

6.3.3 T.KeyDerive — Derivation of secret/private key

An attacker derives a secret key (R.SecretKey) from publicly known data, such as the corresponding
public key or results of cryptographic functions using the key or any other data that is generally
available outside the TOE.

6.3.4 T.KeyMod — Unauthorised modification of a key

An attacker makes an unauthorised modification to a secret or public key (R.SecretKey or R.PubKey)
while it is stored in, or under the control of, the TOE, including export and backups if supported. This
includes replacement of a key as well as making changes to the value of a key, or changing its attributes
such as required authorization, usage constraints or identifier (changing the identifier to the identifier
used for another key would allow unauthorised substitution of the original key with a key known to the
attacker). The threat therefore includes the case where an attacker is able to break the binding between
a key and its critical attributes11.

6.3.5 T.KeyMisuse — Misuse of a key

An attacker uses the TOE to make unauthorised use of a secret key (R.SecretKey) that is managed by the
TOE (including the unauthorised use of a secret key for a cryptographic function that is not permitted

for that key12), without necessarily obtaining access to the value of the key.

6.3.6 T.KeyOveruse — Overuse of a key

An attacker uses a key (R.SecretKey) that has been authorized for a specific use (e.g. to make a single
signature) in other cryptographic functions that have not been authorized.

6.3.7 T.DataDisclose — Disclosure of sensitive client application data

An attacker gains access to data that requires protection of confidentiality (R.ClientData, and possibly
R.RAD) supplied by a client application during transmission to or from the TOE or during transmission
between physically separate parts of the TOE.

6.3.8 T.DataMod — Unauthorised modification of client application data

An attacker modifies data (R.ClientData such as DTBS/R, authentication/authorization data, or a public
key (R.PubKey)) supplied by a client application during transmission to the TOE or during transmission
between physically separate parts of the TOE, so that the result returned by the TOE (such as a
signature or public key certificate) does not match the data intended by the originator of the request.

11 See OT.KeylIntegrity in 7.2.4 for further discussion of critical attributes of a key.

12 This therefore means that the threat includes unauthorised use of a cryptographic function that makes use of a
key.
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