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Anwendungsbeginn

Anwendungsbeginn fir die von CENELEC am 2012-03-28 angenommene Europaische Norm als DIN-Norm
ist 2013-03-01.

Fir DIN EN 61158-6-2:2008-09 gilt eine Ubergangsfrist bis zum 2015-03-28.
Nationales Vorwort
Vorausgegangener Norm-Entwurf: E DIN IEC 61158-600:2009-06.

Fir dieses Dokument ist das nationale Arbeitsgremium K 956 ,Feldbus® der DKE Deutsche Kommission
Elektrotechnik Elektronik Informationstechnik im DIN und VDE (www.dke.de) zustandig.

Die enthaltene IEC-Publikation wurde vom SC 65C ,Industrial networks* erarbeitet.

Das IEC-Komitee hat entschieden, dass der Inhalt dieser Publikation bis zu dem Datum (stability date)
unverandert bleiben soll, das auf der IEC-Website unter ,http://webstore.iec.ch® zu dieser Publikation
angegeben ist. Zu diesem Zeitpunkt wird entsprechend der Entscheidung des Komitees die Publikation
bestatigt,

zurlckgezogen,

durch eine Folgeausgabe ersetzt oder

geandert.

Fir den Fall einer undatierten Verweisung im normativen Text (Verweisung auf eine Norm ohne Angabe des
Ausgabedatums und ohne Hinweis auf eine Abschnittsnummer, eine Tabelle, ein Bild usw.) bezieht sich die
Verweisung auf die jeweils neueste gultige Ausgabe der in Bezug genommenen Norm.

Fir den Fall einer datierten Verweisung im normativen Text bezieht sich die Verweisung immer auf die in
Bezug genommene Ausgabe der Norm.

Der Zusammenhang der zitierten Normen mit den entsprechenden Deutschen Normen ergibt sich, soweit ein
Zusammenhang besteht, grundsatzlich Gber die Nummer der entsprechenden IEC-Publikation. Beispiel:
IEC 60068 ist als EN 60068 als Europaische Norm durch CENELEC Gbernommen und als DIN EN 60068 ins
Deutsche Normenwerk aufgenommen.

Das Prasidium des DIN hat mit Prasidialbeschluss 1/2004 festgelegt, dass DIN-Normen, deren Inhalt sich auf
internationale Arbeitsergebnisse der Informationsverarbeitung grindet, unter bestimmten Bedingungen allein
in englischer Sprache veréffentlicht werden diirfen. Diese Bedingungen sind fir die vorliegende Norm erfillt.

Da sich die Benutzer der vorliegenden Norm der englischen Sprache als Fachsprache bedienen, wird die
englische Fassung der EN 61158-6-2 verdffentlicht. Zu deren Abschnitt 3, der die Begriffe festlegt, wurde
eine Ubersetzung angefertigt und als informativer Nationaler Anhang NA der vorliegenden Norm hinzugefigt.
Fir viele der verwendeten Begriffe existieren keine gebrauchlichen deutschen Benennungen, da sich die
deutschen Anwender in der Regel ebenfalls der englischen Benennungen bedienen. Diese Norm steht nicht
in unmittelbarem Zusammenhang mit Rechtsvorschriften und ist nicht als Sicherheitsnorm anzusehen.

Einfithrung
Ein Feldbus ist ein digitaler serieller Datenbus fir die Kommunikation zwischen Geraten der industriellen
Automatisierungstechnik wie beispielsweise Messeinrichtungen, Stellgliedern, Reglern und speicher-

programmierbaren Steuerungen. Die Normen der Reihe DIN EN 61158 legen eine Anzahl von Feldbus-
Protokolltypen fest. Die vorliegende Norm legt das Protokoll des Application Layer fir Typ 2 fest.
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Anderungen

Gegenlber DIN EN 61158-6-2:2008-09 wurden folgende Anderungen vorgenommen:
a) Abschnitt 2 und die Literaturhinweise auf den neuesten Stand gebracht;
b) in 3.4 die Abkirzungen auf den neusten Stand gebracht;

c) in 4.1.2.1 die Liste der Service request/Response-PDUs (Time Sync und Parameter-ASE-Objekte) auf
den neuesten Stand gebracht;

d) in4.1.8.6 das Time Sync ASE-Objekt auf den neuesten Stand gebracht;
e) in4.1.8.7 das neue Parameter ASE-Objekte eingefiihrt;
f) in 7.7 geringfiigige Anderungen an einem allgemeinen Parameter vorgenommen;

g) in 4.1.10.2 ein Objekt und die Kodierung eines Dienstes fur Time Sync- und Parameter-ASEs auf den
neuesten Stand gebracht bzw hinzugefiigt;

h) in4.1.11 geringfiigige Anderungen der Fehlercodes;
i) in 11.7 neue QoS-Festlegung getroffen.

Frithere Ausgaben

DIN V 19245-1: 1988-01
DIN EN 50170/A3: 2002-11
DIN EN 61158-6: 2005-05
DIN EN 61158-6-3: 2008-09

Nationaler Anhang NA
(informativ)

3.3 Zusatzliche Begriffe

3.31

zuweisen

(en: allocate)

eine Ressource aus einem allgemeinen Bereich fir die ausschlieBliche Nutzung durch eine spezifische
Einheit reservieren

3.3.2

Anwendung

(en: application)

Funktion oder Datenstruktur, fiir die Daten verarbeitet oder erzeugt werden

3.33

Anwendungsobjekte

(en: application objects)

mehrere Objektklassen, die einen Nachrichtenaustausch Uber das Netzwerk und innerhalb des Netzwerk-
gerates zur Laufzeit verwalten und bereitstellen

3.34

Attribut

(en: attribute)

Beschreibung eines von auflen sichtbaren Merkmals oder einer von auRen sichtbaren Eigenschaft eines
Objekts
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ANMERKUNG Die Attribute eines Objekts enthalten Informationen zu verénderlichen Teilen eines Objekts.
Ublicherweise stellen sie Statusinformationen bereit oder steuern den Betrieb eines Objekts. Attribute kénnen auch das
Verhalten eines Objekts beeinflussen. Attribute werden in Klassenattribute und Instanzattribute unterteilt.

3.3.5

Verhalten

(en: behavior)

Angabe, wie ein Objekt auf bestimmte Ereignisse reagiert

3.3.6

Grenzuhr

(en: boundary clock)

Uhr mit mehr als einem einzigen PTP-Port, wobei jeder PTP-Port Zugang zu einem separaten
PTP-Kommunikationspfad bereitstellt

ANMERKUNG  Grenzuhren werden eingesetzt, um Schwankungen, die durch Router und &hnliche Netzwerkelemente
erzeugt werden, zu beseitigen.

3.3.7

aufgerufen

(en: called)

Dienstbenutzer oder Dienstanbieter, der ein Anzeigedienstelement oder eine Anforderungs-APDU empfangt

3.3.8

aufrufend

(en: calling)

Dienstbenutzer oder Dienstanbieter, der ein Anzeigedienstelement oder eine Anforderungs-APDU initiiert

3.3.9

Klasse

(en: class)

Satz von Objekten, die allesamt den gleichen Typ von Systemkomponenten reprasentieren

ANMERKUNG Eine Klasse ist eine Verallgemeinerung eines Objektes; eine Vorlage fir die Festlegung von Variablen
und Methoden. Alle Objekte in einer Klasse sind in ihrer Form und in ihrem Verhalten identisch, enthalten aber
Ublicherweise unterschiedliche Daten in ihren Attributen.

3.3.10

Klassenattribute

(en: class attributes)

Attribut, das von allen Objekten innerhalb derselben Klasse gemeinsam genutzt wird

3.3.1

Klassencode

(en: class code)

eindeutige Kennung, die jeder Objektklasse zugewiesen ist

3.3.12

klassenspezifischer Dienst

(en: class specific service)

Dienst, der durch eine bestimmte Objektklasse definiert ist, eine erforderliche Funktion, die nicht von einem
allgemeinen Dienst ausgefiihrt wird, auszufiihren

ANMERKUNG  Ein klassenspezifisches Objekt ist fir die Objektklasse, die es definiert, eindeutig.

3.3.13

Client

(en: client)

a) Objekt, das die Dienste eines anderen Objekts (Servers) nutzt, um eine Aufgabe auszufihren

b) Initiator einer Nachricht, auf die ein Server reagiert
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3.3.14

Uhr

(en: clock)

Gerat, das eine Messung der seit einem festgelegten Bezugszeitpunkt vergangenen Zeit bereitstellt

ANMERKUNG In IEC 61588:2009 sind zwei Typen von Uhren festgelegt: Grenzuhren und gewohnliche Uhren.

3.3.15

Kommunikationsobjekte

(en: communication objects)

Komponenten, die einen Austausch von Nachrichten Uber das Netzwerk zur Laufzeit bereitstellen und
verwalten

BEISPIELE Verbindungsmanager-Objekt, UCMM-Objekt, Nachrichtenrouter-Objekt.

3.3.16

Verbindung

(en: connection)

logische Verbindung zwischen Anwendungsobjekten, die sich innerhalb eines Gerates oder in unterschied-
lichen Geraten befinden kénnen

ANMERKUNG  Verbindungen kénnen entweder Punkt-zu-Punkt-Verbindungen oder Mehrpunktverbindungen sein.

3.3.17

Verbindungs-ID (CID)

(en: connection ID, CID)

Kennung, die einer Ubertragung im Zusammenhang mit einer bestimmten Verbindung zwischen Produzenten
und Konsumenten zugewiesen ist und die einen Namen fur einen bestimmten Teil von Anwendungs-
informationen bereitstellt

3.3.18

Verbindungspfad

(en: connection path)

ein Oktettenstrom, der das Anwendungsobjekt definiert, auf das sich eine Verbindungsinstanz bezieht

3.3.19

Verbindungspunkt

(en: connection point)

Puffer, der als Unterinstanz eines Assembly-Objekts dargestellt ist

3.3.20

konsumieren

(en: consume)

Vorgang des Empfangs von Daten von einem Produzenten

3.3.21

Konsument

(en: consumer)

Knoten oder Senke, der/die Daten von einem Produzenten empfangt

3.3.22

konsumierende Anwendung
(en: consuming application)
Anwendung, die Daten konsumiert

3.3.23

zyklisch

(en: cyclic)

sich regelmaRig wiederholend
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3.3.24

Gerat

(en: device)

physikalische Hardware, die mit dem Verbindungszweig verbunden ist

ANMERKUNG Ein Gerat kann mehr als einen Knoten umfassen.

3.3.25

Gerateprofil

(en: device profile)

Zusammenstellung gerateabhangiger Informationen und Funktionalitdten, um Konsistenz zwischen ahnlichen
Geraten desselben Geratetyps herzustellen

3.3.26

Endknoten

(en: end node)

produzierender oder konsumierender Knoten

3.3.27

Endpunkt

(en: end point)

eine der Kommunikationseinheiten, die zu einer Verbindung gehoéren

3.3.28

Bezugszeitpunkt

(en: epoch)

Referenzzeitpunkt, der den Anfang einer Zeitskala festlegt
[IEC 61588:2009]

3.3.29

Fehler

(en: error)

Nichtlbereinstimmung zwischen einem berechneten, beobachteten oder gemessenen Wert oder Zustand
und dem festgelegten oder theoretisch richtigen Wert oder Zustand

3.3.30

Rahmen

(en: frame)

veraltetes Synonym fir DLPDU

3.3.31

Grandmaster-Uhr

(en: grandmaster clock)

Uhr, die als primare Zeitquelle dient, mit der alle anderen Uhren (innerhalb einer Zusammenstellung von
Uhren nach IEC 61588) letztlich synchronisiert werden

3.3.32

Instanz

(en: instance)

tatsachliches physikalisches Vorkommen eines Objekts innerhalb einer Klasse, das ein oder mehrere Objekte
innerhalb derselben Objektklasse identifiziert

BEISPIEL ,Kalifornien” ist eine Instanz der Objektklasse ,Staat".

ANMERKUNG Die Benennungen ,Objekt”, ,Instanz“ und ,,Objektinstanz® beziehen sich auf eine spezifische Instanz.
3.3.33

Instanzattribut

(en: instance attribute)
Attribut, das fUr eine Objektinstanz eindeutig ist und von der Objektklasse nicht gemeinsam genutzt wird
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3.3.34

instanziiert

(en: instantiated)

Objekt, das in einem Gerat erzeugt wurde

3.3.35

Interoperabilitat

(en: interoperability)

Fahigkeit von Einheiten der Benutzerschicht, mithilfe der Dienste der FAL koordinierte und kooperative
Operationen auszufiihren

3.3.36

Keeper

(en: Keeper)

Objekt, das fur die Verteilung von Konfigurationsdaten des Verbindungszweiges an alle Knoten auf dem
Verbindungszweig verantwortlich ist

3.3.37

Little-Endian

(en: little endian)

beschreibt ein Modell der Speicherorganisation, bei dem das am wenigsten signifikante Oktett an der
kleinsten Adresse gespeichert wird, oder ein Modell fir die Ubertragung, bei dem das niederwertigste Oktett
zuerst Ubertragen wird

3.3.38

Lpaket

(en: Lpacket)

ein Teil von Anwendungsinformationen, der eine GroRRe, ein Steuerungsoktett, einen Tag und Daten der
Sicherungsschicht enthalt

ANMERKUNG Die Sicherungsschichten von Peers verwenden LPakete, um Dienstdateneinheiten an héhere Schichten
im OSI-Stapel zu senden und um Dienstdateneinheiten von diesen zu empfangen.

3.3.39

Verwaltungsinformationen

(en: management information)

Uber das Netzwerk zugangliche Informationen, die die Verwaltung der Feldbus-Umgebung unterstitzen

3.3.40

Master-Uhr

(en: master clock)

einzelne Uhr, die innerhalb der einzelnen Regionen als primare Zeitquelle dient und die wiederum mit
anderen Master-Uhren und letztlich mit der Grandmaster-Uhr synchronisiert wird

ANMERKUNG Ein System von Uhren nach IEC 61588 kann in Regionen aufgeteilt werden, die mithilfe von
Grenzuhren voneinander angegrenzt werden.

3.3.41

Member

(en: member)

Teil eines Attributes, das als Element eines Feldes strukturiert ist

3.3.42

Nachrichtenrouter

(en: Message Router)

Objekt innerhalb eines Knotens, das Nachrichtenanforderungen an entsprechende Anwendungsobjekte
verteilt
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3.3.43

Mehrpunktverbindung

(en: multipoint connection)

Verbindung von einem Knoten zu vielen Knoten

ANMERKUNG Durch Mehrpunktverbindungen kénnen Nachrichten von einem einzelnen Produzenten von vielen
Konsumentenknoten empfangen werden.

3.3.44

Netzwerk

(en: network)

Menge von Knoten, die Uber ein bestimmtes Kommunikationsmedium miteinander verbunden sind,
einschliellich zwischengeschalteter Repeater, Bridges, Router und Gateways unterer Schichten

3.3.45

Objekt

(en: object)

abstrakte Darstellung einer bestimmten Komponente innerhalb eines Gerates, normalerweise eine
Zusammenstellung zugehoriger Daten (in Form von Variablen) und Methoden (Prozeduren) fir Operationen
in Bezug auf diese Daten mit klar definierter Schnittstelle und klar definiertem Verhalten

3.3.46

objektspezifischer Dienst

(en: object specific service)

Dienst, der fur die Objektklasse, die ihn definiert, eindeutig ist

3.3.47

gewohnliche Uhr

(en: ordinary clock)

Uhr nach IEC 61588 mit einem einzigen PTP-Port

3.3.48

Absender

(en: originator)

Client, der fur den Aufbau eines Verbindungspfades zum Ziel verantwortlich ist

3.3.49

Punkt-zu-Punkt-Verbindung

(en: point-to-point connection)

Verbindung, die zwischen genau zwei Anwendungsobjekten besteht

3.3.50

Precision Time Protocol (PTP)

(en: Precision Time Protocol, PTP)

Name flr das Protokoll zur Zeitsynchronisation

3.3.51

produzieren

(en: produce)

Vorgang des Sendens von Daten zum Empfang durch einen Konsumenten

3.3.52

Produzent

(en: producer)

Knoten, der flr das Senden von Daten verantwortlich ist

3.3.53

PTP-Nachricht

(en: PTP message)

Nachricht zur Zeitsynchronisation nach IEC 61588
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ANMERKUNG In IEC 61588:2009 werden funf vorgesehene Nachrichtentypen definiert: Sync, Delay_Req, Follow-up,
Delay_Resp, und Management.

3.3.54

PTP-Port

(en: PTP port)

logischer Zugangspunkt fir Kommunikationen nach IEC 61588 zu der Uhr, die den Port enthalt

3.3.55

empfangend

(en: receiving)

Dienstbenutzer, der ein bestatigtes Dienstelement oder ein unbestatigtes Dienstelement empfangt, oder ein
Dienstanbieter, der eine bestatigte APDU oder eine unbestatigte APDU empfangt

3.3.56

Ressource

(en: resource)

eine Ressource ist eine Verarbeitungs- oder Informationsfahigkeit eines Subsystems

3.3.57

sendend

(en: sending)

Dienstbenutzer, der ein bestatigtes Dienstelement oder ein unbestatigtes Dienstelement sendet, oder ein
Dienstanbieter, der eine bestatigte APDU oder eine unbestatigte APDU sendet

3.3.58

Server

(en: server)

a) Rolle eines AREP, in der dieser eine bestatigte Dienstantwort-APDU an den Client, der die Anforderung
initiiert hat, zurtickgibt

b) Objekt, das einem anderen Objekt (Client) Dienste bereitstellt

3.3.59

Dienst

(en: service)

Operation oder Funktion, die ein Objekt und/oder eine Objektklasse auf Aufforderung eines anderen Objekts
und/oder einer anderen Objektklasse ausfihrt

3.3.60

synchronisierte Uhren

(en: synchronized clocks)

(mit einer gewissen Messunsicherheit) zwei Uhren, die denselben Bezugszeitpunkt haben und bei denen
Messungen eines beliebigen Zeitintervalls mit beiden Uhren nicht mehr als die angegebene Messunsicherheit
voneinander abweichen

ANMERKUNG Die von zwei synchronisierten Uhren generierten Zeitstempel fiir das gleiche Ereignis dirfen nicht mehr
als die angegebene Messunsicherheit voneinander abweichen.

3.3.61

Systemzeit

(en: System Time)

absoluter Zeitwert, wie fir die Zeitsynchronisation nach Kommunikationsprofilfamilie 2 festgelegt, im Kontext
eines verteilten Systems, in dem alle Gerate Uber lokale Uhren verfigen, die mit einer gemeinsamen
Master-Uhr synchronisiert werden

ANMERKUNG Im Zusammenhang mit der Kommunikationsprofilfamilie 2 entspricht die Systemzeit einem ganz-
zahligen 64-Bit-Wert in Nanosekunden mit einem Wert von 0 entsprechend dem Datum 01.01.1970.
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3.3.62

Ziel

(en: target)

Endknoten, mit dem eine Verbindung aufgebaut wird

3.3.63

temporarer Knoten
(en: temporary node)
transienter Knoten

3.3.64

Transaktions-ID

(en: transaction id)

Feld innerhalb eines UCMM-Headers, das eine Antwort der zugehdrigen Anforderung zuordnet

3.3.65

Unconnected Message Manager (UCMM)

(en: Unconnected Message Manager, UCMM)

Komponente innerhalb eines Knotens, die verbindungslose, explizite Nachrichten Ubertragt und empfangt
und direkt an das Nachrichtenrouter-Objekt sendet

3.3.66

verbindungsloser Dienst

(en: unconnected service)

Nachrichtendienst, der nicht auf den Aufbau einer Verbindung zwischen Geraten angewiesen ist, bevor
Informationen ausgetauscht werden kénnen

3.3.67
Anbieter-ID

(en: vendor ID)
Kennzeichnung jedes Produktherstellers/Anbieters durch eine eindeutige Nummer

ANMERKUNG Anbieter-IDs werden von der ODVA, Inc. vergeben.
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Foreword

The text of document 65C/607/FDIS, future edition 2 of IEC 61158-6-2, prepared by SC 65C, "Industrial
networks", of IEC/TC 65, "Industrial-process measurement, control and automation" was submitted to the
IEC-CENELEC parallel vote and approved by CENELEC as EN 61158-6-2:2012.

The following dates are fixed:

e latest date by which the document has (dop) 2012-12-28
to be implemented at national level by
publication of an identical national
standard or by endorsement

e latest date by which the national (dow) 2015-03-28
standards conflicting with the
document have to be withdrawn

This document supersedes EN 61158-6-2:2008.
EN 61158-6-2:2012 includes the following significant technical changes with respect to EN 61158-6-2:2008:

- Clause 2 and Bibliography: update of nhormative and bibliographic references;

- 3.4: update of abbreviations;

- 4.1.2.1: update list of service request/response PDUs (Time Sync and Parameter ASEs/objects);
- 4.1.8.6: update of Time Sync ASE/object;

- new 4.1.8.7: new Parameter ASE/object;

- 4.1.9.4: minor update of a common parameter;

- 4.1.10.2: update/add object and services codes for Time Sync and Parameter ASEs;

- 4.1.11: minor updates of error codes;

- new 11.7: new QoS specification.

Attention is drawn to the possibility that some of the elements of this document may be the subject of patent
rights. CENELEC [and/or CEN] shall not be held responsible for identifying any or all such patent rights.

Endorsement notice

The text of the International Standard IEC 61158-6-2:2010 was approved by CENELEC as a European
Standard without any modification.

In the official version, for Bibliography, the following notes have to be added for the standards indicated:

IEC 61131-3 NOTE Harmonized as EN 61131-3.
IEC/TR 61158-1:2010 NOTE Harmonized as CLC/TR 61158-1:2010 (not modified).
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INTRODUCTION

This part of IEC 61158 is one of a series produced to facilitate the interconnection of automation system
components. It is related to other standards in the set as defined by the “three-layer” fieldbus reference model
described in IEC/TR 61158-1:2010.

The application protocol provides the application service by making use of the services available from the
data-link or other immediately lower layer. The primary aim of this standard is to provide a set of rules for
communication expressed in terms of the procedures to be carried out by peer application entities (AEs) at
the time of communication. These rules for communication are intended to provide a sound basis for
development in order to serve a variety of purposes:

e as a guide for implementers and designers;

e for use in the testing and procurement of equipment;

e as part of an agreement for the admittance of systems into the open systems environment;

¢ as a refinement to the understanding of time-critical communications within OSI.

This standard is concerned, in particular, with the communication and interworking of sensors, effectors and
other automation devices. By using this standard together with other standards positioned within the OSI or
fieldbus reference models, otherwise incompatible systems may work together in any combination.

Documen;g,

Document Sharing Hub

Full document details: DIN EN 61158-6-2:2013-03


http://www.avadocuments.com/doc/din-en-61158-6-2-2013-03
http://www.avadocuments.com/doc/din-en-61158-6-2-2013-03

DIN EN 61158-6-2:2013-03
EN 61158-6-2:2012

INDUSTRIAL COMMUNICATION NETWORKS -
FIELDBUS SPECIFICATIONS -

Part 6-2: Application layer protocol specification —
Type 2 elements

1 Scope

11 General

The Fieldbus Application Layer (FAL) provides user programs with a means to access the fieldbus
communication environment. In this respect, the FAL can be viewed as a “window between corresponding
application programs.”

This standard provides common elements for basic time-critical and non-time-critical messaging
communications between application programs in an automation environment and material specific to Type 2
fieldbus. The term “time-critical” is used to represent the presence of a time-window, within which one or
more specified actions are required to be completed with some defined level of certainty. Failure to complete
specified actions within the time window risks failure of the applications requesting the actions, with attendant
risk to equipment, plant and possibly human life.

This standard specifies interactions between remote applications and defines the externally visible behavior
provided by the Type 2 fieldbus application layer in terms of

a) the formal abstract syntax defining the application layer protocol data units conveyed between
communicating application entities;
b) the transfer syntax defining encoding rules that are applied to the application layer protocol data units;

c) the application context state machine defining the application service behavior visible between
communicating application entities;

d) the application relationship state machines defining the communication behavior visible between
communicating application entities.

The purpose of this standard is to define the protocol provided to

a) define the wire-representation of the service primitives defined in IEC 61158-5-2:2010, and

b) define the externally visible behavior associated with their transfer.

This standard specifies the protocol of the Type 2 fieldbus application layer, in conformance with the OSI
Basic Reference Model (ISO/IEC 7498-1) and the OSI application layer structure (ISO/IEC 9545).

1.2  Specifications

The principal objective of this standard is to specify the syntax and behavior of the application layer protocol
that conveys the application layer services defined in IEC 61158-5-2:2010.

A secondary objective is to provide migration paths from previously-existing industrial communications
protocols. It is this latter objective which gives rise to the diversity of protocols standardized in the various
IEC 61158-6-x parts.

1.3 Conformance

This standard does not specify individual implementations or products, nor does it constrain the
implementations of application layer entities within industrial automation systems. Conformance is achieved
through implementation of this application layer protocol specification.
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2 Normative references

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced
document (including any amendments) applies.

IEC 61158-3-2:2007, Industrial communication networks — Fieldbus specifications — Part 3-2: Data-link layer
service definition — Type 2 elements

IEC 61158-4-2:20101, Industrial communication networks — Fieldbus specifications — Part 4-2: Data-link layer
protocol specification — Type 2 elements

IEC 61158-5-2:20101, Industrial communication networks — Fieldbus specifications — Part 5-2: Application
layer service definition — Type 2 elements

IEC 61588:2009, Precision clock synchronization protocol for networked measurement and control systems

IEC 61784-3-2, Industrial communication networks — Profiles — Part 3-2: Functional safety fieldbuses —
Additional specifications for CPF 2

IEC 62026-3:2008, Low-voltage switchgear and controlgear — Controller-device interfaces (CDIs) — Part 3:
DeviceNet

ISO/IEC 7498-1, Information technology — Open Systems Interconnection — Basic Reference Model: The
Basic Model

ISO/IEC 8802-3, Information technology — Telecommunications and information exchange between systems
— Local and metropolitan area networks — Specific requirements — Part 3: Carrier sense multiple access with
collision detection (CSMA/CD) access method and physical layer specifications

ISO/IEC 8824 (all parts), Information technology — Abstract Syntax Notation One (ASN.1)

ISO/IEC 8825-1, Information technology — ASN.1 encoding rules: Specification of Basic Encoding Rules
(BER), Canonical Encoding Rules (CER) and Distinguished Encoding Rules (DER)

ISO/IEC 9545, Information technology — Open Systems Interconnection — Application Layer structure
ISO/IEC 10646, Information technology — Universal Multiple-Octet Coded Character Set (UCS)

ISO/IEC 10731, Information technology — Open Systems Interconnection — Basic Reference Model —
Conventions for the definition of OSI services

ISO 11898:19932, Road vehicles — Interchange of digital information — Controller area network (CAN) for
high-speed communication

IEEE 802.1D, IEEE standard for local and metropolitan area networks — Media Access Control (MAC) bridges,
available at http://www.ieee.org

IEEE 802.1Q, IEEE standard for local and metropolitan area networks — Virtual bridged local area networks,
available at <http://www.ieee.org>

1 To be published.

2 A newer edition of this standard has been published, but only the cited edition applies.
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IETF RFC 791, Internet Protocol, available at <http://www.ietf.org>

IETF RFC 1035, Domain Names — Implementation and Specification, available at <http://www.ietf.org>

IETF RFC 1122, Requirements for Internet Hosts — Communication Layers, available at <http://www.ietf.org>

IETF RFC 1759, Printer MIB, available at <http://www.ietf.org>

IETF RFC 2475, An Architecture for Differentiated Services, available at <http://www.ietf.org>

3 Terms, definitions, symbols, abbreviations and conventions

For the purposes of this document, the following terms, definitions, symbols, abbreviations and conventions

apply.
3.1

3.141

a)
b)
c)
d)
e)
f)
g)
h)
i)
j)
k)
3.1.2

a)
b)
c)
d)
e)
f)

g9)
h)
i)

31.3
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Terms and definitions from other ISO/IEC standards

Terms and definitions from ISO/IEC 7498-1

abstract syntax

application entity

application process
application protocol data unit
application service element
application entity invocation
application process invocation
application transaction
presentation context

real open system

transfer syntax

Terms and definitions from ISO/IEC 9545

application-association
application-context

application context name
application-entity-invocation
application-entity-type
application-process-invocation
application-process-type
application-service-element
application control service element

Terms and definitions from ISO/IEC 8824

object identifier
type

value

simple type
structured type
component type
tag

Boolean type
true

false

integer type
bitstring type
octetstring type
null type
sequence type
sequence of type

Full document details: DIN EN 61158-6-2:2013-03
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gq) choice type
r) tagged type
s) anytype

t)  module

u) production

3.1.4 Terms and definitions from ISO/IEC 8825-1

a) encoding (of a data value)

b) data value

c) identifier octets (the singular form is used in this standard)

d) length octet(s) (both singular and plural forms are used in this standard)
e) contents octets

3.2 Terms and definitions from IEC 61158-5-2
a) application relationship

b) client
c) peer
d) server

3.3 Additional terms and definitions

3.31
allocate
take a resource from a common area and assign that resource for the exclusive use of a specific entity

3.3.2
application
function or data structure for which data is consumed or produced

3.3.3

application objects

multiple object classes that manage and provide a run time exchange of messages across the network and
within the network device

3.34
attribute
description of an externally visible characteristic or feature of an object

NOTE The attributes of an object contain information about variable portions of an object. Typically, they provide status information or
govern the operation of an object. Attributes may also affect the behavior of an object. Attributes are divided into class attributes and
instance attributes.

3.3.5
behavior
indication of how an object responds to particular events

3.3.6

boundary clock

clock with more than a single PTP port, with each PTP port providing access to a separate PTP
communication path

NOTE Boundary clocks are used to eliminate fluctuations produced by routers and similar network elements.

3.3.7
called
service user or a service provider that receives an indication primitive or a request APDU

3.3.8
calling
service user or a service provider that initiates a request primitive or a request APDU
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3.3.9
class
set of objects, all of which represent the same kind of system component

NOTE A class is a generalization of an object; a template for defining variables and methods. All objects in a class are identical in form
and behavior, but usually contain different data in their attributes.

3.3.10
class attributes
attribute that is shared by all objects within the same class

3.3.11
class code
unique identifier assigned to each object class

3.3.12

class specific service

service defined by a particular object class to perform a required function which is not performed by a
common service

NOTE A class specific object is unique to the object class which defines it

3.3.13

client

a) object which uses the services of another (server) object to perform a task
b) initiator of a message to which a server reacts

3.314
clock
device providing a measurement of the passage of time since a defined epoch

NOTE There are two types of clocks in IEC 61588:2009, boundary clocks and ordinary clocks.

3.3.15
communication objects
components that manage and provide a run time exchange of messages across the network

EXAMPLES Connection Manager object, Unconnected Message Manager (UCMM) object, Message Router object.

3.3.16
connection
logical binding between application objects that may be within the same or different devices

NOTE Connections may be either point-to-point or multipoint.

3.3.17

connection ID

CiD

identifier assigned to a transmission that is associated with a particular connection between producers and
consumers, providing a name for a specific piece of application information

3.3.18
connection path
an octet stream which defines the application object to which a connection instance applies

3.3.19
connection point
buffer which is represented as a subinstance of an Assembly object

3.3.20
consume
act of receiving data from a producer
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3.3.21
consumer
node or sink that is receiving data from a producer

3.3.22
consuming application
application that consumes data

3.3.23
cyclic
repetitive in a regular manner

3.3.24
device
physical hardware connected to the link

NOTE A device may contain more than one node.

3.3.25

device profile

collection of device dependent information and functionality providing consistency between similar devices of
the same device type

3.3.26
end node
producing or consuming node

3.3.27
end point
one of the communicating entities involved in a connection

3.3.28

epoch

reference time defining the origin of a time scale
[IEC 61588:2009]

3.3.29

error

discrepancy between a computed, observed or measured value or condition and the specified or theoretically
correct value or condition

3.3.30
frame
denigrated synonym for DLPDU

3.3.31

grandmaster clock

clock which serve as the primary source of time to which all others (within a collection of IEC 61588 clocks)
are ultimately synchronized.

3.3.32

instance

the actual physical occurrence of an object within a class, identifying one of many objects within the same
object class.

EXAMPLE California is an instance of the object class state.

NOTE The terms object, instance, and object instance are used to refer to a specific instance.
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3.3.33
instance attribute
attribute that is unique to an object instance and not shared by the object class

3.3.34
instantiated
object that has been created in a device

3.3.35

interoperability

capability of User Layer entities to perform coordinated and cooperative operations using the services of the
FAL

3.3.36
Keeper
object responsible for distributing link configuration data to all nodes on the link

3.3.37

little endian

Describes a model of memory organization which stores the least significant octet at the lowest address, or
for transfer, which transfers the lowest order octet first

3.3.38
Lpacket
a piece of application information that contains a size, control octet, tag, and link data.

NOTE Peer data-link layers use Lpackets to send and receive service data units from higher layers in the OSI stack.

3.3.39
management information
network accessible information that supports the management of the Fieldbus environment

3.3.40

master clock

single clock which serves as the primary source of time within each region, and which will in turn synchronize
to other master clocks and ultimately to the grandmaster clock

NOTE A system of IEC 61588 clocks may be segmented into regions separated by boundary clocks.

3.3.41
member
piece of an attribute that is structured as an element of an array

3.3.42
Message Router
object within a node that distributes messaging requests to appropriate application objects

3.3.43
multipoint connection
connection from one node to many

NOTE Multipoint connections allow messages from a single producer to be received by many consumer nodes.

3.3.44

network

a set of nodes connected by some type of communication medium, including any intervening repeaters,
bridges, routers and lower-layer gateways
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3.3.45

object

abstract representation of a particular component within a device, usually a collection of related data (in the
form of variables) and methods (procedures) for operating on that data that have clearly defined interface and
behavior

3.3.46
object specific service
service unique to the object class which defines it

3.3.47
ordinary clock
IEC 61588 clock with a single PTP port

3.3.48
originator
client responsible for establishing a connection path to the target

3.3.49
point-to-point connection
connection that exists between exactly two application objects

3.3.50

Precision Time Protocol

PTP

name used for the time synchronization protocol.

3.3.51
produce
act of sending data to be received by a consumer

3.3.52
producer
node that is responsible for sending data

3.3.53
PTP message
IEC 61588 time synchronization message

NOTE There are five designated messages types defined by IEC 61588:2009: Sync, Delay Req, Follow-up, Delay_Resp, and
Management.

3.3.54
PTP port
logical access point for IEC 61588 communications to the clock containing the port

3.3.55

receiving

service user that receives a confirmed primitive or an unconfirmed primitive, or a service provider that
receives a confirmed APDU or an unconfirmed APDU

3.3.56
resource
resource is a processing or information capability of a subsystem
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3.3.57

sending

service user that sends a confirmed primitive or an unconfirmed primitive, or a service provider that sends a
confirmed APDU or an unconfirmed APDU

3.3.58

server

a) role of an AREP in which it returns a confirmed service response APDU to the client that initiated the
request

b) object which provides services to another (client) object

3.3.59

service

operation or function than an object and/or object class performs upon request from another object and/or
object class

3.3.60

synchronized clocks

(to a specified uncertainty) two clocks which have the same epoch and for which measurements of any time
interval by both clocks differ by no more than the specified uncertainty

NOTE The timestamps generated by two synchronized clocks for the same event will differ by no more than the specified uncertainty.

3.3.61

System Time

absolute time value as defined by CPF2 time synchronization in the context of a distributed time system
where all devices have a local clock that is synchronized with a common master clock

NOTE In the context of CPF2, System Time is a 64-bit integer value in units of nanoseconds with a value of O corresponding to the
date 1970-01-01.

3.3.62
target
end-node to which a connection is established

3.3.63
temporary node
transient node

3.3.64
transaction id
field within a UCMM header that matches a response with the associated request

3.3.65

Unconnected Message Manager

UCMM

component within a node that transmits and receives unconnected explicit messages and sends them directly
to the Message Router object

3.3.66

unconnected service

messaging service which does not rely on the set up of a connection between devices before allowing
information exchanges

3.3.67
vendor ID
identification of each product manufacturer/vendor by a unique number

NOTE Vendor IDs are assigned by ODVA, Inc.
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3.4 Abbreviations and symbols

ASCII American Standard Code for Information Interchange
CID connection ID

DLL data-link layer

DSCP DiffServ Codepoint

IGMP Internet Group Management Protocol (see IETF RFC 1112, IETF RFC 2236)
IP Internet Protocol (see IETF RFC 791)

IPv4 Internet Protocol version 4 (see IETF RFC 791)

IPv6 Internet Protocol version 6 (see IETF RFC 791)

osl open systems interconnection (see ISO/IEC 7498-1)
PDU protocol data unit

PHB per-hop behavior

PTP Precision Time Protocol [IEC 61588:2009]
QoS quality of service

Rev receive

Rx receive

SDU service data unit

SEM state event matrix

STD state transition diagram, used to describe object behavior
TCP Terminal Control Protocol (see IETF RFC 793)

ToS type of service

TPDU transport protocol data unit

Tx transmit

UDP User Datagram Protocol (see IETF RFC 768)

Xmit transmit

CM_API actual packet interval

02T or O=>T originator to target (connection parameters)

CM_RPI requested packet interval

TUIl table unique identifier

T20 or T=0 target to originator (connection parameters)

3.5 Conventions
3.51 General concept

The FAL is defined as a set of object-oriented ASEs. Each ASE is specified in a separate subclause. Each
ASE specification is composed of three parts: its class definitions, its services, and its protocol specification.
The first two are contained in IEC 61158-5-2:2010. The protocol specification for each of the ASEs is defined
in this standard.

The class definitions define the attributes of the classes supported by each ASE. The attributes are
accessible from instances of the class using the Management ASE services specified in IEC 61158-5-2:2010.
The service specification defines the services that are provided by the ASE.

This standard uses the descriptive conventions given in ISO/IEC 10731.

3.5.1.1 Attribute specification

Attributes are defined in an Attribute Table using the format and terms defined in Figure 1.
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Attribute ID ‘ Name ‘ Data type Semantics of values

Figure 1 — Attribute table format and terms

The Attribute ID shall be a unique integer identification value assigned to an attribute. The valid ranges for
Attribute IDs shall be as specified in 4.1.10.1.3. The Attribute ID shall identify the particular attribute being
accessed.

Name shall refer to the name assigned to the attribute. An attribute may contain sub-elements, which may
also have names, as is the case with the STRUCT of data type. The attribute name shall be the name which
appears first, or at the top row in the name column (the row that contains the Attribute ID).

Every attribute shall be assigned a Data type which shall be either an elementary or a derived data type. The
data types specified for the defined attributes shall be used in all implementations.

NOTE The elementary data types are defined in IEC 61158-5-2:2010.

Semantics of values shall specify the meaning of the value(s) of the attribute. If this information needs more
room than can fit in the table it will immediately follow the Class Attribute table. Included in the Class Attribute
table will be an appropriate reference to this information.

If a Class Attribute is optional, then a default value or a special case processing method shall be defined such
that the Client (Requester) can process the error message that occurs when accessing those objects that
choose not to implement the class attribute.

3.5.1.2 Common services
3.5.1.21 Service_PDU definitions

Each service has unique parameters for request and response. The service request and response
parameters shall be defined using service Request/Response parameter tables as defined in Figure 2.

Name Type Semantics of values

Figure 2 — Service request/response parameter
Name shall refer to the name given to the service request/response parameter.
Type shall specify the data type of the service request/response parameter.

Semantics of values shall specify the meaning of the values of the service request/response parameter, e.g.
“the value is counts of microseconds.”

3.56.1.2.2 Get_Attribute_All response
3.5.1.2.21 General definition

When the Get Attribute All common service is included in the list of supported System/Object Management
services for an object class, then the Get_Attribute_All response shall be detailed for this class : the
sequence or order of the data returned in the Service ResponsePDU shall be specified. There are three
ways in which the Get_Attribute_All Service_ ResponsePDU may be specified:

e list the ordering of the attributes in the response message;

e specify the actual data array of the response message;

e combine the above two methods such that the actual data array also contains the attribute numbers.
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Whichever method is used, the rules specified in Table 1 shall be adhered to when specifying the
Get_Attribute_All Service_ResponsePDU of an object class for both the Class Attributes and the Instance
Attributes.

Table 1 — Get_Attribute_All response service rules

Rule number Rule

1 If the definition of the Get_Attribute_All response includes optional attributes, then default values shall be
specified in the response description. These defaults shall be used if an implementation does not support the
optional attributes.

If any of the following optional attributes are included in an object specification, but not supported in the
implementation of the object, then the following shall be adhered to:

— if the class attribute “Optional attribute list” is not supported, the default value of zero shall be inserted into
the response array and no optional attribute numbers shall follow;

— if the class attribute “optional service list” is not supported, the default value of zero shall be inserted into
the response array and no optional service numbers shall follow.

2 If new attributes are added to an existing object, those attributes shall be added to the end of the response
attribute list or data array to ensure compatibility with different object revisions.

3 Whichever method is used to specify the response, it shall be done in such a way as to be unambiguous,
including rules to deal with variable length fields and padding.

4 The Get_Attribute_All response shall include only the open attributes; it shall not include any vendor specific
attributes.

Table 2 is an example of the attribute ordering method of specifying the service data portion of a
Get_Attribute_All response for class level attributes of an object which supports optional gettable class
attributes 1,2,3 and 4.

Table 2 — Example class level object/service specific response data of Get_Attribute_All

Class attribute ID Attribute name and default value
1 Revision, default = 0x0001
2 Max Instance, default = 0x0000
3 Number of Instances, default = 0x0000
4 Attribute list, number of attributes, default = 0x0000

Table 3 is an example of the data array method of specifying the service data portion of a Get_Attribute_All
response for class level attributes of an object which supports optional gettable class attributes 1, 2, 3 and 4.
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Table 3 — Example Get_Attribute_All data array method

Octet | Bit7 | Bit 6 | Bit 5 | Bit 4 | Bit 3 | Bit 2 | Bit 1 | Bit 0

0 Revision (low octet) Default = 1

N

Revision (high octet) Default = 0

Max Instance (low octet) Default = 0

Max Instance (high octet) Default = 0

Number of Instances (low octet) Default = 0

Number of Instances (high octet) Default = 0

Optional Attribute List : number of attributes (low octet) Default = 0

Optional Attribute List : number of attributes (high octet) Default = 0

Optional Attribute List : optional attribute #1 (low octet)

Ol | Nl |lwWN

Optional Attribute List : optional attribute #1 (high octet)

2n + 6 | Optional Attribute List : optional attribute #n (low octet)

2n +7 | Optional Attribute List : optional attribute #n (high octet)

3.5.1.2.2.2 Revisions

The defined Get_Attribute_All response for an object may increase in size with each revision of the object;
however, to insure interoperability, the format of the first part of the response shall remain parseable by a
client of the older revision of the object. Clients (Requesters) need not make use of this compatibility
requirement.

NOTE The Revision class attribute is not the revision of an implementation (which is reflected in the Identity object, Minor/Major
revision status bits), but the revision of the class definition.

3.5.1.2.3 Set_Attribute_All request
3.5.1.2.3.1 General definition

When the Set_Attribute_All common service is included in the list of supported common services, then the
format of the Set_Attribute_All request shall be included in the object specification. The sequence or order
of the data supplied in the Service Data portion of the request shall be specified. There are three ways in
which the Set_Attribute_All request may be specified:

e list the order of the attributes in the request message;

e specify the actual data array of the request message;

e combine the above two methods such that the actual data array also contains the attribute numbers.

Whichever method is used, the rules specified in Table 4 shall be adhered to when specifying an object’s
Set_Attribute_All request in the object specification for both the Class Attributes and the Instance Attributes.

Table 4 — Set_Attribute_All request service rules

Rule number Rule
1 An object shall support the Set_Attribute_All service only if all settable attributes shown in the Set_Attribute_All
request are implemented as settable.
2 If new settable attributes are added to an existing object, those attributes shall be added to the end of the
request attribute list or data array.
3 Whichever method is used to specify the response, it shall be done in such a way as to be unambiguous,
including rules to deal with variable length fields and padding.
4 The Set_Attribute_All request shall include only the open attributes. It shall not include any vendor specific
attributes.
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Table 5 is an example of the attribute ordering method of specifying the service data portion of a
Set_Attribute_All request for instance level attributes of an object which supports required settable instance
attributes 7,8,9,10,11 and 12.

Table 5 — Example Set_Attribute_All attribute ordering method

Class Attribute ID Attribute name
7 Output Range
8 Value Data Type
9 Fault State
10 Idle State
11 Fault Value
12 Idle Value

Table 6 is an example of the data array method of specifying the service data portion of a Set_Attribute_ All
request for instance level attributes of an object which supports required settable instance attributes 7, 8, 9,

10, 11 and 12.
Table 6 — Example Set_Attribute_All data array method
octet | Bit7 | Bite | Bit5 | Bit4 | Bit3 | Bit2 | Bit1 | Bito
0 Output Range
1 Value Data Type
2 Fault State
3 Idle State
4 Fault Value (low octet)
5 Fault Value (high octet)
6 Idle Value (low octet)
7 Idle Value (high octet)
3.5.1.2.3.2 Revisions

A server processing a Set_Attribute_All request may need to process more data than is expected by the
server if the client has implemented a newer revision of this object while the server an older revision. As a
result, the server object may have to process a Set_Attribute All request that contains more data because
the additional attributes were not recognized. If the server receives more data in a Set_Attribute_All request
than it expects the server shall respond with a general status code equal to Too much data (0x15).

NOTE The Revision class attribute is not the revision of an implementation (which is reflected in the Identity object, Minor/Major
revision status bits), but the revision of the class definition.

3.6 Conventions used in state machines
3.6.1 State machine conventions for Type 2
3.6.1.1 General

State changes may be triggered by events (internal or external) or service invocations. Reaction to service
invocations may depend on the value(s) of the attribute(s) accessed by the service.

Behaviour of the state machine shall be defined for combinations of :

o the event the machine receives;

o the state the machine is in when it receives notification of a state-changing event.
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To define behaviour in these terms, a State Transition Diagram (STD) and a State Event Matrix (SEM) are
used when applicable in the state machine specification.

3.6.1.2 State Transition Diagram
STD

An event is an external stimulus that may cause a state transition. An STD graphically illustrates the states of

an object and includes events, service calls and changes of attributes that cause it to transition to another
state. Figure 3 shows an example of an STD.

Non-existent 0

Create/ Delete
Seq. Cnt =0
, Idle 1 ‘
Start Stop
| Running 2 |

Write / B Trigger Packet arrives 7/
Seq. Count = = gyre Seq. Cnt. in T-PDU Dat? Arrived =1 .
Seq. Count +1 Send Buffer Notify : Data Arrived

Figure 3 — Example of an STD

NOTE Event that is the primary cause of the State Transition is followed by “/” mark. Notification to upper layer is marked by “Notify :”
3.6.1.3 State Event Matrix

A state is the current active mode of operation of the state machine object (e.g. Running, Idle).

A state event matrix is a table that lists all possible events, services and changes in attribute values that
initiate a state change, and indicates the response by the object to the event based on the state of the object
when it receives notification of that event.

State event matrix format is as shown in Table 7.

Table 7 — State event matrix format

State
Event
State 1 State n

Event A description | Function triggered by event Function triggered by event A
A in State 1 (if any) in State n (if any)
Notification to FAL user (if Notification to FAL user (if
any) any)
Transition to another state (if Transition to another state (if
any) any)

Event X description | Function triggered by event Function triggered by event X
Xin State 1 (if any) in State n (if any)
Notification to FAL user (if Notification to FAL user (if
any) any)
Transition to another state (if Transition to another state (if
any) any)

In absence of function, notification or transition, the corresponding entry shall not be made in the table.
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3.6.1.4 Example state event matrix

Table 8 shows an example of a state machine with three states:

o Non-existent. the object has not yet been created; objects transition to the existent state via the create
service (if the object may be dynamically created) or at power-up (if the object is fixed by
design/implementation);

e Idle: the object accepts services (e.g. Get_Attribute_Single), but does not produce or consume data onto

or from the link;

e Running: the object is performing all its specified functions.

Table 8 — Example state event matrix

Event

State

Non-existent

Idle

Running

(General Error Code 0x16)

(General Error Code 0x0C)

Create Transition to Idle Error: Object already exists. Error: Object already exists.
Delete Error: Object does not exist. Transition to Non-existent Error: Object State Conflict
(General Error Code 0x16) (General Error Code 0x0C)
Start Error: Object does not exist. Transition to Running Error: Object State Conflict
(General Error Code 0x16) (General Error Code 0x0C)
Stop Error: Object does not exist. Error: Object State Conflict Transition to Idle

Get_Attribute_Single

Error: Object does not exist.

(General Error Code 0x16)

Validate/service the request.

Return response

Validate/service the request.
Return response

Set_Attribute_Single

Error: Object does not exist.

(General Error Code 0x16)

Validate/service the request.

Return response

Error: Object State Conflict
(General Error Code 0x0C)

4 Abstract syntax

4.1 FAL PDU abstract syntax

411 General

FAL_PDU shall be eithera UCMM_PDU or a Transport_PDU.
UCMM_PDU is used to convey information for connection-less services.
Transport_PDU is used to convey information for connection-oriented services.

A connected message assumes previously negotiated resources and parameters at its source, its
destination(s), and any intermediate transit points. These resources are referenced by a unique connection
identifier and do not need to be contained in each message, only the connection ID is needed to identify the
message and refer to its related parameters, thus giving significant savings in message efficiency.

An unconnected message provides a means to communicate on the local link without previously negotiated
resources at the destination so it shall carry full destination ID details, internal data descriptors and full source
ID details if a reply is requested. Unconnected messages are used mainly to create connections.

The unconnected service is provided by the Unconnected Message Manager (UCMM). Messages received
through the UCMM are forwarded to the Message Router (MR), which direct them to the appropriate internal
object for execution. Connections are established by specific unconnected messages sent through the
Connection Manager (CM) using UCMM services. Connections may be established either to the Message
Router (for messaging purpose), or directly to an application object. Connection target is specified using a
connection path, and may be either on the local or a remote link, through several intermediate router nodes.
Once a connection is established with an application object, the UCMM, MR and CM are no longer required,
since data will be exchanged directly with the connected objet, based on the corresponding connection ID.
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Connected messages sent to the Message Router will be forwarded to the appropriate internal object for
execution.

4.1.2 PDU structure
41.21 UCMM_PDU structure

UCMM_PDU is a sequence of a UCMM_Header, followed by either OM_Service (Object Management ASE)
or CM_Service (Connection Manager ASE).

OM_Service shall be either OM_Request or OM_Response.
OM_Request shall consist of MR_Request Header and a Service_RequestPDU.

Service_RequestPDU shall be one of the following :

- Get_Attribute_Single_RequestPDU

- Get_Attribute_All_RequestPDU

- Get_Attribute_List RequestPDU

- Set_Attribute_Single RequestPDU

- Set_Attribute All RequestPDU

- Set_Attribute_List RequestPDU

- Reset_RequestPDU

- Create_RequestPDU

- Delete_RequestPDU

- Start_RequestPDU

- Stop_RequestPDU

- Find_Next_Object_Instance_RequestPDU
- NOP_RequestPDU

- Apply_Attributes_RequestPDU

- Save_RequestPDU

- Restore_RequestPDU

- Group_Sync_RequestPDU

- Add_AckData_Path_RequestPDU

- Remove_AckData_Path_RequestPDU
- Get_Enum_String RequestPDU

- Connection_Bind_RequestPDU

- Producing_Application_Lookup RequestPDU

OM_Response shall consist of MR_Response Header and a Service_ ResponsePDU.

Service_ResponsePDU shall be one of the following :

- Get_Attribute_Single_ResponsePDU
- Get_Attribute_All_ResponsePDU

- Get_Attribute List ResponsePDU

- Set_Attribute_Single_ResponsePDU
- Set_Attribute_All_ResponsePDU

- Set_Attribute List ResponsePDU
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Reset ResponsePDU
Create_ResponsePDU

Delete ResponsePDU

Start_ResponsePDU

Stop_ResponsePDU

Find_Next Object_Instance_ResponsePDU
NOP_ResponsePDU
Apply_Attributes_ResponsePDU
Save_ResponsePDU
Restore_ResponsePDU
Group_Sync_ResponsePDU
Add_AckData_Path_ResponsePDU
Remove_AckData_Path_ResponsePDU
Get_Enum_String_ResponsePDU
Connection_Bind_ResponsePDU
Producing_Application_Lookup_ResponsePDU

CM_Service shall be either CM_Request or CM_Response.

CM_Request shall consist of MR_Request_Header and a CM_RequestPDU.

CM_RequestPDU shall be one of the following :

CM_Response consists of MR_Response Header and a CM_ResponsePDU.

Forward_Open_RequestPDU
Forward_Close RequestPDU

Large Forward Open_RequestPDU
Unconnected_Send_RequestPDU
Get_Connection_Data_RequestPDU
Search_Connection_Data RequestPDU
Get_Object_ Owner_RequestPDU

CM_ ResponsePDU shall be one of the following :

41.2.2

Forward_Open_ ResponsePDU

Forward _Close ResponsePDU

Large Forward Open_ ResponsePDU
Unconnected_Send_ ResponsePDU
Get_Connection_Data_ ResponsePDU
Search_Connection_Data _ ResponsePDU
Get_Object_Owner_ ResponsePDU

Transport_PDU structure

DIN EN 61158-6-2:2013-03
EN 61158-6-2:2012

Transport_PDU is a sequence of a Transport_Header, followed by either OM_Service (Object Management
ASE) or Application Data.
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OM_Service is defined in 4.1.2.1 above.
Application Data comes from the source to which the connection has been made.

413 UCMM_PDUs

All UCMM_PDUs shall be sent and received using fixed tag 0x83 or Management tag 0x88. When a device
becomes powered, the UCMM shall invoke the DLL. enable fixed request service of the data-link layer
to request that fixed tag 0x83 or 0x88 Lpackets be routed to the UCMM. All sending and receiving of TPDUs
shall use the DL, fixed request.reqand DLL fixed request.ind service primitives of the data-link
layer, respectively. The packet parameter of these services shall be prefixed with the following header to form
the Transport PDU before sending to the data-link layer. The format of the UCMM_PDU Header is shown in
Table 9.

Table 9 — UCMM_PDU header format

Parameter name Format
command_code USINT
Timeout USINT
TransactionID UINT

The command_code shall specify the type of UCMM_PDU as shown in Table 10. UCMM packets received
with a reserved command_code shall be discarded without acknowledgement.

Table 10 - UCMM command codes

Command_code Description
0 Reserved
1 acknowledge a request
2 request with retry until acknowledged
3 response with retry until acknowledged
4 request with no acknowledge and no response
5 acknowledge a response
6 response which shall not retry (no acknowledge)
7 request with retry until response (no acknowledge)
8 Request which shall not retry and shall cause a code 6 response
9-255 Reserved

The timeout field shall specify the duration of the transaction in an 8-bit floating-point format. The most
significant 5 bits of the field shall be an unsigned exponent that is not biased. The least significant 3 bits shall
be the least significant 3 bits of a 4 bit unsigned mantissa. The most significant bit of the mantissa shall be 1
and shall not appear explicitly in the 8-bit representation. The binary point shall be positioned between the
implied 1 and the rest of the mantissa. The units of the transaction duration computed using the timeout field
shall be in milliseconds.

NOTE Using ANSI C precedence rules, the number of 0,125 ms ticks is
(8] timeout & 7 )<< (timeout >>3 & 31).

The transactionlD field shall be composed of two sub-fields:

¢ the least significant 10 bits, RECORD, shall identify a specific transaction;

e the most significant 6 bits, SEQUENCE, shall be used for duplicate detection. It shall be incremented for
every unique message on this RECORD; however it shall not be incremented on a retry.
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Only one message shall be outstanding for a given RECORD.
If multiple outstanding messages are required then multiple RECORDs are required.

When an I'm alive fixed tag packet is received from a node (see IEC 61158-4-2:2010, Station Management),
all UCMM transactions with that node shall be aborted.

41.4 Transport_Headers
4.1.41 General

Contents of Transport headers varies depending on the class of transport selected during the connection
establishment.

41.4.2 Class 0 (null or base)
The class 0 transport header shall be an unsigned 16-bit number. This header shall be written to the TPDU

buffer by the transport and shall be simply discarded by the transport from the packet coming from the
consumer. The format of the Header is shown in Table 11.

Table 11 — Transport class 0 header

Parameter name Format

don’t_care UINT

4.1.4.3 Class 1 (duplicate detection)
The class 1 transport header shall be an unsigned 16-bit sequence count. This header shall be written to the

TPDU buffer by the transport and shall be read by the transport from the packet coming from the consumer.
The format of the Header is shown in Table 12.

Table 12 — Transport class 1 header

Parameter name Format

sequence_count UINT

4144 Class 2 (acknowledged)
Like the class 1 transport header, the class 2 transport header shall be a 16-bit sequence count. This header

shall be written to the TPDU buffer by the transport and shall be read by the transport from the packet coming
from the consumer. The format of the Header is shown in Table 13.

Table 13 — Transport class 2 header

Parameter name Format

sequence_count UINT

4.1.4.5 Class 3 (verified)
Like the class 1 transport header, the class 3 transport header shall be a 16-bit sequence count. This header

shall be written to the TPDU buffer by the transport and shall be read by the transport from the packet coming
from the consumer. The format of the Header is shown in Table 14.
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Table 14 — Transport class 3 header

Parameter name Format
sequence_count UINT
4.1.4.6 Class 4 (non-blocking), class 5 (non-blocking, fragmenting) and class 6 (multipoint

connection, fragmenting)
These classes of transports all use the header format shown in Table 15. Classes 4 and 5 have two headers

in each TPDU, one Sender and one Receiver. Class 6 uses a Sender header in the Client to Server direction
and a Receiver header in the Server to Client direction.

Table 15 — Classes 4 to 6 header format

Command Sequence number Data
MSB Bits 15— 12 Bits 11 -8 Bits 7-0 LSB
Value: | Meaning in Sender Meaning in Receiver Increments from 0 to 15, | For “First”: Number of 256 octet
Header: Header: then rolls over to zero blocks (minus 1) to allocate to
again. Used in Sender hold complete message.

header to distinguish a
retry from a new

transmission. Used in For others: Set to zero when

Receiver header to generating; ignore when
indicate which sender

For “NAK”: Reason code.

: ] receiving.
TPDU is being ACK'd or
NAK'd.
0. Null ACK
1. Only NAK
2. First Not Initialized
3. Middle Undefined
4, Last Undefined

5. to 15 are undefined.

The Command identifies the use of the TPDU by the transport. The Command field is defined differently for
the Sender and the Receiver header.

Sender header commands :

Null = no data in this Transport PDU
Only = this is the Transport PDU conveying all of the Application data

First / Middle / Last = position of this Transport PDU within the segmented Application
data

The Sequence Number is used in the Sender header to distinguish a retry from a new transmission. It is used
in Receiver header to indicate which sender TPDU is being ACK'd or NAK'd. This is NOT used for
applications request/response matching. This is only used by the transport state machines.

The Data is used by one Sender command and one Receiver command. It is used in the First Sender
command to indicate the number of 256 octet blocks (minus 1) the Receiver shall allocate for the complete
application message. That is, application messages of size 0 to 256 octets shall have the First Data field set
to 0; 257 to 512, to 1; and so on up to 65 536 octets. It is used in the NAK Receiver command to provide a
reason code:

Class 4 (the Point-to-Point non-Blocking transport) uses two headers in each TPDU, followed by the
application data. The Sender Header is first in the TPDU, the Receiver Header is second, followed by the
application data. Class 4 only uses the Null and Only Sender Commands (numbered 0 and 1).
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Class 5 (the Point-to-Point Fragmenting non-Blocking transport) uses two headers in each TPDU, followed by
the application data. The Sender Header is first in the TPDU, the Receiver Header is second, followed by the
application data. Class 5 uses all of the Sender Commands.

Class 6 (the Multipoint connection Fragmenting transport) uses one header in each TPDU, followed by the
application data. Class 6 uses all of the Sender Commands. The Sender Header is used in the Client-to-
Server TPDU and the Receiver Header is used in the Server to Client TPDU.

41.4.7 Exclusive owner O=T data format

Exclusive owner connections shall have either of two real-time transfer formats:

e 32-bit header, fixed size;

e no header, variable size.

The 32-bit header prefixed to the real-time data shall be in the form shown in Table 16.

Table 16 — Real-time data header — exclusive owner

Parameter Format Size (bits)
Run_idle RUN_IDLE 1
Reserved UDINT 31

The run_idle flag (bit 0) shall be set (1 = RUN) to indicate that the following data shall be sent to the target
application. It shall be clear (0 = IDLE) to indicate that the idle event shall be sent to the target application.
The reserved field (bits 1-31) shall be reserved and set to 0.

If the no_header transfer format is used, the reception of a packet with data beyond the transport header
shall indicate the RUN mode. If the packet is truncated after the transport header, the target shall be sent an
idle event.

4.1.4.8 Redundant owner O=T data format
4.1.4.8.1 General format

Redundant owner shall have a 32-bit header prefixed to the real-time data. This header shall be in the form
shown in Table 17.

Table 17 — Real-time data header- redundant owner

Parameter Format Size (bits)
Run_idle RUN_IDLE 1
COO BOOLEAN 1
ROO USINT 2
Reserved UDINT 28

4.1.4.8.2 Run_idle flag

The run_idle flag (bit 0) shall be have the same meaning as it does in an exclusive owner connection and
shall be one of RUN or IDLE. The reserved field (bits 4-31) shall be reserved and set to 0.

4.1.4.8.3 Claim output ownership (COO) flag

The COO flag shall be set (1) when an originator application wants its connection to be the owning
connection of the target application. The COO flag shall be reset (0) when an originator application does not
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want its connection to be the owning connection of the target application. When the owning connection resets
(0) its COO flag, its sibling connections shall be checked for a set (1) COO flag. The new owner shall be any
of the connections that have their COO flag set.

NOTE This results in undefined behaviour if more than one other connection has its COO flag set.
4.1.48.4 Ready for ownership of outputs (ROO) priority value

The ROO priority value shall be non-zero when an originator application does not want to force its connection
to be the owning connection of the target application, but is ready to be the owning connection should there
be no originator applications claiming to be the owning connection. The ROO priority value shall be zero
when the originator application does not want to be the owning connection of the target connection and is not
to be the owning connection should there be no originator application claiming to be the owning connection.
The ROO priority value shall be used only when the COO flag is reset.

The value of the ROO field can range from 0 to 3. The originator applications shall each determine a unique
non-zero ROO value.

41.4.8.5 Determining the owning connection

The originator applications shall determine among themselves which originator application has the owning
connection. The owning connection shall be determined by the originator application that sets its COO flag. In
situations where multiple originator applications have their COO flag set or where no originator connections
have their COO flag set, the following rules shall be applied by the target transport to determine the owning
connection.

e There shall be no owning connection until an originator application sends a real-time packet with the
COO flag set;

o If there is only one originator application which had the COO flag set in its last real-time packet, that
originator application shall have the owning connection;

e If there are multiple originator applications which had the COO flag set in its last real-time packet, the last
originator application that transitioned its COO flag from reset to set shall have the owning connection.

o If the originator application with the owning connection resets its COO flag, closes its connection, or if
that connection times out, and no other originator applications have their COO flags set, the originator
application with the highest non-zero ROO priority value shall have the owning connection.

e If all of the originator applications have their COO flags reset and ROO priority values set to zero, there
shall be no owning connection.

e When the first real-time packet containing a set COO flag is received by the target transport, the
originator application that sent the real-time packet shall have the owning connection.
4.1.4.8.6 Transporting events and data to a target application

The connection related events from each of the redundant owner connections shall be combined using the
following rules such that the target application sees only a single exclusive owner connection:

e Until an owning connection is initially determined, the transport shall not indicate real-time data reception
to the target application;

e If an owning connection is determined, the transport shall indicate the event consistent with the owning
connections real-time data to the target application. If the Run/Idle flag is reset in the real-time data for
the owning connection, the transport shall indicate the idle state to the target application. If the Run/Idle
flag is set in the real-time data for the owning connection, the transport shall indicate the run state and
the real-time data to the target application;

e If an owning connection had been previously determined, but no originator is currently claiming or ready
for ownership, the transport shall indicate idle state to the target application;

¢ If all the redundant connections are closed or have been timed out, the target transport shall indicate the
event consistent with the last connection to have been closed or timed out to the target application.
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41.5 CM_PDUs
41.51 General

Connection establishment and maintenance services are provided by the Connection Manager. They are

CM_Forward_Open (corresponds to Forward_Open and Ex_ Forward_Open PDUs)
CM_Forward_Close (corresponds to Forward_Close PDUs)
CM_Unconnected_Send (corresponds to Unconnected_Send PDUs)
CM_Get_Connection_Data (corresponds to Get_Connection_Data PDUs)
CM_Search_Connection_Data (corresponds to Search_Connection_Data PDUs)
CM_Get_Object_Owner (corresponds to Get_Object_ Owner PDUs)

4.1.5.2 Connection Manager

The Connection Manager object is used to manage the establishment and maintenance of communication
connections.

The Connection Manager objects at different nodes shall communicate using the UCMM services described
in IEC 61158-5-2:2010. The TPDUs with which peer Connection Managers communicate shall be derived
from the services of the Connection Manager.

4.1.5.3 Forward_Open
4.1.5.3.1 General

The response to the Forward_Open_Request_PDU is a Forward_Open_ResponsePDU. The Forward_Open
response shall contain the original connection serial number and owner vendor and serial number and the
connection IDs (CID) necessary to complete the connection if successful and error information if the
connection failed.

NOTE 1 The Forward_Open request sets up network, transport, and application connections. An application connection consists of a
single transport connection, and one or two network connections that are in turn comprised of multiple link connections. Each port
segment in the connection path uses a link connection. The Forward_Open service between two devices builds one or two link
connections as specified by the network connection parameter and the requested packet intervals (CM_RPI). Since up to two network
connections can be required for a single transport connection, they are differentiated by the O=T and T=0 designations; O=T means
originator to target, and T=0 means target to originator.

NOTE 2 The processing of a single Forward Open service may result in the creation of multiple active Connection object instances.
4.1.5.3.2 Format of Forward_Open request

The format of the Forward_Open request TPDU shall be of the form shown in Table 18.
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Table 18 — Forward_Open request format

Parameter name Format
priority_and_tick SWORD
connection time-out ticks USINT
0O2T_CID UDINT
T20_CID UDINT
connection_serial_number UINT
vendor_ID UINT
originator_serial_number UDINT
connection timeout multiplier USINT
reserved[3] USINT
O2T_CM_RPI UDINT
O2T_connection_parameters UINT
T20_CM_RPI UDINT
T20O_connection_parameters UINT
xport_type_and_trigger SWORD
connection_path_size USINT
connection_path Padded EPATH

4.1.5.3.3 Format of Forward_Open response if success

If the status parameter of the CM open response is zero (no error), the format of the Forward_Open
response TPDU shall be of the form shown in Table 19.

Table 19 — Forward_Open_Good response format

Parameter name Format
02T_CID UDINT
T20_CID UDINT
connection_serial_number UINT
vendor_ID UINT
originator_serial_number UDINT
O2T_CM_API UDINT
T20_CM_API UDINT
Application_reply_size; (in 16-bit words) USINT
Reserved USINT
application_reply[] UINT

Success shall be returned when the connection requested has been established from this point forward in the
path. This response also shall indicate the connection serial number and the actual packet rate of the
connection. Once the successful response has been received, the connection shall be open from this point
forward in the path. Targets shall wait at least 10seconds after sending the
CM_Forward Open_ Good_ Response for the first packet on a connection.

4.1.5.3.4 Format of Forward_Open response if failure

If the status parameter of the CM_open response is not zero (error), the format of the Forward_Open
response TPDU shall be of the form shown in Table 20.
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Table 20 — Forward_Open_Bad response format

Parameter name Format
connection_serial_number UINT
vendor_ID UINT
originator_serial_number UDINT
remaining_path_size; (in 16-bit words) USINT
Reserved USINT

This format shall be used for all failures of the connection system. The requested connection shall not be
established, and the object specific status words shall contain information about the reason for the failure.
The remaining path size shall contain the length of the path at the point the connection failed. This
information can be used to debug the problem.

In the failure response, the remaining remaining path size shall be the “pre-stripped” size. This shall be
the size of the path when the node first receives the request and has not yet started processing it. A target
node may return either the “pre-stripped” size or 0 for the remaining remaining path size.

A duplicate Forward_Open service shall be defined as a Forward_Open service whose vendor ID,
connection serial number, and originator serial number match an existing connection’s
parameters. If the duplicate Forward_Open service is a null Forward Open service (defined as the
connection type in both the O2T and T20 network connection parameter fields are NULL), then the
Forward_Open service shall be forwarded to the application for further processing. Null Forward_Open
requests may be used to reconfigure the connection. The Connection Manager in the intermediate nodes
need not allocate additional resources for a duplicate Forward Open request since the resources have
already been allocated. If the duplicate Forward_Open request is not NULL, then an general status = 0x01,
extended status = 0x0100 shall be returned.

The suggested originator behavior in the duplicate Forward_Open case should be to either close and re-
establish the connection or wait for the connection to time-out and then establish the connection again. It
shall be recognized that in the latter case, it shall take the connection 60 seconds (first data time-out) to time-
out before the connection can be re-established.

4154 Large_Forward_Open
4.1.5.41 General

The Large_Forward_Open shall have the same function as the Forward_Open except that it shall allow the
establishment of connections larger than 511 octets.

The response to the Large_Forward_Open_Request PDU is an

Large Forward Open_ResponsePDU. The Large Forward Open response shall contain the original
connection serial number and owner vendor and serial number and the connection IDs (CID) necessary to
complete the connection if successful and error information if the connection failed.

NOTE The Large_Forward_Open request is very similar to the Forward_Open request.
4.1.5.4.2 Format of Large_Forward_Open request

The format of the Large_Forward_Open request TPDU shall be of the form shown in Table 21.
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Table 21 — Large_Forward_Open request format

Parameter name Format
priority_and_tick SWORD
connection time-out ticks USINT
0O2T_CID UDINT
T20_CID UDINT
connection_serial_number UINT
vendor_ID UINT
originator_serial_number UDINT
connection timeout multiplier USINT
reserved[3] USINT
O2T_CM_RPI UDINT
02T _ex_connection_size UINT
O2T_connection_parameters UDINT
T20_CM_RPI UDINT
T20_ex_connection_size UINT
T20O_connection_parameters UDINT
xport_type_and_trigger SWORD
connection_path_size USINT

connection_path

Padded EPATH

The connection size field in the two connection_parameters shall be reserved in this case and set to zero.
The ex_connection_size parameters shall be used instead to specify the maximum size of the connection (up

to 65 535).

4.1.5.4.3 Format of Large_Forward_Open response if success

If the status parameter of the CM open response

is zero

(no error),

Large_Forward_Open response TPDU shall be of the form shown in Table 22.

Table 22 — Large_Forward_Open_Good response format

Parameter name Format
02T_CID UDINT
T20_CID UDINT
connection_serial_number UINT
vendor_ID UINT
originator_serial_number UDINT
O2T_CM_API UDINT
T20_CM_API UDINT
Application_reply_size; (in 16-bit words) USINT
Reserved USINT
application_reply[] UINT

Success shall be returned when the connection requested has been established from this point forward in the
path. This response also shall indicate the connection serial number and the actual packet rate of the
connection. Once the successful response has been received, the connection shall be open from this point

forward in the path.
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