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Anwendungsbeginn

Anwendungsbeginn fir die von CENELEC am 2013-01-18 angenommene Europdische Norm als DIN-Norm
ist 2014-02-01.

Fir DIN EN 61850-10:2005-12 besteht eine Ubergangsfrist bis 2016-01-18.

Nationales Vorwort
Vorausgegangener Norm-Entwurf: E DIN EN 61850-10:2013-04.

Fir dieses Dokument ist das nationale Arbeitsgremium K952 ,Netzleittechnik® der DKE Deutsche
Kommission Elektrotechnik Elektronik Informationstechnik im DIN und VDE (www.dke.de) zusténdig.

Die enthaltene IEC-Publikation wurde vom TC 57 ,Power systems management and associated information
exchange® erarbeitet.

Das IEC-Komitee hat entschieden, dass der Inhalt dieser Publikation bis zu dem Datum (stability date)
unverandert bleiben soll, das auf der IEC-Website unter ,http://webstore.iec.ch® zu dieser Publikation
angegeben ist. Zu diesem Zeitpunkt wird entsprechend der Entscheidung des Komitees die Publikation
bestatigt,

zurlickgezogen,

durch eine Folgeausgabe ersetzt oder

geandert.

Fir den Fall einer undatierten Verweisung im normativen Text (Verweisung auf eine Norm ohne Angabe des
Ausgabedatums und ohne Hinweis auf eine Abschnittsnummer, eine Tabelle, ein Bild usw.) bezieht sich die
Verweisung auf die jeweils neueste gultige Ausgabe der in Bezug genommenen Norm.

Fiar den Fall einer datierten Verweisung im normativen Text bezieht sich die Verweisung immer auf die in
Bezug genommene Ausgabe der Norm.

Der Zusammenhang der zitierten Normen mit den entsprechenden Deutschen Normen ergibt sich, soweit ein
Zusammenhang besteht, grundsatzlich Gber die Nummer der entsprechenden IEC-Publikation. Beispiel:
IEC 60068 ist als EN 60068 als Europaische Norm durch CENELEC bernommen und als DIN EN 60068 ins
Deutsche Normenwerk aufgenommen.

Das Prasidium des DIN hat mit Prasidialbeschluss 1/2004 festgelegt, dass DIN-Normen, deren Inhalt sich auf
internationale Arbeitsergebnisse der Informationsverarbeitung griindet, unter bestimmten Bedingungen allein
in englischer Sprache veroffentlicht werden dirfen. Diese Bedingungen sind fiir die vorliegende Norm erfilllt.

Da sich die Benutzer der vorliegenden Norm der englischen Sprache als Fachsprache bedienen, wird die
Englische Fassung der EN 61850-10 veroffentlicht. Zu deren Abschnitt 3, der die Begriffe festlegt, wurde eine
Ubersetzung angefertigt und als informativer Nationaler Anhang NA der vorliegenden Norm hinzugefiigt. Fir
viele der verwendeten Begriffe existieren keine gebrauchlichen deutschen Benennungen, da sich die
deutschen Anwender in der Regel ebenfalls der englischen Benennungen bedienen. Diese Norm steht nicht
in unmittelbarem Zusammenhang mit Rechtsvorschriften und ist nicht als Sicherheitsnorm anzusehen.

Anderungen

Gegeniiber DIN EN 61850-10:2005-12 wurden folgende Anderungen vorgenommen:

a) Die Server-Konformitats-Test-Prozeduren wurden aktualisiert,

b) die Client-Konformitats-Test-Prozeduren wurden hinzugefiigt,

c) Abtastwerte-Gerate-Konformitats-Test-Prozeduren wurden hinzugefiigt,

d) (technische Planungs-)Werkzeuge fiur Konformitats-Test-Prozeduren wurden hinzugefigt,

e) GOOSE-Leistungstests wurden hinzugefugt.
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Friilhere Ausgaben

DIN EN 61850-10: 2005-12

Nationaler Anhang NA
(informativ)

3 Begriffe
Fir die Anwendung dieses Dokuments gelten die Begriffe nach IEC 61850-2 und die folgenden Begriffe.

31

Werksabnahmepriifung

(en: factory acceptance test, FAT)

mit dem Kunden vereinbarte Funktionsprifungen des speziell gefertigten Automatisierungssystems in
Energieversorgungsunternehmen oder seiner Teile unter Anwendung des Parametersatzes flr die vorge-
sehene Anwendung, wie in einer speziellen Kundenspezifikation festgelegt

Anmerkung 1 zum Begriff: Die FAT wird im Herstellerwerk oder an einem anderen vorher vereinbarten Ort unter
Anwendung von Prifeinrichtungen zur Prozesssimulation durchgeftihrt.

3.2

Haltepunkt

(en: hold point)

im zutreffenden Dokument definierter Punkt, ab dem ein Vorgang ohne Zustimmung des Auftraggebers der
Konformitatsprifung nicht fortgesetzt werden darf

Anmerkung 1 zum Begriff: Die Prifstelle muss den Auftraggeber zu einem vereinbarten Zeitpunkt vor dem Haltepunkt
schriftlich benachrichtigen. Der Auftraggeber oder sein Beauftragter ist verpflichtet, den Haltepunkt zu tUberpriifen und der
Fortsetzung des Vorgangs zuzustimmen.

3.3

Interoperabilitét

(en: interoperability)

Fahigkeit von zwei oder mehr IEDs desselben Herstellers (oder verschiedener Hersteller), Informationen
auszutauschen und diese fiir ein bestimmungsgemafies Zusammenwirken zu nutzen.

Wertemenge mit einer definierten Ubereinstimmung mit den GréRen oder Werten einer anderen Menge

3.4

Konformititsaussage der Modellimplementierung

(en: model implementation conformance statement, MICS)

Aussage mit der genauen Angabe der Modellelemente der Standarddatenobjekte, die vom System oder
Gerat unterstutzt werden

3.5

Negativpriifung

(en: negative test)

Prifung zum Nachweis des bestimmungsgemafien Verhaltens eines Systems oder Gerates, wenn dieses
ausgesetzt wird:

— Informationen und Diensten, die mit der Normenreihe IEC 61850 Ubereinstimmen und im zu prifenden
System oder Gerat nicht implementiert sind;

— Informationen und Diensten, die nicht mit der Normenreihe IEC 61850 Ubereinstimmen und an das zu
prifende System oder Gerat gesendet werden
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3.6

Konformitatsaussage der Protokollimplementierung

(en: protocol implementation conformance statement, PICS)

Aussage mit der Zusammenfassung der Kommunikationsfahigkeiten des zu prifenden Systems oder Gerates

3.7

Zusatzinformation fiir Protokollpriifungen

(en: protocol implementation extra information for testing, PIXIT)

Aussage mit system- oder geratespezifischen Informationen Uber die Kommunikationsfahigkeiten des zu
prufenden Systems oder Gerates, die nicht zum Anwendungsbereich der Normenreihe IEC 61850 gehoren.
Die PIXIT ist nicht Gegenstand der Normung.

3.8

Stiickpriifung

(en: routine test)

wird vom Hersteller durchgefiihrt, um den Betrieb und die Sicherheit des Gerates sicherzustellen

3.9

Standortabnahmepriifung

(en: site acceptance test, SAT)

Prifung aller Daten und Sollwerte und der bestimmungsgemafRen Funktionalitat innerhalb des Automati-
sierungssystems in Energieversorgungsunternehmen und zwischen dem Automatisierungssystem in Energie-
versorgungsunternehmen und dessen Betriebsumgebung in der gesamten installierten Anlage unter
Anwendung des endglltigen Parametersatzes entsprechend den Festlegungen in einer speziellen
Kundenspezifikation

Anmerkung 1 zum Begriff:  Die SAT ist die Vorbedingung fir die Inbetriebnahme des Automatisierungssystems in
Energieversorgungsunternehmen.

3.10

Konformitatsaussage der SCL-Implementierung

(en: SCL implementation conformance statement, SICS)

Aussage mit der Zusammenfassung der Fahigkeiten des SCL-Engineering-Werkzeuges

3.1

systembezogene Priifung

(en: system related test)

Prifung des bestimmungsgemalen Verhaltens der IEDs und des gesamten Automatisierungssystems in
Energieversorgungsunternehmen unter spezifischen Anwendungsbedingungen

Anmerkung 1 zum Begriff:  Die systembezogene Priifung ist Teil der Endphase der Entwicklung von IEDs, die zu einer
Produktfamilie von Automatisierungssystemen in Energieversorgungsunternehmen gehdéren.

3.12

Priifeinrichtung

(en: test equipment)

alle Werkzeuge und Messgerate, die die Eingange und Ausgange der Betriebsumgebung des Automatisie-
rungssystems in Energieversorgungsunternehmen wie Schaltgerate, Transformatoren, Netzleitstellen oder
angeschlossene Telekommunikationseinrichtungen einerseits und die seriellen Verbindungen zwischen den
IEDs des Automatisierungssystems in Energieversorgungsunternehmen andererseits nachbilden und prifen

3.13

Priifstelle

(en: test facility)

Organisation, die in der Lage ist, geeignete Prifeinrichtungen und ausgebildetes Personal flir Konformitats-
prifungen zur Verfligung zu stellen

Anmerkung 1 zum Begriff:  Die Durchfiihrung von Konformitatspriifungen und die Handhabung der sich daraus
ergebenden Informationen sollten einem Qualitatssicherungssystem entsprechen.
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3.14

Konformitatsaussage der technischen Funktionen

(en: technical issues conformance statement, TICS)

Aussage mit geratespezifischen Informationen Uber die implementierten technischen Funktionen, die nach
der Verdffentlichung der Norm ermittelt werden. Die TICS unterliegt nicht der Normung.

3.15

Typpriifung

(en: type test)

Prifung des bestimmungsgemaflen Verhaltens der IEDs des Automatisierungssystems in Energieversor-
gungsunternehmen mit der systemgepriiften Software unter den Priifbedingungen in Ubereinstimmung mit
den technischen Daten

Anmerkung 1 zum Begriff:  Die Typprifung kennzeichnet die Endstufe der Hardwareentwicklung und ist die
Vorbedingung flir den Produktionsbeginn. Diese Prifung wird mit den IEDs ausgeflhrt, die im normalen Fertigungszyklus
hergestellt worden sind.

3.16

Nachweispunkt

(en: witness point)

im zugehdrigen Dokument festgelegter Zeitpunkt, zu dem eine Inspektion eines Vorgangs stattfindet

Anmerkung 1 zum Begriff: ~ Der Vorgang darf ohne Zustimmung des Auftraggebers der Konformitatsprifung fortgesetzt
werden. Die Prifstelle benachrichtigt den Auftraggeber zu einem vor dem Nachweispunkt vereinbarten Zeitpunkt
schriftlich. Der Auftraggeber oder sein Beauftragter hat das Recht, ist aber nicht verpflichtet, den Nachweispunkt zu
prufen.
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This European Standard was approved by CENELEC on 2013-01-18. CENELEC members are bound to comply
with the CEN/CENELEC Internal Regulations which stipulate the conditions for giving this European Standard
the status of a national standard without any alteration.

Up-to-date lists and bibliographical references concerning such national standards may be obtained on
application to the CEN-CENELEC Management Centre or to any CENELEC member.

This European Standard exists in three official versions (English, French, German). A version in any other
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Foreword

The text of document 57/1284/FDIS, future edition 2 of IEC 61850-10, prepared by IEC TC 57 "Power
systems management and associated information exchange" was submitted to the IEC-CENELEC parallel
vote and approved by CENELEC as EN 61850-10:2013.

The following dates are fixed:
e latest date by which the document has (dop) 2014-01-05
to be implemented at national level by
publication of an identical national
standard or by endorsement
¢ latest date by which the national (dow) 2016-01-18
standards conflicting with the
document have to be withdrawn
This document supersedes EN 61850-10:2005.
EN 61850-10:2013 includes the following significant technical changes with respect to EN 61850-10:2005:
— server device conformance test procedures have been updated;
— client device conformance test procedures have been added;
— sampled values device conformance test procedures have been added;
— (engineering) tool related conformance test procedures have been added;

— GOOSE performance test procedures have been added.

Attention is drawn to the possibility that some of the elements of this document may be the subject of patent
rights. CENELEC [and/or CEN] shall not be held responsible for identifying any or all such patent rights.

Endorsement notice

The text of the International Standard IEC 61850-10:2013 was approved by CENELEC as a European
Standard without any modification.

2 Documents

Document Sharing Hub

Full document details: DIN EN 61850-10:2014-02


http://www.avadocuments.com/doc/din-en-61850-10-2014-02
http://www.avadocuments.com/doc/din-en-61850-10-2014-02

CONTENTS

INTRODUCTION . ..ot
T T o0 Y o = T
2  Normative references ........ccooviiiiiiiiiiiiii e
3  Terms and definitions ........ccooiiiiiiiiii
4 Abbreviated terms ..o
5 Introduction to conformance testing ............ccoociiiii.
5.1 General ..o

5.2 Conformance test procedures ...........ccoeveeiieiiiiinnnnn.

5.3 Quality assurance and testing ...........ccooieiiiiiin.
5.3.1 General oo

5.3.2 Quality plan ....c.coooiiiii

5.4 TesStiNg .o
541 General oo

542 Use of SCLAiles....ccccooviiiiiiiiiiiiiin,

5.4.3 Devicetesting......ccooiviiiiiiiiii

5.5 Documentation of conformance test report ...............

6 Device related conformance testing ............ccoocoeiiiin.
6.1 Test methodology ......coooiviiiiiii

6.2 Conformance test procedures ..........cccoooiiiiiiiinn.
6.2.1  General ......ccoooiiiiiiii

6.2.2 Test procedure requirements........................

6.2.3 Teststructure .....ccooiiiiiii

6.2.4 Test cases to test a server device ................

6.2.5 Test cases to test a client device..................

6.2.6 Test cases to test sampled values device .....

6.2.7 Acceptance criteria ..........oocooiiiiiiii

7 Tool related conformance testing ..........ccoovvieiiiiinnn,
7.1 General guidelines.........ccooiiiiiiiiiii
7.1.1 Test methodology .....ccoevvviiiiiiiiiien,

7.1.2 Test system architecture .............c.....oi.

7.2 Conformance test procedures ...........ccoeieeiiiiiiiinnnnn.
7.21 General co.coooviiiiiiii

7.2.2 Test procedure requirements........................

7.2.3 Teststructure ......cooooviiiiiiii

7.2.4 Test cases to test an IED configurator tool ...

7.2.5 Test cases to test a system configurator tool

7.2.6 Acceptancecriteria ............cocooiiiiiiiiiiiiinn,

8 Performance tests .....cocoiiiiiiii i
8.1  General. ...

8.2 Communications latency .........cccoeeiiiiiiiiiciie,
8.2.1 Application domain...............cooeeiiiiiiinnnn,

8.2.2 Methodology .....cevveniiiiiiiiii

8.2.3 GOOSE performance test.............cccceeveennn.n.

8.3 Time synchronisation and accuracy.................c.c......
8.3.1 Application domain.............ccooiviiiiiiiinennn,

Full document details: DIN EN 61850-10:2014-02

DIN EN 61850-10:2014-02
EN 61850-10:2013

Documentg,

Document Sharing Hub


http://www.avadocuments.com/doc/din-en-61850-10-2014-02
http://www.avadocuments.com/doc/din-en-61850-10-2014-02

DIN EN 61850-10:2014-02
EN 61850-10:2013

8.3.2  MethOdOlOQY .. . 81

8.3.3  Testing Criteria......ceuiie i 82

8.3.4  PerformMancCe ........ooouiiiii i 83
O AdAItIONAl 1SS e e 83
Annex A (informative) Examples of test procedure template..............cc.oooiiiiii 84
BB Ogr AP Y .o e 85
Figure 1 — Conceptual conformance assesSmMeNt PrOCESS ......c.viiiiiiiiiiiiiiiiiieieeeeeeeee e 16
Figure 2 — Test procedure fOrmMat ... ..o e 3
Figure 3 — Test system architecture to test a server device...........c..coiiii . 20
Figure 4 — Test system architecture to test a client device ...........coooiii 46
Figure 5 — Test system architecture to test a sampled values publishing device ................... 62
Figure 6 — Test system architecture to test a sampled values subscribing device ................... 3
Figure 7 — Test system architecture to test a configurator tool ..., 68
Figure 8 — Performance testing (black box prinCiple) ........oooviiiiiii e 77
Figure 9 — Measure round trip time using GOOSE ping-pong method...................cooiiii. 78
Figure 10 — Time synchronisation and accuracy test setup ........cc.ooceeiiiiiiiiiiciici e, 82
Table 1 — Server documentation test CasSes ..o 20
Table 2 — Server configuration te€St CaSES .. ..i.iiiiii i 21
Table 3 — Server data model teSt CASES.......o.uiiiiii i 21
Table 4 — Association positive teSt CasSes ..o 22
Table 5 — Association negative test CaSES ... ... 23
Table 6 — Server positive teSt CASES ... 23
Table 7 — Server negative teSt CASES ... 25
Table 8 — Data set positive test Cases ... 26
Table 9 — Date set negative test CaSES ... 27
Table 10 — Service tracking teSt CASES . .ouiuiiiiiii e 28
Table 11 — Substitution positive teSt CaSES ..o 29
Table 12 — Setting group positive teSt CaSES ... 29
Table 13 — Setting group negative test Cases ..o 30
Table 14 — Unbuffered reporting positive test cases .........ooviiiiiiiii e 30
Table 15 — Unbuffered reporting negative test cases ..........coooeeviiiiiiiiciici e, 32
Table 16 — Buffered reporting positive test Cases .......cooviiiiiiii i 33
Table 17 — Buffered reporting negative test cases .........c..oviiiiii i 35
Table 18 — LOg poSitive 1St CASES ...onei e 36
Table 19 — Log Negative St CASES ....cviiiii i 36
Table 20 — GOOSE publish positive test CasSeS......oc.iiiiiiii e 37
Table 21 — GOOSE subscribe positive test cases ... 38
Table 22 — GOOSE management positive teSt CasSeS ......ovviiiiiiiiiiiiiiiic e 38
Table 23 — GOOSE publish negative test Cases.........oooiiiiiiiiii e 38
Table 24 — GOOSE subscribe negative test Cases .......ccccoviiiiiiiiiii e 39
Table 25 — GOOSE management negative test Cases........oooviiiiiiiiiiiiiii e, 39

Documents

Document Sharing Hub

Full document details: DIN EN 61850-10:2014-02


http://www.avadocuments.com/doc/din-en-61850-10-2014-02
http://www.avadocuments.com/doc/din-en-61850-10-2014-02

Table 26 — Control test Cases.......ccooviviiiiiiii e,
Table 27 — SBOes test Cases ......ovvveiiiiiiiii e
Table 28 — DONs test CasSes ...oiiiiiiii e
Table 29 — SBONS test CaSes ....ovvviiiiiiiie e
Table 30 — DOeS teSt CaSeS ...vuiiii i
Table 31 — Time positive test cases.........cocoevviiiiiiiiiiciiin
Table 32 — Time negative test cases ..........coeiiiiiiiiiiiine,
Table 33 — File transfer positive test cases.............cccooiiiiinl,
Table 34 — File transfer negative test cases.............ccooviiiinnls
Table 35 — Network redundancy test cases...........c..coovoiiiiiennn,
Table 36 — Client documentation test cases.............ccoovviiiennen,
Table 37 — Client configuration test cases ............ccocovviiiiiennn.n.
Table 38 — Client data model test cases ............coooviiiiiiininennnen.
Table 39 — Association positive test cases...........ccooeeviiiiiiinnni.
Table 40 — Association negative test cases .............c..cooiiiiien,
Table 41 — Server positive test cases..........cooceeeiiiiiiiiciiinn,
Table 42 — Server negative test cases...........ocoocveiiiiiiiiiciiiieenns
Table 43 — Data set positive testcases ........ccoveiiiiiiiiiiiiinnns
Table 44 — Data set negative testcases ............coooiiiiiiiils
Table 45 — Service tracking test cases ..........ccoveviiiiiiiiiininnn.
Table 46 — Substitution test cases...........cooeviiiiiiiicicii,
Table 47 — Setting group positive test cases...........ccoeveeiiiiinnl.
Table 48 — Setting group negative testcases ...........ccoociiiiiiil.
Table 49 — Unbuffered reporting positive test cases....................
Table 50 — Unbuffered reporting negative test cases ..................
Table 51 — Buffered reporting positive test cases........................
Table 52 — Buffered reporting negative test cases ......................
Table 53 — Log positive test cases ...
Table 54 — Log negative test cases .......coovviiiiiiiiiiiiieen
Table 55 — GOOSE control block test cases .........c..ccovevviiieennen.
Table 56 — Control general test cases ..........cooooiiiiiiiiiiciiinians,
Table 57 — SBOes test Cases ......covvvviiiiiiiiiii e
Table 58 — DONS t€St CASES ...iviiiii e
Table 59 — SBONs test CasSesS ...ovviiiiiiiii i
Table 60 — DOes test Cases .....ovuiiiiiii e
Table 61 — Time positive test cases.........cccooiviiiiiiininn.
Table 62 — Time negative test cases .........ccocoeviiiiiiiiiiiciieenn
Table 63 — File transfer positive test cases.........cccoovviiiiiiinn,
Table 64 — File transfer negative test cases.............ccooiviiien,

Table 65 — Sampled values documentation test cases

Table 66 — Sampled values configuration test cases...................
Table 67 — Sampled values datamodel test cases.......................
Table 68 — Sampled value control block test cases.....................

Full document details: DIN EN 61850-10:2014-02

DIN EN 61850-10:2014-02
EN 61850-10:2013

Document§

Document Sharing Hub


http://www.avadocuments.com/doc/din-en-61850-10-2014-02
http://www.avadocuments.com/doc/din-en-61850-10-2014-02

DIN EN 61850-10:2014-02
EN 61850-10:2013

Table 69 — Send SV message publish test Cases........cviiiiiiiiiiiii e 66
Table 70 — Send SV message subscribe positive test cases ..o, 66
Table 71 — Send SV message subscribe negative test cases ...........coooiiiiii, 67
Table 72 — ICD 188 CASES .. it 69
Table 73 — ICD eXPOrt tESt CASES ..ovuiniiiii it 69
Table 74 — SCD IMpPort 188t CASES ..uuiuiiiiiii e e 69
Table 75 — IED configurator data model test cases ........cooooiiiiiii i 70
Table 76 — IID eXport 188t CaSES ... e 70
Table 77 — Negative IID export test CasSe ......oviiiii e 70
Table 78 — System configurator documentation test case...........coiiiiiiiii 70
Table 79 — ICD / 1ID import teSt CaSeS .. e 71
Table 80 — ICD / 11D negative 1St CASE ....iuiiiiiie e 71
Table 81 — Communication engineering test Cases .........ccoiviiiiiiiiiii i 72
Table 82 — Communication engineering negative test case ...........c.cooiiiiiiici i, 72
Table 83 — Data flow teSt CASES . .ouiu i 72
Table 84 — Data flow negative teSt CaSes .......cooiiiiiiiii 73
Table 85 — Substation section handling test Cases.........coooiiiiiiiiii 73
Table 86 — SCD modification t€St CASES .....iviiiiiii e 73
Table 87 — SCD eXport 188t CaSES .o 74
Table 88 — SCD iMpPort tE€St CASES ... it e 74
Table 89 — SED file handling t€St CASES ......uiviiiiiii e 75
Table 90 — GOOSE performance teSt CaASES ....ouiuiiiiiiiiii e 80
6 Documents

Document Sharing Hub

Full document details: DIN EN 61850-10:2014-02


http://www.avadocuments.com/doc/din-en-61850-10-2014-02
http://www.avadocuments.com/doc/din-en-61850-10-2014-02

DIN EN 61850-10:2014-02
EN 61850-10:2013

INTRODUCTION

This part of IEC 61850 is part of a set of specifications which details a layered power utility
communication architecture.

This part of IEC 61850 defines:

e the methods and abstract test cases for conformance testing of client, server and sampled
values devices used in power utility automation systems, and

o the methods and abstract test cases for conformance testing of engineering tools used in power
utility automation systems, and

e the metrics to be measured within devices according to the requirements defined in
IEC 61850-5.

The intended readers are IEC 61850 developers, test engineers and test system developers.

NOTE 1 Tests regarding EMC requirements and environmental conditions are subject to IEC 61850-3 and not included in
this part of IEC 61850.

It is recommended that IEC 61850-5 and IEC 61850-7-1 be read first in conjunction with IEC 61850-
7-2, IEC 61850-7-3, and IEC 61850-7-4.

NOTE 2 Abbreviations used in IEC 61850-10 are listed in Clause 4 or may be found in other parts of IEC 61850 that are
relevant for conformance testing.
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COMMUNICATION NETWORKS AND SYSTEMS
FOR POWER UTILITY AUTOMATION -

Part 10: Conformance testing

1 Scope

This part of IEC 61850 specifies standard techniques for testing of conformance of client, server and
sampled value devices and engineering tools, as well as specific measurement techniques to be
applied when declaring performance parameters. The use of these techniques will enhance the
ability of the system integrator to integrate IEDs easily, operate IEDs correctly, and support the
applications as intended.

NOTE The role of the test facilities for conformance testing and certifying the results is beyond the scope of this part of
IEC 61850.

2 Normative references

The following documents, in whole or in part, are normatively referenced in this document and are
indispensable for its application. For dated references, only the edition cited applies. For undated
references, the latest edition of the referenced document (including any amendments) applies.

IEC 61850-2, Communication networks and systems for power utility automation — Part 2: Glossary

IEC 61850-3, Communication networks and systems for power utility automation — Part 3: General
requirements

IEC 61850-4:2011, Communication networks and systems for power utility automation — Part 4:
System and project management

IEC 61850-5:2003, Communication networks and systems for power utility automation — Part 5:
Communication requirements for functions and devices models

IEC 61850-6:2009, Communication networks and systems for power utility automation — Part 6:
Configuration description language for communication in electrical substations related to IEDs

IEC 61850-7-1:2011, Communication networks and systems for power utility automation — Part 7-1:
Basic communication structure — Principles and models

IEC 61850-7-2:2010, Communication networks and systems for power utility automation — Part 7-2:
Basic information and communication structure — Abstract communication service interface (ACSI)

IEC 61850-7-3:2010, Communication networks and systems for power utility automation — Part 7-3:
Basic communication structure — Common data classes

IEC 61850-7-4:2011, Communication networks and systems for power utility automation — Part 7-4:
Basic communication structure — Compatible logical node classes and data object classes

IEC 61850-8-1:2011, Communication networks and systems for power utility automation — Part 8-1:
Specific communication service mapping (SCSM) — Mappings to MMS (ISO/IEC 9506-1 and ISO/IEC
9506-2) and to ISO/IEC 8802-3
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IEC 61850-9-2:2011, Communication networks and systems for power utility automation — Part 9-2:
Specific Communication Service Mapping (SCSM) — Sampled values over ISO/IEC 8802-3

IEC 62439-3:2012, Industrial communication networks — High availability automation networks — Part
3: Parallel Redundancy Protocol (PRP) and High Availability Seamless Redundancy (HSR)

ISO/IEC 9646 (all parts), Information technology — Open Systems Interconnection — Conformance
testing methodology and framework

ISO 9001 (all parts), Quality management systems
ISO 9506 (all parts), Industrial automation systems — Manufacturing Message Specification

IEEE 1588:2008, Standard for a precision clock synchronization protocol for networked
measurement and control systems

3 Terms and definitions

For the purposes of this document, the terms and definitions given in IEC 61850-2 and the following
apply.

3.1

factory acceptance test

FAT

customer-agreed functional tests of the specifically manufactured power utility automation system or
its parts using the parameter set for the planned application as specified in a specific customer
specification

Note 1 to entry: The FAT will be carried out in the factory of the manufacturer or other agreed-upon location by the use of
process simulating test equipment.

3.2

hold point

point, defined in the appropriate document beyond which an activity shall not proceed without the
approval of the initiator of the conformance test

Note 1 to entry: The test facility shall provide a written notice to the initiator at an agreed time prior to the hold point. The
initiator or his representative is obligated to verify the hold point and approve the proceeding of the activity.

3.3

interoperability

ability of two or more IEDs from the same vendor (or different vendors) to exchange information and
use that information for correct co-operation.

Set of values having defined correspondence with the quantities or values of another set

3.4

model implementation conformance statement

MICS

statement that details the standard data object model elements supported by the system or device

3.5
negative test
test to verify the correct response of a system or a device when subjected to:

— |IEC 61850 series conformant information and services which are not implemented in the system
or device under test;
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— non IEC 61850 series conformant information and services sent to the system or device under
test

3.6

protocol implementation conformance statement

PICS

statement with the summary of the communication capabilities of the system or device to be tested

3.7

protocol implementation extra Information for testing

PIXIT

statement with system or device specific information regarding the communication capabilities of the
system or device to be tested and which are outside the scope of the IEC 61850 series. The PIXIT is
not subject to standardisation.

3.8
routine test
performed by the manufacturer in order to ensure device operation and safety

3.9

site acceptance test

SAT

verification of each data and control point and the correct functionality within the PUAS and between
the PUAS and its operating environment at the whole installed plant by use of the final parameter
set as specified in a specific customer specification

Note 1 to entry: The SAT is the precondition for the power utility automation system (PUAS) being put into operation.

3.10

SCL implementation conformance statement

SICS

statement with the summary of the capabilities of the SCL engineering tool

3.1

system related test

verification of correct behaviour of the IEDs and of the overall PUAS under specific application
conditions

Note 1 to entry: The system related test is part of the final stage of the development of IEDs as belonging to a PUAS-
product family.

3.12

test equipment

all tools and instruments which simulate and verify the input/outputs of the operating environment of
the PUAS such as switchgear, transformers, network control centres or connected
telecommunication units on the one side, and the serial links between the IEDs of the PUAS on the
other

3.13
test facility
organisation able to provide appropriate test equipment and trained staff for conformance testing

Note 1 to entry: The management of conformance tests and the resulting information should follow a quality system.

3.14

technical issues conformance statement

TICS

statement with device specific information regarding the implemented technical issues detected after
publication of the standard. The TICS is not subject to standardisation.
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3.15

type test

verification of correct behaviour of the IEDs of the PUAS by use of the system tested software under
the test conditions corresponding with the technical data

Note 1 to entry: The type test marks the final stage of the hardware development and is the precondition for the start of
the production. This test is carried out with IEDs, which have been manufactured through the normal production cycle.

3.16
witness point
point, defined in the appropriate document, at which an inspection will take place on an activity

Note 1 to entry: The activity may proceed without the approval of the initiator of the conformance test. The test facility
provides a written notice to the initiator at an agreed time prior to the witness point. The initiator or his representative has
the right, but is not obligated, to verify the witness point.

4 Abbreviated terms

ACSI abstract communication service interface

BRCB buffered report control block

CDC common data class

DUT device under test

FAT factory acceptance test

Gl general interrogation

GoCB GOOSE control block

GOOSE generic object oriented substation events

HMI human machine interface

HSR high availability seamless ring

ICD IED capability description

IED intelligent electronic device

D instantiated IED description

IP internet protocol

LCB log control block

LD logical device

LN logical node

MICS model implementation conformance statement
MMS manufacturing message specification (ISO 9506 series)
MSVCB multicast sampled value control block

PICS protocol implementation conformance statement
PIXIT protocol implementation extra information for testing
PPS pulse per second

PRP parallel redundancy protocol

PUAS power utility automation system

SAT site acceptance test

SAV sampled analogue values (IEC 61850-9-2)

SCD substation configuration description

SCL substation configuration language

SCSM specific communication service mapping
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SGCB setting group control block

SICS SCL implementation conformance statement
SNTP simple network time protocol

SSD system specification description

SV sampled values

SVCB sampled values control block

TCP transport control protocol

TICS technical issues conformance statement
TPAA two party application association

TUT tool under test

URCB unbuffered report control block

UsSvCB unicast sampled values control block
uTC coordinated universal time

XML extensible markup language

5 Introduction to conformance testing

5.1 General

There are many steps involved from the development and production of a device to the proper
running of a complete system designed according the specific needs of a customer. Suitable test
steps are incorporated in this process.

The quality system of the producer/supplier forms the basis of reliable testing in development and
production activities.

Many internal tests during the development of a device (or a system kit) result in a type test (unit
level test) performed at least by the provider and — if required by applicable standards — by an
independent test authority. In the context of this standard, the term type test is restricted to the
functional behaviour of the device.

Continuing routine tests in the production chain are necessary to ensure a constant quality of
delivered devices in accordance with the quality procedures of the producer.

A conformance test is the type test for communication and — since communication establishes a
system — the system related test of the incorporated IEDs. As a global communications standard,
the IEC 61850 series includes standardised conformance tests to ensure that all suppliers comply
with applicable requirements.

Type tests and conformance tests do not completely guarantee that all functional and performance
requirements are met. However, when properly performed, such tests significantly reduce the risk of
costly problems occurring during system integration in the factory and on-site.

Conformance testing does not replace project specific system related tests such as the FAT and
SAT. The FAT and SAT are based on specific customer requirements for a dedicated power utility
automation system and are done by the system integrator and normally witnessed by the customer.
These tests increase the confidence level that all potential problems in the system have been
identified and solved. These tests establish that the delivered power utility automation system is
performing as specified.
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5.2 Conformance test procedures

In general, conformance testing of the communication behaviour of an IED should address the
functional requirements and performance requirements of typical applications supported by these
devices in a PUAS. IEC 61850-4 defines a general classification of quality tests, which are used
within this part.

Conformance testing demonstrates the capability of the DUT to operate with other IEDs in a
specified way according to the IEC 61850 series.

Conformance testing requires consideration of the following issues:

— The problem of all testing is the completeness of the tests. The number of all possible situations
can be very large. It may be possible to cover all normal operating cases, but this may not be
true for all failure cases.

— It is impossible to test all system configurations using IEDs from different world-wide suppliers.
Therefore, a standardized test architecture with device simulators should be used. The use of
such a test architecture implies agreement about its configuration and the test procedures
applied in order to achieve compatible and reproducible results.

— A communication standard does not standardise the functions of the communicating equipment.
Therefore, the failure modes of the functions are outside the scope of this part of the IEC 61850
series. But both, the existence of distributed functions and the impact of function response in
devices on the data flow create some interdependence.

— Depending on the definition range of the standard, some properties of the device may be proven
by information and documents provided with the DUT for the conformance testing instead of the
conformance test itself.

The conformance test establishes that the communication of the DUT works according the
IEC 61850 series. The |IEC 61850 series is focussed on interoperability using data, function and
device models including all services above or at the application level (ACSI). In addition,
performance classes are addressed.

Since the IEC 61850 series defines no new communication stacks, the conformance to all seven
ISO/OSI layers may be proven by documentation that communication stack software compliant with
the corresponding specifications is implemented and may have been pre-tested and optionally
certified. In the standard conformance test, only the application according to ACSI can be tested.

5.3 Quality assurance and testing
5.3.1 General

In order to ensure the quality during conformance testing, a quality assurance system has to be in
place. This shall be clearly demonstrated by the test facility. This applies to the quality systems of
all sub-suppliers.

In general, quality surveillance is used to monitor and verify the status of components during all
phases of the conformance tests. For this purpose, inspections are carried out, based on hold and
witness points that are indicated by the initiator or its representative in the test and the inspection
plan that is supplied by the test facility. These inspections are process-related and will provide
information and confidence on the quality of the tests. Quality surveillance will reduce the risks of
failure during the FAT and SAT.

5.3.2  Quality plan
5.3.21 Conformance test quality plan

The test facility will supply, for evaluation, a quality plan for the conformance test.
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The conformance test quality plan shall meet the requirements of ISO 9001. The plan shall describe
all measures for the scope of work and/or deliveries in the areas of budget, organisation, time,
information and quality. There is only one plan for the test facility and its sub-suppliers.

The conformance test quality plan shall also contain the following:

— A complete and detailed description of the work methods. This will help ensure that all verifiable
activities will fulfil all applicable requirements and conditions as stated in the scope of work
during the time allowed.

— A detailed description of all tasks to be performed, including references to the schedule, an
overview of the involved staff, materials and work methods as well as relevant methods and
procedures.

— A detailed description of the organisation, including the assignments, tasks and responsibilities
of mentioned staff during the different stages of the test programs. The description shall include
all tests, inspections, research and audits during the various stages of the tests and the dates on
which they will take place. These descriptions will be part of the test and inspection plan.

— A method for handling deviations, changes and modifications during all stages of the test.

— A sign off procedure and a description of the documentation to be supplied.
5.3.2.2 Test and inspection plan

The conformance test quality plan shall contain a test and inspection plan. In this plan, the test
facility specifies, for all phases of the tests:

what will be inspected, tested and registered;

— the purpose of the inspections and tests;

— the procedures and standards to which inspections, tests and registrations will be performed;
— the expected results of the inspections and tests;

— by whom the inspections, tests and registrations will be performed.

The test facility is responsible for the correct and timely performance of all activities mentioned in
the test and inspection plan.

The test facility shall provide a proposal for so-called hold, witness and review points in the test and
inspection plan.

There are several methods to perform a hold or witness point. The initiator of the conformance test
or a representative can be present during the execution of a test or inspection. It is also possible to
review the associated quality documents, e.g. checklists, verification and validation documents. This
review can take place at the test facility’s site during the execution of a test or inspection can be
made at the initiator’s site in which case the test facility shall provide all relevant documentation to
the initiator.

All hold and witness points will be announced by the test facility at least a predefined time before
they take place. A period of at least one week is recommended, depending on the time needed for
making travel arrangements and the availability of the needed resources.

5.3.2.3 Audits requested by initiator

The initiator of a conformance test has the right to conduct audits on the quality system of the test
facility and its sub-suppliers. The test facility shall co-operate and provide access to all locations
applicable for the conformance test. The initiator’s right to check the quality of the conformance test
does not dismiss the test facility from its responsibilities.

Inspections and tests by the initiator of a conformance test shall be possible at mutually agreeable
times at the locations, offices and factories of the test facility and all applicable third parties and
sub-suppliers.
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5.4 Testing
5.4.1 General

Conformance testing shall be customised for each device under test based on the capabilities
identified in the PICS, PIXIT, TICS and MICS provided by the vendor. When submitting devices for
testing, the following shall be provided:

— device ready for testing;

— protocol implementation conformance statement (PICS). A standard PICS, also known as PICS
proforma shall be supplied (see IEC 61850-7-2, Annex A);

— protocol implementation extra information for testing (PIXIT) statement;
— model implementation conformance statement (MICS);
— technical issues conformance statement (TICS);

— instruction manuals detailing the installation and operation of the device.
The requirements for conformance testing fall into two categories:

a) static conformance requirements (define the requirements the implementation shall fulfil);
b) dynamic conformance requirements (define the requirements that arise from the protocol used
for a certain implementation).

The static and dynamic conformance requirements shall be defined in a protocol implementation
conformance statement or PICS. The PICS serves three purposes:

1) selection of the appropriate set of tests;
2) ensure that the tests appropriate to a claim of conformance are performed;
3) provide the basis for the review of the static conformance.

A standard PICS shall be supplied.
Concrete PICS shall be as defined for the SCSMs.

A model implementation conformance statement or MICS shall be provided detailing the data object
model elements supported by the system or device. The MICS is implemented in the ICD or IID file
according to IEC 61850-6.

A technical issues conformance statement or TICS shall be provided detailing the implemented
technical issues detected after publication of the standard.

In addition to the PICS, a protocol implementation extra information for testing or PIXIT document
shall be provided.

The process of assessing the conformance is shown in Figure 1.
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The DUT shall be delivered with an ICD file.

Figure 1 — Conceptual conformance assessment process

The test entity shall generate from the ICD file the corresponding SCD file based on the
configuration of the test system. If the test entity requires that the initiator of a conformance test also
provides the SCD file, then the test entity shall provide the SSD file and the SCD/SED file of the test

system.

5.4.3 Device testing

A single device shall be conformance tested against a test device.

The device-specific conformance tests contain the positive and negative testing of the following, as

appropriate:

— inspection of the documentation and version control of the device (IEC 61850-4);

16

Full document details: DIN EN 61850-10:2014-02

Documents

Document Sharing Hub


http://www.avadocuments.com/doc/din-en-61850-10-2014-02
http://www.avadocuments.com/doc/din-en-61850-10-2014-02

DIN EN 61850-10:2014-02
EN 61850-10:2013

— test of device configuration file against standardised syntax (schema) (IEC 61850-6);

— test of device configuration file against the device related object model (IEC 61850-7-4,
IEC 61850-7-3);

— test of communication stack implementation against applicable SCSM (IEC 61850-8-1,
IEC 61850-9-2);

— test of implemented ACSI services against ACSI definition (IEC 61850-7-2);
— test of device specific extensions according to rules given by the IEC 61850 series in general.

5.5 Documentation of conformance test report
A conformance test report shall include the following information:

— A reference list of all documents that describe or specify any qualifying tests that have been
performed. These documents may include the vendor's standard operating and testing
procedures, and local, national and international standards. International standards shall be cited
by document number, date, clause and subclauses. References to other documents shall include
a complete source address and document identification. A complete and contextually accurate
summary or extract of the document may be included for convenience.

— A list of any specialised test equipment or computer programs used for performing the
conformance tests.

— Name and address of the vendor.

— Name and address of the initiator of the conformance test (if different from vendor name).
— Name of the tested device.

— All of the variants (hardware, firmware, etc.) of the tested device.
— Name and address of the test facility.

— Date of issue of the test report.

— Name and signature of the tester.

— Unique reference number.

— Alist of test items performed to verify conformance.

— Comments and problems found.

— For each test item, the following subjects shall be documented:

e description of the test item with the objective of the test, the procedure how to perform the
test and the expected result;

o reference to the IEC 61850 series part, clause and subclause;
e unique identifier per test item;
o test result: passed, failed, inconclusive, not applicable or <empty> = not tested;

e comparison of the test result to the expected result.

Changes or alterations to the device made at any point in the test, particularly those made to correct
a test deficiency, shall be completely described. The consequences and requirements of re-testing
of a server device — if required — shall be specified in corresponding test plans and test reports.

Conformance test documentation shall be supplied to the initiator.

6 Device related conformance testing

6.1 Test methodology

Communication testing needs at least two devices to communicate with each other. Comprehensive
interoperability testing of all possible products is not feasible. Therefore, the test concept shall
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include test devices, test configurations, and test scenarios. The dynamic behaviour should be
tested properly by using well-defined test cases.

Messages are generated to test the communication capabilities. Hardwired stimuli (contacts,
voltages, currents, etc.) and stimuli coming over a serial link if applicable should be used if
applicable.

Special attention shall be given to communication equipment such as star-couplers, switches, etc.
which shall support all requested features of the standard but not introduce additional contingencies
and limitations. The impact of the communication method (client-server, GOOSE, SV, etc.) used by
the DUT shall be considered properly in the test procedures. Verification of functional applications
(use of GOOSE messages) is not part of a conformance test even if advanced tools may offer such
analysis.

6.2 Conformance test procedures
6.2.1 General

This subclause describes the test procedure requirements, test structure, the abstract test cases
(what is to be tested). The format and a few examples of detailed test procedures (how to perform
the test) are given in Annex A.

6.2.2 Test procedure requirements

The test procedure requirements are:

— The abstract test cases describe what shall be tested, the detailed test procedures describe how
a test engineer or a test system shall perform the test.

— Test cases include a reference to the applicable paragraph(s) in the referenced document(s).

— The test results shall be reproducible in the same test lab and in other test labs.

— Support automated testing with minimal human intervention, as far as reasonably possible.

— The tests shall focus on situations that cannot easily be tested during, for example, a factory or
site acceptance test, and prevent inter-operability risks, for example:

e check behaviour of the device on delayed, lost, double and out of order packets,
e configuration, implementation, operation risks,
e mismatching names, parameters, settings, or data types,
e exceeding certain limits, ranges or timeouts,
o force situations to test negative responses,
e check all (control) state machine paths, and
o force simultaneous control operations from multiple clients.
— The ACSI tests focus on the application layer (mapping).

— The device under test (DUT) is considered as a black box. The I/O and the communication
interface are used for testing.

— The test includes testing the versions, data model and configuration file, and the use of
applicable ISO/IEC 9646 series terminology.

The test procedures shall be formatted as outlined in Figure 2. With this format, the test procedures
document can also be used as test report. A few test procedure examples are depicted in Annex A.
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Test purpose, e.g. test if
Test reference: association is set up
<type><ACSI-model><[N][p/s]><number> correctly
e.g. sRp3
Test result

References to the

/ IEC 61850 documents /

O/Passed
O Failed
[ Inconclusive

Te/£t reference Tesy/purpose Clause and Subclause

Ref. Part Clause a?)d Subclause of IEC 61850

Expected result

Definition of the expected
behavior of the DUT after a step

Test description
— Step by step description of how

to perform the test

Comment ___——— | Area for comments during testing,

e.g. found problems and remarks

IEC 2355/12

Figure 2 — Test procedure format

6.2.3 Test structure
The test cases are structured as follows:

— documentation and version control (IEC 61850-4);

— configuration file (IEC 61850-6);

— data model (IEC 61850-7-3 and IEC 61850-7-4);

— mapping of ACSI models and services (IEC 61850-7-2 and applicable SCSM).

6.2.4 Test cases to test a server device
6.2.4.1 General

This part of the IEC 61850 series specifies the test system architecture and abstract test cases for
server devices. The abstract test cases shall be used for the definition of test procedures to run in
tests.

NOTE The SCSM specific test procedures are provided by test facilities agreed upon by the market participants.
6.2.4.2 Test system architecture to test a server device

In order to be able to perform a server device test, a minimum test set-up is necessary. The test
architecture contains (see Figure 3):

— DUT;

— client simulator to initiate and generate TPAA messages;

— GOOSE simulator to send correct and incorrect GOOSE messages;

— test master to start/stop test cases, start/stop the analyzer and archive test results;
— time master;
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— engineering tool to configure the DUT;

— protocol analyzer to store all the network traffic for each test case;

— signal generator to force binary and analogue events, controlled by the test master or test

engineer.
Test Master, Client Simulator, GOOSE Simulator
Ethernet Switch
Server Device Protocol Analyzer Time Master
(DUT)
4

-

snnafunnunnnd

Signal Generator

llllllllllllllllll’

The test system shall include documentation regarding test system hardware and test system

software.

IEC 2356/12

Figure 3 — Test system architecture to test a server device

6.2.4.3 Documentation and version control test procedure overview

The test cases listed in Table 1 shall apply.

Table 1 — Server documentation test cases

Test case Test case description
Check if the major/minor software version in the PICS documentation and the DUT do match
sDoc1 (IEC 61850-4). PICS shall contain the ACSI conformance statement according to IEC 61850-7-2

Annex A

Check if the major/minor software version in the PIXIT documentation and software version of the

sDoc2 DUT does match (IEC 61850-4). PIXIT shall indicate the required information as requested in the
test cases
Check if the major/minor software version in the MICS documentation and software version of the

sDoc3 DUT does match (IEC 61850-4). MICS shall indicate the semantics of all non-standard Logical
Nodes, Data Objects, Data Attributes and enumeration

sDoc4 Check if the major/minor software version in the TICS documentation and software version of the

DUT does match (IEC 61850-4). TICS shall indicate the implemented technical issues.
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6.2.4.4 Configuration file test cases

The test cases listed in Table 2 shall apply.

Table 2 — Server configuration test cases

Test case Test case description

sCnf1 Test if the ICD configuration file conforms to the SCL schema (IEC 61850-6)

Check if the ICD configuration file corresponds with the actual data names, data types, data-sets,
pre-defined data values exposed by the DUT on the network.

sCnf2
When more data or services are exposed, attach a list and set the test result to Passed. When less
data or services are exposed the test result is Failed.
Change at least 5 end-user configurable parameters that are exposed by the DUT on the network in
the SCD configuration file, configure the DUT using the SCD configuration file (using the supplied
sCnf3 - . . . ; ; . .
configuration tool) and check the updated configuration using online services corresponds with the
updated SCD file. Restore the original SCD file and re-configure the DUT to its original state.
sCnf4 Check if the server capabilities in the ICD “services” section do match with the IED capabilites
In case the control model is fixed (not configurable) check if the ICD correctly initializes the
sCnf5 )
ctiModel values for all controllable objects
Check the edition 2 SCL changes:
sCnf6 — version="2007" with revision="A" or higher

— namelength = 64

Check the "IdName" naming structure when supported. All online object references (including data
sCnf7 sets and control block references) shall start with the "LDevice IdName" value instead of the "IED
name" + "LDevice inst"

6.2.4.5 Data model test cases

The test cases listed in Table 3 shall apply.

Table 3 — Server data model test cases

Test case Test case description

sMdI1 Verify presence of mandatory objects for each LN. Passed when all objects/attributes are present

Verify presence of conditional presence true objects for each LN. Passed when all

sMdi2 objects/attributes are present
SMdI3 Verify non-presence of conditional presence false objects. Passed when these objects/attributes
are not present
Verify data model mapping according to applicable SCSM concerning name length and object
sMdl4 ; M ; ;
expansion. Passed when mapping is according to applicable SCSM
Verify data model mapping according to applicable SCSM concerning organisation of functional
sMdl5 A ; :
components. Passed when mapping is according to applicable SCSM
Verify data model mapping according to applicable SCSM concerning naming of control blocks and
sMdl6 2 h .
logs. Passed when mapping is according to applicable SCSM
SMdI7 Verify data type of all objects for each LN. Passed when data type of all objects/attributes do match
with the IEC 61850-7-3, IEC 61850-7-4 and the applicable SCSM
sMdis Verify that the preconfigured enumerated data attribute values from the device and SCL are in

specified range. Passed when all values are in range

Check if manufacturer specific data model extensions are implemented according to the extension
sMdl9 rules in IEC 61850-7-1 Clause 14 (only when extensions are implemented). Passed when all
extensions are implemented according to the rules

Check if the order of the data attributes within the functional constraints of the Data Object types

sMdl10 match with IEC 61850-7-3. Passed when all attributes are in matching order

Documen;§

Document Sharing Hub

Full document details: DIN EN 61850-10:2014-02


http://www.avadocuments.com/doc/din-en-61850-10-2014-02
http://www.avadocuments.com/doc/din-en-61850-10-2014-02

DIN EN 61850-10:2014-02
EN 61850-10:2013

Test case Test case description

sMdI11 Check the maximum name length of Logical Device, Logical Node, data sets and control blocks
according to IEC 61850-7-2 Subclause 22.2 and SCSM

sMdl12 Check that the rules for multiple data object instantiation are kept (IEC 61850-7-1,14.6, IEC 61850-
7-4)

sMdI13 Check the logical device name space or the LLNO logical node name space refers to edition 2
Check the correct use of name spaces for non-substation power utility applications like for example

sMdli14
Hydro and DER

6.2.4.6 Mapping of ACSI models and services test cases

Test items shall be grouped together in tables. The tables shall reflect the applicable service models
specified in Figure 3 of IEC 61850-7-2:

— application association (sAss);

— server, Logical device, Logical node, Data, and Data Attribute model (sSrv);
— data set model (sDs);

— service tracking (sTrk);

— substitution model (sSub);

— setting group model (sSg);

— unbuffered report control model (sRp);

— buffered report control model (sBr);

— log control model (sLog);

— generic object oriented substation events (sGop and sGos);

— control model (sCtl);

— time and time synchronisation model (sTm);

— file transfer model (sFt).

Test cases are defined for each ACSI model and services in the following categories:

e positive = verification of normal conditions, typically resulting in response+

e negative = verification of abnormal conditions, typically resulting in response—

A test case is mandatory when the applicable ACSI model and ACSI service is supported by the
DUT. This is specified in the PICS according to IEC 61850-7-2, Annex A. The test result
interpretation (passed/failed) depends on the declared IED capabilities e.g. in the ICD file as well as
on the test result.

6.2.4.7 Application association model
6.2.4.7.1 Positive test cases

The test cases listed in Table 4 shall apply.

Table 4 — Association positive test cases

Test case Test case description

sAss1 Associate and client-release a TPAA association (IEC 61850-7-2 Subclause 8.3.2)
sAss?2 Associate and client-abort TPAA association (IEC 61850-7-2 Subclause 8.3.2)
sAss3 Associate with maximum number of clients simultaneously (PIXIT)
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