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Anwendungsbeginn

Anwendungsbeginn fir die von CENELEC am 2015-04-29 angenommene Europaische Norm als DIN-Norm
ist 2015-11-01.

Fir DIN EN 62541-5:2012-06 besteht eine Ubergangsfrist bis 2018-04-29.
Nationales Vorwort
Vorausgegangener Norm-Entwurf: E DIN EN 62541-5:2014-11.

Fir dieses Dokument ist das nationale Arbeitsgremium K 931 ,Systemaspekte“ der DKE Deutsche
Kommission Elektrotechnik Elektronik Informationstechnik in DIN und VDE (www.dke.de) zustandig.

Die enthaltene IEC-Publikation wurde vom SC 65E ,Devices and integration in enterprise systems* erarbeitet.

Das IEC-Komitee hat entschieden, dass der Inhalt dieser Publikation bis zu dem Datum (stability date)
unverandert bleiben soll, das auf der IEC-Website unter ,http://webstore.iec.ch® zu dieser Publikation
angegeben ist. Zu diesem Zeitpunkt wird entsprechend der Entscheidung des Komitees die Publikation
bestatigt,

zurlckgezogen,

durch eine Folgeausgabe ersetzt oder

geandert.

Fir den Fall einer undatierten Verweisung im normativen Text (Verweisung auf ein Dokument ohne Angabe
des Ausgabedatums und ohne Hinweis auf eine Abschnittsnummer, eine Tabelle, ein Bild usw.) bezieht sich
die Verweisung auf die jeweils aktuellste Ausgabe des in Bezug genommenen Dokuments.

Fir den Fall einer datierten Verweisung im normativen Text bezieht sich die Verweisung immer auf die in
Bezug genommene Ausgabe des Dokuments.

Der Zusammenhang der zitierten Dokumente mit den entsprechenden Deutschen Dokumenten ergibt sich,
soweit ein Zusammenhang besteht, grundsatzlich Gber die Nummer der entsprechenden IEC-Publikation.
Beispiel: IEC 60068 ist als EN 60068 als Europaische Norm durch CENELEC ubernommen und als
DIN EN 60068 ins Deutsche Normenwerk aufgenommen.

Das Prasidium des DIN hat mit Prasidialbeschluss 1/2004 festgelegt, dass DIN-Normen, deren Inhalt sich auf
internationale Arbeitsergebnisse der Informationsverarbeitung griindet, unter bestimmten Bedingungen allein
in englischer Sprache verdffentlicht werden diirfen. Diese Bedingungen sind fir die vorliegende Norm erfillt.

Da sich die Benutzer der vorliegenden Norm der englischen Sprache als Fachsprache bedienen, wird die
Englische Fassung der EN 62541-5 veroffentlicht. Zu deren Abschnitt 1, der den Anwendungsbereich
festlegt, und Abschnitt 3, der die Begriffe festlegt, wurde eine Ubersetzung angefertigt und als Nationaler
Anhang NA der vorliegenden Norm hinzugefliigt. Fur viele der verwendeten Begriffe existieren keine
gebrauchlichen deutschen Benennungen, da sich die deutschen Anwender in der Regel ebenfalls der engli-
schen Benennungen bedienen. Diese Norm steht nicht in unmittelbarem Zusammenhang mit Rechtsvor-
schriften und ist nicht als Sicherheitsnorm anzusehen.

Das Original-Dokument enthalt Bilder in Farbe, die in der Papierversion in einer Graustufen-Darstellung
wiedergegeben werden. Elektronische Versionen dieses Dokuments enthalten die Bilder in der originalen
Farbdarstellung.

Anderungen

Gegeniber DIN EN 62541-5:2012-06 wurden folgende Anderungen vorgenommen:

a) Festlegung von FortschrittEreignisTyp (en: ProgressEventType) in 6.4.35, zur Kennzeichnung des
Fortschritts einer Operation, wie beispielsweise einem Dienstaufruf;
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b) Festlegung eines DatenTyps DatenTypBitFeldMaske (en: BitFieldMaskDataType) in 12.18 festgelegt,
der ein Bit-Feld darstellt, in dem einzelne Felder geschrieben werden kénnen, ohne die anderen Felder
erneut festzulegen;

c) Loéschung der Eigenschaft (en: Property) AbtastRateZahlung der (en: SamplingRateCount) in
DatentypZusammenfassungServerDiagnostik (en: ServerDiagnosticSummaryDataType) (12.9), da sie
nicht bendtigt wurde;

d) Ergadnzung der Eigenschaft WirksameUbertragungsZeit (en: EffectiveTransitionTime) zu
VariablenTypUbertragung (en: TransitionVariableType) in B.4.4;

e) Einfuhrung des VariablenTyps TypOptionEinstellen (en: OptionSetType) in 7.19, der eine Bit Maske
darstellt und Text, der die Bedeutung der einzelnen Bits festlegt;

f) Ergénzung eines neuen EreignisTyps (en: EventType) EreignisTypSystemStatusAnderung (en:
SystemStatusChangeEventType) in 6.4.30, der verwendet werden kann, um anzuzeigen, dass die
Verbindung zum zugrundeliegenden System verloren wurde;

g) Erganzung von Eigenschaften zu ServerFahigkeitenTypen (en: ServerCapabilitiesTypes) (6.3.2), welche
die groRte Lange von Feldern (en: arrays) und Zeichenketten (en: strings) fur Variablen beschreiben und
Erganzung eines Objekts fir die Begrenzung von Operationen (maximale Grofke von Feldern bei
Aufrufen eines Dienstes (zum Beispiel Lesen)). Erganzung des Typs TypOperationenGrenze (en:
OperationLimitsType) Begrenzung von Operationen) (6.3.11), der diese Informationen beinhaltet;

h) Erganzung von SichererKanalld (en: SecureChannelld) zu EreignistypAuditAktiviereSitzung (en:
AuditActivateSessionEventType) (6.4.10), und Anpassung des Textes an mehreren Stellen;

i) Erganzung eines normativen Anhang C hinzugeflgt, der den DateiTyp (en: FileType) und Methoden zur
Ubertragung von Dateien festlegt;

j) Erganzung einer Methode ErhalteUberwachteElemente (en: GetMonitoreditems) zu ServerTyp (en:
Servertype) (6.3.1), um Informationen (ber die Gberwachten Elemente zu erhalten;

k) Loschen des Konzepts ModellVorlaufer (en: ModelParent) da es nicht nitzlich war. Die Knotenld (en:
Nodeld) des ReferenzTyp (en: ReferenceType) bleibt erhalten, um bestehende Anwendungen nicht zu
beeintrachtigen;

[) Erganzung von Metadaten fiir den Namensraum im ServerTyp (6.3.1) und Erstellen von Typen fir deren
Handhabung;

m) Erganzung von Darstellungen fir ModellierungsRegeln (en: ModellingRules) in WahlfreierPlatzhalter
(en: OptionalPlaceholder) in 8.4.4 und VorgeschriebenerPlatzhalter (en: MandatoryPlaceholder) in 8.4.5;

n) Erganzung der neuen Typen RedundanzTypNichtTransparentesNetzwerk (en:
NonTransparentNetworkRedundancyType) (6.3.10), DatenTypNetzwerkGruppe (en:
NetworkGroupDataType) (12.19) und DatenTypEndpunktUriListe (en: EndpointUriListDataType)(12.20),
um die verschiedenen Redundanzarten handhaben zu koénnen. Ergdnzung einer erweiterten
Beschreibung der Redundanz und Aktualisierung der Aufzdhlung RedundanzUnterstutzung (en:
RedundancySupport) in 12.5.

Friihere Ausgaben

DIN EN 62541-5: 2012-06
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Nationaler Anhang NA
(informativ)

1 Anwendungsbereich

Dieser Teil der Normenreihe IEC 62541 legt das Informationsmodell der OPC Unified Architecture
(vereinheitlichte Architektur der plattformunabhangigen Kommunikation) fest. Das Informationsmodell legt die
genormten Knoten (en: Nodes) eines AdressRaums (en: AddressSpace ) eines Servers fest. Diese Knoten
sind sowohl genormte Typen als auch genormte Instanzen, welche fur Diagnostik oder als Eintrittspunkt zu
serverspezifischen Knoten verwendet werden. Folglich legt das Informationsmodell den AdressRaum eines
leeren OPC-UA-Servers fest. Es wird jedoch nicht erwartet, dass alle Server alle diese Knoten bereitstellen.

3 Begriffe und Konventionen

3.1 Begriffe

Fir die Anwendung dieses Dokuments gelten die Begriffe nach IEC/TR 62541-1 und IEC 62541-3 und die
folgenden Begriffe.

3.1.1

ClientBenutzerld

(en: ClientUserld)

Zeichenkette, die den Benutzer des Clients identifiziert, der eine Aktion anfordert

ANMERKUNG 1 zum Begriff: Die ClientBenutzerld wird direkt oder indirekt vom Token Benutzerldentitdt (en:

Userldentity) erhalten, der vom Client beim Aufruf des Dienstes AktiviereSitzung (en: ActivateSession) Ubergeben wird.
Fir Einzelheiten siehe 6.4.3.
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This European Standard was approved by CENELEC on 2015-04-29. CENELEC members are bound to comply with the CEN/CENELEC
Internal Regulations which stipulate the conditions for giving this European Standard the status of a national standard without any alteration.
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Foreword

The text of document 65E/376/CDV, future edition 2 of IEC 62541-5, prepared by SC 65E "Devices and
integration in enterprise systems", of IEC/TC 65 "Industrial-process measurement, control and automation"
was submitted to the IEC-CENELEC parallel vote and approved by CENELEC as EN 62541-5:2015.
The following dates are fixed:
e latest date by which the document has to be implemented at (dop) 2016-01-29

national level by publication of an identical national

standard or by endorsement

e latest date by which the national standards conflicting with the (dow) 2018-04-29
document have to be withdrawn

This document supersedes EN 62541-5:2011.

Attention is drawn to the possibility that some of the elements of this document may be the subject of patent
rights. CENELEC [and/or CEN] shall not be held responsible for identifying any or all such patent rights.

This document has been prepared under a mandate given to CENELEC by the European Commission and
the European Free Trade Association, and supports essential requirements of EU Directive(s).

Endorsement notice

The text of the International Standard IEC 62541-5:2015 was approved by CENELEC as a European
Standard without any modification.
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OPC UNIFIED ARCHITECTURE -

Part 5: Information Model

1 Scope

This part of IEC 62541 defines the Information Model of the OPC Unified Architecture. The
Information Model describes standardised Nodes of a Server's AddressSpace. These Nodes are
standardised types as well as standardised instances used for diagnostics or as entry points to
server-specific Nodes. Thus, the Information Model defines the AddressSpace of an empty OPC UA
Server. However, it is not expected that all Servers will provide all of these Nodes.

2 Normative references

The following documents, in whole or in part, are normatively referenced in this document and are
indispensable for its application. For dated references, only the edition cited applies. For undated
references, the latest edition of the referenced document (including any amendments) applies.

IEC TR 62541-1, OPC Unified Architecture — Part 1: Overview and Concepts
IEC 62541-3, OPC unified architecture — Part 3: Address Space Model

IEC 62541-4, OPC unified architecture — Part 4: Services

IEC 62541-6, OPC unified architecture — Part 6: Mappings

IEC 62541-7, OPC unified architecture — Part 7: Profiles

IEC 62541-9, OPC unified architecture — Part 9: Alarms and conditions

IEC 62541-10, OPC unified architecture — Part 10: Programs

IEC 62541-11, OPC unified architecture — Part 11: Historical Access

3 Terms, definitions and conventions

3.1 Terms and definitions

For the purposes of this document, the terms and definitions given in IEC TR 62541-1 and
IEC 62541-3, as well as the following apply.

3.1.1
ClientUserld
string that identifies the user of the client requesting an action

Note 1 to entry: The ClientUserld is obtained directly or indirectly from the UserldentityToken passed by the Client in the
ActivateSession Service call. See 6.4.3 for details.

3.2 Abbreviations and symbols
UA Unified Architecture
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XML  Extensible Markup Language
3.3 Conventions for Node descriptions

Node definitions are specified using tables (see Table 2).
Attributes are defined by providing the Attribute name and a value, or a description of the value.

References are defined by providing the ReferenceType name, the BrowseName of the TargetNode
and its NodeClass.

o |f the TargetNode is a component of the Node being defined in the table the Attributes of the
composed Node are defined in the same row of the table.

e The DataType is only specified for Variables; “[<number>]" indicates a single-dimensional
array, for multi-dimensional arrays the expression is repeated for each dimension (e.g. [2][3]
for a two-dimensional array). For all arrays the ArrayDimensions is set as identified by
<number> values. If no <number> is set, the corresponding dimension is set to 0, indicating
an unknown size. If no number is provided at all the ArrayDimensions can be omitted. If no
brackets are provided, it identifies a scalar DataType and the ValueRank is set to the
corresponding value (see IEC 62541-3). In addition, ArrayDimensions is set to null or is
omitted. If it can be Any or ScalarOrOneDimension, the value is put into “{<value>}", so
either “{Any}’ or “{ScalarOrOneDimension}” and the ValueRank is set to the corresponding
value (see |IEC 62541-3) and the ArrayDimensions is set to null or is omitted. Examples are
given in Table 1.

Table 1 — Examples of DataTypes

Notation Data- Value- | Array- Description
Type Rank Dimensions

Int32 Int32 -1 omitted or null A scalar Int32.

Int32[] Int32 1 omitted or {0} Single-dimensional array of Int32 with an
unknown size.

Int32[][] Int32 2 omitted or {0,0} Two-dimensional array of Int32 with unknown
sizes for both dimensions.

Int32[3][] Int32 2 {3,0} Two-dimensional array of Int32 with a size of 3 for

the first dimension and an unknown size for the
second dimension.

Int32[5][3] Int32 2 {5,3} Two-dimensional array of Int32 with a size of 5 for
the first dimension and a size of 3 for the second
dimension.

Int32{Any} Int32 -2 omitted or null An Int32 where it is unknown if it is scalar or array
with any number of dimensions.

Int32{ScalarOrOneDimension} | Int32 -3 omitted or null An Int32 where it is either a single-dimensional

array or a scalar.

e The TypeDefinition is specified for Objects and Variables.

e The TypeDefinition column specifies a symbolic name for a Nodeld, i.e. the specified Node
points with a HasTypeDefinition Reference to the corresponding Node.

e The ModellingRule of the referenced component is provided by specifying the symbolic name
of the rule in the ModellingRule column. In the AddressSpace, the Node shall use a
HasModellingRule Reference to point to the corresponding ModellingRule Object.

If the Nodeld of a DataType is provided, the symbolic name of the Node representing the DataType
shall be used.

Nodes of all other NodeClasses cannot be defined in the same table; therefore only the used
ReferenceType, their NodeClass and their BrowseName are specified. A reference to another part of
this document points to their definition.
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Table 2 illustrates the table. If no components are provided, the DataType, TypeDefinition and
ModellingRule columns may be omitted and only a Comment column is introduced to point to the
Node definition.

Table 2 — Type Definition Table

Attribute Value
Attribute name Attribute value. If it is an optional Attribute that is not set “--“ will be used.

References NodeClass BrowseName DataType | TypeDefinition ModellingRule
ReferenceType | NodeClass BrowseName of the Attributes of the referenced Node, only Referenced
name of the target Node. If the applicable for Variables and Objects. ModellingRule of
TargetNode. | Reference is to be the referenced
instantiated by the Object.

server, then the
value of the target
Node’s
BrowseName is “--“.

NOTE Notes referencing footnotes of the table content.

Components of Nodes can be complex, that is containing components by themselves. The
TypeDefinition, NodeClass, DataType and ModellingRule can be derived from the type definitions,
and the symbolic name can be created as defined in 4.1. Therefore those containing components
are not explicitly specified; they are implicitly specified by the type definitions.

4 Nodelds and BrowseNames

4.1 Nodelds

The Nodelds of all Nodes described in this standard are only symbolic names. IEC 62541-6 defines
the actual Nodelds.

The symbolic name of each Node defined in this standard is its BrowseName, or, when it is part of
another Node, the BrowseName of the other Node, a “.”, and the BrowseName of itself. In this case
“part of” means that the whole has a HasProperty or HasComponent Reference to its part. Since all
Nodes not being part of another Node have a unique name in this standard, the symbolic name is
unique. For example, the ServerType defined in 6.3.1 has the symbolic name “ServerType”. One of
its InstanceDeclarations would be identified as “ServerType.ServerCapabilities”. Since this Object is
complex, another InstanceDeclaration of the ServerType is
“ServerType.ServerCapabilities.MinSupportedSampleRate”. The Server Object defined in 8.3.2 is
based on the ServerType and has the symbolic name “Server”. Therefore, the instance based on the
InstanceDeclaration described above has the symbolic name
“Server.ServerCapabilities.MinSupportedSampleRate”.

The Namespacelndex for all Nodelds defined in this standard is 0. The namespace for this
Namespacelndex is specified in IEC 62541-3.

Note that this standard not only defines concrete Nodes, but also requires that some Nodes have to
be generated, for example one for each Session running on the Server. The Nodelds of those Nodes
are server-specific, including the Namespace. However the Namespacelndex of those Nodes cannot
be the Namespacelndex 0, because they are not defined by the OPC Foundation but generated by
the Server.

4.2 BrowseNames

The text part of the BrowseNames for all Nodes defined in this standard is specified in the tables
defining the Nodes. The Namespacelndex for all BrowseNames defined in this standard is 0.
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5 Common Attributes

5.1 General

For all Nodes specified in this standard, the Attributes named in Table 3 shall be set as specified in

Table 3.
Table 3 - Common Node Attributes
Attribute Value
DisplayName The DisplayName is a LocalizedText. Each server shall provide the DisplayName identical to
the BrowseName of the Node for the Localeld “en”. Whether the server provides translated
names for other Localelds is vendor specific.
Description Optionally a vendor specific description is provided.
NodeClass Shall reflect the NodeClass of the Node.
Nodeld The Nodeld is described by BrowseNames as defined in 4.1 and defined in IEC 62541-6.
WriteMask Optionally the WriteMask Attribute can be provided. If the WriteMask Attribute is provided, it
shall set all Attributes to not writeable that are not said to be vendor-specific. For example, the
Description Attribute may be set to writeable since a Server may provide a server-specific
description for the Node. The Nodeld shall not be writeable, because it is defined for each
Node in this standard.
UserWriteMask Optionally the UserWriteMask Attribute can be provided. The same rules as for the WriteMask
Attribute apply.
5.2 Objects
For all Objects specified in this standard, the Attributes named in Table 4 shall be set as specified in
Table 4.
Table 4 - Common Object Attributes
Attribute Value
EventNotifier Whether the Node can be used to subscribe to Events or not is vendor specific.

5.3 Variables

For all Variables specified in this standard, the Attributes named in Table 5 shall be set as specified

in Table 5.
Table 5 — Common Variable Attributes

Attribute Value

MinimumSamplingInterval Optionally, a vendor-specific minimum sampling interval is provided.

AccesslLevel The access level for Variables used for type definitions is vendor-specific, for all other
Variables defined in this standard, the access level shall allow a current read; other settings
are vendor specific.

UserAccessLevel The value for the UserAccessLevel Attribute is vendor-specific. It is assumed that all
Variables can be accessed by at least one user.

Value For Variables used as InstanceDeclarations, the value is vendor-specific; otherwise it shall
represent the value described in the text.

ArrayDimensions If the ValueRank does not identify an array of a specific dimension (i.e. ValueRank <= 0) the
ArrayDimensions can either be set to null or the Attribute is missing. This behaviour is
vendor-specific.

If the ValueRank specifies an array of a specific dimension (i.e. ValueRank > 0) then the
ArrayDimensions Attribute shall be specified in the table defining the Variable.

5.4 VariableTypes

For all VariableTypes specified in this standard, the Attributes named in Table 6 shall be set as
specified in Table 6.

16 Documents

Document Sharing Hub

Full document details: DIN EN 62541-5:2015-11


http://www.avadocuments.com/doc/din-en-62541-5-2015-11
http://www.avadocuments.com/doc/din-en-62541-5-2015-11

DIN EN 62541-5:2015-11
EN 62541-5:2015

Table 6 — Common VariableType Attributes

Attributes Value

Value Optionally a vendor-specific default value can be provided.

ArrayDimensions If the ValueRank does not identify an array of a specific dimension (i.e. ValueRank <= 0) the
ArrayDimensions can either be set to null or the Attribute is missing. This behaviour is vendor-
specific.

If the ValueRank specifies an array of a specific dimension (i.e. ValueRank > 0) then the
ArrayDimensions Attribute shall be specified in the table defining the Variable Type.

6 Standard ObjectTypes

6.1 General

Typically, the components of an ObjectType are fixed and can be extended by subtyping. However,
since each Object of an ObjectType can be extended with additional components, this standard
allows extending the standard ObjectTypes defined in this document with additional components.
Thereby, it is possible to express the additional information in the type definition that would already
be contained in each Object. Some ObjectTypes already provide entry points for server-specific
extensions. However, it is not allowed to restrict the components of the standard ObjectTypes
defined in this standard. An example of extending the ObjectTypes is putting the standard Property
NodeVersion defined in IEC 62541-3 into the BaseObjectType, stating that each Object of the
Server will provide a NodeVersion.

6.2 BaseObjectType

The BaseObjectType is used as type definition whenever there is an Object having no more
concrete type definitions available. Servers should avoid using this ObjectType and use a more
specific type, if possible. This ObjectType is the base ObjectType and all other ObjectTypes shall
either directly or indirectly inherit from it. However, it might not be possible for Servers to provide all
HasSubtype References from this ObjectType to its subtypes, and therefore it is not required to
provide this information.

There are no References except for HasSubtype References specified for this ObjectType. It is
formally defined in Table 7.

Table 7 — BaseObjectType Definition

Attribute Value
BrowseName BaseObjectType
IsAbstract False
References NodeClass BrowseName DataType TypeDefinition Modelling
Rule
HasSubtype ObjectType ServerType Defined in 6.3.1
HasSubtype ObjectType ServerCapabilitiesType Defined in 6.3.2
HasSubtype ObjectType ServerDiagnosticsType Defined in 6.3.3
HasSubtype ObjectType SessionsDiagnosticsSummaryType Defined in 6.3.4
HasSubtype ObjectType SessionDiagnosticsObjectType Defined in 6.3.5
HasSubtype ObjectType VendorServerinfoType Defined in 6.3.6
HasSubtype ObjectType ServerRedundancyType Defined in 6.3.7
HasSubtype ObjectType BaseEventType Defined in 6.4.2
HasSubtype ObjectType ModellingRuleType Defined in 6.5
HasSubtype ObjectType FolderType Defined in 6.6
HasSubtype ObjectType DataTypeEncodingType Defined in 6.7
HasSubtype ObjectType DataTypeSystemType Defined in 6.8
Documents

Document Sharing Hub

Full document details: DIN EN 62541-5:2015-11


http://www.avadocuments.com/doc/din-en-62541-5-2015-11
http://www.avadocuments.com/doc/din-en-62541-5-2015-11

DIN EN 62541-5:2015-11
EN 62541-5:2015

6.3 ObjectTypes for the Server Object

6.3.1 ServerType

This ObjectType defines the capabilities supported by the OPC UA Server. It is formally defined in
Table 8.

Table 8 — ServerType Definition

Attribute Value
BrowseName ServerType
IsAbstract False
References NodeClass BrowseName DataType TypeDefinition Modelling
Rule
Subtype of the BaseObjectType defined in 6.2
HasProperty Variable ServerArray String[] PropertyType Mandatory
HasProperty Variable NamespaceArray String[] PropertyType Mandatory
HasComponent Variable ServerStatus’ ServerStatusDataType | ServerStatusType Mandatory
HasProperty Variable ServicelLevel Byte PropertyType Mandatory
HasProperty Variable Auditing Boolean PropertyType Mandatory
HasComponent Object ServerCapabilities’ - ServerCapabilitiesType Mandatory
HasComponent Object ServerDiagnostics' - ServerDiagnosticsType Mandatory
HasComponent Object VendorServerinfo - VendorServerinfoType Mandatory
HasComponent Object ServerRedundancy' | - ServerRedundancyType | Mandatory
HasComponent Object Namespaces - NamespacesType Optional
HasComponent Method GetMonitoredltems Defined in 9 Optional
NOTE Containing Objects and Variables of these Objects and Variables are defined by their BrowseName defined in the
corresponding TypeDefinitionNode. The Nodeld is defined by the composed symbolic name described in 4.1.

ServerArray defines an array of Server URIs. This Variable is also referred to as the server table.
Each URI in this array represents a globally-unique logical name for a Server within the scope of the
network in which it is installed. Each OPC UA Server instance has a single URI that is used in the
server table of other OPC UA Servers. Index 0 is reserved for the URI of the local Server. Values
above 0 are used to identify remote Servers and are specific to a Server. IEC 62541-4 describes
discovery mechanism that can be used to resolve URIs into URLs. The Server URI is case sensitive.

The URI of the ServerArray with Index 0 shall be identical to the URI of the NamespaceArray with
Index 1, since both represent the local Server.

The indexes into the server table are referred to as server indexes or server names. They are used
in OPC UA Services to identify TargetNodes of References that reside in remote Servers. Clients
may read the entire table or they may read individual entries in the table. The Server shall not
modify or delete entries of this table while any client has an open session to the Server, because
clients may cache the server table. A Server may add entries to the server table even if clients are
connected to the Server.

NamespaceArray defines an array of namespace URIs. This Variable is also referred as namespace
table. The indexes into the namespace table are referred to as Namespacelndexes.
Namespacelndexes are used in Nodelds in OPC UA Services, rather than the longer namespace
URI. Index 0 is reserved for the OPC UA namespace, and index 1 is reserved for the local Server.
Clients may read the entire namespace table or they may read individual entries in the namespace
table. The Server shall not modify or delete entries of the namespace table while any client has an
open session to the Server, because clients may cache the namespace table. A Server may add
entries to the namespace table even if clients are connected to the Server. It is recommended that
Servers not change the indexes of the namespace table but only add entries, because the client may
cache Nodelds using the indexes. Nevertheless, it might not always be possible for Servers to avoid
changing indexes in the namespace table. Clients that cache Namespacelndexes of Nodelds should
always check when starting a session to verify that the cached Namespacelndexes have not
changed.
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ServerStatus contains elements that describe the status of the Server. See 12.10 for a description of
its elements.

ServicelLevel describes the ability of the Server to provide its data to the client. The value range is
from 0 to 255, where 0O indicates the worst and 255 indicates the best. The concrete values are
vendor-specific. The intent is to provide the clients an indication of availability among redundant
Servers.

Auditing is a Boolean specifying if the Server is currently generating audit events. It is set to TRUE if
the Server generates audit events, otherwise to false. The Profiles defined in IEC 62541-7 specify
what kind of audit events are generated by the Server.

ServerCapabilities defines the capabilities supported by the OPC UA Server. See 6.3.2 for its
description.

ServerDiagnostics defines diagnostic information about the OPC UA Server. See 6.3.3 for its
description.

VendorServerinfo represents the browse entry point for vendor-defined Server information. This
Object is required to be present even if there are no vendor-defined Objects beneath it. See 6.3.6
for its description.

ServerRedundancy describes the redundancy capabilities provided by the Server. This Object is
required even if the Server does not provide any redundancy support. If the Server supports
redundancy, then a subtype of ServerRedundancyType is used to describe its capabilities.
Otherwise, it provides an Object of type ServerRedundancyType with the Property
RedundancySupport set to none. See 6.3.7 for the description of ServerRedundancyType.

Namespaces provides a list of NamespaceMetadataType Objects with additional information about
the namespaces used in the Server. See 6.3.14 for the description of NamespaceMetadataType.

The GetMonitoredltems Method is used to identify the Monitoredltems of a subscription. It is defined
in 9; the intended usage is defined in IEC 62541-4.

6.3.2 ServerCapabilitiesType

This ObjectType defines the capabilities supported by the OPC UA Server. It is formally defined in
Table 9.
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Table 9 — ServerCapabilitiesType Definition

Attribute Value

BrowseName ServerCapabilitiesType

IsAbstract False

References NodeClass | BrowseName | DataType / TypeDefinition | ModellingRule

Subtype of the BaseObjectType defined in 6.2

HasProperty Variable ServerProfileArray String[] Mandatory
PropertyType

HasProperty Variable LocaleldArray Localeld[] Mandatory
PropertyType

HasProperty Variable MinSupportedSampleRate Duration Mandatory
PropertyType

HasProperty Variable MaxBrowseContinuationPoints Uint16 Mandatory
PropertyType

HasProperty Variable MaxQueryContinuationPoints Uint16 Mandatory
PropertyType

HasProperty Variable MaxHistoryContinuationPoints Uint16 Mandatory
PropertyType

HasProperty Variable SoftwareCertificates SignedSoftwareCertificate[] Mandatory
PropertyType

HasProperty Variable MaxArrayLength UiInt32 Optional
PropertyType

HasProperty Variable MaxStringLength UiInt32 Optional
PropertyType

HasComponent Object OperationLimits -- Optional
OperationLimitsType

HasComponent Object ModellingRules -- Mandatory
FolderType

HasComponent Object AggregateFunctions - Mandatory
FolderType

HasComponent | Variable Vendor specific Variables of a subtype of the -

ServerVendorCapabilityType defined in 7.5

ServerProfileArray lists the Profiles that the Server supports. See IEC 62541-7 for the definitions of
Server Profiles. This list should be limited to the Profiles the Server supports in its current
configuration.

LocaleldArray is an array of Localelds that are known to be supported by the Server. The Server
might not be aware of all Localelds that it supports because it may provide access to underlying
servers, systems or devices that do not report the Localelds that they support.

MinSupportedSampleRate defines the minimum supported sample rate, including 0, which is
supported by the Server.

MaxBrowseContinuationPoints is an integer specifying the maximum number of parallel continuation
points of the Browse Service that the Server can support per session. The value specifies the
maximum the Server can support under normal circumstances, so there is no guarantee the Server
can always support the maximum. The client should not open more Browse calls with open
continuation points than exposed in this Variable. The value 0 indicates that the Server does not
restrict the number of parallel continuation points the client should use.

MaxQueryContinuationPoints is an integer specifying the maximum number of parallel continuation
points of the QueryFirst Services that the Server can support per session. The value specifies the
maximum the Server can support under normal circumstances, so there is no guarantee the Server
can always support the maximum. The client should not open more QueryFirst calls with open
continuation points than exposed in this Variable. The value 0 indicates that the Server does not
restrict the number of parallel continuation points the client should use.
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MaxHistoryContinuationPoints is an integer specifying the maximum number of parallel continuation
points of the HistoryRead Services that the Server can support per session. The value specifies the
maximum the Server can support under normal circumstances, so there is no guarantee the Server
can always support the maximum. The client should not open more HistoryRead calls with open
continuation points than exposed in this Variable. The value 0 indicates that the Server does not
restrict the number of parallel continuation points the client should use.

SoftwareCertificates is an array of SignedSoftwareCertificates containing all SoftwareCertificates
supported by the Server. A SoftwareCertificate identifies capabilities of the Server. It contains the
list of Profiles supported by the Server. Profiles are described in IEC 62541-7.

The MaxArrayLength Property indicates the maximum length of a one or multidimensional array
supported by Variables of the Server. In a multidimensional array it indicates the overall length. For
example, a three-dimensional array of 2x3x10 has the array length of 60. The Server might further
restrict the length for individual Variables without notice to the client. Servers may use the Property
MaxArrayLength defined in IEC 62541-3 on individual DataVariables to specify the size on individual
values. The individual Property may have a larger or smaller value than MaxArrayLength.

The MaxStringLength Property indicates the maximum length of Strings supported by Variables of
the Server. The Server might further restrict the String length for individual Variables without notice
to the client. Servers may use the Property MaxStringLength defined in IEC 62541-3 on individual
DataVariables to specify the length on individual values. The individual Property may have larger or
smaller values than MaxStringLength.

OperationLimits is an entry point to access information on operation limits of the Server, for example
the maximum length of an array in a read Service call.

ModellingRules is an entry point to browse to all ModellingRules supported by the Server. All
ModellingRules supported by the Server should be able to be browsed starting from this Object.

AggregateFunctions is an entry point to browse to all AggregateFunctions supported by the Server.
All AggregateFunctions supported by the Server should be able to be browsed starting from this
Object. AggregateFunctions are Objects of AggregateFunctionType.

The remaining components of the ServerCapabilitiesType define the server-specific capabilities of
the Server. Each is defined using a HasComponent Reference whose target is an instance of a
vendor-defined subtype of the abstract ServerVendorCapabilityType (see 7.5). Each subtype of this
type defines a specific Server capability. The Nodelds for these Variables and their VariableTypes
are server-defined.

6.3.3 ServerDiagnosticsType

This ObjectType defines diagnostic information about the OPC UA Server. This ObjectType is
formally defined in Table 10.
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Table 10 — ServerDiagnosticsType Definition

Attribute Value

BrowseName ServerDiagnosticsType

IsAbstract False

References Node BrowseName DataType / TypeDefinition Modelling

Class Rule

Subtype of the BaseObjectType defined in 6.2

HasComponent | Variable ServerDiagnosticsSummary ServerDiagnosticsSummaryDataType Mandatory
ServerDiagnosticsSummaryType

HasComponent | Variable SamplingIntervalDiagnosticsArray SamplinglntervalDiagnosticsDataType([] Optional
SamplinglntervalDiagnosticsArrayType

HasComponent | Variable SubscriptionDiagnosticsArray SubscriptionDiagnosticsDataType[] Mandatory
SubscriptionDiagnosticsArrayType

HasComponent | Object SessionsDiagnosticsSummary - Mandatory
SessionsDiagnosticsSummaryType

HasProperty Variable EnabledFlag Boolean Mandatory
PropertyType

ServerDiagnosticsSummary contains diagnostic summary information for the Server, as defined in
12.9.

SamplingintervalDiagnosticsArray is an array of diagnostic information per sampling rate as defined
in 12.8. There is one entry for each sampling rate currently used by the Server. Its
TypeDefinitionNode is the VariableType SamplingintervalDiagnosticsArrayType, providing a Variable
for each entry in the array, as defined in 7.11.

The sampling interval diagnostics are only collected by Servers which use a fixed set of sampling
intervals. In these cases, length of the array and the set of contained Variables will be determined
by the Server configuration and the Nodeld assigned to a given sampling interval diagnostics
variable shall not change as long as the Server configuration does not change. A Server may not
expose the SamplingintervalDiagnosticsArray if it does not use fixed sampling rates.

SubscriptionDiagnosticsArray is an array of Subscription diagnostic information per subscription, as
defined in 12.15. There is one entry for each Notification channel actually established in the Server.
Its TypeDefinitionNode is the VariableType SubscriptionDiagnosticsArrayType, providing a Variable
for each entry in the array as defined in 7.13. Those Variables are also used as Variables
referenced by other Variables.

SessionsDiagnosticsSummary contains diagnostic information per session, as defined in 6.3.4.

EnabledFlag identifies whether or not diagnostic information is collected by the Server. It can also
be used by a client to enable or disable the collection of diagnostic information of the Server. The
following settings of the Boolean value apply: TRUE indicates that the Server collects diagnostic
information, and setting the value to TRUE leads to resetting and enabling the collection. FALSE
indicates that no statistic information is collected, and setting the value to FALSE disables the
collection without resetting the statistic values.

Static diagnostic Nodes that always appear in the AddressSpace will return Bad_NotReadable when
the Value Attribute of such a Node is read or subscribed to and diagnostics are turned off. Dynamic
diagnostic Nodes (such as the Session Nodes) will not appear in the AddressSpace when
diagnostics are turned off.

6.3.4  SessionsDiagnosticsSummaryType

This ObjectType defines diagnostic information about the sessions of the OPC UA Server. This
ObjectType is formally defined in Table 11.
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Table 11 — SessionsDiagnosticsSummaryType Definition

Attribute Value

BrowseName SessionsDiagnosticsSummaryType

IsAbstract False

References NodeClass BrowseName DataType / TypeDefinition Modelling

Rule

Subtype of the BaseObjectType defined in 6.2

HasComponent | Variable SessionDiagnosticsArray SessionDiagnosticsDataType][] Mandatory
SessionDiagnosticsArrayType

HasComponent | Variable SessionSecurityDiagnosticsArray SessionSecurityDiagnosticsDataType[] | Mandatory
SessionSecurityDiagnosticsArrayType

HasComponent | Object <ClientName> -- Optional
SessionDiagnosticsObjectType Placeholder

NOTE This row represents no Node in the AddressSpace. It is a placeholder pointing out that instances of the ObjectType will
have those Objects.

SessionDiagnosticsArray provides an array with an entry for each session in the Server having
general diagnostic information about a session.

SessionSecurityDiagnosticsArray provides an array with an entry for each active session in the
Server having security-related diagnostic information about a session. Since this information is
security-related, it should not be made accessible to all users, but only to authorised users.

For each session of the Server, this Object also provides an Object representing the session,
indicated by <ClientName>. The BrowseName could be derived from the sessionName defined in
the CreateSession Service (IEC 62541-4) or some other server-specific mechanisms. It is of the
ObjectType SessionDiagnosticsObjectType, as defined in 6.3.5.

6.3.5 SessionDiagnosticsObjectType

This ObjectType defines diagnostic information about a session of the OPC UA Server. This
ObjectType is formally defined in Table 12.

Table 12 — SessionDiagnosticsObjectType Definition

Attribute Value

BrowseName SessionDiagnosticsObjectType

IsAbstract False

References NodeClass BrowseName DataType / TypeDefinition Modelling

Rule

Subtype of the BaseObjectType defined in 6.2

HasComponent Variable SessionDiagnostics SessionDiagnosticsDataType Mandatory
SessionDiagnosticsVariable Type

HasComponent Variable SessionSecurityDiagnostics SessionSecurityDiagnosticsDataType Mandatory
SessionSecurityDiagnosticsType

HasComponent Variable SubscriptionDiagnosticsArray SubscriptionDiagnosticsDataType[] Mandatory
SubscriptionDiagnosticsArray Type

SessionDiagnostics contains general diagnostic information about the session; the
SessionSecurityDiagnostics Variable contains security-related diagnostic information. Because the
information of the second Variable is security-related, it should not be made accessible to all users,
but only to authorised users.

SubscriptionDiagnosticsArray is an array of Subscription diagnostic information per opened
subscription, as defined in 12.15. Its TypeDefinitionNode is the VariableType
SubscriptionDiagnosticsArrayType providing a Variable for each entry in the array, as defined in
7.13.
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6.3.6 VendorServerinfoType

This ObjectType defines a placeholder Object for vendor-specific information about the OPC UA
Server. This ObjectType defines an empty ObjectType that has no components. It shall be subtyped
by vendors to define their vendor-specific information. This ObjectType is formally defined in Table

13.
Table 13 — VendorServerinfoType Definition
Attribute Value
BrowseName VendorServerinfoType
IsAbstract False
References NodeClass | BrowseName | DataType | TypeDefinition | ModellingRule
Subtype of the BaseObjectType defined in 6.2

6.3.7 ServerRedundancyType

This ObjectType defines the redundancy capabilities supported by the OPC UA Server. It is formally
defined in Table 14.

Table 14 — ServerRedundancyType Definition

Attribute Value

BrowseName ServerRedundancyType

IsAbstract False

References NodeClass BrowseName DataType Type Modelling
Definition Rule

Subtype of the BaseObjectType defined in 6.2

HasProperty Variable RedundancySupport RedundancySupport | PropertyType | Mandatory

HasSubtype ObjectType TransparentRedundancyType Defined in 6.3.8

HasSubtype ObjectType NonTransparentRedundancyType | Defined in 6.3.9

RedundancySupport indicates what redundancy is supported by the Server. Its values are defined in
12.5. It shall be set to NONE_O for all instances of the ServerRedundancyType using the
ObjectType directly (no subtype).

6.3.8 TransparentRedundancyType
This ObjectType is a subtype of ServerRedundancyType and is used to identify the capabilities of

the OPC UA Server for server-controlled redundancy with a transparent switchover for the client. It
is formally defined in Table 15.

Table 15 — TransparentRedundancyType Definition

Attribute Value

BrowseName TransparentRedundancyType

IsAbstract False

References Node BrowseName DataType TypeDefinition Modelling
Class Rule

Subtype of the ServerRedundancyType defined in 6.3.7, i.e. inheriting the InstanceDeclarations of that Node.

HasProperty | Variable | CurrentServerld String PropertyType Mandatory

HasProperty | Variable | RedundantServerArray RedundantServerDataType[] | PropertyType Mandatory

RedundancySupport is inherited from the ServerRedundancyType. It shall be set to
TRANSPARENT _4 for all instances of the TransparentRedundancyType.
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Although, in a transparent switchover scenario, all redundant Servers serve under the same URI to
the client, it may be required to track the exact data source on the client. Therefore, CurrentServerld
contains an identifier of the currently-used Server in the redundant set. This Server is valid only
inside a session; if a client opens several sessions, different Servers of the redundant set of Servers
may serve it in different sessions. The value of the CurrentServerld may change due to failover or
load balancing, so a client that needs to track its data source shall subscribe to this Variable.

As diagnostic information, the RedundantServerArray contains an array of available Servers in the
redundant set; including their service levels (see 12.7). This array may change during a session.

6.3.9 NonTransparentRedundancyType

This ObjectType is a subtype of ServerRedundancyType and is used to identify the capabilities of
the OPC UA Server for non-transparent redundancy. It is formally defined in Table 16.

Table 16 — NonTransparentRedundancyType Definition

Attribute Value

BrowseName NonTransparentRedundancyType

IsAbstract False

References NodeClass BrowseName DataType | TypeDefinition Modelling
Rule

Subtype of the ServerRedundancyType defined in 6.3.7, which means it inherits the InstanceDeclarations of that Node.

HasProperty Variable ServerUriArray String[] | PropertyType | Mandatory

HasSubtype ObjectType NonTransparentNetworkRedundancyType Defined in 6.3.10

ServerUriArray is an array with the URI of all redundant Servers of the OPC UA Server. See
IEC 62541-4 for the definition of redundancy in this standard. In a non-transparent redundancy
environment, the client is responsible to subscribe to the redundant Servers. Therefore the Client
might open a session to one or more redundant Servers of this array. The SeverUriArray shall
contain the local Server.

RedundancySupport is inherited from the ServerRedundancyType. It shall be set to COLD_1,
WARM_2, HOT_3 or HOT_AND_MIRRORED_5 for all instances of the
NonTransparentRedundancyType. It defines the redundancy support provided by the Server. The
Client is allowed to access the redundant Server only as described there, however, "hot” switchover
implies the support of “warm” switchover and “warm” switchover implies the support of “cold”
switchover. Support for HotAndMirrored redundancy implies the support of “hot” switchover,
however, for Servers supporting HotandMirrored redundancy it is strongly recommended that Clients
use the HotAndMirrored mechanisms.

If the Server supports only a “cold” switchover, the ServiceLevel Variable of the Server Object
should be considered to identify the primary Server. In this scenario, only the primary Server may be
able to access the underlying system, because the underlying system may support access only from
a single Server. In this case, all other Servers will be identified with a ServiceLevel of zero.

6.3.10 NonTransparentNetworkRedundancyType
This ObjectType is a subtype of NonTransparentRedundancyType and is used to identify the

capabilities of the OPC UA Server for non-transparent network redundancy. It is formally defined in
Table 17.
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Table 17 — NonTransparentNetworkRedundancyType Definition

Attribute Value

BrowseName NonTransparentNetworkRedundancyType

IsAbstract False

References | NodeClass | BrowseName | DataType | TypeDefinition | ModellingRule
Subtype of the NonTransparentRedundancyType defined in 6.3.9, which means it inherits the InstanceDeclarations of that
Node.

HasProperty | Variable | ServerNetworkGroups | NetworkGroupDataType[] | PropertyType | Mandatory

Clients switching between network paths to the same Server behave the same as HotAndMirrored
redundancy. Server and network redundancy can be combined. In the combined approach it is
important for the Client to know which ServerUris belong to the same Server representing different
network paths and which ServerUris represent different Servers. Therefore, a Server implementing
non-transparent network redundancy shall use the NonTransparentNetworkRedundancyType to
identify its redundancy support.

RedundancySupport is inherited from the ServerRedundancyType. It shall be set to COLD_1,
WARM_2, HOT_3 or HOT_AND_MIRRORED_5 for all instances of the
NonTransparentNetworkRedundancyType. If no server redundancy is supported (the ServerUriArray
only contains one entry), the RedundancySupport shall be set to HOT_AND_MIRRORED_5.

The ServerNetworkGroups contains an array of NetworkGroupDataType. The URIs of the Servers in
that array (in the serverUri of the structure) shall be exactly the same as the ones provided in the
ServerUriArray. However, the order might be different. Thus the array represents a list of
HotAndMirrored redundant Servers. If a server only supports network redundancy, it has only one
entry in the ServerNetworkGroups. The networkPaths in the structure represents the redundant
network paths for each of the Servers. The networkPaths describes the different paths (one entry for
each path) ordered by priority. Each network path contains an endpointUriList having an array of
Strings each containing a URL of an Endpoint. This allows using different protocol options for the
same network path.

The Endpoints provided shall match with the Endpints provided by the GetEndpoints Service of the
corresponding Server.

6.3.11 OperationLimitsType

This ObjectType is a subtype of FolderType and is used to identify the operation limits of the OPC
UA Server. It is formally defined in Table 18.
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Table 18 — OperationLimitsType Definition

Attribute Value

BrowseName OperationLimitsType

IsAbstract False

References NodeClass | BrowseName | DataType | TypeDefinition | ModellingRule

Subtype of the FolderType defined in 6.6, which means it inherits the InstanceDeclarations of that Node.

HasProperty Variable MaxNodesPerRead UiInt32 PropertyType Optional

HasProperty Variable MaxNodesPerHistoryReadData UInt32 PropertyType Optional

HasProperty Variable MaxNodesPerHistoryReadEvents UlInt32 PropertyType Optional

HasProperty Variable MaxNodesPerWrite UInt32 PropertyType Optional

HasProperty Variable MaxNodesPerHistoryUpdateData UInt32 PropertyType Optional

HasProperty Variable MaxNodesPerHistoryUpdateEvents UInt32 PropertyType Optional

HasProperty Variable MaxNodesPerMethodCall UInt32 PropertyType Optional

HasProperty Variable MaxNodesPerBrowse UlInt32 PropertyType Optional

HasProperty Variable MaxNodesPerRegisterNodes UInt32 PropertyType Optional

HasProperty Variable MaxNodesPerTranslateBrowsePaths | UInt32 PropertyType Optional
ToNodelds

HasProperty Variable MaxNodesPerNodeManagement UInt32 PropertyType Optional

HasProperty Variable MaxMonitoredltemsPerCall UInt32 PropertyType Optional

The MaxNodesPerRead Property indicates the maximum size of the nodesToRead array when a
Client calls the Read Service.

The MaxNodesPerHistoryReadData Property indicates the maximum size of the nodesToRead array
when a Client calls the HistoryRead Service using the histroyReadDetails RAW, PROCESSED,
MODIFIED or ATTIME.

The MaxNodesPerHistoryReadEvents Property indicates the maximum size of the nodesToRead
array when a Client calls the HistoryRead Service using the historyReadDetails EVENTS.

The MaxNodesPerWrite Property indicates the maximum size of the nodesToWrite array when a
Client calls the Write Service.

The MaxNodesPerHistoryUpdateData Property indicates the maximum size of the
historyUpdateDetails array supported by the Server when a Client calls the HistoryUpdate Service
using historyReadDetails RAW, PROCESSED, MODIFIED or ATTIME.

The MaxNodesPerHistoryUpdateEvents Property indicates the maximum size of the
historyUpdateDetails array when a Client calls the HistoryUpdate Service using historyReadDetails
EVENTS.

The MaxNodesPerMethodCall Property indicates the maximum size of the methodsToCall array
when a Client calls the Call Service.

The MaxNodesPerBrowse Property indicates the maximum size of the nodesToBrowse array when
calling the Browse Service or the continuationPoints array when a Client calls the BrowseNext
Service.

The MaxNodesPerRegisterNodes Property indicates the maximum size of the nodesToRegister
array when a Client calls the RegisterNodes Service and the maximum size of the
nodesToUnregister when calling the UnregisterNodes Service.

The MaxNodesPerTranslateBrowsePathsToNodelds Property indicates the maximum size of the
browsePaths array when a Client calls the TranslateBrowsePathsToNodelds Service.
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The MaxNodesPerNodeManagement Property indicates the maximum size of the nodesToAdd array
when a Client calls the AddNodes Service, the maximum size of the referencesToAdd array when a
Client calls the AddReferences Service, the maximum size of the nodesToDelete array when a
Client calls the DeleteNodes Service, and the maximum size of the referencesToDelete array when
a Client calls the DeleteReferences Service.

The MaxMonitoredltemsPerCall Property indicates the maximum size of the itemsToCreate array
when a Client calls the CreateMonitoredltems Service, the maximum size of the itemsToModify array
when a Client calls the ModifyMonitoreditems Service, the maximum size of the monitoredltemlds
array when a Client calls the SetMonitoringMode Service, and the maximum size of the linksToAdd
and the linksToRemove arrays when a Client calls the SetTriggering Service.

6.3.12 AddressSpaceFileType

This ObjectType defines the file for a namespace provided by the OPC UA Server. It is formally
defined in Table 19. It represents an XML address space file using the XML schema defined in

IEC 62541-6.
Table 19 — AddressSpaceFileType Definition
Attribute Value
BrowseName AddressSpaceFileType
IsAbstract False
References NodeClass | BrowseName DataType TypeDefinition Modelling
Rule
Subtype of the FileType defined in C.2
HasComponent | Method | ExportNamespace | The method has no parameters. | Optional

The ExportNamespace Method provides a way to export the namespace from the Server
AddressSpace to the XML file represented by the AddressSpaceFileType. Value Attributes are only
exported if they represent static configuration information. The client is expected to call the
ExportNamespace Method first to update the XML file and then access the file with the Methods
defined in the FileType.

Servers might provide some vendor-specific mechanisms importing parts of an address space as
subtype of this ObjectType, for example by defining appropriate Methods.

6.3.13 NamespaceMetadataType

This ObjectType defines the metadata for a namespace provided by the Server. It is formally defined
in Table 20.

Instances of this Object allow Servers to provide more information like version information in
addition to the namespace URI. Important information for aggregating Servers is provided by the
StaticNodeldTypes, StaticNumericNodeldRange and StaticStringNodeldPattern Properties.
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Table 20 — NamespaceMetadataType Definition

Attribute Value

BrowseName NamespaceMetadataType

IsAbstract False

References NodeClass BrowseName DataType TypeDefinition Modelling
Rule

Subtype of the BaseObjectType defined in 6.2

HasProperty Variable NamespaceUri String PropertyType Mandatory

HasProperty Variable NamespaceVersion String PropertyType Mandatory

HasProperty Variable NamespacePublicationDate DateTime PropertyType Mandatory

HasProperty Variable IsNamespaceSubset Boolean PropertyType Mandatory

HasProperty Variable StaticNodeldTypes IdType[] PropertyType Mandatory

HasProperty Variable StaticNumericNodeldRange NumericRange[] | PropertyType Mandatory

HasProperty Variable StaticStringNodeldPattern String PropertyType Mandatory

HasComponent Object NamespaceFile - AddressSpaceFileType Optional

The BrowseName of instances of this type shall be derived from the represented namespace. This
can, for example, be done by using the index of the namespace in the NamespaceArray as
namespacelndex of the QualifiedName and the namespace URI as name of the QualifiedName.

The NamespaceUri Property contains the namespace represented by an instance of the
MetaDataType.

The NamespaceVersion Property provides version information for the namespace. It is intended for
display purposes and shall not be used to programmatically identify the latest version.

The NamespacePublicationDate Property provides the publication date of the namespace version.
This Property value can be used by Clients to determine the latest version if different versions are
provided by different Servers.

The IsNamespaceSubset Property defines whether all Nodes of the namespace are accessible in
the Server or only a subset. It is set to FALSE if the full namespace is provided and TRUE if not.

Static Nodes are identical for all Attributes in all Servers, including the Value Attribute. For
TypeDefinitionNodes, also the InstanceDeclarations shall be identical. That means that for static
Nodes the semantic is always the same. Namespaces with static Nodes are for example
namespaces defined by standard bodies like the OPC Foundation. This is important information for
aggregating Servers. If the namespace is dynamic and used in several Servers the aggregating
Server needs to distinguish the namespace for each aggregated Server. The static Nodes of a
namespace only need to be handled once, even if it they are used by several aggregated Servers.

The StaticNodeldTypes Property provides a list of IdTypes used for static Nodes. All Nodes in the
AddressSpace of the namespace using one of the /IdTypes in the array shall be static Nodes.

The StaticNumericNodeldRange Property provides a list of NumericRanges used for numeric
Nodelds of static Nodes. If the StaticNodeldTypes Property contains an entry for numeric Nodelds
then this Property is ignored.

The StaticStringNodeldPattern Property provides a regular expression as defined for the Like
Operator defined in IEC 62541-4 to filter for string Nodelds of static Nodes. If the StaticNodeldTypes
Property contains an entry for string Nodelds then this Property is ignored.

The Object NamespaceFile contains all Nodes and References of the namespace in an XML file
where the XML schema is defined in IEC 62541-6. The XML file is provided through an
AddressSpaceFileType Object.
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6.3.14 NamespacesType

This ObjectType defines a list of NamespaceMetadataType Objects provided by the Server. It is
formally defined in Table 21.

Table 21 — NamespacesType Definition

Attribute Value
BrowseName NamespacesType
IsAbstract False
References NodeClass BrowseName Data TypeDefinition Modelling
Type Rule
Subtype of the BaseObjectType defined in 6.2
HasComponent | Object | <Namespaceldentifier> | - | NamespaceMetadataType | OptionalPlaceholder

The ObjectType contains a list of NamespaceMetadataType Objects representing the namespaces
in the Server. The BrowseName of an Object shall be derived from the namespace represented by
the Object. This can, for example, be done by using the index of the namespace in the
NamespaceArray as namespacelndex of the QualifiedName and the namespace URI as name of the
QualifiedName.

6.4 ObjectTypes used as EventTypes

6.4.1 General

This International Standard defines standard EventTypes. They are represented in the

AddressSpace as ObjectTypes. The EventTypes are already defined in IEC 62541-3. The following
subclauses specify their representation in the AddressSpace.

6.4.2 BaseEventType

This EventType is defined in IEC 62541-3. Its representation in the AddressSpace is formally
defined in Table 22.

Table 22 — BaseEventType Definition

Attribute Value

BrowseName BaseEventType

IsAbstract True

References NodeClass BrowseName DataType TypeDefinition Modelling
Rule

Subtype of the BaseObjectType defined in 6.2

HasSubtype ObjectType AuditEventType Defined in 6.4.3

HasSubtype ObjectType SystemEventType Defined in 6.4.28

HasSubtype ObjectType BaseModelChangeEventType Defined in 6.4.31

HasSubtype ObjectType SemanticChangeEventType Defined in 6.4.33

HasSubtype ObjectType EventQueueOverflowEventType | Defined in 6.4.34

HasSubtype ObjectType ProgressEventType Defined in 6.4.35

HasProperty Variable Eventld ByteString PropertyType Mandatory

HasProperty Variable EventType Nodeld PropertyType Mandatory

HasProperty Variable SourceNode Nodeld PropertyType Mandatory

HasProperty Variable SourceName String PropertyType Mandatory

HasProperty Variable Time UtcTime PropertyType Mandatory

HasProperty Variable ReceiveTime UtcTime PropertyType Mandatory

HasProperty Variable LocalTime TimeZoneDataType PropertyType Optional

HasProperty Variable Message LocalizedText PropertyType Mandatory

HasProperty Variable Severity Uint16 PropertyType Mandatory

Eventld is generated by the Server to uniquely identify a particular Event Notification. The Server is
responsible to ensure that each Event has its unique Eventld. It may do this, for example, by putting
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GUIDs into the ByteString. Clients can use the Eventld to assist in minimizing or eliminating gaps
and overlaps that may occur during a redundancy failover. The Eventld shall always be returned as
value and the Server is not allowed to return a StatusCode for the Eventld indicating an error.

EventType describes the specific type of Event. The EventType shall always be returned as value
and the Server is not allowed to return a StatusCode for the EventType indicating an error.

SourceNode identifies the Node that the Event originated from. If the Event is not specific to a Node
the Nodeld is set to null. Some subtypes of this BaseEventType may define additional rules for
SourceNode.

SourceName provides a description of the source of the Event. This could be the string-part of the
DisplayName of the Event source using the default locale of the server, if the Event is specific to a
Node, or some server-specific notation.

Time provides the time the Event occurred. This value is set as close to the event generator as
possible. It often comes from the underlying system or device. Once set, intermediate OPC UA
Servers shall not alter the value.

ReceiveTime provides the time the OPC UA Server received the Event from the underlying device of
another Server. ReceiveTime is analogous to ServerTimestamp defined in IEC 62541-4, i.e. in the
case where the OPC UA Server gets an Event from another OPC UA Server, each Server applies its
own ReceiveTime. That implies that a Client may get the same Event, having the same Eventld,
from different Servers having different values of the ReceiveTime. The ReceiveTime shall always be
returned as value and the Server is not allowed to return a StatusCode for the ReceiveTime
indicating an error.

LocalTime is a structure containing the Offset and the DaylightSavinglnOffset flag. The Offset
specifies the time difference (in minutes) between the Time Property and the time at the location in
which the event was issued. If DaylightSavinglnOffset is TRUE, then Standard/Daylight savings time
(DST) at the originating location is in effect and Offset includes the DST correction. If FALSE then
the Offset does not include DST correction and DST may or may not have been in effect.

Message provides a human-readable and localizable text description of the Event. The Server may
return any appropriate text to describe the Event. A null string is not a valid value; if the Server does
not have a description, it shall return the string part of the BrowseName of the Node associated with
the Event.

Severity is an indication of the urgency of the Event. This is also commonly called “priority”. Values
will range from 1 to 1 000, with 1 being the lowest severity and 1 000 being the highest. Typically, a
severity of 1 would indicate an Event which is informational in nature, while a value of 1 000 would
indicate an Event of catastrophic nature, which could potentially result in severe financial loss or
loss of life.

It is expected that very few Server implementations will support 1 000 distinct severity levels.
Therefore, Server developers are responsible for distributing their severity levels across the 1 to
1 000 range in such a manner that clients can assume a linear distribution. For example, a client
wishing to present five severity levels to a user should be able to do the following mapping:

Client Severity OPC Severity
HIGH 801 —1000
MEDIUM HIGH 601 —800
MEDIUM 401 —600
MEDIUM LOW 201 —400
LOW 1-200
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In many cases a strict linear mapping of underlying source severities to the OPC Severity range is
not appropriate. The Server developer will instead intelligently map the underlying source severities
to the 1 to 1 000 OPC Severity range in some other fashion. In particular, it is recommended that
Server developers map Events of high urgency into the OPC severity range of 667 to 1 000, Events
of medium urgency into the OPC severity range of 334 to 666 and Events of low urgency into OPC
severities of 1 to 333.

For example, if a source supports 16 severity levels that are clustered such that severities 0 to 2 are
considered to be LOW, 3 to 7 are MEDIUM and 8 to 15 are HIGH, then an appropriate mapping
might be as follows:

OPC Range Source Severity OPC Severity
HIGH (667 — 1 000) 15 1000
14 955
13 910
12 865
820
775
730
685
650
575
500
425
350
300
150

1

N
N

-
o

MEDIUM (334 — 666)

LOW (1 — 333)

O = |IN W |~ oo (N | |©o

Some Servers might not support any Events which are catastrophic in nature, so they may choose to
map all of their severities into a subset of the 1 to 1 000 range (for example, 1 to 666). Other
Servers might not support any Events which are merely informational, so they may choose to map
all of their severities into a different subset of the 1 to 1 000 range (for example, 334 to 1 000).

The purpose of this approach is to allow clients to use severity values from multiple Servers from
different vendors in a consistent manner. Additional discussions of severity can be found in
IEC 62541-9.

6.4.3 AuditEventType

This EventType is defined in IEC 62541-3. Its representation in the AddressSpace is formally
defined in Table 23.
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Table 23 — AuditEventType Definition

Attribute Value

BrowseName AuditEventType

IsAbstract True

References NodeClass BrowseName DataType TypeDefinition Modelling
Rule

Subtype of the BaseEventType defined in 6.4.2, which means it inherits the InstanceDeclarations of that Node.

HasSubtype ObjectType AuditSecurityEventType Defined in 6.4.4

HasSubtype ObjectType AuditNodeManagementEventType Defined in 6.4.19

HasSubtype ObjectType AuditUpdateEventType Defined in 6.4.24

HasSubtype ObjectType AuditUpdateMethodEventType Defined in 6.4.27

HasProperty Variable ActionTimeStamp UtcTime PropertyType Mandatory

HasProperty Variable Status Boolean PropertyType Mandatory

HasProperty Variable Serverld String PropertyType Mandatory

HasProperty Variable ClientAuditEntryld String PropertyType Mandatory

HasProperty Variable ClientUserld String PropertyType Mandatory

This EventType inherits all Properties of the BaseEventType. Their semantic is defined in 6.4.2.

ActionTimeStamp identifies the time the user initiated the action that resulted in the AuditEvent
being generated. It differs from the Time Property because this is the time the server generated the
AuditEvent documenting the action.

Status identifies whether the requested action could be performed (set Status to TRUE) or not (set
Status to FALSE).

Serverld uniquely identifies the Server generating the Event. It identifies the Server uniquely even in
a server-controlled transparent redundancy scenario where several Servers may use the same URI.

ClientAuditEntryld contains the human-readable AuditEntryld defined in IEC 62541-3.

The ClientUserld identifies the user of the client requesting an action. The ClientUserld can be
obtained from the UserldentityToken passed in the ActivateSession call. If the UserldentityToken is
a UserNameldentityToken then the ClientUserld is the UserName. If the UserldentityToken is an
X509IdentityToken then the ClientUserld is the X509 Subject Name of the Certificate. If the
UserldentityToken is an IssuedldentityToken then the ClientUserld should be a string that
represents the owner of the token. The best choice for the string depends on the type of
IssuedldentityToken. If an AnonymousldentityToken was used, the value is null.

6.4.4 AuditSecurityEventType

This EventType is defined in IEC 62541-3. Its representation in the AddressSpace is formally
defined in Table 24.

Table 24 — AuditSecurityEventType Definition

Attribute Value

BrowseName AuditSecurityEventType

IsAbstract True

References | NodeClass | BrowseName | DataType | TypeDefinition | ModellingRule
Subtype of the AuditEventType defined in 6.4.3, which means it inherits the InstanceDeclarations of that Node.

HasSubtype ObjectType AuditChannelEventType Defined in 6.4.5

HasSubtype ObjectType AuditSessionEventType Defined in 6.4.7

HasSubtype ObjectType AuditCertificateEventType Defined in 6.4.12

This EventType inherits all Properties of the AuditEventType. Their semantic is defined in 6.4.3.
There are no additional Properties defined for this EventType.
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6.4.5 AuditChannelEventType

This EventType is defined in IEC 62541-3. Its representation in the AddressSpace is formally
defined in Table 25.

Table 25 — AuditChannelEventType Definition

Attribute Value

BrowseName AuditChannelEventType

IsAbstract True

References NodeClass BrowseName DataType TypeDefinition Modelling
Rule

Subtype of the AuditSecurityEventType defined in 6.4.4, which means it inherits the InstanceDeclarations of that Node.

HasSubtype ObjectType AuditOpenSecureChannelEventType Defined in 6.4.6

HasProperty Variable SecureChannelld String | PropertyType | Mandatory

This EventType inherits all Properties of the AuditSecurityEventType. Their semantic is defined in
6.4.4. There are no additional Properties defined for this EventType. The SourceNode for Events of
this type should be assigned to the Server Object. The SourceName for Events of this type should
be “SecureChannel/” and the Service that generates the Event (e.g.
SecureChannel/OpenSecureChannel or SecureChannel/CloseSecureChannel). If the ClientUserld is
not available for a CloseSecureChannel call, then this parameter shall be set to
"System/CloseSecureChannel”.

The SecureChannelld shall uniquely identify the SecureChannel. The application shall use the same
identifier in all AuditEvents related to the Session Service Set (AuditCreateSessionEventType,
AuditActivateSessionEventType and their subtypes) and the SecureChannel Service Set
(AuditChannelEventType and its subtypes).

6.4.6 AuditOpenSecureChannelEventType

This EventType is defined in IEC 62541-3. Its representation in the AddressSpace is formally
defined in Table 26.

Table 26 — AuditOpenSecureChannelEventType Definition

Attribute Value

BrowseName AuditOpenSecureChannelEventType

IsAbstract True

References Node BrowseName DataType TypeDefinition Modelling
Class Rule

Subtype of the AuditChannelEventType defined in 6.4.5, which means it inherits the InstanceDeclarations of that Node.

HasProperty Variable ClientCertificate ByteString PropertyType Mandatory

HasProperty Variable ClientCertificate Thumbprint String PropertyType Mandatory

HasProperty Variable RequestType SecurityTokenRequestType PropertyType Mandatory

HasProperty Variable SecurityPolicyUri String PropertyType Mandatory

HasProperty Variable SecurityMode MessageSecurityMode PropertyType Mandatory

HasProperty Variable RequestedLifetime Duration PropertyType Mandatory

This EventType inherits all Properties of the AuditChannelEventType. Their semantic is defined in
6.4.5. The SourceName for Events of this type should be “SecureChannel/OpenSecureChannel”.
The ClientUserld is not available for this «call, thus this parameter shall be set to
"System/OpenSecureChannel”.

The additional Properties defined for this EventType reflect parameters of the Service call that
triggers the Event.

ClientCertificate is the clientCertificate parameter of the OpenSecureChannel Service call.
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