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Anwendungsbeginn

Anwendungsbeginn fir die von CENELEC am 2012-08-31 angenommene Europaische Norm als DIN-Norm
ist 2013-06-01.

Nationales Vorwort
Vorausgegangener Norm-Entwurf: E DIN IEC 62541-9:2008-12.

Fir dieses Dokument ist das nationale Arbeitsgremium K 931 ,Systemaspekte“ der DKE Deutsche
Kommission Elektrotechnik Elektronik Informationstechnik im DIN und VDE (www.dke.de) zustandig.

Die enthaltene IEC-Publikation wurde vom SC 65E ,Devices and integration in enterprise systems* erarbeitet.

Das IEC-Komitee hat entschieden, dass der Inhalt dieser Publikation bis zu dem Datum (stability date)
unverandert bleiben soll, das auf der IEC-Website unter ,http://webstore.iec.ch® zu dieser Publikation
angegeben ist. Zu diesem Zeitpunkt wird entsprechend der Entscheidung des Komitees die Publikation
bestatigt,

zurlckgezogen,

durch eine Folgeausgabe ersetzt oder

geandert.

Fir den Fall einer undatierten Verweisung im normativen Text (Verweisung auf eine Norm ohne Angabe des
Ausgabedatums und ohne Hinweis auf eine Abschnittsnummer, eine Tabelle, ein Bild usw.) bezieht sich die
Verweisung auf die jeweils neueste gultige Ausgabe der in Bezug genommenen Norm.

Fir den Fall einer datierten Verweisung im normativen Text bezieht sich die Verweisung immer auf die in
Bezug genommene Ausgabe der Norm.

Der Zusammenhang der zitierten Normen mit den entsprechenden Deutschen Normen ergibt sich, soweit ein
Zusammenhang besteht, grundsatzlich Gber die Nummer der entsprechenden IEC-Publikation. Beispiel:
IEC 60068 ist als EN 60068 als Europaische Norm durch CENELEC tUbernommen und als DIN EN 60068 ins
Deutsche Normenwerk aufgenommen.

Das Prasidium des DIN hat mit Prasidialbeschluss 1/2004 festgelegt, dass DIN-Normen, deren Inhalt sich auf
internationale Arbeitsergebnisse der Informationsverarbeitung grindet, unter bestimmten Bedingungen allein
in englischer Sprache veréffentlicht werden diirfen. Diese Bedingungen sind fir die vorliegende Norm erfillt.

Da sich die Benutzer der vorliegenden Norm der englischen Sprache als Fachsprache bedienen, wird die
englische Fassung der EN 62541-9 verdffentlicht. Zu deren Abschnitt 3, der die Begriffe festlegt, wurde eine
Ubersetzung angefertigt und als informativer Nationaler Anhang NA der vorliegenden Norm hinzugefiigt. Fiir
viele der verwendeten Begriffe existieren keine gebrauchlichen deutschen Benennungen, da sich die
deutschen Anwender in der Regel ebenfalls der englischen Benennungen bedienen. Diese Norm steht nicht
in unmittelbarem Zusammenhang mit Rechtsvorschriften und ist nicht als Sicherheitsnorm anzusehen.
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Nationaler Anhang NA
(informativ)

3.1 Begriffe

Fir die Anwendung dieses Dokuments gelten die Begriffe nach IEC 62541-1, IEC 62541-3 und IEC 62541-5
und die folgenden Begriffe.

3141

Quittierung

(en: Acknowledge)

Aktion eines Operators, die das Anerkennen eines neuen Alarms anzeigt

ANMERKUNG 1 zum Begriff: ~ Wie in EEMUA definiert, ist der Begriff ,Akzeptieren® (en: accept) ein weiterer gangiger
Begriff fir Quittierung. Sie kdnnen synonym verwendet werden. Dieses Dokument verwendet Quittierung.

3.1.2

aktiv

(en: Active)

Zustand eines Alarms, der anzeigt, dass die Situation, die der Alarm reprasentiert, aktuell existiert

ANMERKUNG 1 zum Begriff:  Andere gangige Begriffe, definiert bei EEMUA, sind ,steht an“ (en: standing) flr einen
aktiven Alarm und ,nullgestellt® (en: cleared), wenn die Bedingung wieder normal und nicht langer aktiv ist.

313

Bedingungsklasse

(en: ConditionClass)

eine Gruppierung von Bedingungen, die anzeigt, in welcher Doméne oder fir welchen Zweck eine bestimmte
Bedingung verwendet wird

ANMERKUNG 1 zum Begriff: ~ Einige oberste (en: top-level) Bedingungsklassen sind in dieser Spezifikation definiert.
Hersteller oder Organisationen kénnen davon konkretere Klassen ableiten oder andere oberste Klassen definieren.

314

Bedingungszweig

(en: ConditionBranch)

ein bestimmter Zustand einer Bedingung

ANMERKUNG 1 zum Begriff:  Der Server kann Bedingungszweige sowohl fiir aktuelle Zustande als auch fiir vorherige
Zustande verwalten.

3.1.5

Bedingungsquelle

(en: ConditionSource)

Element, auf dem eine bestimmte Bedingung basiert oder verbunden ist

ANMERKUNG 1 zum Begriff: ~ Typischerweise wird dies eine Variable sein, die einen Prozesswert (z. B. FIC101)
reprasentiert, oder ein Objekt, das ein Gerat oder Teilsystem reprasentiert. Bei Ereignissen, die fiir Bedingungen erzeugt
werden, wird die Eigenschaft Quellknoten (en: SourceNode — geerbt vom BaseEventType) die Knotenidentitat der
Bedingungsquelle enthalten.

3.1.6

Bestitigung

(en: Confirm)

Aktion eines Operators, die den Server informiert, dass eine korrigierende Aktion ausgeflihrt wurde, welche
die Ursache des Alarms betrifft
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31.7

deaktivieren

(en: Disable)

System ist so konfiguriert, dass der Alarm nicht erzeugt wird, auch wenn die Alarmbedingung erfiillt ist

ANMERKUNG 1 zum Begriff: Wie von EEMUA definiert.

3.1.8

Operator

(en: Operator)

Spezieller Benutzer, der beauftragt ist, einen Teil des Prozesses zu beobachten und zu bedienen

ANMERKUNG 1 zum Begriff: Ein Mitglied des Operator-Teams, das beauftragt wurde, einen Teil des Prozesses zu
bedienen und zu beobachten, und der an einer Leitsystemkonsole arbeitet, wie bei EEMUA definiert. In dieser
Spezifikation ist ein Operator ein spezieller Benutzer. Alle Beschreibungen, die auf einen allgemeinen Benutzer
angewandt werden, gelten auch fir einen Operator.

3.1.9

aktualisieren

(en: Refresh)

eine Erneuerung eines Ereignisabonnements, die alle Alarme liefert, die als erhaltenswert betrachtet werden

ANMERKUNG 1 zum Begriff: Dieses Konzept ist genauer bei EEMUA beschrieben.

3.1.10

erhalten

(en: Retain)

Alarm, der in einem Zustand ist, der fir einen Client interessant ist, der seinen Zustand der Bedingungen mit
dem Zustand im Servers synchronisieren will

3.1.1

unterdriicken

(en: Shelving)

Einrichtung, mit der der Operator in der Lage ist, temporar einen Alarm daran zu hindern, dem Operator
angezeigt zu werden, wenn dies den Operator ablenkt

ANMERKUNG 1 zum Begriff: Ein unterdriickter Alarm wird von der Liste entfernt und wird nicht wieder angezeigt, bis
die Unterdriickung aufgehoben wird, wie bei der EEMUA definiert.

3.1.12

ausblenden

(en: Suppress)

logisches Kriterium, um zu bestimmen, dass ein Alarm nicht auftritt

ANMERKUNG 1 zum Begriff: Ein Alarm ist ausgeblendet, wenn logische Kriterien angewandt werden, die bestimmen,

dass der Alarm nicht auftreten soll, selbst wenn die Alarmbedingung (z. B. Alarmeinstellungen Uberschritten) erflllt ist,
wie bei der EEMUA definiert.
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Foreword

The text of document 65E/243/FDIS, future edition 1 of IEC 62541-9, prepared by SC 65E "Devices
and integration in enterprise systems" of IEC/TC 65 "Industrial-process measurement, control and
automation" was submitted to the IEC-CENELEC parallel vote and approved by CENELEC as
EN 62541-9:2012.

The following dates are fixed:

e latest date by which the document has (dop) 2013-05-31
to be implemented at national level by
publication of an identical national
standard or by endorsement

¢ latest date by which the national (dow) 2015-08-31
standards conflicting with the
document have to be withdrawn

Attention is drawn to the possibility that some of the elements of this document may be the subject of

patent rights. CENELEC [and/or CEN] shall not be held responsible for identifying any or all such
patent rights.

Endorsement notice

The text of the International Standard IEC 62541-9:2012 was approved by CENELEC as a European
Standard without any modification.

In the official version, for Bibliography, the following note has to be added for the standard indicated :

IEC 62541-7 NOTE Harmonised as EN 62541-7.
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INTRODUCTION

This International Standard is a specification intended for developers of OPC UA applications.
The specification is a result of an analysis and design process to develop a standard interface
to facilitate the development of applications by multiple vendors that inter-operate seamlessly
together.
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OPC UNIFIED ARCHITECTURE -

Part 9: Alarms and conditions

1 Scope

This part of the IEC 62541 series specifies the representation of Alarms and conditions in the
OPC unified architecture. Included is the Information Model representation of Alarms and
conditions in the OPC UA address space.

2 Normative references

The following documents, in whole or in part, are normatively referenced in this document and
are indispensable for its application. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any
amendments) applies.

IEC/TR 62541-1, OPC Unified Architecture — Part 1: Overview and Concepts
IEC 62541-3, OPC unified architecture — Part 3: Address Space Model

IEC 62541-4, OPC unified architecture — Part 4: Services

IEC 62541-5, OPC unified architecure — Part 5: Information Model

IEC 62541-6, OPC unified architecure — Part 6: Mappings

IEC 62541-8, OPC unified architecture — Part 8: Data Access

EEMUA 191:2007, Alarm Systems — A guide to design, management and procurement,
available at <http://www.eemua.co.uk/>

3 Terms, definitions, abbreviations and data types

3.1 Terms and definitions

For the purposes of this document, the terms and definitions given in IEC 62541-1,
IEC 62541-3 and IEC 62541-5 as well as the following apply.

3.11
Acknowledge
operator action that indicates recognition of a new Alarm

Note 1 to entry: As defined in EEMUA, the term “Accept” is another common term used to describe Acknowledge.
They can be used interchangeably. This document will use Acknowledge.

3.1.2
Active
state for an Alarm that indicates that the situation the Alarm represents currently exists

Note 1 to entry: Other common terms defined by EEMUA are “Standing” for an Active Alarm and “Cleared” when
the Condition has returned to normal and is no longer Active.
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3.1.3

ConditionClass

a Condition grouping that indicates in which domain or for what purpose a certain Condition is
used

Note 1 to entry: Some top-level ConditionClasses are defined in this specification. Vendors or organisations may
derive more concrete classes or define different top-level classes.

3.1.4
ConditionBranch
a specific state of a Condition

Note 1 to entry: The Server can maintain ConditionBranches for the current state, as well as for previous states.

3.1.5
ConditionSource
element which a specific Condition is based upon or related to

Note 1 to entry: Typically, it will be a Variable representing a process tag (e.g. FIC101) or an Object representing
a device or subsystem.

In Events generated for Conditions, the SourceNode Property (inherited from the BaseEventType) will contain the
Nodeld of the ConditionSource.

3.1.6

Confirm

operator action informing the Server that a corrective action has been taken to address the
cause of the Alarm

3.1.7

Disable

system is configured such that the Alarm will not be generated even though the base Alarm
Condition is present

Note 1 to entry: As defined in EEMUA.

3.1.8
Operator
special user who is assigned to monitor and control a portion of the process

Note 1 to entry: A Member of the operations team who is assigned to monitor and control a portion of the process
and is working at the control system’s Console” as defined in EEMUA. In this specification an Operator is a special
user. All descriptions that apply to general users also apply to Operators.

3.1.9

Refresh

an update to an Event Subscription that provides all Alarms which are considered to be
Retained

Note 1 to entry: This concept is further described in EEMUA.

3.1.10

Retain

alarm in a state that is interesting for a Client wishing to synchronize its state of Conditions
with the Server’s state

3.1.11

Shelving

facility where the Operator is able to temporarily prevent an Alarm from being displayed to the
Operator when it is causing the Operator a nuisance
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Note 1 to entry: A Shelved Alarm will be removed from the list and will not re-annunciate until un-shelved” as
defined in EEMUA.

3.1.12
Suppress
logical criterion to determine that the Alarm does not occur

Note 1 to entry An Alarm is suppressed when logical criteria are applied to determine that the Alarm should not
occur, even though the base Alarm Condition (e.g. Alarm setting exceeded) is present, as defined in EEMUA.

3.2 Abbreviations

A&C Alarms and Conditions
A&E Alarms and Events
DA Data Access

UA Unified Architecture

3.3 Used data types

The following tables describe the data types that are used throughout this document. These
types are separated into two tables. Base data types defined in IEC 62541-3 are in Table 1.
The base types and data types defined in IEC 62541-4 are in Table 2.

Table 1 — Parameter Types defined in IEC 62541-3

Parameter Type

Argument

BaseDataType

Nodeld

LocalizedText

Boolean

ByteString

Double

Duration

String

Ulnt16
Int32

UtcTime

Table 2 — Parameter Types defined in IEC 62541-4

Parameter Type

Integerld

StatusCode

4 Concepts

4.1 General

This specification defines an Information Model for Conditions, Dialog Conditions, and Alarms
including acknowledgement capabilities. It is built upon and extends base eventing which is
defined in IEC 62541-3, IEC 62541-4 and IEC 62541-5. This Information Model can also be
extended to support the additional needs of specific domains.
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4.2 Conditions

Conditions are used to represent the state of a system or one of its components. Some
common examples are:

e atemperature exceeding a configured limit;
e a device needing maintenance;

e a batch process that requires a user to confirm some step in the process before
proceeding.

Each Condition instance is of a specific ConditionType. The ConditionType and derived types
are subtypes of the BaseEventType (see IEC 62541-3 and IEC 62541-5). This part defines
types that are common across many industries. It is expected that vendors or other
standardisation groups will define additional ConditionTypes deriving from the common base
types defined in this part. The ConditionTypes supported by a Server are exposed in the
AddressSpace of the Server.

Condition instances are specific implementations of a ConditionType. It is up to the Server
whether such instances are also exposed in the Server’s AddressSpace. Subclause 4.10
provides additional background about Condition instances. Condition instances shall have a
unique identifier to differentiate them from other instances. This is independent of whether
they are exposed in the AddressSpace.

As mentioned above, Conditions represent the state of a system or one of its components. In
certain cases, however, previous states that still need attention also have to be maintained.
ConditionBranches are introduced to deal with this requirement and distinguish current state
and previous states. Each ConditionBranch has a Branchld that differentiates it from other
branches of the same Condition instance. The ConditionBranch which represents the current
state of the Condition (the trunk) has a Null Branchld. Servers can generate separate Event
Notifications for each branch. When the state represented by a ConditionBranch does not
need further attention, a final Event Notification for this branch will have the Retain Property
set to False. Subclause 4.4 provides more information and use cases. Maintaining previous
states and therefore also the support of multiple branches is optional for Servers.

Conceptually, the lifetime of the Condition instance is independent of its state. However,
Servers may provide access to Condition instances only while ConditionBranches exist.

The base Condition state model is illustrated in Figure 1. It is extended by the various
Condition subtypes defined in this specification and may be further extended by vendors or
other standardisation groups. The primary states of a Condition are disabled and enabled.
The disabled state is intended to allow Conditions to be turned off at the Server or below the
Server (in a device or some underlying system). The enabled state is normally extended with
the addition of sub-states.
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Disabled

Enabled

IEC 1476/12

Figure 1 — Base Condition State Model

A transition into the Disabled state results in a Condition Event however no subsequent Event
Notifications are generated until the Condition returns to the Enabled state.

When a Condition enters the Enabled state, that transition and all subsequent transitions
result in Condition Events being generated by the Server.

The Server will generate AuditEvents for enable and disable operations (either through a
Method call or some server / vendor — specific means), rather than generating an AuditEvent
Notification for each Condition instance being enabled or disabled. For more information, see
the definition of AuditConditionEnableEventType in 5.10.2.

4.3 Acknowledgeable Conditions

AcknowledgeableConditions are subtypes of the base ConditionType. Acknowledge-
ableConditions expose states to indicate whether a Condition has to be acknowledged or
confirmed.

An AckedState and a ConfirmedState extend the Enabled state defined by the Condition. The
state model is illustrated in Figure 2. The enabled state is extended by adding the AckedState
and (optionally) the ConfirmedState.

[ Disabled ]

/ Enabled
[AckedState = TRUE )—:( AckedState = FALSE ]

ConfirmedState ConfirmedState
= TRUE o = FALSE
IEC 1477/12
Figure 2 — AcknowledgeableConditions State Model Documents
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Acknowledgment of the transition may come from the Client or may be due to some logic
internal to the Server. For example, acknowledgment of a related Condition may result in this
Condition becoming acknowledged, or the Condition may be set up to automatically
acknowledge itself when the acknowledgeable situation disappears.

Two Acknowledge state models are supported by this specification. Either of these state
models can be extended to support more complex acknowledgement situations.

The basic Acknowledge state model is illustrated in Figure 3. This model defines an
AckedState. The specific state changes that result in a change to the state depend on a
Server’'s implementation. For example, in typical Alarm models the change is limited to a
transition to the active state or transitions within the active state. More complex models
however can also allow for changes to the AckedState when the Condition transitions to
inactive.

AckedState = TRUE

Acknowledge QCK
Method y
Server

AckedState = FALSE

IEC 1478/12

Figure 3 — Acknowledge State Model

A more complex state model which adds a confirmation to the basic Acknowledge is illustrated
in Figure 4. The Confirmed Acknowledge model is typically used to differentiate between
acknowledging the presence of a Condition and having done something to address the
Condition. For example an Operator receiving a motor high temperature notification calls the
Acknowledge Method to inform the Server that the high temperature has been observed. The
Operator then takes some action such as lowering the load on the motor in order to reduce
the temperature. The Operator then calls the Confirm Method to inform the Server that a
corrective action has been taken.
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Y >

Acknowledged <
& Acknowledge Method Unacknowledged
: Acknowledge By Server
Server restricts to
Unconfirmed until
Acknowledged '
Unconfirmed Confirm Method v Confirmed

— Confirmed by Server

IEC 1479/12

Figure 4 — Confirmed Acknowledge State Model

4.4 Previous States of Conditions

Some systems require that previous states of a Condition are preserved for some time. A
common use case is the acknowledgement process. In certain environments it is required to
acknowledge both the transition into active state and the transition into inactive state.
Systems with strict safety rules sometimes require that every transition into active state has to
be acknowledged. In situations where state changes occur in short succession there can be
multiple unacknowledged states and the Server has to maintain ConditionBranches for all
previous unacknowledged states. These branches will be deleted after they have been
acknowledged or if they reached their final state.

Multiple ConditionBranches can also be used for other use cases where snapshots of
previous states of a Condition require additional actions.

4.5 Condition State Synchronization

When a Client subscribes for Events, the notification of transitions will begin at the time of the
subscription. The currently existing state will not be reported. This means for example that
Clients are not informed of currently active Alarms until a new state change occurs.

Clients can obtain the current state of all Condition instances that are in an interesting state,
by requesting a refresh for a Subscription. It should be noted that refresh is not a general
replay capability since the Server is not required to maintain an Event history.

Clients request a refresh by calling the ConditionRefresh Method. The Server will respond
with a RefreshStartEvent. This Event is followed by the Retained Conditions. The Server may
also send new Event Notifications interspersed with the refresh related Event Notifications.
After the Server is done with the refresh, a RefreshEndEvent is issued marking the completion
of the Refresh. Clients shall check for multiple Event Notifications for a ConditionBranch to
avoid overwriting a new state delivered together with an older state from the refresh process.

A Client that wishes to display the current status of Alarms and Conditions (known as a
“current Alarm display”) would use the following logic to process Refresh Event Notifications.
The Client flags all Retained Conditions as suspect on reception of the Event of the
RefreshStartEvent. The Client adds any new Events that are received during the Refresh
without flagging them as suspect. The Client also removes the suspect flag from any Retained
Conditions that are returned as part of the Refresh. When the Client receives a
RefreshEndEvent, the Client removes any remaining suspect Events, since they no longer

apply.

The following items should be noted with regard to ConditionRefresh: Documents
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e As described in 4.4 some systems require that previous states of a Condition are
preserved for some time. Some Servers — in particular if they require acknowledgement of
previous states — will maintain separate ConditionBranches for prior states that still need
attention.

ConditionRefresh shall issue Event Notifications for all interesting states (current and
previous) of a Condition instance and Clients can therefore receive more than one Event
for a Condition instance with different Branchlds.

e Under some circumstances a Server may not be capable of ensuring the Client is fully in
sync with the current state of Condition instances. For example if the underlying system
represented by the Server is reset or communications are lost for some period of time the
Server may need to resynchronize itself with the underlying system. In these cases the
Server shall send an Event of the RefreshRequiredEventType to advise the Client that a
refresh may be necessary. A Client receiving this special Event should initiate a
ConditionRefresh as noted in this clause.

e To ensure a Client is always informed, the three special EventTypes (Refresh-
EndEventType, RefreshStartEventType and RefreshRequiredEventType) ignore the Event
content filtering associated with a Subscription and will always be delivered to the Client.

4.6 Severity, Quality and Comment

Comment, Severity and Quality are important elements of Conditions and any change to them
will cause Event Notifications.

The Severity of a Condition is inherited from the base Event model defined in IEC 62541-5. It
indicates the urgency of the Condition and is also commonly called ‘priority’, especially in
relation to Alarms in the ProcessConditionClass.

A Comment is a user generated string that is to be associated with a certain state of a
Condition.

Quality refers to the quality of the data value(s) upon which this Condition is based. Since a
Condition is usually based on one or more Variables, the Condition inherits the quality of
these Variables. E.g., if the process value is “Uncertain”, the “LevelAlarm” Condition is also
questionable.

4.7 Dialogs

Dialogs are ConditionTypes used by a Server to request user input. They are typically used
when a Server has entered some state that requires intervention by a Client. For example a
Server monitoring a paper machine indicates that a roll of paper has been wound and is ready
for inspection. The Server would activate a Dialog Condition indicating to the user that an
inspection is required. Once the inspection has taken place the user responds by informing
the Server of an accepted or unaccepted inspection allowing the process to continue.

4.8 Alarms
Alarms are specializations of AcknowledgeableConditions that add the concepts of an active

state, a shelving state and a suppressed state to a Condition. The state model is illustrated in
Figure 5.
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Disabled
( 4 )

v
Enabled

.| Unshelved

[AckedState = TRUE AckedState = FALSE ]

I

ConfirmedState Conjian;EdS?Etate]
= TRUE B

IEC 1480/12

Figure 5 — Alarm State Machine Model

An Alarm in the active state indicates that the situation the Condition is representing currently
exists. When an Alarm is inactive, it is representing a situation that has returned to a normal
state.

Some Alarm subtypes introduce sub-states of the active state. For example an Alarm
representing a temperature may provide a high level state as well as a critically high state
(see following clause).

The shelving state can be set by an Operator via OPC UA Methods. The suppressed state is
set internally by the Server due to system specific reasons. Alarm systems typically
implement the Suppress and Shelve features to help keep Operators from being overwhelmed
during Alarm “storms” by limiting the number of Alarms an Operator sees on a current Alarm
display. This is accomplished by setting the SuppressedOrShelved flag on second order
dependent Alarms and/or Alarms of less severity, leading the Operator to concentrate on the
most critical issues.

The shelved and suppressed states differ from the disabled state in that Alarms are still fully
functional and can be included in Subscription Notifications to a Client.

4.9 Multiple Active States

In some cases, it is desirable to further define the Active state of an Alarm by providing a sub-

state machine for the Active State. For example a multi-state level Alarm when active may be

in one of the following sub-states: LowLow, Low, High or HighHigh. The stat i

illustrated in Figure 6. BBE?ﬁ’rﬁents
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Active = FALSE

Active = TRUE

T

Figure 6 — Multiple Active States Example

IEC 1481/12

With the multi-state Alarm model, state transitions among the sub-states of Active are allowed
without causing a transition out of the Active state.

To accomodate different use cases both a (mutually) exclusive and a non-exclusive model are
supported.

Exclusive means that the Alarm can only be in one sub-state at a time. If for example a
temperature exceeds the HighHigh limit the associated exclusive LevelAlarm will be in the
HighHigh sub-state and not in the High sub-state.

Some Alarm systems, however, allow multiple sub-states to exist in parallel. This is called
non-exclusive. In the previous example where the temperature exceeds the HighHigh limit a
non-exclusive LevelAlarm will be both in the High and the HighHigh sub-state.

4.10 Condition Instances in the Address Space

Because Conditions always have a state (enabled or disabled) and possibly many sub-states
it makes sense to have instances of Conditions present in the AddressSpace. If the Server
exposes Condition instances they usually will appear in the AddressSpace as components of
the Objects that “own” them. For example a temperature transmitter that has a built-in high
temperature Alarm would appear in the AddressSpace as an instance of some temperature
transmitter Object with a HasComponent Reference to an instance of a LevelAlarmType.

The availability of instances allows Data Access Clients to monitor the current Condition state
by subscribing to the Attribute values of Variable Nodes.

While exposing Condition instances in the AddressSpace is not always possible, doing so
allows for direct interaction (read, write and Method invocation) with a specific Condition
instance. For example, if a Condition instance is not exposed, there is no way to invoke the
Enable or Disable Method for the specific Condition instance. Documents
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4.11 Alarm and Condition Auditing

The OPC UA Specifications include provisions for auditing. Auditing is an important security
and tracking concept. Audit records provide the “Who”, “When” and “What” information
regarding user interactions with a system. These audit records are especially important when
Alarm management is considered. Alarms are the typical instrument for providing information
to a user that something needs the user’s attention. A record of how the user reacts to this
information is required in many cases. Audit records are generated for all Method calls that
affect the state of the system, for example an Acknowledge Method call would generate an
AuditConditionAck event.

The standard AuditEventTypes defined in IEC 62541-5 already includes the fields required for
Condition related audit records. To allow for filtering and grouping, this specification defines a
number of subtypes of the AuditEventTypes but without adding new fields to them.

This specification describes the AuditEventType that each Method is required to generate. For
example, the Disable Method has an AlwaysGeneratesEvent Reference to an AuditCondition-
EnableEventType. An Event of this type shall be generated for every invocation of the
Method. The audit Event describes the user interaction with the system, in some cases this
interaction may affect more than one Condition or be related to more than one state.

5 Model

5.1 General

The Alarm and Condition model extends the OPC UA base Event model by defining various
Event Types based on the BaseEventType. All of the Event Types defined in this specification
can be further extended to form domain or Server specific Alarm and Condition Types.

Instances of Alarm and Condition Types may be optionally exposed in the AddressSpace in
order to allow direct access to the state of an Alarm or Condition.

The following subclauses define the OPC UA Alarm and Condition Types. Figure 7 informally
describes the hierarchy of these Types. Subtypes of the LimitAlarmType and the
DiscreteAlarmType are not shown. The full AlarmConditionType hierarchy can be found in
Figure 11.
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BaseEvent Defined in [UA Part 5]
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ConditionType ]
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IEC 1482/12

Figure 7 — ConditionType Hierarchy

5.2 Two-State State Machines

Most states defined in this specification are simple — i.e. they are either TRUE or FALSE. The
TwoStateVariableType is introduced specifically for this use case. More complex states are
modelled by using a StateMachineType defined in IEC 62541-5.

The TwoStateVariableType is derived from the StateVariableType defined in IEC 62541-5 and
formally defined in Table 3.
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Table 3 — TwoStateVariableType Definition

Attribute Value

BrowseName TwoStateVariableType

DataType LocalizedText

ValueRank -1 (-1 = Scalar)

IsAbstract False

References NodeClass BrowseName DataType TypeDefinition | Modelling

Rule

Subtype of the StateVariableType defined in IEC 62541-5.

Note that a Reference to this subtype is not shown in the definition of the StateVariableType.

HasProperty Variable Id Boolean PropertyType Mandatory

HasProperty Variable TransitionTime UtcTime PropertyType Optional

HasProperty Variable EffectiveTransitionTime | UtcTime PropertyType Optional

HasProperty Variable TrueState LocalizedText PropertyType Optional

HasProperty Variable FalseState LocalizedText PropertyType Optional

HasTrueSubState StateMachine or <Stateldentifier> Defined in 5.4.2 Optional
TwoStateVariableType

HasFalseSubState | StateMachine or <Stateldentifier> Defined in 5.4.3 Optional
TwoStateVariableType

The Value Attribute of a TwoStateVariable contains the current state as a human readable
name. The EnabledState for example, might contain the name “Enabled” when TRUE and
“Disabled” when FALSE.

Id is inherited from the StateVariableType and overridden to reflect the required DataType
(Boolean). The value shall be the current state, i.e. either TRUE or FALSE.

TransitionTime specifies the time when the current state was entered.

EffectiveTransitionTime specifies the time when the current state or one of its substates was
entered. If, for example, a LevelAlarm is active and — while active — switches several times
between High and HighHigh, then the TransitionTime stays at the point in time where the
Alarm became active whereas the EffectiveTransitionTime changes with each shift of a
substate.

The optional Property EffectiveDisplayName from the StateVariableType is used if a state has
substates. It contains a human readable name for the current state after taking the state of
any SubStateMachines in account. As an example, the EffectiveDisplayName of the
EnabledState could contain “Active/HighHigh” to specify that the Condition is active and has
exceeded the HighHigh limit.

Other optional Properties of the StateVariableType have no defined meaning for Two-
StateVariables.

TrueState and FalseState contain the localized string for the TwoStateVariable value when its
Id Property has the value TRUE or FALSE, respectively. Since the two Properties provide
meta data for the Type, Servers may not allow these Properties to be selected in the Event
filter for a monitored item. Clients can use the Read Service to get the information from the
specific ConditionType.

A HasTrueSubState Reference is used to indicate that the TRUE state has substates.

A HasFalseSubState Reference is used to indicate that the FALSE state has mbstﬂgcuments
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5.3 Condition Variables
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Various information elements of a Condition are not considered to be states. However, a
change in their value is considered important and supposed to trigger an Event Notification.
These information elements are called ConditionVariables.

ConditionVariables are represented by a ConditionVariable Type formally defined in Table 4.

Table 4 — ConditionVariableType Definition

Attribute Value

BrowseName ConditionVariableType

DataType BaseDataType

ValueRank -2 (-2 = Any)

IsAbstract False

References NodeClass BrowseName DataType TypeDefinition Modelling
Rule

Subtype of the BaseDataVariable Type defined in IEC 62541-5.

HasProperty Variable SourceTimestamp UtcTime PropertyType Mandatory

SourceTimestamp indicates the time of the last change of the Value of this ConditionVariable.
It shall be the same time that would be returned from the Read Service inside the DataValue
structure for the ConditionVariable Value Attribute.

5.4 Substate Reference Types
5.4.1 General

This clause defines ReferenceTypes that are needed beyond those already specified as part
of IEC 62541-3 and IEC 62541-5 to extend TwoState state machines with substates. These
References will only exist when substates are available. With this approach
TwoStateVariables can be extended with subordinate state machines in a similar fashion to
the StateMachineType defined in IEC 62541-5.

5.4.2 HasTrueSubState ReferenceType

The HasTrueSubState ReferenceType is a concrete ReferenceType that can be used directly.
It is a subtype of the NonHierarchicalReferences ReferenceType.

The semantics indicate that the substate (the target Node) is a subordinate state of the TRUE
super state. If more than one state within a Condition is a substate of the same super state
(i.e. several HasTrueSubState References exist for the same super state) they are all treated
as independent substates. The representation in the AddressSpace is specified in Table 5.

The SourceNode of the Reference shall be an instance of a TwoStateVariableType and the
TargetNode shall either be an instance of a TwoStateVariableType or an instance of a
subtype of a StateMachineType.

It is not required to provide the HasTrueSubState Reference from super state to substate, but
it is required that the substate provides the inverse Reference (IsTrueSubStateOf) to its super
state.

Full document details: DIN EN 62541-9:2013-06
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Table 5 — HasTrueSubState ReferenceType

Attributes Value

BrowseName HasTrueSubState

InverseName IsTrueSubStateOf

Symmetric False

IsAbstract False

References NodeClass BrowseName Comment

5.4.3 HasFalseSubState ReferenceType

The HasFalseSubState ReferenceType is a concrete ReferenceType that can be used
directly. It is a subtype of the NonHierarchicalReferences ReferenceType.

The semantics indicate that the substate (the target Node) is a subordinate state of the
FALSE super state. If more than one state within a Condition is a substate of the same super
state (i.e. several HasFalseSubState References exist for the same super state) they are all
treated as independent substates. The representation in the AddressSpace is specified in
Table 6.

The SourceNode of the Reference shall be an instance of a TwoStateVariableType and the
TargetNode shall either be an instance of a TwoStateVariableType or an instance of a
subtype of a StateMachineType.

It is not required to provide the HasFalseSubState Reference from super state to substate,
but it is required that the substate provides the inverse Reference (IsFalseSubStateOf) to its
super state.

Table 6 — HasFalseSubState ReferenceType

Attributes Value

BrowseName HasFalseSubState

InverseName IsFalseSubStateOf

Symmetric False

IsAbstract False

References NodeClass BrowseName Comment

5.5 Condition Model
5.5.1 General

The Condition model extends the Event model by defining the ConditionType. The
ConditionType introduces the concept of states differentiating it from the base Event model.
Unlike the BaseEventTypes, Conditions are not transient. The ConditionType is further
extended into Dialog and AcknowledgeableConditionTypes, each of which have their own
subtypes.

The Condition model is illustrated in Figure 8 and formally defined in the subsequent tables. It
is worth noting that this figure, like all figures in this document, is not intended to be complete.
Rather, the figures only illustrate information provided by the formal definitions.
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Figure 8 — Condition Model

5.5.2 ConditionType
The ConditionType defines all general characteristics of a Condition. All other ConditionTypes

derive from it. It is formally defined in Table 7. The FALSE state of the EnabledState shall not
be extended with a substate machine.
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