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Anwendungsbeginn

Anwendungsbeginn fir die von CENELEC am 2019-07-25 angenommene Europédische Norm als DIN-Norm
ist 2020-08-01.

Nationales Vorwort

Vorausgegangener Norm-Entwurf: E DIN EN 61158-600:2017-12.

Dieser Entwurf betrifft auch die Normen DIN EN IEC 61158-6-2:2020-08, DIN EN IEC 61158-6-3:2020-08,
DIN EN IEC 61158-6-4:2020-08, DIN EN IEC 61158-6-10:2020-08, DIN EN IEC 61158-6-12:2020-08,
DIN EN IEC 61158-6-19:2020-08, DIN EN IEC 61158-6-21:2020-08, DIN EN IEC 61158-6-23:2020-08 und
DIN EN IEC 61158-6-25:2020-08.

Fur dieses Dokument ist das nationale Arbeitsgremium K 956 ,Industrielle Kommunikation der
DKE Deutsche Kommission Elektrotechnik Elektronik Informationstechnik in DIN und VDE (www.dke.de)
zustandig.

Die enthaltene IEC-Publikation wurde vom SC 65C ,Industrial networks” erarbeitet und unterliegt dem
Copyright der IEC .

Das IEC-Komitee hat entschieden, dass der Inhalt dieses Dokuments bis zu dem Datum (stability date)
unverandert bleiben soll, das auf der IEC-Website unter ,http://webstore.iec.ch“ zu diesem Dokument
angegeben ist. Zu diesem Zeitpunkt wird entsprechend der Entscheidung des Komitees das Dokument
bestatigt,

zurlickgezogen,

durch eine Folgeausgabe ersetzt oder

geandert.

Fir den Fall einer undatierten Verweisung im normativen Text (Verweisung auf ein Dokument ohne Angabe
des Ausgabedatums und ohne Hinweis auf eine Abschnittsnummer, eine Tabelle, ein Bild usw.) bezieht sich
die Verweisung auf die jeweils aktuellste Ausgabe des in Bezug genommenen Dokuments.

Fiar den Fall einer datierten Verweisung im normativen Text bezieht sich die Verweisung immer auf die in
Bezug genommene Ausgabe des Dokuments.

Der Zusammenhang der zitierten Dokumente mit den entsprechenden deutschen Dokumenten ergibt sich,
soweit ein Zusammenhang besteht, grundsatzlich tGber die Nummer der entsprechenden IEC-Publikation.
Beispiel: IEC 60068 ist als EN 60068 als Europaische Norm durch CENELEC Ulbernommen und als
DIN EN 60068 ins Deutsche Normenwerk aufgenommen.

Das Prasidium des DIN hat mit Prasidialbeschluss 1/2004 festgelegt, dass DIN-Normen, deren Inhalt sich auf
internationale Arbeitsergebnisse der Informationsverarbeitung griindet, unter bestimmten Bedingungen allein
in englischer Sprache verdéffentlicht werden dirfen. Diese Bedingungen sind fir die vorliegende Norm erfilllt.

Da sich die Benutzer der vorliegenden Norm der englischen Sprache als Fachsprache bedienen, wird die
Englische Fassung der EN IEC 61158-6-26 verdffentlicht. Zu deren Abschnitt 1, der den Anwendungsbereich
festlegt und Abschnitt 3 (auler Unterabschnitte 3.3 und 3.4), der die Begriffe festlegt, wurde eine
Ubersetzung angefertigt und als informativer Nationaler Anhang NA der vorliegenden Norm hinzugefugt. Fir
die meisten der verwendeten Begriffe existieren keine gebrauchlichen deutschen Benennungen, da sich die
deutschen Anwender in der Regel ebenfalls der englischen Benennungen bedienen. Diese Norm steht nicht
in unmittelbarem Zusammenhang mit Rechtsvorschriften und ist nicht als Sicherheitsnorm anzusehen.

Ein Feldbus ist ein digitaler serieller Datenbus fir die Kommunikation zwischen Geraten der industriellen
Automatisierungstechnik wie beispielsweise Messeinrichtungen, Stellgliedern, Reglern und speicher-
programmierbaren Steuerungen. Die Normen der Reihe DIN EN IEC 61158 legen eine Anzahl von Feldbus-
Protokolltypen fest. Die vorliegende Norm legt die Dienste fest, die durch den Data-Link Layer der einzelnen
Typen zur Verfigung gestellt werden.
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Nationaler Anhang NA
(informativ)

Auszugsweise Ubersetzung

Reihenfolge und Inhalt der folgenden Abschnitte sind identisch mit denen in den jeweiligen Abschnitten der
Englischen Fassung.

EINLEITUNG

Dieser Teil von IEC 61158 gehort zu einer Normenreihe, die zur Erleichterung der Verbindung von
Komponenten von Automatisierungssystemen erstellt wurde. Er ist mit anderen Normen der Reihe
verbunden, wie durch das in IEC 61158-1 beschriebene ,dreischichtige” Feldbus-Referenzmodell definiert.

Das Anwendungsprotokoll stellt den Anwendungsdienst bereit, indem es die Dienste nutzt, die Uber die
Datenverbindung oder eine andere unmittelbar darunter liegende Schicht verfiigbar sind. Das vorrangige Ziel
dieses Dokuments ist es, eine Reihe von Regeln fir die Kommunikation zu erstellen, die sich auf die
Verfahren beziehen, die von den Peer Application Entities (AE) zum Zeitpunkt der Kommunikation
durchzufihren sind. Diese Regeln fir die Kommunikation sollen eine stabile Grundlage fir die
Weiterentwicklung bilden, damit sie einer Vielzahl von Zwecken dienen kdnnen:

e als Leitfaden fir Implementierer und Konstrukteure;
e zur Verwendung bei der Priifung und Beschaffung von Ausristung;
e als Teil einer Vereinbarung Uber die Zulassung von Systemen in der offenen Systemumgebung;

e als eine Erweiterung des Verstandnisses von zeitkritischer Kommunikation innerhalb der OSI.

Dieses Dokument befasst sich insbesondere mit der Kommunikation und dem Zusammenwirken von
Sensoren, Effektoren und anderen Automatisierungsgeraten. Durch die Verwendung dieses Dokuments
zusammen mit anderen Normen, die innerhalb der OSI- oder Feldbus-Referenzmodelle vorhanden sind,
kénnen andernfalls inkompatible Systeme in beliebiger Kombination zusammenarbeiten.

1 Anwendungsbereich

1.1 Allgemeines

Der Feldbus Application Layer (FAL, en: Fieldbus Application Layer) stellt Anwenderprogramme mit Mitteln
zum Zugriff auf die Feldbuskommunikationsumgebung bereit. Insofern kann der FAL als ein ,Fenster zwi-
schen entsprechenden Anwendungsprogrammen® angesehen werden.

Dieser Teil der IEC 61158 legt allgemeine Elemente fur grundlegende zeitkritische und nicht zeitkritische
Messaging-Kommunikationen zwischen Anwendungsprogrammen in einem Automatisierungsumfeld und fir
Typ-26-Feldbusse spezifisches Material fest. Der Begriff ,zeitkritisch“ wird zum Angeben des Vorhandenseins
eines Zeitfensters, in dem eine oder mehrere festgelegte Aktionen mit einem gewissen definierten
Sicherheitsgrad abzuschlieBen sind, verwendet. Das NichtabschlieRen festgelegter Aktionen in dem
Zeitfenster riskiert den Ausfall der Anwendungen, die die Aktionen anfordern, zusammen mit einem
begleitenden Risiko fiir Betriebsmittel, die Anlage und mdglicherweise Menschenleben.

Diese Internationale Norm definiert auf abstrakte Art und Weise das nach aullen erkennbare Verhalten, das
durch den Typ 26 des Feldbus Application Layer bereitgestellt wird, hinsichtlich

a) der abstrakten Syntax, die die zwischen kommunizierenden Anwendungsinstanzen ubermittelten
Application Layer-Protokolldateneinheiten definiert,

b) der Ubertragungssyntax, die die zwischen kommunizierenden Anwendungsinstanzen (ibermittelten
Application Layer-Protokolldateneinheiten definiert,

Documents

Document Sharing Hub

Full document details: DIN EN IEC 61158-6-26:2020-08


http://www.avadocuments.com/doc/din-en-iec-61158-6-26-2020-08
http://www.avadocuments.com/doc/din-en-iec-61158-6-26-2020-08

DIN EN IEC 61158-6-26:2020-08

c) des Anwendungskontextzustandsautomaten, der das zwischen kommunizierenden Anwendungsinstan-
zen erkennbare Anwendungsdienstverhalten definiert; und

d) der Anwendungsbeziehungszustandsautomaten, die das zwischen kommunizierenden Anwendungs-
instanzen erkennbare Kommunikationsverhalten definieren.

Der Zweck dieses Dokuments ist es, das Protokoll zu definieren, das bereitgestellt wird, um
a) die Drahtdarstellung der in IEC 61158-5-26 definierten Dienstprimitive zu definieren und

b) das nach auBen erkennbare Verhalten zu definieren, das im Zusammenhang mit der entsprechenden
Ubertragung steht.

Dieses Dokument legt das Protokoll der Typ-26-Feldbus Application Layer in Ubereinstimmung mit dem OSI-
Basisreferenzmodell (siehe ISO/IEC 7498-1) und der OSI-Anwendungsschichtstruktur (siehe ISO/IEC 9545)
fest.

FAL-Dienste und Protokolle werden durch FAL-Anwendungsinstanzen (AE, en: application entities), die in
den Anwendungsprozessen enthalten sind, bereitgestellt. Die FAL-AE besteht aus einem Satz objektorien-
tierter Anwendungsdienstelemente (ASE, en: Application Service Elements) und einer Einheit fur Schichten-
management (LME, en: Layer Management Entity), die die AE verwaltet. Die ASE stellen Kommunikations-
dienste bereit, die auf einem Satz zugehdriger Anwendungsprozessobjekt-(APO)-Klassen operieren. Eines
der FAL-ASE ist ein Management-ASE, das einen gemeinsamen Satz von Diensten fir die Verwaltung der
Instanzen von FAL-Klassen bereitstellt.

Obwohl diese Dienste, aus dem Blickwinkel der Anwendung, beschreiben wie Anfrage und Antwort
ausgegeben und abgegeben werden, beinhalten sie keine Festlegung was die anfragende und antwortende
Anwendungen mit diesen vorzunehmen haben. Die Verhaltensaspekte der Anwendungen sind nicht
festgelegt, nur eine Definition von welchen Anfragen und Antworten diese senden/empfangen koénnen, ist
beschrieben. Dies erlaubt den FAL-Benutzern eine grofRere Flexibilitdt, um solch ein Objektverhalten zu
standardisieren. Zusatzlich zu diesen Diensten, sind in dieser Norm ebenfalls einige Dienste zur
Unterstutzung festgelegt, um den Zugriff zum FAL bereitzustellen und somit bestimmte Aspekte des Betriebs
zu steuern.

1.2 Spezifikationen

Das wesentliche Ziel dieses Dokuments ist es, die Syntax und das Verhalten des Application Layer-Proto-
kolls, das die in IEC 61158-5-26 definierten Application Layer-Dienste tGbermittelt, festzulegen.

Ein Nebenziel ist es, Migrationspfade von zuvor bestehenden industriellen Kommunikationsprotokollen
bereitzustellen. Es ist dieses letztgenannte Ziel, das zu der Vielfalt von in Unterteilen der IEC 61158-6
genormten Protokollen flhrt.

1.3 Konformitat

Dieses Dokument legt keine individuellen Implementierungen oder Produkte fest, noch beschrankt es die
Implementierungen von Application Layer-Instanzen in industriellen Automatisierungssystemen.

Es gibt keine Betriebsmittelkonformitat die Application Layer-Dienstdefinitionsnorm betreffend. Stattdessen
wird Konformitat durch Implementierung dieser Application Layer-Protokollspezifikation erreicht.

3 Begriffe, Symbole, Abkirzungen und Vereinbarungen
Fir die Anwendung dieses Dokuments gelten die folgenden Begriffe, Symbole, Abkirzungen und Vereinba-
rungen.

ISO und IEC stellen terminologische Datenbanken fiir die Verwendung in der Normung unter den folgenden
Adressen bereit:

e |EC Electropedia: verfugbar unter http://www.electropedia.org/

e |SO Online Browsing Platform: verfligbar unter http://www.iso.org/obp
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3.1 Begriffe von anderen ISO/IEC-Normen
311 Begriffe von ISO/IEC 7498-1

Fir die Anwendung dieses Dokuments gelten die folgenden Begriffe nach ISO/IEC 7498-1.
a) Anwendungsinstanz (en: application entity)

b) Anwendungsprozess (en: application process)

c) Anwendungsprotokolldateneinheit (en: application protocol data unit)

d) Anwendungsdienstelement (en: application service element)

e) Aufruf einer Anwendungsinstanz (en: application entity invocation)

f)  Aufruf eines Anwendungsprozesses (en: application process invocation)

g) Anwendungstransaktion (en: application transaction)

h) reales offenes System (en: real open system)

i)  Ubertragungssyntax (en: transfer syntax)

3.1.2  Begriffe von ISO/IEC 8822

Fir die Anwendung dieses Dokuments gelten die folgenden Begriffe nach ISO/IEC 8822.

a) abstrakte Syntax (en: abstract syntax)
b) Darstellungskontext (en: presentation context)

3.1.3  Begriffe von ISO/IEC 9545

Fir die Anwendung dieses Dokuments gelten die folgenden Begriffe nach ISO/IEC 9545.
a) Anwendungsassoziation (en: application-association)

b) Anwendungskontext (en: application-context)

¢) Anwendungskontextname (en: application context name)

d) Anwendungsinstanzaufruf (en: application-entity-invocation)

e) Anwendungsinstanztyp (en: application-entity-type)

f)  Anwendungsprozessaufruf (en: application-process-invocation)

g) Anwendungsprozesstyp (en: application-process-type)

h) Anwendungsdienstelement (en: application-service-element)

i)  Anwendungssteuerdienstelement (en: application control service element)

3.1.4  Begriffe von ISO/IEC 8824-1

Fir die Anwendung dieses Dokuments gelten die folgenden Begriffe nach ISO/IEC 8824-1.
a) Objektbezeichner (en: object identifier)
b) Typ (en: type)

c) Wert (en: value)

d) einfacher Typ (en: simple type)

e) strukturierter Typ (en: structured type)

f)  Komponenten-Typ (en: component type)
g) Tag (en:tag)

h) boolescher Typ (en: Boolean type)

i) wahr (en: true)

j)  falsch (en: false)

k) ganzzahliger Typ (en: integer type)
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I)  Bit-String-Typ (en: bitstring type)

m) Oktet-String-Typ (en: octetstring type)

) Null-Typ (en: null type)

) Sequenz-Typ (en: sequence type)

p) Sequenz vom Typ (en: sequence of type)
) Auswahl-Typ (en: choice type)

r) getaggter Typ (en: tagged type)

s) beliebiger Typ (en: any type)

t)  Modul (en: module)

u) Produktion (en: production)

3.1.5 Begriffe von ISO/IEC 8825-1

Fir die Anwendung dieses Dokuments gelten die folgenden Begriffe nach ISO/IEC 8825-1.
a) Codierung (eines Datenwerts) (en: encoding (of a data value))

b) Datenwert (en: data value)
c) Bezeichner-Oktette (en: identifier octets) (in diesem Dokument wird die Singularform verwendet)

d) Langen-Oktett(e) (en: length octet(s)) (in diesem Dokument werden sowohl Singular- als auch Plu-
ralformen verwendet)

e) Inhalts-Oktette (en: contents octets)

3.2 Spezielle Begriffe fiir Typ 26
Far die Anwendung dieses Dokuments gelten die folgenden Begriffe.

3.21

Anwendungsbeziehung

(en: application relationship)

kooperative Verbindung zwischen zwei oder mehr Aufrufen von Anwendungsinstanzen zum Zweck des
Informationsaustausches und der Koordination des gemeinsamen Betriebs

Anmerkung 1 zum Begriff: Diese Beziehung wird entweder durch den Austausch von Protokolldateneinheiten der
Anwendung oder als Ergebnis von Vorkonfigurationsaktivitaten aktiviert.

3.22

Objekt des Anwendungsprozesses

(en:application process object)

Komponente eines Anwendungsprozesses, die Uber eine FAL-Anwendungsbeziehung identifizierbar und
zuganglich ist

3.23

Endpunkt der Anwendungsbeziehung

(en: application relationship endpoint)

Kontext und Verhalten einer Anwendungsbeziehung entsprechend der Sicht eines und entsprechend der
Verwaltung durch einen der in die Anwendungsbeziehung eingebundenen Anwendungsprozesse

Anmerkung 1 zum Begriff: Jeder Anwendungsprozess, der in die Anwendungsbeziehung eingebunden ist, verwaltet
seinen eigenen Endpunkt der Anwendungsbeziehung.

3.24

Client

(en: client)

<aus Sicht des Objekts> Objekt, das die Dienste eines anderen (Server-)Objekts zur Ausfihrung einer Auf-
gabe nutzt
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3.25

Client

(en: client)

<aus Sicht der Kommunikation> Initiator einer Nachricht, auf die ein Server reagiert

3.2.6

allgemeiner Speicher

(en: common memory)

virtueller Speicher, auf den mit einer logisch eindeutigen Adresse zugegriffen werden kann, die fir die
zyklische DatenlUbertragung verwendet wird

Anmerkung 1 zum Begriff:  Er besteht aus dem Speicherbereich 1 und 2 mit einer SpeichergréRe von 512 Wértern bzw.
8 192 Wértern und wird mit den Typ-26-Knoten in einem Typ-26-Feldbusnetzwerk gemeinsam genutzt.

3.2.7

Verbindung

(en: connection)

logische Verknupfung zwischen Anwendungsobjekten, die sich in demselben Gerat oder in unterschiedlichen
Geraten befinden

Anmerkung 1 zum Begriff: Verbindungen kénnen entweder Punkt-zu-Punkt-Verbindungen oder Mehrpunktverbindungen
sein.

3.2.8

Rahmen zyklischer Daten

(en: cyclic-data frame)

Rahmen, der fiir die Ubertragung zyklischer Daten vom Typ 26 verwendet wird

3.29

Ubertragung zyklischer Daten

(en: cyclic-data transmission)

Datenlibertragung, mit der ein Typ-26-Knoten Daten an einen vorbestimmten Bereich fiir den Knoten des all-
gemeinen Speichers aussendet, wobei der Knoten bei Rundsendungen (en: Broadcasting) an alle anderen
Typ-26-Knoten jedes Mal ein Token bezieht

3.210

Gerat

(en: device)

physische Hardware, die mit dem Verbindungszweig verbunden ist

Anmerkung 1 zum Begriff: Ein Gerat kann einen oder mehr Knoten umfassen.

3.2.11

Gerateprofil

(en: device profile)

Zusammenstellung gerateabhangiger Informationen und Funktionalitdten zur Bereitstellung von Konsistenz
zwischen ahnlichen Geraten desselben Geratetyps

3.2.12

Fehler

(en: error)

Nichtubereinstimmung zwischen einem berechneten, beobachteten oder gemessenen Wert oder Zustand
und dem festgelegten oder theoretisch richtigen Wert oder Zustand

3.2.13

Ereignis

(en: event)

Vorgang einer Anderung von Zustanden
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3.214

Header einer FA-Verbindung

(en: FA-link header)

fur Datenlibertragung vom Typ 26 verwendeter Header-Teil der APDU

3.2.15

Protokoll einer FA-Verbindung

(en: FA-link protocol)

Kommunikationsprotokoll fur einen Typ-26-Feldbus;

Anmerkung 1 zum Begriff: ~Es legt die Verwaltung von Token, die zyklische Datenubertragung und die
Nachrichtendatenubertragung fest, mit welchen jeder Typ-26-Knoten eine Datenlibertragung auf gleichberechtigter Basis
durchfliihren kann

3.2.16

Rahmen finaler zyklischer Daten

(en: final-cyclic-data frame)

Rahmen zyklischer Daten, der unmittelbar vor dem Senden eines Token-Frames aus einem Typ-26-Knoten
ausgesendet wird

3.2.17

Rahmen

(en: frame)
Synonym fir DLPDU

3.2.18

Aufruf

(en: invocation)

Vorgang der Nutzung eines Dienstes oder einer anderen Ressource eines Anwendungsprozesses

Anmerkung 1 zum Begriff: Jeder Aufruf bildet einen einzelnen Steuerungsstrang, der durch seinen Kontext beschrieben
werden kann. Sobald der Dienst ausgefiihrt oder die Nutzung der Ressource beendet ist, erlischt der Aufruf. Bei Dienst-
aufrufen wird ein Dienst, der initiiert, aber noch nicht ausgefiihrt wurde, als ausstehender Dienstaufruf bezeichnet.

3.2.19

In-Ring-Anlaufzustand

(en: in-ring-startup state)

Zustand eines Knotens, der versucht in dem Typ-26-Feldbus-Netzwerk im Zustand gultiger Verbindung teil-
zunehmen

3.2.20

Hauptversion

(en: major-version)

Angabe der Hauptversionsnummer des FA-Link-Protokolls

Anmerkung 1 zum Begriff: Die Versionsnummer des FA-Link-Protokolls wird als Kombination aus einer Hauptversions-
nummer und einer untergeordneten Versionsnummer angegeben. Der Wert der Hauptversionsnummer liegt im Bereich
von 1 bis 15 (mit vier Bits kodiert) und entspricht den Vorkommastellen (z. B. ist die Hauptversionsnummer 3 fir das FA-
Link Protokoll Version 3.01.).

3.2.21

Verwaltungsinformationen

(en: management information)

Uber das Netzwerk zugangliche Informationen, die die Verwaltung des Betriebs des Feldbussystems, ein-
schlieRlich des Application Layer, unterstitzen

Anmerkung 1 zum Begriff:  Zur Verwaltung gehoren Funktionen wie die Steuerung, die Uberwachung und die Diagnose.
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3.2.22

Rahmen fiir Nachrichtendaten

(en: message-data frame)

Rahmen, der fiir die Ubertragung von Nachrichtendaten vom Typ 26 verwendet wird

3.2.23

Ubertragung von Nachrichtendaten

(en: message-data transmission)

unregelmafige Datenubertragung, mit der ein Typ-26-Knoten die Nachrichtendaten einer Anfrage, einer Ant-
wort, eines Informationsberichts sowie einer Benachrichtigung zum Auftreten eines Ereignisses am Knoten
usw. an andere Typ-26-Knoten aussendet

3.2.24

untergeordnete Version

(en: minor-version)

Angabe der untergeordneten Versionsnummer des FA-Link-Protokolls

Anmerkung 1 zum Begriff:  Die Versionsnummer des FA-Link-Protokolls wird als Kombination aus einer
Hauptversionsnummer und einer untergeordneten Versionsnummer angegeben. Der Wert der untergeordneten
Versionsnummer liegt im Bereich von 1 bis 15 (mit vier Bits kodiert) und entspricht den Vorkommastellen (z.B. ist die
untergeordnete Versionsnummer 1 fiir das FA-Link Protokoll Version 3.01.).

3.2.25

Funktion der Netzlastmessung

(network load measurement function)

Vorkehrung zur Uberwachung und Messung der Kommunikationslast {iber einen Typ-26-Feldbus mit einem
Typ-26-Knoten

3.2.26

Netzwerk-Anlaufzustand

(en: network-startup state)

Zustand eines Knotens, der versucht in dem Typ-26-Feldbus-Netzwerk noch nicht im Zustand gultiger Ver-
bindung teilzunehmen

3.2.27

Teilnahme-Anfrage-Rahmen

(en: participation-request-frame)

Rahmen, der flr einen Typ-26-Knoten zur Benachrichtigung tber seine Teilnahme-Anfrage in einem Typ-26-
Feldbusnetz verwendet wird

3.2.28

Protokolltyp

(en: protocol type)

Identifizierung des Kommunikationsprotokolls

3.2.29

Publisher

(en: publisher)

Rolle eines AR-Endpunktes, in der dieser APDU auf den Feldbus fiir den Konsum durch einen oder mehrere
Subscriber Gbertragt

3.2.30

Ressource

(en: resource)

Verarbeitungs- oder Informationsfahigkeit eines Subsystems

3.2.31

Subscriber

(en: subscriber)

Rolle eines AREP, in der dieser von einem Publisher produzierte APDU empfangt
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3.2.32

Sequenznummer

(en: sequence number)

fortlaufende Nummer, die verwendet wird, um zu bestimmen, ob eine empfangende Daten-Nachricht
von anderen Knoten - zuvor empfangen wurde und redundant ist

Anmerkung 1 zum Begriff: ~ Der Wert wird zum Zeitpunkt des Netzstarts auf O (null) gesetzt und bei jeder
abgeschlossenen Nachrichtendatenibertragung um 1 (eins) erhoht.

3.2.33

Server

(en: server)

<aus Sicht der Kommunikation> Rolle eines AREP, in der dieser eine bestatigte Dienstantwort-APDU an den
Client, der die Anforderung initiiert hat, zurtickgibt

3.2.34

Server

(en: server)

<aus Sicht des Objekts> Objekt, das einem anderen (Client-)Objekt Dienste bereitstellt

3.2.35

Token-Frame

(en: token-frame)

Rahmen, der fiir die Ubergabe des Tokens zwischen Typ-26-Knoten verwendet wird

3.2.36

Transaktionscode

(en: transaction code)

Code wird verwendet, um jeden Rahmen der Datenlbertragung zu unterscheiden und zu kennzeichnen, und
reprasentiert die Transaktion eines empfangenden Rahmens

3.2.37

Trigger-Frame

(en: trigger-frame)

Rahmen, der im Zustand der Netzinbetriebnahme flr einen Typ-26-Knoten verwendet wird, der Uber seinen
Eintritt in eine neue Teilnehmeranfrage Uber ein Typ-26-Feldbus-Netzwerk benachrichtigt

3.2.38

Zustand giiltiger Verbindung

(en: valid-linking state)

Zustand, in welchem ein Token nacheinander zwischen Knoten in einem Typ-26-Feldbus-Netzwerk verbreitet
wird

3.2.39

Version einer Sequenznummer

(en: version of sequence number)

Versionsnummer der Sequenznummer in einer empfangenden Daten-Nachricht von anderen Knoten, die
verwendet werden, um festzustellen, ob die empfangenden Daten-Nachricht guiltig und nicht Gberfallig sind

Anmerkung 1 zum Begriff: Der Wert wird zu dem Zeitpunkt festgelegt, zu dem ein Typ-26-Knoten die Teilnahme an
einem Typ-26-Feldbusnetzwerk beendet hat, und wird beibehalten, bis der Knoten aus dem Typ-26-Feldbusnetzwerk
ausscheidet.

3.2.40

virtueller Adressraum

(en: virtual-address-space)

virtueller Speicherplatz mit einer pseudologischen Adresse, verwendet fur die Nachrichtenibertragung
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C
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INTRODUCTION

This part of IEC 61158 is one of a series produced to facilitate the interconnection of automation system
components. It is related to other standards in the set as defined by the “three-layer” fieldbus reference model
described in IEC 61158-1.

The application protocol provides the application service by making use of the services available from the
data-link or other immediately lower layer. The primary aim of this document is to provide a set of rules for
communication expressed in terms of the procedures to be carried out by peer application entities (AEs) at
the time of communication. These rules for communication are intended to provide a sound basis for
development in order to serve a variety of purposes:

e as a guide for implementers and designers;

o for use in the testing and procurement of equipment;

e as part of an agreement for the admittance of systems into the open systems environment;

e as a refinement to the understanding of time-critical communications within OSI.

This document is concerned, in particular, with the communication and interworking of sensors, effectors and

other automation devices. By using this document together with other standards positioned within the OSI or
fieldbus reference models, otherwise incompatible systems may work together in any combination.
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INDUSTRIAL COMMUNICATION NETWORKS -
FIELDBUS SPECIFICATIONS -

Part 6-26: Application layer protocol specification —
Type 26 elements

1 Scope

1.1 General

The fieldbus Application Layer (FAL) provides user programs with a means to access the fieldbus
communication environment. In this respect, the FAL can be viewed as a “window between corresponding
application programs”.

This part of IEC 61158 provides common elements for basic time-critical and non-time-critical messaging
communications between application programs in an automation environment and material specific to
Type 26 fieldbus. The term “time-critical” is used to represent the presence of a time-window, within which
one or more specified actions are required to be completed with some defined level of certainty. Failure to
complete specified actions within the time window risks failure of the applications requesting the actions, with
attendant risk to equipment, plant and possibly human life.

This International Standard defines in an abstract way the externally visible behavior provided by the Type 26
of the fieldbus Application Layer in terms of:

a) the abstract syntax defining the application layer protocol data units conveyed between communicating
application entities;

b) the transfer syntax defining the application layer protocol data units conveyed between communicating
application entities;

c) the application context state machine defining the application service behavior visible between
communicating application entities; and

d) the application relationship state machines defining the communication behavior visible between
communicating application entities.

The purpose of this document is to define the protocol provided to:

a) define the wire-representation of the service primitives defined in IEC 61158-5-26, and
b) define the externally visible behavior associated with their transfer.

This document specifies the protocol of the Type 26 fieldbus Application Layer, in conformance with the OSI
Basic Reference Model (see ISO/IEC 7498-1) and the OSI Application Layer Structure (see ISO/IEC 9545).

FAL services and protocols are provided by FAL application-entities (AE) contained within the application
processes. The FAL AE is composed of a set of object-oriented Application Service Elements (ASEs) and a
Layer Management Entity (LME) that manages the AE. The ASEs provide communication services that
operate on a set of related application process object (APO) classes. One of the FAL ASEs is a management
ASE that provides a common set of services for the management of the instances of FAL classes.

Although these services specify, from the perspective of applications, how request and responses are issued
and delivered, they do not include a specification of what the requesting and responding applications are to
do with them. That is, the behavioral aspects of the applications are not specified; only a definition of what
requests and responses they can send/receive is specified. This permits greater flexibility to the FAL users in
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standardizing such object behavior. In addition to these services, some supporting services are also defined
in this document to provide access to the FAL to control certain aspects of its operation.

1.2  Specifications

The principal objective of this document is to specify the syntax and behavior of the application layer protocol
that conveys the application layer services defined in IEC 61158-5-26.

A secondary objective is to provide migration paths from previously-existing industrial communications
protocols. It is this latter objective which gives rise to the diversity of protocols standardized in subparts of the
IEC 61158-6.

1.3 Conformance

This document does not specify individual implementations or products, nor does it constrain the
implementations of application layer entities within industrial automation systems.

There is no conformance of equipment to the application layer service definition standard. Instead,
conformance is achieved through implementation of this application layer protocol specification.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content constitutes
requirements of this document. For dated references, only the edition cited applies. For undated references,
the latest edition of the referenced document (including any amendments) applies.

NOTE All parts of the IEC 61158 series, as well as IEC 61784-1 and IEC 61784-2 are maintained simultaneously. Cross-references to
these documents within the text therefore refer to the editions as dated in this list of normative references.

IEC 61158-1:2019, Industrial communication networks — Fieldbus specifications — Part 1: Overview and
guidance for the IEC 61158 and IEC 61784 series

IEC 61158-5-26:2019, Industrial communication networks — Fieldbus specification — Part 5-26: Application
layer service definition — Type 26 elements

IEC 61784-2:2019, Industrial communication networks — Profiles — Part 2: Additional fieldbus profiles for real-
time networks based on ISO/IEC/IEEE 8802-3

ISO/IEC 7498-1, Information technology — Open Systems Interconnection — Basic Reference Model — Part 1:
The Basic Model

ISO/IEC/IEEE 8802-3, Information technology — Telecommunications and information exchange between
systems — Local and metropolitan area networks — Specific requirements — Part 3: Standard for Ethernet

ISO/IEC 8822, Information technology — Open Systems Interconnection — Presentation service definition

ISO/IEC 8824-1, Information technology — Abstract Syntax Notation One (ASN.1): Specification of basic
notation

ISO/IEC 8825-1, Information technology — ASN.1 encoding rules: Specification of Basic Encoding Rules
(BER), Canonical Encoding Rules (CER) and Distinguished Encoding Rules (DER)

ISO/IEC 9545, Information technology — Open Systems Interconnection — Application Layer structure

ISO/IEC 9899, Information technology — Programming languages — C
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IETF RFC 768, User Datagram Protocol, available at http://www.ietf.org [viewed 2018-09-20]

IETF RFC 791, Internet Protocol, available at http://www.ietf.org [viewed 2018-09-20]

IETF RFC 792, Internet Control Message Protocol, available at http://www.ietf.org [viewed 2018-09-20]

IETF RFC 793, Transmission Control Protocol, available at http://www.ietf.org [viewed 2018-09-20]

IETF RFC 796, Address mappings, available at http://www.ietf.org [viewed 2018-09-20]

IETF RFC 826, An Ethernet Address Resolution Protocol, available at http://www.ietf.org [viewed 2018-09-20]

IETF RFC 894, A Standard for the Transmission of IP Datagrams over Ethernet Networks, available at
http://www.ietf.org [viewed 2018-09-20]

IETF RFC 919, Broadcasting Internet Datagrams, available at http://www.ietf.org [viewed 2018-09-20]

IETF RFC 922, Broadcasting Internet Datagrams in the presence of subnets, available at http://www.ietf.org
[viewed 2018-09-20]

IETF RFC 950, Internet Standard Subnetting Procedure, available at http://www.ietf.org [viewed 2018-09-20]

3 Terms, definitions, symbols, abbreviations and conventions

For the purposes of this document, the following terms, definitions, symbols, abbreviations and conventions
apply.

ISO and IEC maintain terminological databases for use in standardization at the following addresses:

e |EC Electropedia: available at http://www.electropedia.org/

e |SO Online browsing platform: available at http://www.iso.org/obp
3.1 Terms and definitions from other ISO/IEC standards
3.1.1 Terms and definitions from ISO/IEC 7498-1

For the purposes of this document, the following terms and definitions given in
ISO/IEC 7498-1 apply.

a) application entity

b) application process

c) application protocol data unit
d) application service element
e) application entity invocation

f) application process invocation
9) application transaction

h) real open system

i) transfer syntax

3.1.2 Terms and definitions from ISO/IEC 8822

For the purposes of this document, the following terms and definitions given in ISO/IEC 8822 apply:
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For the purposes of this document, the following terms and definitions given in ISO/IEC 9545 apply:

3.1.4

For

application-association
application-context

application context name
application-entity-invocation
application-entity-type
application-process-invocation
application-process-type
application-service-element
application control service element

Terms and definitions from ISO/IEC 8824-1

the purposes of this document, the following

ISO/IEC 8824-1 apply:

o O T O

)
)
)
)
)

3.1.5

For

object identifier
type

value

simple type
structured type
component type
tag

Boolean type
true

false

integer type
bitstring type
octetstring type
null type
sequence type
sequence of type
choice type
tagged type
any type
module

production

Terms and definitions from ISO/IEC 8825-1

the purposes of this document, the following

ISO/IEC 8825-1 apply:
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a) encoding (of a data value)

b) data value

c) identifier octets (the singular form is used in this document)

d) length octet(s) (both singular and plural forms are used in this document)
e) contents octets

3.2 Type 26 specific terms and definitions

For the purposes of this document, the following terms and definitions apply.

3.21

application relationship

cooperative association between two or more application-entity-invocations for the purpose of exchange of
information and coordination of their joint operation.

Note 1 to entry: This relationship is activated either by the exchange of application-protocol-data-units or as a result of preconfiguration
activities.

3.22

application process object

component of an application process that is identifiable and accessible through an FAL application
relationship

3.23

application relationship endpoint

context and behavior of an application relationship as seen and maintained by one of the application
processes involved in the application relationship

Note 1 to entry: Each application process involved in the application relationship maintains its own application relationship endpoint.

3.24
client
<object view> object which uses the services of another (server) object to perform a task

3.2.5
client
<communication view> initiator of a message to which a server react

3.2.6
common memory
virtual memory accessible with logically unique address used for the cyclic-data transmission

Note 1 to entry: It is composed of the memory-area-1 and -2 of the memory size 512 words and 8 192 words respectively and is shared
with the Type 26 nodes in a Type 26 fieldbus network.

3.2.7
connection
logical binding between application objects that are within the same or different devices

Note 1 to entry: Connections can be either point-to-point or multipoint.

3.2.8
cyclic-data frame
frame used for the Type 26 cyclic-data transmission
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3.29

cyclic-data transmission

data transmission with which a Type 26 node sends out data on a pre-assigned area for the node on the
common-memory, in broadcasting to all other Type 26 nodes every time the node obtains a token

3.2.10
device
physical hardware connected to the link

Note 1 to entry: A device can contain one or more than one node.

3.2.1

device profile

collection of device dependent information and functionality providing consistency between similar devices of
the same device type

3.2.12

error

discrepancy between a computed, observed or measured value or condition and the specified or theoretically
correct value or condition

3.213
event
instance of a change of conditions

3.214
FA-link header
header part of the APDU used for Type 26 data transmission

3.215
FA-link protocol
communication protocol for Type 26 fieldbus

Note 1 to entry: It defines the token management, the cyclic data transmission and the message data transmission, with which each
Type 26 node can perform data transmission on an equal basis.

3.2.16
final-cyclic-data frame
cyclic-data frame sent out immediately before sending a token-frame out of a Type 26 node

3.217
frame
synonym for DLPDU

3.2.18
invocation
act of using a service or other resource of an application process

Note 1 to entry: Each invocation represents a separate thread of control that can be descrbed by its context. Once the service
completes, or use of the resource is released, the invocation ceases to exist. For service invocations, a service that has been initiated
but not yet completed is referred to as an outstanding service invocation.

3.219
in-ring-startup state
state of a node attempting to participate in Type 26 fieldbus network in the valid-linking state

3.2.20
major-version
indication of the major-version number of the FA-link protocol
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Note 1 to entry:  The version number of the FA-link protocol is given as a combination of a major- and a minor-version number. The
value of the major-version number is in the range of 1 to 15 (encoded with four bits) and corresponds to the digits before the decimal
point (for example, the major-version number is 3 for the FA-link protocol Version 3.01.).

3.2.21

management information

network-accessible information that supports managing the operation of the fieldbus system, including the
application layer

Note 1 to entry: Managing includes functions such as controlling, monitoring, and diagnosing.

3.2.22
message-data frame
frame used for the Type 26 message-data transmission

3.2.23

message-data transmission

sporadic data transmission with which a Type 26 node sends out the message data of request, response,
information report, and notification upon event happened at the node and so forth, to other Type 26 nodes

3.2.24
minor-version
indication of the minor-version number of the FA-link protocol

Note 1 to entry: The version number of the FA-link protocol is given as a combination of a major- and a minor-version number. The
value of the minor-version number is in the range of 1 to 15 (encoded with four bits) and corresponds to the digits after the decimal point
(for example, the minor-version number is 1 for the FA-link protocol Version 3.01.).

3.2.25

network load measurement function

provision for monitoring and measurement of the communication load over a Type 26 fiedbus with a Type 26
node

3.2.26
network-startup state
state of a node attempting to participate in Type 26 fieldbus network not yet in the valid-linking state

3.2.27
participation-request-frame
frame used for a Type 26 node notifying of its participation-request in a Type 26 fieldbus network

3.2.28
protocol type
identification of communication protocol

3.2.29
publisher
role of an AR endpoint that transmits APDUs onto the fieldbus for consumption by one or more subscribers

3.2.30
resource
processing or information capability of a subsystem

3.2.31
subscriber
role of an AREP in which it receives APDUs produced by a publisher
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3.2.32

sequence number

consecutive number used to determine whether a receiving message-data from other nodes has been
previously received and is redundant

Note 1 to entry: The value is set to 0 (zero) at the time of the network-startup and is increased by 1 (one) every time on a message-
data transmission completed.

3.2.33

server

<communication view> role of an AREP in which it returns a confirmed service response APDU to the client
that initiated the request

3.2.34
server
<object view> object which provides services to another (client) object

3.2.35
token-frame
frame used for hand-over the token between Type 26 nodes

3.2.36

transaction code

code used to discriminate and identify each data transmission frame, and which represents the transaction of
a receiving frame

3.2.37

trigger-frame

frame used in the network-startup state for a Type 26 node notifying of its entrance into a new participation-
request over a Type 26 fieldbus network

3.2.38
valid-linking state
state in which a token is consecutively circulated among nodes over Type 26 fieldbus network

3.2.39

version of sequence number

version number of the sequence number in a receiving message-data from other nodes used to determine
whether the receiving message-data is valid and is not overdue

Note 1 to entry: The value is set at the time when a Type 26 node completes to participate in a Type 26 fieldbus network, and is
maintained until the node drops out of the Type 26 fieldbus network.

3.2.40
virtual-address-space
virtual memory space with pseudo logical address, used for the message-transmission

3.3  Abbreviations and symbols

3CWT Waiting time period for 3 laps of token circulation
AE Application Entity

AL Application Layer

ALME Application layer management entity

ALP Application layer protocol

AP Application Process

APDU Application Protocol Data Unit

APO Application Process Object
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AR
AREP
ASCII
ASE
AWT
ASN.1
BCD
BCT
BER
BSIZE
CBN
C_AD1
C_AD2
CM

cnf
C_szl
C_Ssz2
DA
DCS
DL
DLC
DLCEP
DLL
DLPDU
DLSAP
DLSDU
DNA
DNS
FA

FAL
FIFO
HMI
H_TYPE

IEC

ind

IP

ISO
LME
LSB
MAC
M_ADD
MAJ_VER
M_CTL
MFT

22

Application Relationship
Application Relationship End Point
American Standard Code for Information Interchange

Application Service Element

Waiting time period for receiving message-acknowledge

Abstract Syntax Notation One

Binary Coded Decimal

Broadcast transmission

Basic Encoding Rule
Current-fragment-block-size
Current-fragment-block-number
Data-head-address on common-memory-area-1
Data-head-address on common-memory-area-2
Common Memory

confirmation primitive

Data-size on common-memory-area-1
Data-size on common-memory-area-2
Destination-address

Distr buted Control system

Data-link

Data-link Connection

Data-link Connection End Point

Data-link layer

Data-link Protocol Data Unit

Data-link Service Access Point

Data-link Service Data Unit
Destination-node-number

Domain name service

Factory Automation

Fieldbus Application Layer

First In First Out

Human-machine interface

Header-type

Identifier

International Electrotechnical Commission
indication primitive

Internet protocol

International Organization for Standardization
Layer management entity

least significant bit

Media Access Control
Message-offset-address in the virtual-address-space
FA-link protocol version: major-version
Message-control

Allowable-minimum-frame-interval-time
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MIN_VER
MSB
MSN
M_SZ
M_RLT
NC
NDN
osl
PAT
PC
PDU
PhL
PLC
PPT
P_TYPE
PWT
RCT
req
RMT
rsp

RC

RT

SA
SAP
SDU
SEQ
SNA
TBN
TCD
TCP
T
TBN
TFL
THT
TIWT
™
UDP
uLS
VDN
V_SEQ

FA-link protocol version: minor-version

most significant bit

Manufacturer's model name of a Type 26 node
Message-data-size in the virtual-address-space
Message result

Numerical Controller

Node name of Type 26 node

Open Systems Interconnection
Participation-request-frame-acceptance-time
Personal Computer

Protocol Data Unit

Ph-layer

Programmable Logic Controller
Peer-to-peer transmission

Protocol-type
Participation-request-frame-transmission-waiting-time
Allowable-refresh-cycle-time

request primitive
Refresh-cycle-measurement-timer

response primitive

Robot Controller

Real Time

Source-address

Service Access Point

Service Data Unit

Sequence-number

Source-node-number
Total-fragment-block-number

Transaction code

Transmission Control Protocol
Joining-token-detection-time

Total-fragment-block-number

Total frame length in octet including both of header and data

Token-holding-time

Waiting time period before sending out a trigger-frame
Token-watchdog

User Datagram protocol

Upper layer status

Vender code of Type 26 node

Version of sequence number

34 Conventions

3.4.1 Conventions used in state machines

Protocol sequences are described by means of state machines.
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The state machine description and the meaning of the elements of a state machine description are defined in
tabular form as shown in Table 1.

Each row of the state table represents a state transition. The first column shows the state transition name or
number. The second column shows the current state. The third column shows the events, conditions and
actions. The fourth column shows the next state. When an event or condition is fulfilled, the action is
performed and the state machine transitions to the next state.

Table 1 — Conventions used for state machines

Event
# Current state | condition Next state
=> action
Name or The current state | Events or conditions that trigger this state transaction. The next state after
number of this | to which this => the actions in this
state transition | state transition The actions that are taken when the above events or conditions are met. | transition is taken
applies The actions are always indented below events or conditions

The conventions used in the state machines are shown in Table 2.

Table 2 — Conventions used in state machine

Notation Description

= Value of an item on the left is replaced by value of an item on the right.
If an item on the right is a parameter, it comes from the primitive shown as an input event.

XXX  is a parameter name.
Example:
Identifier:= reason
means value of a 'reason' parameter is assigned to a parameter called 'ldentifier'.

Indicates fixed value
Example:
Identifier:= "abc"
means value "abc" is assigned to a parameter named 'ldentifier'.

XXX

= A logical condition to indicate an item on the left is equal to an item on the right

< A logical condition to indicate an item on the left is less than the item on the right

> A logical condition to indicate an item on the left is greater than the item on the right
<> A logical condition to indicate an item on the left is not equal to an item on the right
&& Logical "AND"

It Logical "OR"

! Negation operator

+ - X%,/ Arithmetic operator
; Breakpoint
-— ‘“comment” Comments out conditions and actions.
or The “- — “comment” " type notation is used in one-line comments, and the “/* “comment text */ “ type notation
/* “comment” */ is used in one or multiple-line comments.

Further the following conventions apply.

e The construct described below as an example allows the execution of a sequence of actions in a loop
within one transition. The loop is executed for all values from start_value to end_value.
Example:
for (Identifier:= start_value to end_value)
actions
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endfor

e The construct described below as an example allows the execution of alternative actions depending on
some condition (which might be the value of some identifier or the outcome of a previous action) within
one transition.

Example:
If (condition)
then
actions
else
actions
endif

e Notations as defined in C language according to ISO/IEC 9899 is used to describe conditions and actions.
3.4.2 Convention for abstract syntax description

This document uses a subset of ASN.1 according to ISO/IEC 8824-1 for the description.

The description is provided by means of a combination of SEQUENCE type, CHOICE type, basic types and
subtype elements defined in ASN.1.

3.4.3 Convention for reserved bits and octets

The term "reserved" is used to describe bits in octets or whole octets for indicating that certain values within
the range of a parameter are reserved for future extensions. All the bits or the octets shall be set to zero at
the sending side and is not validated intentionally at the receiving side except it is explicitly stated that a state
machine shall validate the bits or octets reserved.

344 Conventions for bit description in octets

Each bit in an octet is identified by a number and is described as Bit n. Figure 1 shows the bit identification in
an octet.

When specifying bit identification in multiple octets, the LSB of the lowest octet is identified as Bit 0, and the
bit identification numbers are assigned in an ascending order. Figure 2 shows the bit identification in four
octets as an example.

Bits are grouped as group of bits. Each bit or group of bits shall be addressed by its Bit Identification. When

specifying multiple bits sequentially located, the range separator “..” is used. A group of bits of Bit 0 through
Bit 4 denotes Bit 0..4.

Alias names are used for each bit or group of bits. The grouping of individual bits is in ascending order
without gaps. The values for a group of bits are provided as binary, decimal or hexadecimal values, and the
value is only valid for the group bits.

MSB LSB
otet [ 7 | 6 [ 5 [ 4 ] 3 ] 2 [ 1 ] o | sitidentification number

Figure 1 — Bit identification in an octet
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MSB LSB
Bit31 .. Bit24 Bit23 ... Bit16 Bit15 .. Bit 8 Bit7 ..  Bit0
Octet Highest octet i | | Lowest octet
( Octet 3) i ( Octet 2) ! (Octet 1) i ( Octet 0)

Figure 2 — Bit identification in multiple octets (four-octet case)

4 FAL syntax description

4.1 General

This document specifies the Application layer protocol of Type 26 fieldbus that is essential for the
ISO/IEC/IEEE 8802-3 based FA Link network (FL-net 1) which will be incorporated as one of the
communication networks for the Real-time Ethernet (RTE) defined in IEC 61784-2.

The Type 26 fieldbus meets the industrial automation market objective of providing predictable time-
deterministic and reliable time-critical data transfer and means, which allow co-existence with non-time-critical
data transfer over the ISO/IEC/IEEE 8802-3 series communications medium, for support of cooperation and
synchronization between automation processes on field devices in a real-time application system.

The term “time-critical” is used to represent the presence of a time-window, within which one or more
specified actions are required to be completed with some defined level of certainty.

Plant production may be compromised due to errors, which could be introduced to the control system if the
network does not provide a time-critical response. Therefore the following characteristics are required for a
time-critical control network:

— A deterministic response time between the control device nodes.
— Ability to share process data seamlessly across the control system.

The Type 26 fieldbus is applicable to such an industrial automation environment, in which time-critical
communications are primarily required.

4.2 Overview of Type 26 fieldbus
421 Application field and Common-memory

The Type 26 fieldbus is applicable to a controller level network for efficiently executing the control and state
data exchange between various kinds of field devices such as Programmable Logic Controllers (PLC), Robot
Controllers (RC), Numerical Controllers (NC), Factory Automation (FA) controllers, Distributed Control
systems (DCS), Personal Computers (PC) for the control purpose and the human-machine interfaces and so
forth, in industrial automation control systems in which a time-criticality for their data exchanges is required.

The communications between these field devices also require simplicity in actual application programming as
well as the time-critical transfer of the control and state data required among these field devices. To meet
such requirement the Type 26 fieldbus provides so-called Common-memory (CM) which provides a function
to share the control and state data seamlessly across an industrial control network system.

1 FL-net is the trade name of JEMA/FL-net: The Japan Electrical Manufacturers’ Association / the Factory Automation
Link network. This information is given for the convenience of users of this document and does not constitute an
endorsement by IEC of the trademark holder or any of its products. Compliance does not require use of the trade name.
Use of the trade name requires permission of the trade name holder.
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The CM is a virtual common memory accessible with logically unique address across the Type 26 nodes in a
Type 26 fieldbus network, and the APs running over each Type 26 node can handle the CM as a global
common memory shared among the Type 26 nodes over the Type 26 fieldbus network.

Cyclic-data transmission is used for refreshing and equalizing the contents of the CM among the Type 26
nodes by means of a cyclic broadcasting performed at a constant rate after a Type 26 node writes a data
peace on a pre-allocated memory area of the CM for the Type 26 node.

The data distribution/refreshing function to all Type 26 nodes provided by the CM by means of the cyclic-data
transmission enables each node to share the same data with each other, and to make good use of the data;
i.e. @ memory space allocated to each node is a container for application data in general use and provides
flexibility to apply in a variety of industrial application processes.

In operational view of the CM, the memory area in the CM allocated to a certain node is used as the
transmission area of the node by a cyclic-data transmission as a sender. On the other hand as receiving
nodes of the cyclic-data transmission, the memory area of the sender node is used as a receiving area for the
sender nodes.

Figure 3 shows the data sharing with the CM.

CM CM CM CcM
of of of of
node #01 node #02 node #03 node #04
| v v v
(Transmit) (Receive) (Receive) (Receive)
v | v v
(Receive) (Transmit) (Receive) (Receive)
! T T )
(Receive) (Receive) (Receive) (Transmit)
v v i v
(Receive) (Receive) (Transmit) (Receive)

Figure 3 — Data sharing with the CM

4.2.2 Structure of Type 26 protocol

The application layer exploits the services of the data-link layer immediately below, in terms of the “three-
layer’ Fieldbus Reference Model which is based in part on the OSI Basic Reference Model. The OSI
reference model provides a layered approach to communications standards, whereby the layers can be
developed and modified independently. IEC 61158 specifies functionality from top to bottom of a full OSI
stack and, potentially, some functions for the users of the stack.

Figure 4 shows the protocol stack for a Type 26 fieldbus, the OSI layers and the equivalent layers in the
IEC 61158 basic fieldbus reference model.

Functions of the intermediate OSI layers, layers 3 through 6, are consolidated into the IEC 61158 data-link
layer for a Type 26 fieldbus as the lower layer of the FA Link protocol. The data-link layer is that of a general-
purpose Ethernet with UDP (see RFC 768), TCP (see RFC 793), IP (see RFC 791) and Ethernet layer (see
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RFC 894, ISO/IEC/IEEE 8802-3) as the main components. Type 26 fieldbus utilizes that of the services
provided with a general-purpose Ethernet protocol suite.

The application layer for Type 26 fieldbus is the main component of the FA Link protocol stack, and is
specified as the upper layer of the FA Link protocol. The application layer is mapped directly on the data-link
layer as the lower layer of the FA Link protocol.

Two kinds of data transmissions are defined; i.e. Cyclic-data transmission and Message-data transmission.
The cyclic-data and the message-data transmissions are the data transmission of UDP connectionless based.
Data transmission based on connection-oriented TCP is only for the General-purpose-command-server
transmission.

This document defines the protocol specification, and the service elements and services are defined in
IEC 61158-5-26.
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Figure 4 — Protocol stack for Type 26 fieldbus

4.2.3 Structure of Type 26 FAL

The FAL is defined as a set of object-oriented ASEs. Each ASE specification is composed of three parts: the
class definitions, the services and the protocol specification. The first two are contained and defined in
IEC 61158-5-26.

The FAL ASEs and their architectural relationships for Type 26 FAL are shown in Figure 5.

Each ASE provides the services as follows:

a)

b)

The cyclic-data ASE provides the cyclic data communication service with Type 26 specific common-
memory defined in 6.4 of IEC 61158-5-26, and the cyclic-data transmission is performed at a constant
rate for updating the common-memory;

Message data ASE provides the message-data communication service between nodes and the
message-data transmission is performed on demand by the ALS-user in order to intercommunicate
between the APs running on remote nodes;

The load measurement ASE provides services to conduct the start and the termination of the
communication load measurement on the target node, and provides the measurement result containing
the token holding time related and the general purpose communication load related statistical information
on that node available for analyzing the total communication load condition over the Type 26 fieldbus
network;

The General purpose command server ASE provides the general purpose command server
communication service, and provides the facilities for setting and reading the values of various network
visible APOs of other nodes, and for requesting the start and the stop of the communication load
measurement to other nodes;

The Network management ASE provides services to access Type 26 APO attributes; modify the APO
instances; configure the nodes; inform the status report on the unexpected events, the errors and the
status changes of the nodes; manage network visible APOs accessed through the FAL.
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Figure 5 — The structure of ASEs for Type 26 FAL

4.2.4 Data link layer

Two types of addressing exist for DL-addressing in terms of the Fieldbus three layer reference model, one is
over UDP and other is over TCP protocol channels which are represented as the T- profile in terms of the OSI
reference model.

The cyclic-data and the message-data transmissions are the data transmission of UDP connectionless based.
The message-data transmission based on connection-oriented TCP is only for the General-purpose-
command-server transmission.

The cyclic-data and the message-data transmissions utilize the local broadcast medium/mechanism over the
UDP and the TCP protocols, and are restricted generally to the local link. Requirement for the Data link layer
as the FAL lower layer shall specify the broadcast communication function as the mandatory fundamental
function.

With respect to the Ethernet MAC address, the default set to the Ethernet MAC interface by the device
vendor is used as the MAC address, and for the IP address, class C of IP address defined in RFC 796 is
assigned and used. The default value of the IP address is specified as 192.168.250.N with the value of
255.255.255.0 as the subnet mask, and the value of N shall be identical to the Node number of 1 to 254.

4.3  Operating principle
4.3.1 Overview

A token controls the right to send the data out of a Type 26 node to a Type 26 fieldbus network. The node
which holds (possesses) the token can primarily perform the data transmission over the Type 26 fieldbus
network.

The token is passed by Type 26 nodes, and as the token is passed from node to node a logical ring is formed.
Logical ring maintenance functions within the Type 26 nodes are provided for ring initialization, lost token
recovery, multiple tokens, new node addition, node drop-out, entering and exiting ring, monitoring and
detection fault and so forth.

Operation in normal, steady state on the node consists of a data transmission phase and a token
transmission phase. The two kinds of data transmissions for Type 26 nodes are the cyclic-data transmission
and the message-data transmission.
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The cyclic-data transmission is primarily carried out by the node every time the node obtains the token; on the
other hand the message-data transmission is dependent on request and the communication load condition at
that time. After the node has completed transmitting any data, the node passes the token to the successor by
sending out a token frame.

4.3.2 Logical ring maintenance
4.3.21 Token passing

A token is passed by the nodes, and as the token is passed from node to node a logical ring is formed. Figure
6 shows a token circulation on a logical ring.

The token transfer is performed by sending a token frame out of a node (predecessor) to its successor after
the predecessor has completed sending any data frames. The token frame contains a destination node
number (DNA) and a source node number (SNA). The DNA indicates the node number of successor, and the
SNA indicates the node number of predecessor.

Type 26 fieldbus is in general a broadcast type, and every Type 26 node receives the token frame. The node
has the right to send out the data by recognizing and accepting the token frame of which the DNA number is
identical with the node number.

The token passing is always sequential in a logical sense. During normal, steady-state operation, a data
transmission phase and a token transmission phase are performed. After the node has completed
transmitting any data, the node passes the token to the successor by sending out a token frame.

The token or the right to send out data passes from node to node in a logically circular fashion. The token or
the right to send out data is circulated from node to node in ascending numerical order of the node number.

The node which holds the token and has the largest node number in a Type 26 fieldbus network shall pass
the token to the node which has the smallest node number. Figure 6 shows a Type 26 fieldbus network which
is consisting of Node #1 to Node #N. Each node number of the Node #1 to the Node #N is 1 to N respectively
in ascending numerical order. In that configuration, the Node #N which holds the token and has the largest
node number shall pass the token to the Node #1 which has the smallest node number in order to maintain
the logical ring of the Type 26 fieldbus network.

wm—eeeered NOdBHN |guscccsscscssassesssiaanaid Node #N-1 [®-=-==-- -

| Gy | ]

T
i
\ G i N2 % 2 Y g ~~a

A . » 4
Node #1 Node #2 Node #2 Naode #4 Node #5
Predecessor Successor

(Next token holding node)
Figure 6 — A token circulation on a logical ring

4.3.2.2 Right to transmit

A node can hold the right to transmit data over the Type 26 fieldbus network after obtaining the token until the
time that the node shall hand over the token to the next node or the successor.

Operation in normal, steady state on the node consists of a data transmission phase and a token
transmission phase. In the data transmission phase, two kinds of data transmissions exist; i.e. the cyclic-data
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transmission and the message-data transmission. The cyclic-data transmission is primarily carried out by the
node every time the node obtains the token; on the other hand the message-data transmission is dependent
on request and the communication load condition at that time.

During the above process, the data transmission is performed as follows:

a) The token-holding-time (THT) controls and limits the time period within which every node is able to be
holding the token. The time period of holding the token by the nodes shall not exceed the time period of
the THT;

b) While holding the token, the node can send out one or more cyclic-data frames every time and further
can send out at most one message-data frame;

c) After the node has completed transmitting any data within the time period of the THT, the node shall
pass the token to the successor by sending out a token frame;

d) The token frame is never sent out upon failure that the time period of holding the token exceeds the
time period of the THT.

NOTE Nodes which do not holde the token are exceptionally able to send out Type 26 specific control frames. A new node can send
out these frames during the entering state in order to join in an operating Type 26 fieldbus network or the logical ring in operation. In
addition, a node can send out a new token frame in order to reform and recover the logical ring, after it has been disrupted by one of the
following events: token lost, node dropped out of the logical ring, failure happening within nodes, and so forth.

4.3.2.3 Logical ring recovery

When a node recognizes and determines the logical ring is disrupted whether or not it holds the token, sends
out a token frame in order to reform and recover the logical ring.

Each node is monitoring the state of a token circulation on the logical ring by means of two observational
timers that are the refresh-cycle-measurement-timer (RMT) and the token-watchdog-timer (TW).

The RMT is provided with each node and is an observational timer to measure the refresh-cycle-time which is
the elapsed time period from the time after obtaining the token by a node until the time the node obtains the
token once again. When the RMT overruns the limit of allowable-refresh-cycle-time (RCT) set to each node
and common to all nodes, the RMT is considered to be time out.

The TW-timer is provided with each node and is used as an observational timer to measure the elapsed time
period from the time a node obtains the token until the time the node sends out a token frame over the
fieldbus network.

Each node has the maximum observational time limit to the TW-timer. Each node has the knowledge on the
TW values of other nodes, for instance by means of checking the APDU header received from other nodes,
and the node can utilize these TW values of other nodes to detect some kind of failure by means of checking
the elapsed time period during which a node holds the token.

When the TW-sum-time in the case of using the maximum observational time limit to the TW-timer of each
node overruns the limit of the sum total of the maximum observational time limit to the TW-timer of each node
which resides sequentially on the logical ring from a token holding node to this node in ascending numerical
order of the node number, the TW-timer of some node is considered to be time out.

A token frame shall be sent out of a node upon time out both of the RMT and the TW-timer at a time. Both
timers out at the same time results from the logical ring disrupted, so that the token frame shall be sent out to
reform and recover the logical ring.

Figure 7 shows the sequential process for the logical ring recovery in the case that the node #3 dropped out
from the logical ring of five nodes. The sequential process is as follows:

a) The node #1 passes the token to the node #2,
b) The node #2 passes the token to the node #3,
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c) Since the node #3 has not responded, a token frame shall be sent out from the node #4 to the
node #5 after the TW-timer and the RMT out of the node #4,

d) The node #5 passes the token to the node #1,

e) The node #1 passes the token to the node #2,

f) Since the node #3 has dropped out of the logical ring, the node #2 shall pass the token to the node #4,

The token is passed to the node #5 from the node #4. The token circulates on new logical ring of
node #1, #2, #4 and #5.

NOTE When the nodes receive a token frame from the node which is identified not as a member node in the logical ring and then is
identified as a new node, the TW value for the node is set to the maximum time value of 255 ms.

When the nodes receive a token frame from the node which is once a member node of the logical ring, the TW value for the node is set
to the same value which is used and set to as the TW value of the node at that time.
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Node #3 was dropped out.
Figure 7 — Logical ring recovery

4.3.2.4 Multiple tokens
There are two types of conditions for a node to handle the problem of multiple tokens:

a) When a node is holding the token and receives a token frame of which the DNA number is not
identical to the node number and is smaller than that of the node, the node shall abandon the right to
send out the data; shall give priority to the node with the DNA number and shall enter into the waiting for
the token state;

b) On the other hand, when a node with the token receives a token frame with the DNA number which
addresses to other node and is not smaller than that of the node, the node shall discard the token frame
received and shall maintain the state in which the node is holding the token and is holding the right to
send out the data.

4.3.3 Node addition
4.3.31 Overview
A new node in the entering state into a logical ring shall monitor the activity on the Type 26 fieldbus network

until the joining-token-detection-time timer (TDT-timer) is timed out. The default observational time period is
3 000 ms and the value is set to the TDT-timer.

There are two kinds of conditions to start the process for node addition; one is under the condition in the
network start-up and the other is under the condition in the in-ring start-up state:

a) During the time period when the node does not detect any token frames, the node recognizes and

determines that the logical ring over the Type 26 fieldbus network is not yet formed and is in the network
start-up state;
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b) On the other hand, when the node detects any token frames, the node determines that the logical ring
over the network has already formed and is in operation, and then the node shall enter into the in-ring
start-up state.

4.3.3.2 Node addition in the network start-up state

This process and the procedures are identical to form a new logical ring or to start up a new Type 26 fieldbus
network.

There are two types of conditions for a new node to enter into this process; i.e. another node is
simultaneously entering and the new node alone enters into this process under the condition in the network
start-up state.

Figure 8 shows an example of the sequential timing diagram in the case that a node enters into this process
simultaneously with another node under the condition in the network start-up state. Figure 9 shows the
sequential timing diagram in the case that a node is alone and enters into this process under the condition in
the network start-up state.

The process and the procedures are as follows:

a) A new node shall start the Trigger-frame-transmission-waiting-time timer (TrWT-timer) after the TDT-
timer out without any token frames received. In case of no reception of any trigger frames from another
node until the TrWT-timer out, a trigger frame shall be sent out of the new node as shown in Figure 9;

b) On the contrary, the new node has received any trigger frames from another node during the time
period of the TrWT. In this case the trigger frame shall not be sent out of the new node, and the new node
shall start both of the Participation-request-frame-transmission-waiting-time timer (PWT-timer) and the
participation-request-frame-acceptance-time timer (PAT-timer) upon reception of a trigger frame from
another node as shown in Figure 8;

c) After the TrWT-timer out, the new node shall start both of the Participation-request-frame-
transmission-waiting-time timer (PWT-timer) and the participation-request-frame-acceptance-time timer
(PAT-timer) in case of no reception of any trigger frames during the time period of the TrWT as shown in
Figure 9;

d) Each node has different values of the time period of the TrWT and the PWT, and the values are set
as follows:

— TrWT =R x 4 (ms):
R is the remainder of the node number divided by 8;
— PWT = (the node number) x 4 (ms).
The new node shall send out a participation-request frame upon the PWT-timer out;

e) The new node shall wait for reception of any participation-request frames from another node until the
PAT-timer out. The default observational time period is 1 200 ms and the value is set to the PAT-timer;

f) During the PAT time period upon reception of any participation-request frames, each node shall
check and validate the contents of receiving participation-request frames; i.e. shall check the overlap of
each common-memory-area claiming for its own use by each node and the duplication of the node
number of other nodes; and further shall enrol the sender node related information with the validated
common-memory area information and so on into the participating-node-management information table.
The participating-node-management-information is updated upon reception of any participation-request

frames;
9) Upon the PWT-timer out, the new node shall send out the participation-request frame;
h) Upon the PAT-timer out, according to the contents of the participating-node-management-information

table new logical ring shall be formed; and then the node with the minimum node number shall send out a
token frame first as shown in Figure 8;

i) On the contrary, in the case of no reception from other nodes until the PAT-timer out, the TDT-timer
shall be started again and the above mentioned process and procedures shall be followed and repeated
until any trigger frames, any participation-request frames or any token frames from other nodes is
received as shown in Figure 9. After repeating three cycle times or sending out the participation-request
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frame three times, upon the PAT-timer out, the node shall recognize and determine that only the node
exists and attempts alone to form a new logical ring; and then shall notify the FAL-user of the node status
with a flag of waiting for any receptions from other nodes;

i) The node which detects and identifies the overlap of the node number with other nodes by means of
validating the participation-request frame received from another node shall not enter and participate in the
new logical ring; and shall not send out any data and shall discard any receiving frames. Error information
with the duplicated node number shall be notified to the FAL-user;

k) The node which detects and identifies the overlap of the common-memory area with other nodes by
means of validating the participation-request frame received from another node shall enter and participate
in the new logical ring; shall set the common-memory area unavailable: i.e. set to zero (0) the head-
address and the size of the common memory area for own use of the node; and shall not send out any
cyclic-data. Error information with the overlap of the common-memory area shall be notified to the FAL-
user; the validity of the contents of the common-memory shall be flagged as invalid and unavailable.
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4.3.3.3 New node addition in the in-ring star-up state

A new node in the entering state into a logical ring shall monitor the activity on the Type 26 fieldbus network
until the TDT-timer out. During the TDT time period when the node detects any token frames, the node
determines that the logical ring over the network has already formed and is in operation, and then the node
enters into the in-ring start-up state.

Figure 10 shows an example of the sequential timing diagram for a new node of node #5 in the in-ring start-
up state into 4-node logical ring in operation.

The process and the procedures are as follows:

a) The node shall keep the monitoring until the token circulates on the logical ring three times after
receiving the token frame with the minimum node number in the logical ring;

b) During the three-lap time period of the token circulation on the logical ring, the node shall check and
detect the overlap of the common-memory-area claiming for its own use with the area used by other
nodes and the duplication of the node number to other nodes by means of the validation of any receiving
frames containing these information; and after the validation of any receiving frames, the node shall enrol
the sender node related information with the validated common-memory area information and so on into
the participating-node-management information table. The participating-node-management-information is
updated during this time period;

c) After the three-lap time period of the token circulation (3CWT time period) with no duplicated node
number, the node shall start the PWT-timer to send out a participation-request frame to enter into the
logical ring;

d) Upon the PWT-timer out, the node shall send out a participation-request frame even though the node
is not holding the token;

e) The node which detects and identifies the duplication of the node number to other nodes shall not
send out any participation-request frames; and shall not enter into the logical ring. The node shall notify
the FAL-user of the error information with the duplicated node number and the node-status with a flag of
node number duplication;

f) The node which detects and identifies the overlap of the common-memory area with other nodes shall
enter and participate in the new logical ring; shall set the common-memory area unavailable: i.e. set to
zero (0) the head-address and the size of the common memory area for own use of the node; and shall
not send out any cyclic-data. Error information with the overlap of the common-memory area shall be
notified to the FAL-user; and the validity of the contents of the common-memory shall be flagged as
invalid and unavailable;

9) After sending out a participation-request frame, in case of no reception of any token frames
addressed to this node until the 3CWT-timer out, the node shall attempt and follow again the above
mentioned process and the procedures to enter into the logical ring;

h) After sending out a participation-request frame, in case of no reception of any token frames until the
3CWT-timer out, the node shall attempt and follow again the above mentioned process and the
procedures to enter into the logical ring;

i) When a node on a logical ring receives any participation-request frames, the node shall update and
enrol the receiving node related information into the participating-node-management-information after
validation without the overlapping of the common-memory address space and further the duplication of
the node number. Detected error information shall be notified to the FAL-user.
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Figure 10 — Node addition: in-ring start-up state

4.3.4 Node in a logical ring

When a node on a logical ring in normal, steady state receives any participation-request frames and/or any
final cyclic-data frames which contain the fragmented cyclic-data and are sent out last by the nodes, the node
shall update and enrol the receiving node related information into the participating-node-management-
information even though the sender node number is not identified after validation without the overlapping of
the common-memory address space and further the duplication of the node number. Detected error
information shall be notified to the FAL-user.

4.3.5 Node drop-out
Node drop-out or node exiting out of the logical ring is as follows:

a) Each node on a logical ring in normal, steady state shall check the sender node number of any token
frames every time on the reception; and shall detect whether no reception of the token frame from a
certain node continues for three consecutive token circulation periods; and shall recognize and determine
the corresponding certain node is removed and dropped out of the logical ring;

b) When the node determines the corresponding certain node is dropped out of the logical ring, the node
shall update the corresponding certain node related information within the participating-node-
management information to change the status as the corresponding certain node removed.

c) When the node recognizes and determines all other nodes are removed during the token circulation
periods and only the node itself exists, the node shall move into the initial state and take the procedures
specified in 4.3.3.2 and 4.3.3.3.

d) Each node on a logical ring in normal, steady state shall monitor and check any token frames
addressed to the node. In the case that no reception of the token frame addressed to the node from other
nodes continues for three consecutive token circulation periods, the node shall recognize and determine
the node is dropped out of the logical ring. The node shall move into the initial state and take the
procedures specified in 4.3.3.2 and 4.3.3.3.

4.3.6 Data transmission
4.3.6.1 Overview

Operation in normal, steady state on the node consists of a data transmission phase and a token
transmission phase.

In the data transmission phase, two kinds of data transmissions are performed:
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— Cyclic-data transmission;

— Message-data transmission.
4.3.6.2 Cyclic-data transmission
4.3.6.2.1 Overview

The Type 26 fieldbus is applicable to a controller level network for efficiently executing the control and state
data exchange between various kinds of field devices in industrial automation control systems.

The communications between field devices requires simplicity in actual application programming as well as
the time-critical transfer of the control and state data among field devices. To meet such a requirement, the
CM provides a function to share the control and state data seamlessly across an industrial control network
system.

The CM is a virtual common memory accessible with logically unique address across the Type 26 nodes, and
the APs running over each node can handle the CM as a global common memory shared among the nodes
over the Type 26 fieldbus network.

Cyclic-data transmission is used for refreshing and equalizing the contents of the CM among the nodes by
means of a cyclic broadcasting performed at a constant rate after a node writes a data peace on a pre-
allocated memory area of the CM for each node.

The data distribution/refreshing function to all nodes in temporal and spatial coherency provided with the CM
by means of the cyclic-data transmission performed at a constant rate enables each node to share the same
data with each other and to make good use of the data; i.e. a memory space allocated to each node is a
container for application data in general use and provides flexibility to apply in a variety of industrial
application processes.

Figure 11 shows the data sharing with the CM.

CM CM CM CM
of of of of
node #01 node #02 node #03 node #04
| v v v
(Transmit) (Receive) (Receive) (Receive)
¥ I L ¥
(Receive) (Transmit) (Receive) (Receive)
I I 7 )
(Receive) (Receive) (Receive) (Transmit)
v ¥ 1 v
(Receive) (Receive) (Transmit) (Receive)

Figure 11 — Data sharing with the CM
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4.3.6.2.2 Configuration of Common-memory

Figure 12 shows the configuration of the CM which is composed of two memory areas; i.e. the memory-
area-1 and -2 with the memory size of 512 words and 8 192 words respectively. The total memory size of the
CMis up to 8 704 words.

The memory area allocated to each node as the output/write area on one or both of the memory-area-1
and -2 is dependent on the implementation. Any memory size in word boundary is allocable from 0 (zero) to
the maximum space size of the memory-area-1 and/or -2 to each node, and the memory space allocation is
designated with the memory size and the head-address. The memory space allocated to each node shall not
overlap with each other. And the allocated memory space is identical to the cyclic-data transmission area by
the node.

In case of total zero memory space allocated to a node, it means no cyclic-data transmission to be carried out
by the node. It is applicable to a mixture system of the nodes with and without the CM.

Common-memory-area 1 Common-memory-area 2
MSB LSB MSB LSB
0x0000 0x0000
—>
Head-address Memory space for Node #n ¢ Size
0x01FF Head-addregs

Memory space for Node #n Size

Ox1FFF

Figure 12 — Configuration of the Common-memory

4.3.6.2.3 Cyclic-data transfer

Cyclic-data is transferred by means of the cyclic-data transmission.

The memory area on the CM allocated to a certain node is used as the transmission area of the node by the
cyclic-data transmission as a sender. On the other hand as receiving nodes of the cyclic-data transmission,
the memory area of the sender node is used as a receiving area for the data from the sender node.

Cyclic-data transmission shall be performed each time the node obtains the token, and all the data on the CM
area allocated to the node shall be sent out of the node.

Dependent on the total amount of data to be transferred, one or more cyclic-data frames are sent out each
time the node obtains the token. In the case that the total amount of data is less than or equal to 1 024 octets,
data resided in the memory space allocated for the node on the CM-area-1 and -2 shall be packed into a
single cyclic-data frame and shall be sent out at a time. On the other hand in the case that the total amount of
data is over 1 024 octets, the data shall be fragmented into multiple packets and shall be sent out by means
of consecutive multiple cyclic-data frames while holding the token.

The total amount of data over 1 024 octets which resides in the memory space riding both on the CM-area-1
and -2 shall be fragmented into two or more packets for multiple cyclic-data frames to be sent out. The first
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cyclic-data frame shall contain all the data resided in the memory space on the CM-area-1 and all or part of
the data resided in the memory space on the CM-area-2 but the total volume of data contained in the cyclic-
data frame shall not exceed 1 024 octets. The following cyclic-data frames shall be sent out with the data by
1 024 octets until all the data is packed into multiple cyclic-data frames. The last cyclic-data frame, so-called
“final-cyclic-data frame” shall contain the data of 1 024 octets or less size.

Figure 13 shows an example of the APDUs for multiple cyclic-data frames containing fragmented data. In this
case since the total amount of data is over 1 024 octets, the data are fragmented and packed into three
cyclic-data frames.

CM-area-1

=

Transmit data

N
»
)
Q
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OF First cyciic-data frame
FA-link header Area-1 data Area-2 data
-
/
Chi-area-2 1 024 octate N
< 7 =
//
/
/
Transmii Gata|
APDU for Second cyclic-data frame
FA-iink header Area-Z data
< =
a W — -
R 1 UZ4 ociels —_———|
T
~
APDU far Final-cyclic-data frame
4 FA-link header Area-2 data
A
N
e ™

V&
J \ <—7; 1024 or less octets ——>]

Figure 13 — APDUs of cyclic-data frames containing fragmented data

Each cyclic-data frame shall contain the information in the FA-link header to disassemble/assemble the
cyclic-data APDU as follows:

— TBN: total-fragment-block-number;

— CBN: current-fragment-block-number;

— BSIZE: current-fragment-block-size;

— C_AD1: data-head-address on common-memory-area-1;

— C_AD2: data-head-address on common-memory-area-2;

— C_SZ1: data-size on common-memory-area-1;

— C_S8Z2: data-size on common-memory-area-2.
Each node receiving a cyclic-data frame shall check the value of TBN in the FA-link header and determine
whether the cyclic-data frame is fragmented or not. In the case of the cyclic-data frame fragmented, the

receiving node shall store each received block into the receive buffer one by one upon reception of the
fragmented cyclic-data frames; and after receiving the final-cyclic-data frame without error, all data received
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