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Abstract: Within the context of the ISO/IEEE 11073 family of standards for device 
communication, this standard defines a common framework for making an abstract model of 
personal health data available in transport-independent transfer syntax required to establish 
logical connections between systems and to provide presentation capabilities and services 
needed to perform communication tasks. The protocol is optimized to personal health usage 
requirements and leverages commonly used methods and tools wherever possible. 
 
This corrigendum removes the ambiguities and corrects the wrong nomenclature codes and 
qualifier status that have been identified in IEEE Std 11073-20601-2014 to improve 
implementation of the standard in an interoperable fashion. 
 
Keywords: IEEE 11073™, IEEE 11073-20601™, medical device communication, personal 
health devices 
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Introduction 

This introduction is not part of IEEE Std 11073-20601™-2014/Cor 1-2015, Health informatics—Personal health device 

communication—Part 20601: Application profile—Optimized Exchange Protocol—Corrigendum 1. 

ISO and IEEE 11073 standards enable communication between medical devices and external computer 

systems. This standard and corresponding IEEE 11073-104xx standards address a need for a simplified and 

optimized communication approach for personal health devices, which may or may not be regulated 

devices. These standards align with, and draw upon, the existing clinically focused standards to provide 

easy management of data from either a clinical or personal health device. 

This document addresses a need for an openly defined, independent standard for converting the collected 

information into an interoperable transmission format so the information can be exchanged between agents 

and managers. 

 

This standard removes the ambiguities and corrects the wrong nomenclature codes and qualifier status that 

have been identified in IEEE Std 11073-20601-2014 to improve implementation of the standard in an 

interoperable fashion. 
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1 

Health informatics—Personal health device communication 
 

Part 20601: Application profile—
Optimized Exchange Protocol 
 

Corrigendum 1 

 

IMPORTANT NOTICE: IEEE Standards documents are not intended to ensure safety, security, health, 

or environmental protection, or ensure against interference with or from other devices or networks. 

Implementers of IEEE Standards documents are responsible for determining and complying with all 

appropriate safety, security, environmental, health, and interference protection practices and all 

applicable laws and regulations. 

This IEEE document is made available for use subject to important notices and legal disclaimers. These 

notices and disclaimers appear in all publications containing this document and may be found under the 

heading “Important Notice” or “Important Notices and Disclaimers Concerning IEEE Documents.” They 

can also be obtained on request from IEEE or viewed at http://standards.ieee.org/IPR/disclaimers.html. 

NOTE—The editing instructions contained in this corrigendum define how to merge the material contained therein into 

the existing base standard and its amendments to form the comprehensive standard. 

The editing instructions are shown in bold italic. Four editing instructions are used: change, delete, insert, and replace. 

Change is used to make corrections in existing text or tables. The editing instruction specifies the location of the 

change and describes what is being changed by using strikethrough (to remove old material) and underscore (to add 

new material). Delete removes existing material. Insert adds new material without disturbing the existing material. 

Insertions may require renumbering. If so, renumbering instructions are given in the editing instruction. Replace is used 

to make changes in figures or equations by removing the existing figure or equation and replacing it with a new one. 

Editing instructions, change markings, and this NOTE will not be carried over into future editions because the changes 

will be incorporated into the base standard.  
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6. Personal health device DIM 

6.3 Personal health object class definitions 

Change Source-Handle-Reference and Source-Handle-Reference-List rows in Table 6 as shown: 

Table 6 —Metric Attributes 

Attribute 

name 

Attribute ID Attribute 

type 

Remark Qualifiers 

Source-

Handle-

Reference 

MDC_ATTR_SOURCE_

HANDLE_REF 

HANDLE This attribute establishes a relation of this 

object instance to a source object (e.g., pulse 

references sourcing SpO2). This attribute is 

used whenever it is required to model an 

explicit relation between object instances to 

define dependencies. The usage of this 

attribute is defined by device specializations. 

A metric object may contain one of Source-

Handle-Reference or Source-Handle-

Reference-List, but not both. 

If a measurement reports a Source-Handle-

Reference or Source-Handle-Reference-List 

attribute, the measurement from the object(s) 

that it references shall be sent by the agent to 

the manager must have been sent prior to the 

sending of this measurement. 

Optional 

Dynamic 

Source-

Handle-

Reference-

List 

MDC_ATTR_SOURCE_

HANDLE_REF_LIST 

HANDLE

List 

This attribute establishes a relation of this 

object instance to more than one source 

objects (e.g., body mass index (BMI) 

references sourcing Height and Weight). This 

attribute is used whenever it is required to 

model an explicit relation between object 

instances to define dependencies. The usage of 

this attribute is defined by device 

specializations. A metric object may contain 

one of Source-Handle-Reference or Source-

Handle-Reference-List, but not both. 

If a measurement reports a Source-Handle-

Reference or Source-Handle-Reference-List 

attribute, the measurement from the object(s) 

that it references shall be sent by the agent to 

the manager must have been sent  prior to the 

sending of this measurement. 

Optional 

Dynamic 

 

6.3.7 PM-store class 

6.3.7.3 PM-store class attributes 

Delete the following text: 

The attributes Handle and PM-Store-Capab are part of the agent configuration; therefore, the manager 

knows the corresponding attribute values after the Configuring procedure. 

6.3.7.4 PM-store object methods 

Change the first paragraph after Table 11 as shown: 
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If an agent supports the PM-store class, the support of the Get-Segment-Info or Get-Segment-Id-List 

methods is mandatory, and support of the Trig-Segment-Data-Xfer method is mandatory. Support for 

the Clear-Segments and Get-Segment-Id-List method is optional and is indicated in the PM-Store-

Capab attribute. 

Delete text in Get-Segment-Info as shown: 

  Get-Segment-Info: 

This method allows the manager to retrieve PM-segment attributes of one or more PM-segments, with 

the exception of the Fixed-Segment-Data attribute, which contains the actual stored data and is 

retrieved by using the Trig-Segment-Data-Xfer method. In particular, the Get-Segment-Info method 

allows the manager to retrieve the attributes and their data contents from the PM-segment object 

instances identified by the SegmSelection parameter.  

The agent shall support the all-segments choice in the SegmSelection action-info-args of the Get-

Segment-Info method. The agent may support the segm-id-list and/or abs-time-range and/or bo-time-

range choice in the SegmSelection action-info-args of the Get-Segment-Info method. In this case the 

agent shall set the pmsc-segm-id-list-select and/or pmsc-abs-time-select flag in the PM-Store-Capab 

attribute. If the manager sends the Get-Segment-Info method with the choice that the agent does not 

support, the agent shall reply with an unsupported-choice error (roer). 

For PM-segment info returned by time, the segments are selected using the same mechanism as 

described under Clear-Segments. 

If the manager supports sending the Get-Segment-Info method, the manager shall support at least the 

choice all-segments in the SegmSelection action-info-args of the Get-Segment-Info method. The 

manager may support additional choices. 

If a standard configuration contains any PM-Store object, the manager must send Get-Segment-info or 

Get-Segment-Id-List at the beginning of accessing any PM-Store object. 

If no PM-Segment matches the selection criteria in the SegmSelection action-info-args so that no PM-

segments are found by the action, then this is not an error, a normal response is sent, and the segment 

info list will just be empty. 

If the choice of SegmSelection in the Get-Segment-Info method is segm-id-list and the segm-id-list is 

empty, then the response shall be a segment-info-list that is empty. 

If the agent supports the Get-Segment-Info method, the agent shall set the pmsc-get-segm-info-sup flag 

in the PM-Store-Capab attribute. 

Insert text in Get-Segment-Id-List as shown: 

  Get-Segment-Id-List 

This method allows the manager to retrieve a list of the instance numbers of all the PM-segments of a 

PM-store. In particular, the Get-Segm-Id-List method allows the manager to then retrieve the attributes 

of selected PM-segment object instances and their data contents without needing to retrieve 

information of all PM-segments. This also allows the manager to retrieve multiple PM-segments as a 

series of requests. 

If a standard configuration contains any PM-Store object, the manager must send Get-Segment-Info or 

Get-Segment-Id-List at the beginning of accessing any PM-Store object. 

If the agent supports the Get-Segment-Id-List method, the agent shall set the pmsc-get-segm-id-list-sup 

flag in the PM-Store-Capab attribute. 

If the agent supports the Get-Segment-Id-List method, the agent shall also support the Get-Segment-

Info method with the segm-id-list choice in the SegmSelection action-info-args. 
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7. Personal health device service model 

7.4 Specific application of object access EVENT REPORT services for personal 
health devices 

7.4.3 Configuration event report 

7.4.3.2 Agent device configuration 

Change the second paragraph as shown: 

The MDS object is not considered part of the configuration. A manager reassociating with an agent 
offering the same Dev-Configuration-Id cannot expect the MDS attribute values to be the same; for 

example, an agent may clear the mds-time-mgr-set-timemanager-set-time bit as its clock has already 

been set. 
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8. Communication model 

8.7 Associating procedure 

8.7.3 Normal procedures 

8.7.3.1 Agent procedure 

8.7.3.1.2 Data exchange protocol –defined by this standard  

Change the first dash-list item as shown: 

  The protocol-version field contains the versions of the data exchange protocol the agent can 

support. 

8.9 Operating procedure 

8.9.3 Normal procedures 

8.9.3.3 Measurement data transfer 

8.9.3.3.7 Scan report number management 

Change the last paragraph as shown: 

An agent-initiated transfer from the MDS or scanner objects, by way of contrast, establishes a flow 
that terminates only when the association is broken. Thus for the agent-initiated transfer, the scan-

report-no starts at 0, but cannot be reset by the manager within the context of the association. Setting 
the scanner’s Operational-State attribute to disabled halts transmission of event reports, i.e., internal 

observation of metric objects is halted and continues again after setting the Operational-State attribute 
to enabled again. The scan-report-no in this case will continue counting from where it was halted. 

Note that there will be a separate scan-report-no for confirmed (data-req-id 0xF000) and unconfirmed 

(data-req-id 0xF001) scan event reports. 

8.9.3.4 Persistently stored metric data transfer 

8.9.3.4.2 Persistently stored metric data transmission 

Change the last paragraph in item b) as shown: 

b) Retrieving the PM-segment information. The manager retrieves information on the segments in a 

PM-store by sending an ACTION.Get-Segment-Info or ACTION.Get-Segment-Id-List command to 

the specific PM-store (see Figure 21 and Figure 22) with a request to return information from all 

segments, a particular list of segments, or any segments within a given time range. If there is no 

segment in any of these three cases, the agent responds with an empty list. The agent shall support 

the first selection criteria and may provide support for the second and third selection criteria. The 

manager is able to determine whether the agent provides support by inspecting pmsc-abs-time-

select in the PM-Store-Capab attribute of the PM-store information retrieved earlier.  
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The agent responds to the ACTION.Get-Segment-Info command with a list of segment numbers 

followed by the full attribute list for each of the segments. The agent responds to the ACTION. Get-

Segment-Id-List command with a list of the instance numbers. 

If the manager invokes one of the optional Get-Segment-Info or Get-Segment-Id-List methods but 

the agent does not support the particular optional action (list of segments or range of segments by 

time), then the agent shall respond with a roer DataApdu with an RoerErrorValue of “not-allowed-

by-object”. 
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Annex A  

(normative) 

ASN.1 definitions 

A.4 ACTION-method-related data types 

Insert the following new lines: 

-- 

-- SegmIdList selects PM-segments by ID. 

-- SegmIdList may be returned in response to the Get-Segment-Id-List method, containing a list of  

-- the instance numbers of all the PM-segments of a PM-store. 

SegmIdList ::= SEQUENCE OF InstNumber 

 

Change the text as shown: 

-- 

-- SegmentInfoList returns the object attributes (except the Fixed-Segment-Data) of all 

-- selected PM-segment object instances in response to the Get-Segment-Info or Get-Segment-Id-List 

-- PM-store method.  

-- This is required by the manager to retrieve the dynamic information about the segments. 

-- 

SegmentInfoList ::= SEQUENCE OF SegmentInfo 

 

A.11 Data types for new object attributes and object services 

A.11.8 PM-store and PM-segment related data types 

Delete the line containing “pmsc-get-segm-info-sup” as shown: 

-- 

-- The PM-Store-Capab attribute defines specific static capabilities and properties of the PM-store object 

-- instance. The default value of this attribute is 0 (no bits set). 

-- All unassigned " PmStoreCapab " bit values are reserved for future expansion and shall be set to zero. 

-- 

PmStoreCapab ::=BITS-16 { 

 pmsc-var-no-of-segm(0), -- indicates that the number of PM-segments 

   -- contained in this PM-store is dynamic and may 

   -- change 

 pmsc-segm-id-list-select(3),  -- PM-segments in the SegmSelection data type can  

-- be selected by defining a list of segment IDs 

 pmsc-epi-seg-entries(4), -- some/all PM-segments contain  

   -- episodic/aperiodic entries and therefore have 

   -- to contain explicit time stamp information 

 pmsc-peri-seg-entries(5), -- some/all PM-segments contain periodically 

   -- sampled entries and therefore the PM-segment 

   -- or PM-store shall support the 
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   -- Sample-Period attribute 

 pmsc-abs-time-select(6), -- PM-segments in the SegmSelection data type can 

    -- be selected by defining an abs-time-range or  

   -- bo-time-range depending upon which time 

   -- mode the device supports 

 pmsc-clear-segm-by-list-sup(7), -- clearing a list of segments is supported 

 pmsc-clear-segm-by-time-sup(8), -- clearing segments by abs-time-range or 

   -- bo-time-range is supported depending 

   -- upon which time mode the device supports 

 pmsc-clear-segm-remove(9),  -- if this bit is set, the agent will completely remove  

   -- the specified PM-segment instance as part of the  

   -- Clear-Segment method. If this bit is not set, it will  

   -- just remove all entries from the specified  

   -- PM-segment. 

 pmsc-clear-segm-all-sup(10), -- clearing all segments is supported  

 pmsc-multi-person(12) -- The PM-store supports PM-segment for more  

   -- than one person  

pmsc-get-segm-info-sup(13),  -- The Get-Segment-Info method is supported. 

 pmsc-get-segm-id-list-sup(14), -- The Get-Segment-Id-List method is supported. 

} 
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Annex I  

(normative) 

Nomenclature codes 

Insert the following row of code into the MDC_PART_OBJ partition after the row that begins with 
#define MDC_ATTR_SEG_FIXED_DATA 2641 /*   */      
#define MDC_ATTR_PM_SEG_ELEM_STAT_ATTR 2642 /*  */ 

Insert the following row of code into the MDC_PART_OBJ partition after the row that begins with 
#define MDC_ATTR_SCAN_HANDLE_LIST 2679 /*     */ 

#define MDC_ATTR_SOURCE_HANDLE_REF_LIST  2681 /*  */ 

Delete one row under the MDC_PART_INFRA partition as shown: 
#define MDC_DEV_SPEC_PROFILE_RESP_RATE  4114 /* Respiration rate  */ 

Change five rows of code under the MDC_PART_INFRA partition as shown: 
#define MDC_DEV_SPEC_PROFILE_COAG 41184 /* International normalized ratio */ 

#define MDC_DEV_SPEC_PROFILE_URINE_ANALYZER 41198    /*   Urine analyzer  */ 

#define MDC_DEV_SPEC_PROFILE_SLEEP_QUALITY 411920    /*   Sleep quality monitor */ 

#define MDC_DEV_SPEC_PROFILE_SABTESLEEP_APONEA 41210 /* Sleep apenoea breathing 

therapy deviceequipment  */ 

#define MDC_DEV_SPEC_PROFILE_CGM 41221 /* Continuous glucose monitor */ 

Insert the following two rows of code into the MDC_PART_INFRA partition after the row that begins 
with: 
#define MDC_TIME_SYNC_OTHER 7948  /*A time sync method that is out of     

the scope of IEEE Std 11073-20601*/  
#define MDC_TIME_SYNC_OTHER_MOBILE 7949       /*A time sync method based on other 

mobile network technology which is not listed 

above */ 

#define MDC_TIME_SYNC_GPS 7950       /*A time sync method based on GPS 

information */ 
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Abstract: Within the context of the ISO/IEEE 11073 family of standards for device 
communication, this standard defines a common framework for making an abstract model of 
personal health data available in transport-independent transfer syntax required to establish 
logical connections between systems and to provide presentation capabilities and services 
needed to perform communication tasks. The protocol is optimized to personal health usage 
requirements and leverages commonly used methods and tools wherever possible. 
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Introduction 

This introduction is not part of IEEE Std 11073-20601-2014, Health informatics—Personal health device 

communication—Part 20601: Application profile—Optimized Exchange Protocol. 

ISO and IEEE 11073 standards enable communication between medical devices and external computer 

systems. This standard and corresponding IEEE 11073-104zz standards address a need for a simplified and 

optimized communication approach for personal health devices, which may or may not be regulated 

devices. These standards align with, and draw upon, the existing clinically focused standards to provide 

easy management of data from either a clinical or personal health device. 

This document addresses a need for an openly defined, independent standard for converting the collected 

information into an interoperable transmission format so the information can be exchanged between agents 

and managers. 

Other closely related standards include the following: 

  IEEE Std 11073-00103-2012 [B5]a provides an overview of the personal health space and defines the 

underlying use cases and usage models. 

  ISO/IEEE 11073-10101 [B16] documents the nomenclature terms that can be used. 

  ISO/IEEE 11073-10201:2004 [B17] documents the extensive domain information model (DIM) 

leveraged by this standard. 

  ISO/IEEE 11073-104zz standards define specific device specializations. For example, 

ISO/IEEE 11073-10404 [B18] defines how interoperable pulse oximeters work. 

  ISO/IEEE 11073-20101:2004 [B21] defines the medical device encoding rules (MDER) used in this 

standard. 

a The numbers in brackets correspond to the numbers of the bibliography in Annex K. 
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Health informatics—Personal health device communication 

Part 20601: Application profile—
Optimized Exchange Protocol 

IMPORTANT NOTICE: IEEE Standards documents are not intended to ensure safety, security, health, 

or environmental protection, or ensure against interference with or from other devices or networks. 

Implementers of IEEE Standards documents  are responsible for determining and complying with all 

appropriate safety, security, environmental, health, and interference protection practices and all 

applicable laws and regulations. 

This IEEE document is made available for use subject to important notices and legal disclaimers. 

These notices and disclaimers appear in all publications containing this document and may 

be found under the heading “Important Notice” or “Important Notices and Disclaimers 

Concerning IEEE Documents.” They can also be obtained on request from IEEE or viewed at 

http://standards.ieee.org/IPR/disclaimers.html. 

1. Overview

1.1 Scope 

Within the context of the ISO/IEEE 11073 personal health device standard family, this standard defines an 

optimized exchange protocol and modeling techniques to be used by implementers of personal health 

devices to create interoperability between device types and vendors. This standard establishes a common 

framework for an abstract model of personal health data available in transport-independent transfer syntax 

required to establish logical connections between systems and to provide presentation capabilities and 

services needed to perform communication tasks. The protocol is optimized to personal health usage 

requirements and leverages commonly used methods and tools wherever possible. 

1.2 Purpose 

This standard addresses a need for an openly defined, independent standard for controlling information 

exchange to and from personal health devices and managers (e.g., cell phones, personal computers, 

personal health appliances, and set top boxes). Interoperability is key to growing the potential market for 

these devices and enabling people to be better informed participants in the management of their health. 
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1.3 Context 

Figure 1 shows categories and typical devices supporting the personal health space. Agents (e.g., blood 

pressure monitors, weighing scales, and pedometers) collect information about a person (or persons) and 

transfer the information to a manager (e.g., cell phone, health appliance, or personal computer) for 

collection, display, and possible later transmission. The manager may also forward the data to remote 

support services for further analysis. The information is available from a range of domains including 

disease management, health and fitness, or aging independently applications. 

The communication path between agent and manager is assumed to be a logical point-to-point connection. 

Generally, an agent communicates with a single manager at any point in time. A manager may 

communicate with multiple agents simultaneously using separate point-to-point connections. 

The overlay shows the focus area of the IEEE 11073™ Personal Health Devices Working Group. The 

primary concentration is the interface and data exchange between the agents and manager. However, this 

interface cannot be created in isolation by ignoring the remainder of the solution space. Remaining 

cognizant of the entire system helps to move data reasonably from the agents all the way to the remote 

support services when necessary. This path may include converting the data format, exchange protocols, 

and transport protocols across different interfaces. Much of the standardization effort is outside of the scope 

of the Personal Health Devices Working Group; however, aligning all standardization efforts allows data to 

flow seamlessly through the overall set of systems. 

Figure 1 —Overall context of work 

Figure 2 shows a hierarchical view of the architecture of an agent or manager superimposed with a view of 

the related standards. The application layers are, for the most part, not specific to any particular transport. 

Where necessary, this standard identifies assumptions that require direct support by a transport or a “shim” 

layer above the transport. This approach allows support for various transports. The definition of the 

transports is outside the scope of this standard and the working group. 
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Above the transport layer is the Optimized Exchange Protocol (described in this standard). This protocol 

consists of two aspects: the application layer services and the definition of the data exchange protocol 

between agents and managers. The application layer services provide the protocol for connection 

management and reliable transfer of actions and data between agent and manager. The data exchange 

protocol defines the commands, agent configuration information, data format, and overall protocol. The 

Optimized Exchange Protocol provides the basis to support any type of agent. For a specific device type, 

the reader is directed to the device specialization for that agent to understand the capabilities of the device 

and its implementation according to this standard. The device specialization indicates which aspects of this 

standard to comprehend and where further information to implement the device is found. 

Above the exchange protocol are device specializations that describe specific details relative to the 

particular agent (e.g., blood pressure monitor, weighing scale, or pedometer). The specializations describe 

the details of how these agents work and act as a detailed description for creating a specific type of agent. 

Additionally, they provide reference to a related standard for further details. The standard numbers reserved 

for device specializations range from IEEE Std 11073-10401 through IEEE Std 11073-10499, inclusive. 

When the collection of standards is being referenced, the term IEEE 11073-104zz is used where zz could be 

any number in the range from 01 to 99, inclusive. 

Some device specializations describe broad categories of device types (e.g., the IEEE 11073-10441™ 

model device types that promote cardiovascular activity such as step counters or exercise cycles). Other 

device specializations have a narrow focus on a single device type (e.g., IEEE 11073-10408™ model 

thermometers). Specializations that address one or more device types may also define profiles. A profile 

further constrains the model defined in a specialization to increase interoperability (e.g., the step counter 

profile utilizes a limited portion of IEEE 11073-10441 modeling). 

The IEEE Std 11073-00103-2012 [B5]1 technical report describes the overall personal health space with 

further definition of the underlying use cases and usage models. 

 

Figure 2 —Document map 

 

 

                                                 
1 The numbers in brackets correspond to the numbers of the bibliography in Annex K. 
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The personal health device specializations are not being created independently of all other standards. There 

are a number of existing standards generated for clinical environments upon which these standards draw. 

Figure 3 shows the relationship to the remainder of the IEEE 11073 documents. There are two types of 

relationships:  

  Drawing ideas and/or content from the other documents (dashed lines) 

  Leveraging information from the other document and introducing new content into that document to 

support this standard (solid lines)  

 

This standard imports information from ISO/IEEE 11073-10201:2004 [B17] and ISO/IEEE 11073-

20101:2004 [B21] as normative annexes. If there is a discrepancy between these standards, this standard 

takes priority. Because of the reuse of constructs from these standards, some of the names appear to be 

more clinically focused [e.g., medical device system (MDS) instead of personal health device system]; 

however, to maintain consistency, the traditional names have been preserved. 

This standard replicates relevant portions of ISO/IEEE 11073-10101 [B16] and incorporates new 

nomenclature codes. 

 

Figure 3 —Relationship to other IEEE 11073 documents 
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2. Normative references 

The following referenced documents are indispensable for the application of this standard (i.e., they must 

be understood and used; therefore, each referenced document is cited in the text and its relationship to this 

standard is explained). For dated references, only the edition cited applies. For undated references, the 

latest edition of the referenced document (including any amendments or corrigenda) applies. 

IEEE Std 802®-2014, IEEE Standard for Local and Metropolitan Area Networks: Overview and 

Architecture.2,3 

IEEE Std 1541™-2002 (Reaff 2008), IEEE Standard for Prefixes for Binary Multiples. 

ISO/IEC 80000-13:2008, Quantities and units — Part 13: Information science and technology.4, 5 

ITU-T Rec. X.667 (Sept. 2004), Information technology — Open Systems Interconnection — Procedures 

for the operation of OSI Registration Authorities: Generation and registration of universally unique 

identifiers (UUIDs) and their use as ASN.1 object identifier components.6 

3. Definitions, acronyms, and abbreviations 

3.1 Definitions 

For this standard, the following terms and definitions apply. The IEEE Standards Dictionary Online should 

be consulted for terms not defined in this clause.7 

agent: A node that collects and transmits personal health data to an associated manager. 

attribute: Data representing a property of an object. Attributes, together with actions, define an object. 

AttributeChangeSet: The set of attribute value changes that represents an atomic update of an object. The 

medical device system (MDS) or scanner is notified when an AttributeChangeSet is completed. Collections 

of these AttributeChangeSets are mapped by the MDS or scanner into one of the ObservationScan 

structures in a scan event report that is sent to the manager. The manager updates its object with the set of 

attribute value changes contained in the ObservationScan before deriving any semantic behavior. 

compute engine: See: manager. 

confirmed: An application-level, completion notification service mechanism. For EVENT REPORT 

services (i.e., the data plane), confirmation allows the agent to know when the manager has “accepted 

responsibility” for a piece of data so that the agent can delete that piece of data. For the ACTION, GET, 

and SET services (i.e., the control plane), confirmation allows the manager to know when the agent has 

“completed” the requested transaction. 

                                                 
2 IEEE publications are available from The Institute of Electrical and Electronics Engineers (http://standards.ieee.org). 
3 The IEEE standards or products referred to in this clause are trademarks of The Institute of Electrical and Electronics Engineers, Inc. 
4 This standard cancels and replaces sections 3.8 and 3.9 of IEC 60027-2 (2005). 
5  ISO/IEC publications are available from the International Organization for Standardization (http://www.iso.ch/). ISO/IEC 

publications are also available in the United States from Global Engineering Documents (http://global.ihs.com/). Electronic copies are 

available in the United States from the American National Standards Institute (http://www.ansi.org/). 
6 ITU-T publications are available from the International Telecommunications Union (http://www.itu.int/). 
7 The IEEE Standards Dictionary Online subscriptions are available at 

http://www.ieee.org/portal/innovate/products/standard/standards_dictionary.html 
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device: A physical device implementing either an agent or manager role. 

dynamic attribute: An attribute with a value that may change during an association. The attribute value 

should be sent at configuration time and shall be sent at or before the time when the value would be needed 

for interpreting a reported observation. The value may be updated later (e.g., in a scan or segment data 

event report). The attribute value remains in effect until updated by a later scan or segment data event 

report or the system exits the association. 

handle: An unsigned 16-bit number that is locally unique and identifies one of the object instances within 

an agent. 

manager: A node receiving data from one or more agent systems. Examples of managers include a cellular 

phone, health appliance, set top box, or computer system. 

metric: An object that models different forms of measurements. 

observational attribute: An attribute value that may change during the life of an association. The value 

may be sent in a scan or segment data event report. When a set of observational attribute values are 

received, these values are combined with the available context information (i.e., all related dynamic and 

static attribute values) to represent the observation at the observation time. Unlike dynamic and static 

attribute values, the observational attribute values are combined only once with context information (i.e., 

the observational attribute values are not reused when any new attribute values are received in the future). 

object: A unit that represents some functionality or item in a device whose properties are described by 

attributes. Metric objects represent measurements (such as blood pressure, weight, or temperature), the 

medical device system (MDS) represents the device, persistent metric store (PM-store) objects represent 

the permanent storage mechanisms on an agent, and scanners represent a control and reporting mechanism. 

personal health device: A device used in personal health applications. 

personal telehealth device: See: personal health device. 

static attribute: An attribute value that does not change (its value remains fixed) during the life of an 

association. The value is sent in the configuration event report. The value remains in effect until the system 

exits the associated state.  

NOTE—Do not confuse the use of static in this document with static as used in the C programming language.8 

3.2 Acronyms and abbreviations  

APDU application protocol data unit 

API Application Programming Interface 

ASCII American Standard Code for Information Interchange9 

ASN.1 Abstract Syntax Notation One 

AVA attribute value assertion 

BER binary encoding rules 

DIM domain information model 

DST daylight savings time 

ECG electrocardiogram or electrocardiograph 

EUI-64 extended unique identifier (64 bits) 

FIFO first-in, first-out 

                                                 
8 Notes in text, tables, and figures of a standard are given for information only and do not contain requirements needed to implement 

the standard. 
9 Note that throughout this standard the term ASCII is used to mean the character set as defined in ISO/IEC 646:1991 [B14]. 
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GMDN Global Medical Device Nomenclature 

ICS implementation conformance statement 

ID identifier 

LSB least significant bit 

MDER medical device encoding rules 

MDNF medical device numeric format 

MDS medical device system 

MOC medical object class 

MSB most significant bit  

NaN not a number 

NBO network byte order 

NRes not at this resolution 

NTP Network Time Protocol 

OID object identifier 

OUI organizationally unique identifier 

PDU protocol data unit 

PER packed encoding rules 

PM persistent metric 

POC personal health device domain information model object and class 

RCassoc  retry count: association procedure 

RTC real-time clock 

RT-SA real-time sample array 

SCADA supervisory control and data acquisition 

SNTP Simple Network Time Protocol 

TCP Transmission Control Protocol 

TOassoc timeout: association procedure 

TOca timeout: confirmed action service 

TOcer-mds timeout: confirmed event report service for the MDS object 

TOcer-pms timeout: confirmed event report service for the PM-store object 

TOcer-scan timeout: confirmed event report service for the scanner object 

TOclr-pms timeout: confirmed action service to clear the PM-store object 

TOconfig timeout: configuration procedure 

TOcs timeout: confirmed set service 

TOget timeout: get service 

TOrelease timeout: association release procedure 

TOsp-mds timeout: special interservice timeout for the MDS object 

TOsp-pms timeout: special segment transfer timeout for the PM-segment object 

USB universal serial bus 

UTC coordinated universal time  

UUID universally unique identifier 

XER Extensible Markup Language (XML) encoding rules 

4. Guiding principles 

This standard and the other personal health device standards fit in the larger context of the ISO/IEEE 11073 

family of standards. The full suite of standards enables agents to interconnect and interoperate with 

managers and with computerized healthcare information systems.  

The communication profile defined in this standard takes into account the specific requirements of personal 

health agents and managers, which are typically used outside a clinical setting, e.g., mobile or in a person’s 

home: 

  Personal health agents typically have very limited computing capabilities. 
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  Personal health agents typically have a fixed configuration, and they are used with a single manager 

device. 

  Personal health agents are frequently battery powered, mobile devices, using a wireless communication 

link. Therefore, energy efficiency of the protocol is an important aspect. 

  Personal health agents are often not permanently active. For example, a weighing scale may provide 

data only once or twice a day. An efficient connection procedure is needed for minimum overhead for 

such devices. 

  Personal health managers tend to have more processing power, memory, and storage space so the 

protocol intentionally places more load on the managers. 

  Personal health agents and managers convey information that could be useful to clinical professionals. 

As such, the quality of the data may be considered to have clinical merit even if acquired in a personal 

health or remote monitoring environment.  

 

The ISO/IEEE 11073 family of standards is based on an object-oriented systems management paradigm. 

Data (measurement, state, and so on) are modeled in the form of information objects that are accessed and 

manipulated using an object access service protocol. 

To address the unique requirements of personal health devices, a specialized application profile is defined 

in this standard. This profile leverages concepts from the ISO/IEEE 11073 family of standards and industry 

best practices to define an optimized communication profile for this domain: 

  Where possible, the communication profile is not specific to any particular transport. 

  The information model of the communication profile is built on the ISO/IEEE 11073 domain 

information model (DIM) and includes optimizations where possible. 

  An optimized communication protocol is defined to reduce message size, run-time packet construction, 

and parsing overheads. This is possible due to the lower complexity of the devices in the personal 

health domain. 

  Required definitions for a protocol implementation are included in this standard, rather than referenced. 

This approach facilitates easier adoption of this standard. In the case of discrepancies between the 

normative inclusions and a referenced document, this standard takes precedence.  

 

Where possible, versions of this standard are fully backward compatible with at least two major versions. 

NOTE—It is expected that any new additions to the DIM or other relevant parts of the ISO/IEEE 11073 family of 

standards will be adopted and reflected in future revisions of those standards. 

5. Introduction to IEEE 11073 personal health devices 

5.1 General 

The overall ISO/IEEE 11073 system model is divided into three principal components: the DIM, the 

service model, and the communications model. These three models work together to represent data, define 

data access and command methodologies, and communicate the data from an agent to a manager. Because 

of the tight relationship between the models, the DIM, service model, and communications model are 

briefly introduced in 5.2, 5.3, and 5.4, respectively, so that when they are described in more detail, in 

Clause 6, Clause 7, and Clause 8, respectively, the basic concepts are familiar. 
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5.2 Domain information model (DIM) 

The DIM, described in detail in Clause 6, characterizes information from an agent as a set of objects. Each 

object has one or more attributes. Attributes describe measurement data that are communicated to a 

manager as well as elements that control behavior and report on the status of the agent.  

5.3 Service model 

The service model, described in detail in Clause 7, provides data access primitives that are sent between the 

agent and manager to exchange data from the DIM. These primitives include commands such as Get, Set, 

Action, and Event Report. 

5.4 Communication model 

The communication model, described in detail in Clause 8, supports the topology of one or more agents 

communicating over point-to-point connections to a single manager. For each point-to-point connection, 

the dynamic system behavior is defined by a connection state machine. The connection state machine 

defines the states and substates an agent and manager pair passes through, including states related to 

connection, association, and operation. The communication model also defines in detail the entry, exit, and 

error conditions for the respective states including various operating procedures for measurement data 

transmission. The communication model also includes assumptions regarding the underlying 

communication layers’ behavior. 

Another function of the communication model is to convert the abstract data modeling (abstract syntax) 

used in the DIM into a transfer syntax, for example, to binary messages using medical device encoding 

rules (MDER), that are sent using the communication model. 

5.5 Compliance with other standards 

Devices that comply with this standard may also be required to comply with other domain- and device-

specific standards that supersede the requirements of this standard with respect to issues including safety, 

reliability, and risk management. A user of this standard is expected to be familiar with all other such 

standards that apply and to comply with any higher specifications thus imposed. Typically, medical devices 

will comply with the IEC 60601-1 (2005) +A1 (2012) [B1] base standards with respect to electrical and 

mechanical safety and any device-specific standard as might be defined in the IEC 60601-2 [B2] series of 

standards. Software aspects may apply through standards such as IEC 62304 (2006)/EN 62304 (2006) [B3].  

Devices that comply with this standard implement higher layers of network software and utilize lower 

layers as appropriate to the application. The requirements on performance of such applications and 

conformance are defined elsewhere and are outside the scope of this standard. Moreover, the use of any 

medical equipment is subject to risk assessment and risk management appropriate to the application. 

Relevant examples are ISO 14971:2007 [B12] and IEC 80001-1 (2010) [B4]. The requirements of such risk 

assessment and risk management and conformance are outside the scope of this standard. 

5.6 Security 

This standard does not provide any method to ensure security of data exchange. It assumes that data 

exchange is secured by other means, for example, a secure transport channel. 
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6. Personal health device DIM 

6.1 General 

Personal health devices, within this standard, are defined using an object-oriented model. This DIM defines 

several classes for modeling an agent. The model describes an agent device as a set of objects that represent 

the data sources, as the elements that a manager can use to control the behavior of the agent, and as the 

mechanism the agent uses to report updates to the status of agent representation. Agent device objects have 

attributes that represent information and status for the object.  

Manager devices communicate with agent device objects through the use of well-defined methods, such as 

GET and SET, and are defined in each subclause describing an object. Information, such as measurements, 

is sent from agent data objects to the manager device using event reports. 

The information model for the domain of personal health devices is an object-oriented model defining data 

objects of agents, including their attributes and methods. The use of an object-oriented information model 

supports the following: 

  Separation of specification from implementation through the principle of encapsulation 

  Support for evolution through the principle of inheritance 

  Support for backward compatibility through the principle of polymorphism  

 

The objects derived from classes defined in the information model represent all data that an agent system 

can communicate to a manager system by means of the application protocol defined in this standard. Such 

data are modeled in the form of object attributes. Furthermore, the information model defines specific data 

access services in the form of methods that are used for data exchange between agent and manager systems. 

These services model the application protocol messages (data access primitives) defined in this standard. 

Objects define the structure and the capabilities of the agent system. The manager system accesses these 

objects to retrieve data and/or to control the agent system. This standard does not define an information 

model of the manager system. 

The information model is a hierarchical model that defines the logical structure and capability of a personal 

health device. At a top level, the MDS object represents the properties and services of the device itself, 

independent of its health data capabilities. Properties of the MDS object include attributes for device 

identification and further technical descriptive and state data. The application-specific data (e.g., health data 

and measurement data) provided by the personal health device are modeled in the form of further 

information objects that are logically contained in the MDS object. The set of object attributes, together 

with this containment relation, describes the configuration and, as such, the capabilities of the personal 

health device. 

Note that while the definitions in this standard make use of object orientation to define the information 

model, this practice does not imply use of object-oriented technologies (e.g., object-oriented programming 

languages) for the implementation of this standard in a particular device. The model is used to define data 

structures and access methods (protocol messages) in a consistent and maintainable way. Conformance to 

these definitions is at a communication protocol message level only. Specifically, definitions in this 

standard are optimized to allow very simple agent implementations (e.g., by use of pre-defined 

transmission templates). Likewise, the implementation of the manager device is free to choose a design that 

makes use of the information objects versus other design alternatives. 
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