DEUTSCHE NORM Juli 2021

DIN EN ISO 14907-2 D I N

ICS 35.240.60; 43.040.15 Ersatz fiir
DIN CEN ISO/TS 14907-2
(DIN SPEC 91251):2016-11

Elektronische Gebiihrenerhebung -

Testverfahren fiir strafdenseitige und fahrzeugseitige Einrichtungen -
Teil 2: Konformititspriifungen fiir die Anwendungsschnittstelle der
fahrzeugseitigen Einrichtung (ISO 14907-2:2021);

Englische Fassung EN ISO 14907-2:2021

Electronic fee collection -

Test procedures for user and fixed equipment -

Part 2: Conformance test for the on-board unit application interface (ISO 14907-2:2021);
English version EN ISO 14907-2:2021

Perception du télépéage -
Modes opératoires relatifs aux équipements embarqués et aux équipements fixes -
Partie 2: Essai de conformité de I'interface d’application de I'unité embarquée

(ISO 14907-2:2021);
Version anglaise EN ISO 14907-2:2021

Gesamtumfang 89 Seiten

DIN-Normenausschuss Automobiltechnik (NAAutomobil)

Poctiments-

Document Sharing Hub

Full document details: DIN EN ISO 14907-2:2021-07


http://www.avadocuments.com/doc/din-en-iso-14907-2-2021-07
http://www.avadocuments.com/doc/din-en-iso-14907-2-2021-07

DIN EN ISO 14907-2:2021-07

Nationales Vorwort

Dieses Dokument (EN ISO 14907-2:2021) wurde vom Technischen Komitee ISO/TC 204 ,Intelligent
Transport Systems“ in Zusammenarbeit mit dem Technischen Komitee CEN/TC 278 ,Intelligente
Verkehrssysteme®, dessen Sekretariat von NEN (Niederlande) gehalten wird, erarbeitet.

Das zustdndige deutsche Normungsgremium ist der NA 052-00-71 GA ,Gemeinschaftsarbeitsausschuss
NAAutomobil/DKE: Intelligente Verkehrssysteme“ des DIN-Normenausschusses Automobiltechnik
(NAAutomobil).

Dieses Dokument enthéalt unter Bertcksichtigung des DIN-Prasidialbeschlusses 1/2004 nur die Englische
Fassung von EN ISO 14907-2:2021.

Dieser Teil der Norm beschreibt Konformitatspriifungen fiir Gebilihrenerhebungsanwendungen in
fahrzeuginternen elektronischen Einheiten.

Sie dient dem Hersteller von Systemen zur elektronischen Geblihrenerhebung zum Nachweis fiir
standardisierte Priifungen seiner interoperablen Einheit.

DIN EN ISO 14907 besteht unter dem allgemeinen Titel Elektronische Gebiihrenerhebung — Testverfahren fiir
strafSenseitige und fahrzeugseitige Einrichtungen aus folgenden Teilen:

— Teil 1: Beschreibung von Testverfahren;
— Teil 2: Konformitdtspriifungen fiir die Anwendungsschnittstelle der fahrzeugseitigen Einrichtung.

Aktuelle Informationen zu diesem Dokument konnen iiber die Internetseiten von DIN (www.din.de) durch
eine Suche nach der Dokumentennummer aufgerufen werden.

Anderungen

Gegeniiber ~ DIN CEN ISO/TS 14907-2 (DIN SPEC 91251):2016-11  wurden  folgende = Anderungen
vorgenommen:

a) Uberfiihrung in eine Europaische Norm;

b) Anpassung der Referenzen in Bezug auf DIN EN ISO 14907-1;
c) Uberarbeitung von Anhang D.

Frithere Ausgaben

DIN ISO/TS 14907-2: 2006-11
DIN CEN ISO/TS 14907-2 (DIN SPEC91251): 2012-04, 2016-11
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Nationaler Anhang NA
(informativ)

Begriffe

Reihenfolge und Inhalt der folgenden Begriffe sind identisch mit denen im Abschnitt Begriffe der Englischen
Fassung.

Fiir die Anwendung dieses Dokuments gelten die folgenden Begriffe.

ISO und IEC stellen terminologische Datenbanken fiir die Verwendung in der Normung unter den folgenden
Adressen bereit:

— ISO Online Browsing Platform: verfligbar unter http://www.iso.org/obp
— 1EC Electropedia: verfiigbar unter http://www.electropedia.org/

3.1

Zugriffsbeglaubigung

AC_CR, en: access credentials

vertrauliche Bescheinigung oder sicheres Modul, welches die geforderte Identitat eines Objektes oder einer
Anwendung schafft

[QUELLE: ISO/TS 17573-2:2020, 3.4]

3.2

Attribut

(en: attribute)

adressierbares Datenpaket, welches aus einem einzelnen Datenelement oder einer strukturierten Sequenz
von Datenelementen besteht

[QUELLE: ISO/TS 17573-2:2020, 3.13]

3.3

Authentifikator

(en: authenticator)

Daten, wenn moglich verschliisselt, die zur Authentifizierung verwendet werden

[QUELLE: ISO/TS 17573-2:2020, 3.16]

3.4

Kanal

(en: channel)
Informationsiibertragungsweg

[QUELLE: ISO/IEC 7498-2:1989, 3.3.13]
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3.5

elektronische Gebiihrenerhebung

(en: electronic fee collection)
Geblihrenerhebung mit elektronischen Mitteln

Anmerkung 1 zum Begriff:  Gebiihren und Maut sind Synonyme im Kontext der EFC-Normung in ISO/TC 204.
[QUELLE: ISO/TS 17573-2:2020, 3.70, modifiziert — Anmerkung zum Begriff erganzt.]

3.6

Element

(en: element)

DRSC-Verzeichnis, welches Anwendungsinformationen in Form von Attributen (3.2) enthalt

[QUELLE: ISO 14906:2018, 3.8]

3.7

Erklarung zur Konformitit der Implementierung

ICS, en: implementation conformance statement

Erklarung bezogen auf die implementierte Leistungsfahigkeit und Optionen, die festlegt, in welchem Ausmaf3
die Implementierung zu einer gegebenen Spezifikation konform ist

[QUELLE: ISO/TS 17573-2:2020, 3.90]

3.8

Formular fiir die Erklarung zur Konformitiat der Implementierung

(en: implementation conformance statement proforma)

Dokument in der Form eines Fragenkatalogs, welches, wenn es fiir eine Implementierung oder ein System
ausgefiillt wird, eine Erkldrung zur Konformitdt der Implementierung (ICS) (3.7) darstellt

[QUELLE: ISO/IEC 9646-1:1994, 3.3.40]

3.9

Zusatzinformation zur Priifung der Implementierung

IXIT, en: implementation extra information for testing

Aussage, die alle Informationen in Bezug auf die Priifimplementierung (IUT) (3.11) und dessen
korrespondierendes zu priifendem System (en: system under test, SUT) beinhaltet und die das Priiflabor
befdhigt, die entsprechende Testreihe gegen diese IUT durchzufiihren

[QUELLE: ISO/TS 17573-2:2020, 3.92]

3.10

Formular fiir die Zusatzinformation zur Priifung der Implementierung

(en: implementation extra information for testing proforma)

Dokument in Form eines Fragenkatalogs, der ausgefiillt fiir die Priifimplementierung (IUT) (3.11) eine
Zusatzinformation zur Priifung der Implementierung (IXIT) (3.9) wird

[QUELLE: ISO/TS 17573-2:2020, 3.93]

3.11

Priifimplementierung

IUT, en: implementation under test

Implementierung eines oder mehrerer OSI-Protokolle in einer angrenzenden Nutzer/Anbieter-Beziehung,
als Teil eines realen Systems, welches durch Priifungen untersucht wird

[QUELLE: ISO/TS 17573-2:2020, 3.94]
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3.12

fahrzeuginterne Einrichtung

OBE, en: on-board equipment

alle notwendigen fahrzeuginternen Einrichtungen, die notwendig sind, um Funktionen zur elektronischen
Gebtihrenerhebung (EFC) (3.5) und Kommunikationsdienste durchzufiihren

[QUELLE: ISO/TS 17573-2:2020, 3.126]

3.13

fahrzeuginterne Einheit

OBU, en: on-board unit

elektronische fahrzeuginterne Einheit zur Durchfiihrung spezifischer Funktionen zur elektronischen
Gebtihrenerhebung (EFC) (3.5) und zur Kommunikation mit externen Systemen

Anmerkung 1 zum Begriff:  Eine OBU beinhaltet in diesem Zusammenhang immer mindestens eine DSRC-Schnittstelle.
[QUELLE: ISO/TS 17573-2:2020, 3.127, modifiziert — Anmerkung zum Begriff ergdnzt.]

3.14

Straf3enrandeinrichtung

RSE, en: roadside equipment

entweder feste oder bewegliche Einrichtung zur elektronischen Gebiihrenerhebung (EFC) (3.5) entlang der
Strafde

Anmerkung 1 zum Begriff:  Eine bewegliche RSE kann temporér entlang der Strafle oder in einem Fahrzeug montiert
sein.

[QUELLE: ISO/TS 17573-2:2020, 3.161]

3.15

Dienstelement

(en: service primitive)

elementarer Kommunikationsdienst, welcher vom Anwendungsprotokoll fiir den Anwendungsprozess (AP)
bereitgestellt wird

[QUELLE: ISO/TS 17573-2:2020, 3.173]

3.16

Transaktion

(en: transaction)

Ganzheit des Austausches von Informationen zwischen zwei physikalisch separat kommunizierenden
Einrichtungen

[QUELLE: ISO/TS 17573-2:2020, 3.211]

3.17

Transaktionsmodell

(en: transaction model)

funktionales Modell, welches die Struktur von allgemeineren elektronischen Bezahltransaktionen (3.16)
beschreibt

[QUELLE: ISO/TS 17573-2:2020, 3.213]
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EUROPEAN STANDARD EN ISO 14907-2
NORME EUROPEENNE
EUROPAISCHE NORM April 2021

ICS 35.240.60; 43.040.15 Supersedes CEN ISO/TS 14907-2:2016

English Version

Electronic fee collection -
Test procedures for user and fixed equipment -
Part 2: Conformance test for the on-board unit
application interface (ISO 14907-2:2021)

Perception du télépéage - Elektronische Gebiihrenerhebung -
Modes opératoires relatifs aux équipements Testverfahren fiir strafdenseitige und
embarqués et aux équipements fixes - fahrzeugseitige Einrichtungen -
Partie 2: Essai de conformité de l'interface Teil 2: Konformitatspriifungen fiir die
d'application de I'unité embarquée Anwendungsschnittstelle der fahrzeugseitigen
(IS0 14907-2:2021) Einrichtung (ISO 14907-2:2021)

This European Standard was approved by CEN on 21 January 2021.

CEN members are bound to comply with the CEN/CENELEC Internal Regulations which stipulate the conditions for giving this
European Standard the status of a national standard without any alteration. Up-to-date lists and bibliographical references
concerning such national standards may be obtained on application to the CEN-CENELEC Management Centre or to any CEN
member.

This European Standard exists in three official versions (English, French, German). A version in any other language made by
translation under the responsibility of a CEN member into its own language and notified to the CEN-CENELEC Management
Centre has the same status as the official versions.

CEN members are the national standards bodies of Austria, Belgium, Bulgaria, Croatia, Cyprus, Czech Republic, Denmark, Estonia,
Finland, France, Germany, Greece, Hungary, Iceland, Ireland, Italy, Latvia, Lithuania, Luxembourg, Malta, Netherlands, Norway,
Poland, Portugal, Republic of North Macedonia, Romania, Serbia, Slovakia, Slovenia, Spain, Sweden, Switzerland, Turkey and
United Kingdom.

. — |

EUROPEAN COMMITTEE FOR STANDARDIZATION
COMITE EUROPEEN DE NORMALISATION
EUROPAISCHES KOMITEE FUR NORMUNG

CEN-CENELEC Management Centre: Rue de la Science 23, B-1040 Brussels
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EN ISO 14907-2:2021 (E)

European foreword

This document (EN ISO 14907-2:2021) has been prepared by Technical Committee ISO/TC 204
"Intelligent transport systems" in collaboration with Technical Committee CEN/TC 278 “Intelligent
transport systems” the secretariat of which is held by NEN.

This European Standard shall be given the status of a national standard, either by publication of an
identical text or by endorsement, at the latest by October 2021, and conflicting national standards shall
be withdrawn at the latest by October 2021.

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights. CEN shall not be held responsible for identifying any or all such patent rights.

This document supersedes CEN ISO/TS 14907-2:2016.

According to the CEN-CENELEC Internal Regulations, the national standards organizations of the
following countries are bound to implement this European Standard: Austria, Belgium, Bulgaria,
Croatia, Cyprus, Czech Republic, Denmark, Estonia, Finland, France, Germany, Greece, Hungary, Iceland,
Ireland, Italy, Latvia, Lithuania, Luxembourg, Malta, Netherlands, Norway, Poland, Portugal, Republic of
North Macedonia, Romania, Serbia, Slovakia, Slovenia, Spain, Sweden, Switzerland, Turkey and the
United Kingdom.

Endorsement notice

The text of ISO 14907-2:2021 has been approved by CEN as ENISO 14907-2:2021 without any
modification.
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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The procedures used to develop this document and those intended for its further maintenance are
described in the [SO/IEC Directives, Part 1. In particular, the different approval criteria needed for the
different types of ISO documents should be noted. This document was drafted in accordance with the
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights. ISO shall not be held responsible for identifying any or all such patent rights. Details of
any patent rights identified during the development of the document will be in the Introduction and/or
on the ISO list of patent declarations received (see www.iso.org/patents).

Any trade name used in this document is information given for the convenience of users and does not
constitute an endorsement.

For an explanation of the voluntary nature of standards, the meaning of ISO specific terms and
expressions related to conformity assessment, as well as information about ISO's adherence to the
World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT), see www.iso.org/
iso/foreword.html.

This document was prepared by Technical Committee ISO/TC 204, Intelligent transport systems, in
collaboration with the European Committee for Standardization (CEN) Technical Committee CEN/TC
278, Intelligent transport systems, in accordance with the Agreement on technical cooperation between
ISO and CEN (Vienna Agreement).

This first edition cancels and replaces the third edition (ISO/TS 14907-2:2016), which has been
technically revised.

The main changes compared to the previous edition are as follows:

— EFC application interface (i.e. 6.1) has been added;

— the terms have been revised and aligned with [SO/TS 17573-2:2020.
Alist of all parts in the ISO 14907 series can be found on the ISO website.

Any feedback or questions on this document should be directed to the user’s national standards body. A
complete listing of these bodies can be found at www.iso.org/members.html.
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Introduction

This document describes tests that verify on-board unit (OBU) conformance of functions and data
structures implementations for electronic fee collection (EFC) applications.

The purpose of this document is to define tests that:

— assess OBU capabilities,

— assess OBU behaviour,

— serve as a guide for OBU conformance evaluation and type approval,

— achieve comparability between the results of the corresponding tests applied in different places at
different times, and

— facilitate communications between parties.
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Electronic fee collection — Test procedures for user and
fixed equipment —

Part 2:
Conformance test for the on-board unit application
interface

1 Scope

This document describes tests which verify on-board unit (OBU) conformance of functions and data
structures implementations, as defined in the implementation conformance statement (ICS) based on
[SO 14906 for EFC applications.

This document defines tests for assessing OBU conformance in terms of :

— basic dedicated short-range communication (DSRC) L7 functionality,

— EFC application functions,

— EFC attributes (i.e. EFC application information),

— the addressing procedures of EFC attributes and (hardware) components,

— the EFC transaction model, which defines the common elements and steps of any EFC transaction, and

— the behaviour of the interface so as to support interoperability on an EFC-DSRC application
interface level.

After the tests of isolated data items and functions (C.2 to C.4), an example is given for testing a
complete EFC transaction (C.3). Although this document defines examples of test cases for DSRC
and EFC functionality (see Annex C), it does not intend to specify a complete test suite for a certain
implementation. To compose a test suite for a specific EFC implementation, the test cases can be
modified and new test cases can be defined and added in order for the conformance test suite to be
complete. It can be useful to consider the following when defining a complete test suite:

— small range: “exhaustive testing” of critical interoperability/compatibility features,
— large range: testing of boundaries and random values, and

— composite types: testing of individual items in sequence or parallel.

This document does not define tests which assess:

— performance,

— robustness, and

— reliability of an implementation.

NOTE1 ISO 14907-1 defines test procedures that are aimed at assessing performance, robustness and
reliability of EFC equipment and systems.

NOTE 2  The ISO/IEC 10373 series defines test methods for proximity, vicinity, integrated circuit(s) cards and
related devices that can be relevant for OBUs which support such cards.
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Annex D provides an informative overview of Japanese on-board equipment (OBE) conformance tests
which are based on the ISO 14907 series, in order to illustrate how these can be applied in practice.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any amendments) applies.

ISO 14906, Electronic fee collection — Application interface definition for dedicated short-range
communication

EN 12834, Road transport and traffic telematics — Dedicated Short Range Communication (DSRC) —
DSRC application layer

3 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

ISO and [EC maintain terminological databases for use in standardization at the following addresses:
— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at http://www.electropedia.org/

31

access credentials

AC_CR

trusted attestation or secure module that establishes the claimed identity of an object or application

[SOURCE: ISO/TS 17573-2:2020, 3.4]

3.2

attribute

addressable package of data consisting of a single data element or structured sequences of data
elements

[SOURCE: ISO/TS 17573-2:2020, 3.13]

3.3
authenticator
data, possibly encrypted, that is used for authentication

[SOURCE: ISO/TS 17573-2:2020, 3.16]

34
channel
information transfer path

[SOURCE: ISO/IEC 7498-2:1989, 3.3.13]

3.5

electronic fee collection

EFC

fee collection by electronic means

Note 1 to entry: Fee and toll are synonyms within the context of standardization of EFC in ISO/TC 204.

[SOURCE: ISO/TS 17573-2:2020, 3.70, modified — Note 1 to entry added.]
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3.6
Element
DSRC directory containing application information in the form of attributes (3.2)

[SOURCE: ISO 14906:2018, 3.8]

3.7

implementation conformance statement

ICS

statement of capabilities and options that have been implemented that defines to what extent the
implementation is compliant with a given specification

[SOURCE: ISO/TS 17573-2:2020, 3.90]

3.8

implementation conformance statement proforma

document, in the form of a questionnaire, which when completed for an implementation or system
becomes an implementation conformance statement (ICS) (3.7)

[SOURCE: ISO/IEC 9646-1:1994, 3.3.40]

39

implementation extra information for testing

IXIT

statement containing all of the information related to the implementation under test (IUT) (3.11) and its
corresponding system under test (SUT) which will enable the testing laboratory to run an appropriate
test suite against that IUT

[SOURCE: ISO/TS 17573-2:2020, 3.92]

3.10

implementation extra information for testing proforma

document, in the form of a questionnaire, which when completed for an implementation under test (IUT)
(3.11) becomes an implementation extra information for testing (IXIT) (3.9)

[SOURCE: ISO/TS 17573-2:2020, 3.93]

311

implementation under test

IUT

implementation of one or more open systems interconnection (OSI) protocols in an adjacent user/
provider relationship, being part of a real system, which is to be studied by testing

[SOURCE: ISO/TS 17573-2:2020, 3.94]

3.12

on-board equipment

OBE

all required equipment on-board a vehicle for performing required electronic fee collection (EFC) (3.5)
functions and communication services

[SOURCE: ISO/TS 17573-2:2020, 3.126]

313

on-board unit

OBU

electronic unit on-board a vehicle for performing specific electronic fee collection (EFC) (3.5) functions
and for communication with external systems

Note 1 to entry: An OBU always includes, in this context, at least the support of the DSRC interface.
[SOURCE: ISO/TS 17573-2:2020, 3.127, modified — Note 1 to entry added.] Documents
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3.14

roadside equipment

RSE

fixed or movable electronic fee collection (EFC) (3.5) equipment located along or on the road

Note 1 to entry: Movable RSE can be mounted temporarily along the road or in a vehicle.
[SOURCE: ISO/TS 17573-2:2020, 3.161]

3.15

service primitive

elementary communication service provided by the application layer protocol to the application
processes (AP)

[SOURCE: ISO/TS 17573-2:2020, 3.173]

3.16
transaction
whole of the exchange of information between two physically separated communication facilities

[SOURCE: ISO/TS 17573-2:2020, 3.211]

317
transaction model
functional model describing the general structure of electronic payment transactions (3.16)

[SOURCE: ISO/TS 17573-2:2020, 3.213]

4 Abbreviated terms

ACn acknowledged command/response

APDU application protocol data unit

AP application process

ARIB Association of Radio Industries and Businesses

NOTE A Japanese standards development organization.

ASCII American Standard Code for Information Interchange
ASP application service primitive
AVI automatic vehicle identification
BST beacon service table
DSRC dedicated short-range communication
DUT device under test
eid Element identifier
FTP file transfer protocol
[-Kernel Initialization Kernel
iid invoker identifier
ind indication
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4 Document Sharing Hub

Full document details: DIN EN ISO 14907-2:2021-07


http://www.avadocuments.com/doc/din-en-iso-14907-2-2021-07
http://www.avadocuments.com/doc/din-en-iso-14907-2-2021-07

L1

L2

L7

LID
LLC
LSDU
MMI
n.a.
NE_OK
PoC
PoO
PrwA
PrWRq
req

ret

rs

SAM
T-APDU
T-ASDU
TC
T-Kernel
TTI
VST

layer 1 of DSRC (physical layer)

layer 2 of DSRC (data link layer)
application layer core of DSRC

logical link control identifier

logical link control

link layer service data unit
man-machine nterface

not applicable

command accepted/response LSDU not yet available
point of control

point of observation

private window allocation

private window request

request

return

response

secure application module
transfer-application protocol data unit
transfer-application service data unit
test case

transfer kernel

traffic and traveller information

vehicle service table

5 OBU and supporting information

5.1 General

DIN EN ISO 14907-2:2021-07
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The supplier shall provide the OBU, i.e. the device under test (DUT), and the associated information,

including:

— the OBU personalized to be able to perform tests according to the ICS and implementation extra
information for testing (IXIT) as defined in 5.2 and 5.3, respectively. At least five samples shall
be submitted for test. More samples can be needed if several different data structures and data
contents are required in the tests;

— user's manual for the OBU, which shall include instructions on how to handle the equipment, and
can include further detailed information about the protocol functions;

Full document details: DIN EN ISO 14907-2:2021-07

Documents
Document Sharingg-lub


http://www.avadocuments.com/doc/din-en-iso-14907-2-2021-07
http://www.avadocuments.com/doc/din-en-iso-14907-2-2021-07

DIN EN ISO 14907-2:2021-07
ISO 14907-2:2021(E)

— ICS according to 5.2. The ICS shall include statements regarding the following:
— L7 services that are implemented in the OBU;
— EFC functions (action types) that are implemented in the OBU;
— whether or not data elements are used;

— IXIT according to 5.3 The IXIT shall, if applicable, include:

— a statement regarding which L2 services shall be used to transfer the L7 services (and EFC
services);

— a description of security calculations in the OBU including a specification of the encryption
algorithm used;

— values of the test master keys for calculation and verification of OBU security data such as
authenticators and access credentials.

The supplier should also provide configuration/personalization equipment for the OBU if this ensures
effective testing.

Figure 1 gives a more detailed picture of the interface between the entity performing the conformance
test and the supplier of the DUT. By the EFC application specification, the ICS proforma and the IXIT
proforma, the supplier is requested to provide the DUT (OBU), which contains the implementation
under test (IUT), as well as the documentation needed to perform the tests. More details on the content
of the different documents are given in Clause 5 on OBU and supporting information.

NOTE The DUT contains the IUT.

Figure 1 shows the overall procedure of conformance testing. Figure 2 shows the exchange of
information between the supplier of the DUT and the test house.
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ISO 14906

EFC operator or
DUT purchaser

1L

Reference DSRC
beacon

Application and
data link process

Test control and
observatioon
Processes

Tester

Define test suites

1

Install and test the tester

Collect requirements and
specifications for the device supplier
under test (DUT)
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DUT (OBU)

1SO 14907-2
(this document)

and the device under test
(DUT)

N

1)

Perform the

OoBU

Devicelunder test

conformance tests J

1

and prepare
k conformance test report )

( Analyse results \

Figure 1 — Conformance testing process
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Entity performing DUT (OBU)

conformance test supplier

OBU specification |

|
|
! Implementation conformance statement proforma |
|
| Implementation extra information for testing proforma
I

Personalized OBU (DUT)

User's manual for the OBU (DUT)

ICS

IXIT

Conformance test report

Figure 2 — Information exchange flow

5.2 ICS

The ICS is a statement made by the supplier that claims conformance to a certain specification. The ICS
states which capabilities have been implemented in the specifications. It also states possible limitations
in the implementation of the specification.

This document describes testing of implementations according to the following documents:
— EN 12834;
— IS0 14906.

Annex A contains the ICS proforma that shall be used for the ICS.

5.3 IXIT

The IXIT is a statement made by the supplier or an implementer of an IUT which contains or references
all of the information, in addition to that given in the ICS, related to the DUT and its testing environment.
The IXIT enables the test laboratory to run an appropriate test suite against the DUT.

In this document, the IXIT specifies the services in the lower communication layers that shall be used to
perform the services to be tested. These services are described in EN 12795, EN 12253 and EN 13372,
for example.

The IXIT shall also contain further information and describe algorithms and procedures that are not
specified in the above listed documents but are prerequisites to perform the testing. Examples of such
information are:

— content of the ApplicationContextMark in the VST,

— calculation of access credentials in DSRC services,

— use of returnCode in DSRC L7 services and EFC functions, and
— calculation of authenticators in EFC functions.

Annex B contains the IXIT proforma that shall be used for the declaration of the IXIT.
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6 Testing requirements

6.1 EFC application interface
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Figure 3 illustrates the scope of the conformance assessment of the EFC application interface covered
by this document.

RSE

Application process

Attributes (e.g.PaymentMeans,
VehicleDimensions, ... )

Action type (e.g. debit, set_ MMI,
transfer_channel, ... )

OBU

r———

I
—— ADU —

Application process

Attributes (e.g. PaymentMeans,
VehicleDimensions, ... )

Action type (e.g. debit, set_ MMI,

DSRC
application
layer

Kernel

NotifyApplicationRSU

RegisterApplicationRSU
DeregisterApplication

transfer_channel, ... )

Scope of this |
document |

L _

GET
SET
ACTION. EndApplication
.requestl |.confirm
T-ASDU i
A4
I-Kernel
y
A4 A4
T-Kernel

«— T-APDU —>

|
-~ |
i |
GET . e |
SET RegisterApplicationOBU |
ACTION DeregisterApplication |
.response| |indication |
|
—— T-ASDU ——
- DSRC
I-Kernel application
X layer
A 4 A 4
T-Kernel
Kernel

6.2

Figure 3 — The EFC application interface

Conceptual test architecture

A remote test method shall be used for the conformance test of OBUs (DUT). Figure 4 shows the
conceptual testing architecture of tester and DUT. The conformance test is only related to the the PoC,
which is the point where the test events are controlled. The PoC shall be implemented inside the tester
on the interface between the application layer and the APs.

The Point of Observation (Po0), which is the point where the occurrence of test events is to be observed,
shall be implemented inside the tester on the interface between the application layer and the AP. The
PoO must also interface the data link layer since some tests require observation of the behaviour on

this layer.

The PoC and PoO are characterized by a set of application service primitives (ASPs), according to the
specifications of the tests. The test events observed at the PoO may be supplemented by information
provided by other sub-units, for example, MMI or an IC card, if available with the DUT.

Full document details: DIN EN ISO

14907-2:2021-07

Documents
Document Sharingd—lub


http://www.avadocuments.com/doc/din-en-iso-14907-2-2021-07
http://www.avadocuments.com/doc/din-en-iso-14907-2-2021-07

DIN EN ISO 14907-2:2021-07

ISO 14907-2:2021(E)

DUT (OBU)

Implementation under test
(IUT)

Application layer (L7)

Data link layer (L2)

Physical layer (L1)

TESTER
Test PDU
observation Test control j |
process process ¢ >
4+ PoO PoC $
! ! APDU
Application layer (L7)
{ LPDU
Data link layer (L2)
Physical layer (L1)
DSRC - link

Figure 4 — Conceptual architecture of the conformance test

6.3 Conformance test system

6.3.1 Generalities

The conformance tests shall be performed under controlled conditions by using a test system according

to Figure 5.

Test control and

observation process

l

Test report

10

PoC / PoO

Application and data

link process

BEACON

TESTER

Figure 5 — Test facilities
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6.3.2 Functionality of tester

6.3.2.1 Reference beacon

The beacon shall be a transparent physical layer interface for DSRC according to European or
International Standards. This means that it shall be able to operate standardized data profiles of
DSRC links. A simple beacon may be used that only sends and receives frames to or from the DUT. The
communication is controlled by the application and data link process of the tester.

Beacon parameters, for example, the transmitting power, shall be adjustable by the tester.

6.3.2.2 Application and data link process

The tester shall be able to operate the communication link in real time according to data link layer
functionality of European or International Standards. The process shall provide the connection to the
test control and observation process and shall control the sending and reception of frames to and from
the beacon.

6.3.2.3 Test control and observation processes

The test control and observation processes shall be implemented on an appropriately equipped
computer system. The processes shall comply with the definitions of the application and data link layers
defined by European or International Standards and shall be able to generate test suites in reference to
[SO 14906. The control process shall provide functionality to configure the test bed, to generate test
suites and to perform test suites.

EXAMPLE Test suites can be generated in plain ASCII format and can be retrieved by the real-time control
process via FTP.

While the tests are being performed, all events shall be observed by the PoO process. All results shall
be documented, visualized and be made available for detailed analysis.

6.3.3 Conformance testing

The tests performed by the tester shall be able to concentrate on EFC-communication protocol aspects,
which are:

— initialization phase (BST-VST exchange);

— application layer services in accordance with EN 12834;

— EFC functions and services in accordance with ISO 14906;

— EFC data and parameters used in accordance with ISO 14906; and

— transaction phase (logical sequence).

The DUT shall be operated in a controlled environment according to the manufacturer's instructions.

All test suites shall be generated corresponding to the specification of the manufacturer, which shall
describe the behaviour of the DUT in terms of expected messages from the beacon and intended answers
from the DUT. The communication sequence shall be unambiguously defined. The test generation tool
shall be able to check the messages against the European or International DSRC standards. All events of
a DUT are stored by the tester.

The test suites generated shall strictly correspond to the European or International DSRC standards
and to ISO 14906.

The results of the tests shall only be related to the IUT of the DUT. Only the correctness of the
implementation shall be tested, and any assessment of performance, robustness or reliability is
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excluded. The results of the tests shall be able to provide confidence that the DUT works according to
ICS, the underlying DSRC standards and to ISO 14906, within the scope of the performed tests.

6.4 Testdocumentation

6.4.1 Generalities

The test documentation shall provide comprehensive information of the tester used, the DUT, the tests
carried out, and the gathered test results.

6.4.2 Tester
All relevant information and specifications of the tester used shall be documented in the test report.

The ICS and the IXIT shall be provided by the manufacturer or supplier of the DUT. The ICS and IXIT shall
describe all the capabilities and limitations of the DUT according to Annex A and Annex B, respectively.

6.4.3 Test methods and test cases

A test suite is required which covers all implemented and specified functions of the DUT to be tested
based on the provided ICS and IXIT. Completeness and correctness of the test suite is required to verify
conformity between IUT and specification, including the referenced standards.

The test suite is separated in test groups; each test group consists of a number of test cases. The tester
shall provide a tool which enables the user to specify the test suite and which provides documentation
of the test suite.

The user-defined test suite should be automatically translated in a computer format which is executable
by the tester.

6.4.4 Testresults

Each test case carried out shall be documented by the test generation equipment. For each test case,
a verdict shall be given: passed, inconclusive or failed. The results of all test cases shall form the
conformance test report.
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Annex A
(normative)

Implementation conformance statement proforma

A.1 Overview

The forms in this annex shall be completed by the supplier of the DUT (OBU) to state conformance to
applicable parts of EN 12834 (DSRC L7 standard) and ISO 14906.

When the forms are completed (i.e. Tables A.1 to A.44), this annex forms the ICS that shall be submitted
to the test laboratory before the start of the tests.

A.2 Identification of OBU supplier

Table A.1 — Identification of OBU supplier form

Company

Postal address

Telephone

Contact person

Email address

A.3 Identification of OBU

Table A.23 — Identification of OBU form

Brand

Type, version

Manufacturer ID

Equipment class

Serial numbers of supplied units

A.4 DSRC application layer implementation

A.4.1 Declaration of application layer features

EN 12834 (DSRC L7) implemented functionality shall be declared by completing Table A.3.
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Table A.3 — EN 12834 functionality

Feature(s) satus | N o, | comments
T-Kernel Fragmentation/defragmentation |optional/mand.
Concatenation/deconcatenation optional/mand.
Multiplexing/demultiplexing optional/mand.
Fragmentation |1 octet mand.
header 2 octets optional/mand.
3 octets optional/mand.
Service GET optional
primitives SET optional
ACTION optional
EVENT-REPORT |mand.
INITIALIZATION |mand.
I-Kernel optional/mand.
Timer T (second) 255/0-255
LID for INITIALIZATION.req broadcast/
private
NOTE “/” means that any number or feature listed can be chosen.

A.4.2 Detailed L7 services statement

A4.21

Generalities

For each implemented L7 service according to EN 12834, the corresponding table shall be completed
(i.e. Tables A.4 to A.11). The information is used to control the service tests.

A4.2.2

INITIALIZATION

Table A.4 — INITIALIZATION.req, BST

Data element Data type Used/not used, restrictions
rsu BeaconID
time Time
profile Profile
mandApplications ApplicationList
nonmandApplications |ApplicationList, OPTIONAL
profileList SEQUENCE (SIZE (0..127,...)) OF Profile
Documents
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Table A.5 — INITIALIZATION.rs, VST

Data element Data type Used/not used, restrictions
profile Profile
applications ApplicationList
obeConfiguration ObeConfiguration
A.4.2.3 GET
Table A.6 — GET.req
Data element Data type Used/not used, restrictions
eid Dsrc-EID
accessCredentials OCTET STRING OPTIONAL
iid DsrcEID OPTIONAL
attrldList AttributeldList OPTIONAL

If access credentials are used, the algorithm for how to calculate these shall be described in the IXIT.

Table A.7 — GET.rs

Data element Data type Used/not used, restrictions
eid Dsrc-EID

iid DsrcEID OPTIONAL

attributelist AttributeList OPTIONAL

ret ReturnStatus OPTIONAL
A4.2.4 SET

Table A.8 — SET.req

Data element Data type Used/not used, restrictions
mode BOOLEAN

eid Dsrc-EID

accessCredentials OCTET STRING OPTIONAL

attrList AttributeList

iid DsrcEID OPTIONAL

If access credentials are used, the algorithm for how to calculate these shall be described in the IXIT.

Table A9 — SET.rs

Data element Data type Used/not used, restrictions
eid Dsrc-EID

iid DsrcEID OPTIONAL

ret ReturnStatus OPTIONAL
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