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Nationales Vorwort

Dieses Dokument (ENISO 17423:2018) wurde vom Technischen Komitee CEN/TC 278 ,Intelligente
Verkehrssysteme®, dessen Sekretariat von NEN (Niederlande) gehalten wird, in Zusammenarbeit mit dem
Technischen Komitee ISO/TC 204 ,Intelligent transport systems” ausgearbeitet.

Das zustdndige deutsche Normungsgremium ist der Gemeinschaftsarbeitsausschuss NA 052-00-71 GA
»Gemeinschaftsarbeitsausschuss =~ NAAutomobil/DKE: Intelligente = Verkehrssysteme“ des  DIN-
Normenausschusses Automobiltechnik (NAAutomobil).

Anwendungen und Kommunikationen sind unter Verwendung von Kommunikationsfliissen und -wegen
nach ISO 21217 und ISO 24102-6 miteinander verbunden. Das Managementsystem der I[TS-Station
verwendet dabei Kommunikationsanforderungen und Grundsidtze fiir Anwendungen, zusammen mit den
Moglichkeiten der ITS-Station und Mengen von Entscheidungsregeln, um geeignete parametrisierte ITS-S-
Kommunikationsprotokollstapel (ITS-S-Kommunikationsprofile) auszuwahlen.

Ein ITS-S-Kommunikationsprofil ist unabhédngig von irgendeiner Zieladresse. Die Instantiierung eines
Kommunikationsprotokollstapels umfasst jedoch auch wenigstens die Sprungadresse des nichsten
Empfangers.

Anderungen

Gegeniiber DIN CEN ISO/TS 17423 (DIN SPEC 71994):2014-06 wurden folgende Anderungen
vorgenommen:

a) Uberfiihrung in eine Europiische Norm,
b) Anpassung des Dokumententitels,

c) Unterabschnitt 5.8 erganzt,

d) redaktionelle und formale Anpassungen.
Friihere Ausgaben

DIN CEN ISO/TS 17423 (DIN SPEC 71994): 2014-06

Documents
2 Document Sharing Hub

Full document details: DIN EN 1ISO 17423:2018-09


http://www.avadocuments.com/doc/din-en-iso-17423-2018-09
http://www.avadocuments.com/doc/din-en-iso-17423-2018-09

DIN EN ISO 17423:2018-09

Nationaler Anhang NA
(informativ)

Begriffe

Die Benummerung der folgenden Begriffe und Abkiirzungen ist identisch mit der Benummerung in der
englischen Referenzfassung.

Fiir die Anwendung dieses Dokuments gelten die folgenden Begriffe.

ISO und IEC stellen terminologische Datenbanken fiir die Verwendung in der Normung unter den folgenden
Adressen bereit:

— IEC Electropedia: unter http://www.electropedia.org/
— ISO Online Browsing Platform: unter http://www.iso.org/obp

3.1

Autorisierung

(en: authorization)

Vorschrift, dass ein bestimmtes Verhalten nicht verhindert werden darf

Anmerkung 1 zum Begriff:  Ungleich einer Erlaubnis (3.10), ist eine Autorisierung eine Ermachtigung.
Anmerkung 2 zum Begriff:  Aus ITU-T X.911 14

3.2

ITS-S-Anwendungsprozess

(en: ITS-S application process)

Element in einer ITS-Station, das Informationsverarbeitung fiir eine spezifische Anwendung durchfiihrt und
ITS-S-Dienste nutzt, um Informationen zu iibermitteln und zu empfangen

Anmerkung 1 zum Begriff: Beispiele von  ITS-S-Anwendungsprozessen sind ITS-S-Anwendungen, ITS-S-
Einrichtungsanwendungen (z. B. fiir CAM), ITS-S-Verwaltungsanwendungen (z. B. FSAP nach ISO 22418 [10]),

[QUELLE: ISO 21217:2014, 3.19, modifiziert - Anmerkung 1 zum Begriff erganzt]

3.3

ITS-Anwendung

(en: ITS application)

Instantiierung eines ITS-Dienstes, die eine Verbindung von zwei oder mehreren sich gegenseitig
erganzenden ITS-S-Anwendungsprozessen beinhaltet

[QUELLE: ISO 21217:2014, 3.9, modifiziert - Anmerkung 1 zum Begriff gel6scht]

3.4

ITS-Dienst

(en: ITS service)

Funktionalitat fiir Nutzer von intelligenten Verkehrssystemen, die entworfen wurde, um z. B. die Sicherheit,
die Nachhaltigkeit, die Effizienz oder den Komfort zu erh6hen

[QUELLE: ISO 21217:2014, 3.11]
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3.5

ITS-S-Anwendung

(en: ITS-S application)

ITS-S-Anwendungsprozess, der Teil einer ITS-S-Anwendungseinheit ist

[QUELLE: ISO 21217:2014, 3.18]

3.6

ITS-S-Anwendungsprozessversorger

(en: ITS-S application process provisioner)

Funktionalitat innerhalb einer ITS-S-Einheit, die anderen ITS-S-Einheiten ITS-S-Anwendungsprozesse zum
Download und zur Installation anbietet

[QUELLE: ISO 17419:2018, 3.14]

3.7

ITS-S-Kommunikationsprofil

(en: ITS-S communication profile)

parametrisierter ITS-S-Kommunikationsprotokollstapel

3.8

ITS-S-Kommunikationsprotokollstapel

(en: ITS-S communication protocol stack)

konsistente Menge von ITS-S-Kommunikationsprotokollen, die Kommunikationen zwischen einer ITS-SCU
und anderen Knoten ermoglichen, und iiber eine registrierte, global eindeutige Referenznummer
identifiziert werden kénnen

3.9
ITS-S-Anwendungsprozess-Empfangs-/Sendeschnittstelle
(en: ITS-S application process RX / TX interface)

Senke oder Quelle eines ITS-S-Anwendungsprozesses

3.10

Erlaubnis

(en: permission)

Regel, dass ein bestimmtes Verhalten auftreten darf

Anmerkung 1 zum Begriff:  Aus ITU-T X.911 14
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European foreword

This document (EN ISO 17423:2018) has been prepared by Technical Committee ISO/TC 204
"Intelligent transport systems" in collaboration with Technical Committee CEN/TC 278 “Intelligent
transport systems” the secretariat of which is held by NEN.

This European Standard shall be given the status of a national standard, either by publication of an
identical text or by endorsement, at the latest by December 2018, and conflicting national standards
shall be withdrawn at the latest by December 2018.

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights. CEN shall not be held responsible for identifying any or all such patent rights.

This document supersedes CEN ISO/TS 17423:2014.

According to the CEN-CENELEC Internal Regulations, the national standards organizations of the
following countries are bound to implement this European Standard: Austria, Belgium, Bulgaria,
Croatia, Cyprus, Czech Republic, Denmark, Estonia, Finland, Former Yugoslav Republic of Macedonia,
France, Germany, Greece, Hungary, Iceland, Ireland, Italy, Latvia, Lithuania, Luxembourg, Malta,
Netherlands, Norway, Poland, Portugal, Romania, Serbia, Slovakia, Slovenia, Spain, Sweden, Switzerland,
Turkey and the United Kingdom.

Endorsement notice

The text of ISO 17423:2018 has been approved by CEN as EN IS0 17423:2018 without any modification.

Documents
2 Document Sharing Hub

Full document details: DIN EN 1ISO 17423:2018-09


http://www.avadocuments.com/doc/din-en-iso-17423-2018-09
http://www.avadocuments.com/doc/din-en-iso-17423-2018-09

Contents

DIN EN ISO 17423:2018-09
ENISO 17423:2018 (E)

Page
FOT@WOT .........oocccc e85 55858555555855 8 5555 \%
IIMETOUICEION. ..ot vi
1 S0P ... 1
2 NOIIMATIVE FEERTEIICES .........cccooii et 1
3 Terms and defiNITIONIS ... 1
4 Symbols and abbreviated terms
5 Communication service parameters 4
5.1  Abstraction of application processes from communiCations. ... 4
5.2 Communication service parameter classes el
5.3 OPETATIONAL CSPS ...t 8
5.301  LESE OF CSPS e 8
5.3.2  Logical channel.......c.cnn .8
5.3.3  Session continuity.......conn .8
5.3.4  Average ADU generation rate 9
535  FIOW tyPe . 9
5.3.6  Maximum priority... 9
5.3.7  Port number 9
5.3.8  Expected fIoW IFEtIME. ... 9
5.4 Destination CSPS........ccses 9
54.1  Listof CSPs........ 9
5.4.2  Destination type......
5.4.3  Destination domain.............
54.4 Communication distance
5145 DITECHIVILY oot
55 PerfOrMAnCe CSPS ..ot
5.5.1 List of CSPs
5.5.2 RESIHEIICE ..ot
5.5.3  Minimum required throughput. ... 11
5.54 Maximum allowed latency...................
5.5.5 Maximum ADU SiZe.......ccoorrrnn
5.6 Security CSPS ...,
5.6.1  List of CSPs
5.6.2  Need for data confidentiality
5.6.3 Need fOr data INEEEIIEY ..o
5.64  Need for NON-TePUAIATION ..o
5.6.5 Need for source ITS-S application process authentication
5.7 PLOTOCOL CSP ..o
5.7.1  List of CSPs
5.7.2  Communication protocol stack......
5.7.3  Specific communications protocols
5.8 CSPS £OT STIIKS ...
5.9 CSPS OVEIVICW ..o e85
6 Policies and FeGUIATIONS ...t
6.1 Cost policy ...
6.1.1  Listofrules...
6.1.2 LAt TTE oot
6.1.3  Maximum rate Per data UNMIT ...
6.1.4  Maximum rate per connection time
6.1.5  Maximum rate Per CONMMECTION ...
6.2 Need for Station ANMONYIIILY ...
6.3 Need for station location privacy...............
6.4  Support of station authentication

© ISO 2018 - All rights reserved

Document Sharin%lHub

Full document details: DIN EN ISO 17423:2018-09


http://www.avadocuments.com/doc/din-en-iso-17423-2018-09
http://www.avadocuments.com/doc/din-en-iso-17423-2018-09

DIN ENISO 17423:2018-09
EN IS0 17423:2018 (E)

7 ITS-S procedures for ITS-S communication profile selection
7.1 OVEIVIBW ..o

7.2 Presentation of CSPs

7.3 Monitoring of capabilities of COMMUNICATIONS ...
7.4  Monitoring of regulations and POLICIES ...t
7.5 Selection of ITS-S communication profiles...

7.6 Interaction With USer Of ITS-SU ...

7.7 Support of other apPliCAtiON PrOCESSES. ...t

Annex A (normative) ASN.1 modules

Annex B (informative) Example of presentation 0f CSPS ... 28

Annex C (informative) On communication requirements and objectives...............n 31

BIDIHOGTAPIY ... 34
Documents

iv © IS0 2018 - All r%ﬁgljrrg;gp‘}egharing Hub

Full document details: DIN EN ISO 17423:2018-09


http://www.avadocuments.com/doc/din-en-iso-17423-2018-09
http://www.avadocuments.com/doc/din-en-iso-17423-2018-09

DIN EN ISO 17423:2018-09
ENISO 17423:2018 (E)

Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The procedures used to develop this document and those intended for its further maintenance are
described in the ISO/IEC Directives, Part 1. In particular the different approval criteria needed for the
different types of ISO documents should be noted. This document was drafted in accordance with the
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights. ISO shall not be held responsible for identifying any or all such patent rights. Details of
any patent rights identified during the development of the document will be in the Introduction and/or
on the ISO list of patent declarations received (see www.iso.org/patents).

Any trade name used in this document is information given for the convenience of users and does not
constitute an endorsement.

For an explanation on the voluntary nature of standards, the meaning of ISO specific terms and
expressions related to conformity assessment, as well as information about ISO's adherence to the
World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see the following
URL: www.iso.org/iso/foreword.html.

This document was prepared by ISO/TC 204, Intelligent transport systems.
This first edition cancels and replaces ISO/TS 17423:2014, which has been technically revised.
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Introduction

Abstracting applications from communications is a useful basic architectural principle of Intelligent
Transport Systems! (ITS) embodied in the ITS station and communication architecture presented in
[SO 21217:2014.

Applications and communications are linked together using the concepts of flows and paths and
communication profiles described in ISO 21217:2014 with related flow and path management
procedures specified in ISO 24102-62)[11], The ITS station management uses communication
requirements and objectives of applications together with the capabilities of the ITS station (status of
available communication protocol stacks) and sets of decision rules (regulations and policies) to select
suitable parameterized ITS-S communication protocol stacks, also referred to as "ITS-S Communication
Profiles" (ITS-SCP), for each source of a potential flow as illustrated in Figure 1. A set of communication
requirements is referred to as a Flow Type in ISO 24102-6[11]. There may be well-known registered
Flow Types as specified in ISO 17419.

Applications
API
ITS-S Facility
Layer
Protocols
Communication
| | profile selection | |-
ITS-S process N
anplications' Communication s ITS-S N&T
ppY protocols’ 2 Layer
requirements S
and objectives * status Protocols
Set of rules
(regulations, ITS-S Access
policies) Layer
ITS-S Management Rictocels
Communications

Figure 1 — ITS-S communication profile selection process

An ITS-S communication profile is independent of any destination address. However an instantiation
of a communication profile includes the address of the next hop recipient, and a path includes address
information of the next hop recipient, the anchor and the destination as specified in ISO 24102-6[11],

A user of an ITS station unit may be able to influence the selection of ITS-S communication profiles by
providing his own policies.

Information from a Local Dynamic Map (LDM) on neighbouring stations offering certain communication
capabilities may also be useful for the ITS-S communication profile selection process, although not
indispensable.

1) The term “Cooperative ITS” (C-ITS) indicates specific features of ITS [4]. For the purpose of this document, no
distinction between ITS and C-ITS is needed.

2) To be published. Documents
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INTERNATIONAL STANDARD ENISO 17423:2018 (E)

Intelligent transport systems — Cooperative systems —
Application requirements and objectives

1 Scope
This document

— specifies communication service parameters presented by ITS station (ITS-S) application processes
to the ITS-S management in support of automatic selection of ITS-S communication profiles in an
ITS station unit (ITS-SU),

— specifies related procedures for the static and dynamic ITS-S communication profile selection
processes at a high functional level,

— provides an illustration of objectives used to estimate an optimum ITS-S communication profile.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any amendments) applies.

[SO 4217:2015, Codes for the representation of currencies

ISO/IEC 8824-1:2015, Information technology — Abstract Syntax Notation One (ASN.1): Specification of
basic notation

[SO 17419, Intelligent transport systems — Identifiers — Globally unique identification

ISO 21217:2014, Intelligent transport systems — Communications access for land mobiles (CALM) —
Architecture

3 Terms and definitions
For the purposes of this document, the following terms and definitions apply.

ISO and IEC maintain terminological databases for use in standardization at the following addresses:

— IEC Electropedia: available at https://www.electropedia.org/

— ISO Online browsing platform: available at https://www.iso.org/obp

3.1
authorization
prescription that a particular behaviour shall not be prevented

Note 1 to entry: Unlike a permission (3.10), an authorization is an empowerment.

Note 2 to entry: From ITU-T X.911[14],
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3.2

ITS-S application process

element in an ITS station that performs information processing for a particular application and uses
ITS-S services to transmit and receive information

Note 1 to entry: Examples of ITS-S application processes are ITS-S applications, ITS-S facility applications (e.g. for
CAM), and ITS-S management applications (e.g. FSAP specified in ISO 22418[10]),

[SOURCE: ISO 21217:2014, 3.19, modified — Note 1 to entry has been added.]

3.3

ITS application

instantiation of an ITS service that involves an association of two or more complementary ITS-S
application processes

[SOURCE: ISO 21217:2014, 3.9 — modified: Note 1 to entry was deleted.]

34

ITS service

functionality provided to users of intelligent transport systems designed e.g. to increase safety,
sustainability, efficiency, or comfort

[SOURCE: ISO 21217:2014, 3.11]

3.5
ITS-S application
ITS-S application process residing in the ITS-S application entity

[SOURCE: ISO 21217:2014, 3.18]

3.6
ITS-S application process provisioner
functionality in an ITS-SU offering ITS-S application processes for download to other ITS-SUs

[SOURCE: ISO 17419:2018, 3.14]

3.7
ITS-S communication profile
parameterized ITS-S communication protocol stack

3.8

ITS-S communication protocol stack

consistent set of ITS-S communication protocols enabling communications between an ITS-SCU and
other nodes which may be identified by a registered globally unique reference number

3.9
ITS-S application process RX/TX interface
sink or source of an ITS-S application process

3.10
permission
rule that a particular behaviour is allowed to occur

Note 1 to entry: From ITU-T X.911[14],
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4 Symbols and abbreviated terms

BSME

CPSP

CRO

CSp

CSP_AvgADUrate
CSP_CommDistance
CSP_DataConfidentiality
CSP_Datalntegrity
CSP_DestinationDomain
CSP_DestinationType
CSP_Directivity
CSP_ExpFlowLifetime
CSP_FlowType
CSP_LogicalChannelType
CSP_MaxADU
CSP_MaxLat
CSP_MaxPrio
CSP_MinThP
CSP_NonRepudiation
CSP_PortNo
CSP_Protocol
CSP_Resilience
CSP_SessionCont
CSP_SourceAuthentication
CSP_SpecificCommsProts
ITS-S-FlowID

[ICP

ITS-S

ITS-SCP

© ISO 2018 - All rights reserved
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Bounded Secured Managed Entity, see [SO 21217

Communication Profile Selection Process

Communication Requirements and Objectives

Communication Service Parameter

Communication service parameter “Average ADU generation rate”
Communication service parameter “Communication distance”
Communication service parameter “Need for data confidentiality”
Communication service parameter “Need for data integrity”
Communication service parameter “Destination domain”
Communication service parameter “Destination type”
Communication service parameter “Directivity”

Communication service parameter “Expected flow lifetime”
Communication service parameter “Flow type”

Communication service parameter “Logical channel”
Communication service parameter “Maximum ADU size”
Communication service parameter “Maximum allowed latency”
Communication service parameter “Maximum priority”
Communication service parameter “Minimum throughput”
Communication service parameter “Need for non-repudiation”
Communication service parameter “Port Number”
Communication service parameter “Protocol requirements”
Communication service parameter “Resilience”

Communication service parameter “Session continuity”
Communication service parameter “Source authentication”
Communication service parameter “Specific communications protocols”
Flow Identifier, see ISO 24102-6[11]

ITS station-internal management communications protocol, see
1SO 24102-4[9]

ITS station, see ISO 21217:2014

ITS station communication profile
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ITS-SCPS ITS station communication protocol stack

ITS-SCU ITS station communication unit, see ISO 21217:2014
ITS-SU ITS station unit, see ISO 21217:2014

R_ConnectRate “Maximum rate per connection” rule
R_ConnectTimeRate “Maximum rate per connection time” rule
R_DataUnitRate “Maximum rate per data unit” rule

R_FlatRate “Flat Rate” rule

R_StationAnonymity “Need for station anonymity” rule
R_StationAuthentication “Support of station authentication” rule

R_StationLocationPrivacy  “Need for station location privacy” rule

ITS-S-FlowTypelD ITS-S flow type identifier (from ISO 24102-6)

5 Communication service parameters

5.1 Abstraction of application processes from communications

The ITS station (ITS-S) reference architecture presented in Figure 2 and specified in ISO 21217:2014
distinguishes two main blocks, i.e. "Applications"” and "Communications". ITS-S application processes in
"Applications" access communication services in "Communications” through an API. Portability of ITS-S
application processes, which leads to the creation of ITS application process repositories as described
in ISO 17419, is enabled by

— abstraction of ITS-S application processes (e.g. in "Applications") from communication protocols
(in "Facilities", "Networking & Transport", "Access") and supporting management and security
functionality (in "Management”, "Security") introduced as an essential basics of an ITS station in
1SO 21217:2014,

— procedures by which instances of ITS-S application processes runningin an ITS station unit (ITS-SU)
specified in ISO 21217:2014 can present requirements for communication services in an abstract
and standardized way to the ITS station management as specified in this document,

— procedures for automatic selection of optimum communication profiles by the ITS station
management for each set of required communication services.

Communication service requirements are presented by means of "Communication Service Parameters"
(CSP) as identified in this document. These parameters are used to identify sets of possible choices
of ITS-S communication profiles as well as selecting the "optimal” ITS-S communication profile out of
each set. The selection of the "optimal" ITS-S communication profile is implementation dependent and
generally involves the formulation of a cost function based on objectives. The cost function needs to be
extremized (maximized or minimized) as discussed in Annex C.

Documents

Document Sharing Hub
4 © ISO 2018 - All rights reserved

Full document details: DIN EN ISO 17423:2018-09


http://www.avadocuments.com/doc/din-en-iso-17423-2018-09
http://www.avadocuments.com/doc/din-en-iso-17423-2018-09

