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practical action plan described in Annex B
Instead, general advice and guidance are given on how best to proceed with implementation of 

that are described in ISO/IEC 27001 and that, when followed, will lead to a robust implementation of an 

number and title as is found in ISO/IEC 27002. This clause leads the reader through each of the eleven 

and, in some cases, normative guidelines are set out on the proper application of certain ISO/IEC 27002 

Once ISO/IEC 27002 has been put into place, the ongoing management is considered essential if 

Annex C contains a 
self-assessment matrix with regard to compliance.

This International Standard concludes with four informative appendices.

Annex A describes the general threats to health information. Annex B

Annex C provides a checklist for compliance to ISO 27799. Clause 2 lists the standards that are cited in a 
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Health informatics — Information security management in 
health using ISO/IEC 27002

1 Scope

health informatics of ISO/IEC 27002 and is a companion to that International Standard.4)

This International Standard provides implementation guidance for the controls described in 

organizations and other custodians of health information will be able to ensure a minimum requisite 

This International Standard applies to health information in all its aspects, whatever form the 
information takes (words and numbers, sound recordings, drawings, video, and medical images), 

Standard describes.

this International Standard.

4)  This International Standard is consistent with the revised version of ISO/IEC 27002.

INTERNATIONAL STANDARD ISO 27799:2016(E)

© ISO 2016 – All rights reserved 1
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2 Normative references

ISO/IEC 27000, Information technology — Security techniques — Information security management 
systems — Overview and vocabulary

ISO/IEC 27002, Information technology — Security techniques — Code of practice for information security 
controls

ISO/IEC 27000 and the 

3.1
health informatics

to support these tasks

[SOURCE: ISO/TR 18307:2001, 3.73]

3.2
health information system

[SOURCE: ISO/TR 20514:2005]

3.3
healthcare

3.4
healthcare organization
organization that provides healthcare services

[SOURCE: ISO/TR 18307:2001, 3.74]

3.5
health professional

[SOURCE: ISO 17090-1:2013]

3.6

[SOURCE: ISO 22857:2013, 3.7]

3.7
patient
subject of care (3.9) consisting of one person
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3.8
personal health information

the information cannot be ascertained from the information.

3.9
subject of care
one or more persons scheduled to receive, receiving, or having received a health service

[SOURCE: ISO 18308:2011, 3.47]

4 Structure of this International Standard

Readers of this International Standard are presumed to have access to the text of ISO/IEC 27002. 
Control descriptions in this International Standard are structured as follows:

Provides more detailed information to support the implementation of the control in a healthcare 

references to other International Standards. If there is no other information to be provided, this 
part is not shown.
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5 Information security policies

5.1 Management direction for information security

business requirements and relevant laws and regulations.

5.1.1 Policies for information security

Control

ISO/IEC 27002:2013, 5.1.1, applies.

Organizations processing health information, including personal health information, shall have a written 

Implementation guidance

ISO/IEC 27002:2013, 5.1.1, applies.

c) compliance scope, as described in Clause 18

health information and the legal and ethical responsibilities of health professionals to protect this 

adverse patient effects).

consider the following factors, which are unique to the health sector:
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g) the protocols and procedures to be applied to the sharing of information for the purposes of 

boundaries, the provisions of ISO 22857 should be applied.

Other information

ISO/IEC 27002:2013, 5.1.1, applies.

5.1.2 Review of the policies for information security

Control

ISO/IEC 27002:2013, 5.1.2, applies.

Implementation guidance

ISO/IEC 27002:2013, 5.1.2, applies.

a) the changing nature of the health organization’s operations and the concomitant changes to risk 

b) the changes made to the IT infrastructure of the organization, and the concomitant changes these 
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e) the latest guidance and recommendations from health professional associations and from 

f) the results of legal cases tested in the courts, which have established or negated precedents or 

6 Organization of information security

6.1 Internal organization

6.1.1 Information security roles and responsibilities

Control

ISO/IEC 27002:2013, 6.1.1, applies.

Organizations processing personal health information shall:

information, as described in B.3 and B.4.

organization.

a short period.)

of people, processes, places, platforms and applications.

Implementation guidance

ISO/IEC 27002:2013, 6.1.1, applies.

described in B.2
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Whatever organizational structure is adopted, it is of critical importance that it be designed and 

of information.

As noted in B.4.3

Other information

ISO/IEC 27002:2013, 6.1.1, applies.

6.1.2 Segregation of duties

Control

ISO/IEC 27002:2013, 6.1.2, applies.

Implementation guidance

ISO/IEC 27002:2013, 6.1.2, applies.

Other information

ISO/IEC 27002:2013, 6.1.2, applies.

6.1.3 Contact with authorities

Control

ISO/IEC 27002:2013, 6.1.3, applies.

Implementation guidance

ISO/IEC 27002:2013, 6.1.3, applies.

Other information

ISO/IEC 27002:2013, 6.1.3, applies.

6.1.4 Contact with special interest groups

Control

ISO/IEC 27002:2013, 6.1.4, applies.

Implementation guidance

ISO/IEC 27002:2013, 6.1.4, applies.
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Other information

ISO/IEC 27002:2013, 6.1.4, applies.

6.1.5 Information security in project management

Control

ISO/IEC 27002:2013, 6.1.5, applies.

Implementation guidance

ISO/IEC 27002:2013, 6.1.5, applies.

the processing of personal health information.

addressed.

ISO/IEC 27002:2013, 6.1, applies.

6.2 Mobile devices and teleworking

6.2.1 Mobile device policy

Control

ISO/IEC 27002:2013, 6.2.1, applies.

Implementation guidance

ISO/IEC 27002:2013, 6.2.1, applies.

information should:

guidance and restrictions on the use of personal devices within the organisation, together with 

As noted in ISO/IEC 27002, mobile network wireless connections, while similar to those of wired 
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backed up (e.g. because of limited network bandwidth or because the devices are not connected at the 
times when backups are scheduled).

Other information

ISO/IEC 27002:2013, 6.2.1, applies.

6.2.2 Teleworking

Control

ISO/IEC 27002:2013, 6.2.2, applies.

Implementation guidance

ISO/IEC 27002:2013, 6.2.2, applies.

#
information should:

#

#

professionals.

Other information

ISO/IEC 27002:2013, 6.2.2, applies.

7 Human resource security

7.1 Prior to employment

7.1.1 Screening

Control

ISO/IEC 27002:2013, 7.1.1, applies.

s

All organizations whose staff, contractors, or volunteers process (or are expected to process) personal 
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candidate:

Implementation guidance

ISO/IEC 27002:2013, 7.1.1, applies.

or volunteers process (or are expected to process) personal health information should, as a minimum, 

7.1.2 Terms and conditions of employment

Control

ISO/IEC 27002:2013, 7.1.2, applies.

staff such as locums, students, interns, etc.

Implementation guidance

ISO/IEC 27002:2013, 7.1.2, applies.

It is important to know how and where to contact health professional staff, although, as some medical 

therefore give consideration to the collection of a reasonable number of references and to undertaking 

be carried out as part of a health professional accreditation. See also 7.1.1.

Other information

ISO/IEC 27002:2013, 7.1.2, applies.
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7.2 During employment

responsibilities.

7.2.1 Management responsibilities

Control

ISO/IEC 27002:2013, 7.2.1, applies.

Implementation guidance

ISO/IEC 27002:2013, 7.2.1, applies.

the position of reviewing information about friends, relatives, or neighbours. Effective management of 

Other information

ISO/IEC 27002:2013, 7.2.1, applies.

7.2.2 Information security awareness, education and training

Control

ISO/IEC 27002:2013, 7.2.2, applies.

process personal health information.

Implementation guidance

ISO/IEC 27002:2013, 7.2.2, applies.

Other information

ISO/IEC 27002:2013, 7.2.2, applies.

7.2.3 Disciplinary process

Control

ISO/IEC 27002:2013, 7.2.3, applies.

Implementation guidance
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ISO/IEC 27002:2013, 7.2.3, applies.

professionals and health professional bodies.

Other information

ISO/IEC 27002:2013, 7.2.3, applies.

7.3 Termination and change of employment

7.3.1 Termination or change of employment responsibilities

Control

ISO/IEC 27002:2013, 7.3.1, applies.

Implementation guidance

ISO/IEC 27002:2013, 7.3.1, applies.

progress through training programmes and other “rotations” where their access rights can change 

Other information

ISO/IEC 27002:2013, 7.3.1, applies.

8 Asset management

8.1 Responsibility for assets

8.1.1 Inventory of assets

Control

ISO/IEC 27002:2013, 8.1.1, applies.

information should:

b) have a designated custodian of these health information assets (see 8.1.2

 

12 © ISO 2016 – All rights reserved

Full document details: DIN EN ISO 27799:2016-12

http://www.avadocuments.com/doc/din-en-iso-27799-2016-12
http://www.avadocuments.com/doc/din-en-iso-27799-2016-12


 

ISO 27799:2016(E)

Implementation guidance

ISO/IEC 27002:2013, 7.3.1, applies.

Other information

ISO/IEC 27002:2013, 7.3.1, applies.

8.1.2 Ownership of assets

Control

ISO/IEC 27002:2013, 8.1.2, applies.

Implementation guidance

ISO/IEC 27002:2013, 8.1.2, applies.

used in ISO/IEC 27002, the notion of ownership of personal health information is fraught with legal, 

and health professionals are often viewed in relation to personal health information as custodians or 
trustees.

Other information

ISO/IEC 27002:2013, 8.1.2, applies.

8.1.3 Acceptable use of assets

Control

ISO/IEC 27002:2013, 8.1.3, applies.

Implementation guidance

ISO/IEC 27002:2013, 8.1.3, applies.

8.1.4 Return of assets

Control
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ISO/IEC 27002:2013, 8.1.4, applies.

non-electronic form and ensure that all personal health information in their possession in electronic 

Implementation guidance

ISO/IEC 27002:2013, 8.1.4, applies.

importance to the organization.

Control

ISO/IEC 27002:2013, 8.2.1, applies.

Implementation guidance

ISO/IEC 27002:2013, 8.2.1, applies.

Determining levels of protection for information assets in healthcare is complex and comparisons 

characteristics of information assets within healthcare.

individual.
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behaviours), heads of government, celebrities, politicians, newsmakers and members of groups facing 

information contains information about genetic predisposition to serious illness). The records of such 

is designed to avoid, i.e. it can draw attention to the particular data items tagged. It is also important to 

7.2.1.

ISO/IEC 27002.

the information are essential for the ongoing provision of healthcare. Time factors involved in clinical 

assessment.

Other information

ISO/IEC 27002:2013, 8.2.1, applies.

8.2.2 Labelling of information

Control

ISO/IEC 27002:2013, 8.2.2, applies.

Implementation guidance

ISO/IEC 27002:2013, 8.2.2, applies.

Other information

ISO/IEC 27002:2013, 8.2.2, applies.

8.2.3 Handling of assets

Control
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ISO/IEC 27002:2013, 8.2.3, applies.

Implementation guidance

ISO/IEC 27002:2013, 8.2.3, applies.

8.3 Media handling

stored on media.

8.3.1 Management of removable media

Control

ISO/IEC 27002:2013, 8.3.1, applies.

Implementation guidance

ISO/IEC 27002:2013, 8.3.1, applies.

information should ensure that all personal health information stored on removable media is

b) protected from theft while its media are in transit.

8.3.2 Disposal of media

Control

ISO/IEC 27002:2013, 8.3.2, applies.

Implementation guidance

ISO/IEC 27002:2013, 8.3.2, applies.

associated equipment. This requirement also applies to medical devices that record or report data.

Other information
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ISO/IEC 27002:2013, 8.3.21, applies.

8.3.3 Physical media transfer

Control

ISO/IEC 27002:2013, 8.3.3, applies.

Implementation guidance

ISO/IEC 27002:2013, 8.3.3, applies.

Other information

ISO/IEC 27002:2013, 8.3.3, applies.

9 Access control

9.1 Business requirements of access control

9.1.1 Access control policy

Control

ISO/IEC 27002:2013, 9.1.1, applies.

Organizations processing personal health information shall control access to such information. In 

access to these data.

associated authorities which are consistent with, but limited to, the needs of that role.

5.1.1

contractual agreements should be made with these parties regulating access and privileges, prior to 
exchange of patient data.

Implementation guidance

ISO/IEC 27002:2013, 9.1.1, applies.
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situations.

management solution in recognition of the potential additional support, and reduced administration 

Other information

ISO/IEC 27002:2013, 9.1.1, applies.

Additional guidance on access control in healthcare-related applications can be found in ISO 22600.

9.1.2 Access to networks and network services

Control

ISO/IEC 27002:2013, 9.1.2, applies.

Implementation guidance

ISO/IEC 27002:2013, 9.1.2, applies.

Other information

ISO/IEC 27002:2013, 9.1.2, applies.

9.2 User access management

9.2.1 User registration and de-registration

Control

ISO/IEC 27002:2013, 9.2.1, applies.

to a formal user registration process. User registration procedures shall ensure that the level of 

available to the user.

that access is still required.

Implementation guidance

ISO/IEC 27002:2013, 9.2.1, applies.
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