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Introduction 

e term tress sti as eneral  been used to de ribe t e situation in i  t e erform e of a 

em sed to e nditions real or assumed ones, usuall  mbined in t e form of a enario  

bri i  su  tems te ni al stem, or ani ion, so et  to its limit e osed to a usuall  e treme 

stress, t e em ld be sted in e sense of meeti  some teria, in t e e treme se testi  its 

li to urviv t ese treme onditions, i.e. s enario. 

n e narro , more te ni al sense, e term as often used for testi  t e survivabili under e 

nditions not i luded in e desi n basi some i  onditions, n i easi  e osure to 

ds and t reats, eviousl  unr o ni  ossible armful events, eviousl  i nored risks are all t e 

ses ere it be me ver  im rtant to kno if t e or ani ation ill be u to t e al e. 

es of banks e sed to e ises like e one of 2  or nu ear nts e osed to disasters like e 

ukus ima one, ave i eased e need to kno if a s stem, or even more often a ass of s stems ll 

rviv and, ssi  be ave and fun ion safel  in t e assumed enario. 

e ood intention of ans i  e above question  means of stress testi  f ed, o er, t e issues of 

validi m abilit  and r atabilit  of t e testi .  man  interests involved, it b ame essential t at 

t e ules of t e et ali ned and, ossi  reed. n e nte t of i easi  m i of 

or ani ions, infrastru ures, tems, te nolo ies and so et  in eneral, risks su  as, ., disru ive 

innovation, information overflo or indi riminate use of t nolo ies, e issue as ome even 

more im rtant. 

is do ument su orts t e above efforts to im ove and en an  t e ili to better anti ate and 

m e t e une e all es of e future in rti ular for  

� ti  infrastru ure riti l entities  and 

� er, ber si al and ot er ne t reat emer i  ri . 

is do ument ll t us ntribute to ards attaini  nsist in risk and resili e m ement 

o es to ds emer i  risks in different  untries, ross different or ani tions and ross 

differ  of tivities and se ors. 

As e e t  o er standards and andardi tion do uments, is do ument is intended to be used in 

t e res ive ble national and fram ork of r ulator  do ments and as su  

 t differentiate een t e f ilities t at ose a risk to life, limb and t e environment and ti l 

infrastru tures in o ual term  fa  defined as iti  entities in t e ne C  r tive  

2  t does not o ern, aff t or su ersede  or ani tional res nsibilities in t e area of o u tional 

ealt  and safet , or ot er related areas, and 

 t assumes t at t e stres testi  needs suffi ent involvement of t e o ators, aut orities and testi  

or ani ions . in terms of t e olored teams . 

An li ation le i iven in  A. 

                                                                 

 tt e ur a.eu ome affair stem file 2 2

2 22 2 sal dire tive resilie it al entitie m 2 2 2 en. f  
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1 Scope 

is do ment ovides a fr k and uidelines for stres testi  industrial s and sites ti al 

entities  ainst er si l att s. e ba round for e do ment is e k in e o ts on 

S saster esilient So iet , in ti ular t e o e s deali  t  t e resilien  of ti l infrastru tures 

entities , its assessment and stres testi  . 2  and t e o ts members of t e CSC  uster 

uro Cluster for S uri  Criti l nfrastru ture 2

is do ument defines t e baseline for stre esti  t e resili e of industrial nts and sites iti al 

entities, a . to t e dir tiv , i di  refer s, definitions and s o t establis es ifies 

i s of t e stres esti , defines t e stres esti  fr ork . roles and res onsibilities , o ses 

resili  assessment and stres testi  met ods and indi tors, as ell as t e ro ess o edure  in i  

t ese are used. e asis of t e o edure is on e virtu testbed based testi  of t e ems relevant 

for t e s uri of e entities. ese elements ovide a d fa o uideline for t e resili e stres testi , 

i di  also uidan or e stress testi  result e and r orti  and ommuni ation. 

is do ment is intended to be used  t ree main rou  of stake older  t e o ers of riti l entities t e 

e team , t e testi  teams ed te  and t e su visi  bodies t e ite t  . au orities, e. . 

in t e se of t e Seves entities, t e m tent aut oritie defined  e dir tive . e do ment is 

ted to be used also  e stre testi  servi  oviders i udi  t e rit  and resili e 

s alist  as t e rnerstone referen , simi  to e uideline a ied in t e 

fi al se tor. 

ne of t e main o e ives of is do ment is to su rt ensuri  se rit  in t e se of iti  entities in 

terms of  

� a ber resilien  

� armoni   of o entities form stres st  

� t er  i ove t e o ss of stress sti  in entities and fosteri  mutual r o nition of stress esti  

ross t e  

e main elements of t is do um ill  

� t e or ani ional a e s . tion of teams  and 

� t e o edural as s. 

is do ument  be of a ti ular relevan  for t e areas su  as se ri risk and resili e ana s, 

ealt  and environmental ote ion, man ement s stems, es ia in mbination t  e tended use of 

information te nolo , di itali , smart stems,  and similar te nolo ies . t  smart 

manuf turi . 

is do ument does not a  and is not intended to be used as a r ement for  a i ble s urit  

related r ulations and standards. t ovides additional information and trans ar is do ment does 

not to m iner . is do ument does not define o u ational safe and ealt . 

                                                                 

2 tt . ber at eu t 2 infrastress ne events eur a uster

se r C2 A it al infrastru ure C2 A e ork  
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t is nfirmed t at, de ite t e need of arit  m  of t e i tant issues around e stres testi  . in 

t e field of r ulations, for instan  related to o ould be issui  e request for te testi , it is im rtant 

to start orki  on t e to of stress esti  of resilie of ti al infrastru ures e osed to si al 

t reats. o er, en doi  so, is do ument 

 ould be understood as one of t e initial st s onl  in t e o tive di ussions about t e stress

testi  amo  all t e intereste ties, 

 ould be ear  understood as a do ument i  ill e develo d fur er as full nsensus based 

standard, and 

 s ould evolve as a do ment develo d under t e lear emise of re e i  and su orti  rrent 

r ulation and establis e ti es. 

2 Normative references 

e follo  do uments are referred to in t e t t in su  a  at some or all of eir ontent onstitutes 

requirements of t is do ment. or dated refere s, o  t e edition ted lies.  undated refer es, 

t e latest edition of t e refer d do ument i ludi   amendment  es. 

S  22 , Security and resilience � Vocabulary 

S  , Risk management � Vocabulary 

3 Terms and definitions

or e ur ses of t is do ument, t e terms and definitions iven in S   and S  22  and e 

follo   

S  an C maintain terminolo i  databases for use in standardi ion at t e follo  addresses  

� S  nline bro  tfor  available at t .iso.or  

� C tro i available at tt e tro edia.or  

N an  maintain terminolo i al databases for use in standardi tion at e follo  addresse  

� inolo ie rt available at t .di o term 

�  available at tt ke.d  

3.1 

emerging risk 

i u tain risk i  is develo   otential for serious onseque s m ts 

Note  to entr   is as defined in S  . 

Note 2 to entr  e term devel  refers to a s in t e risk understa related to risk sour s, events, 

effe nseque s, likel ood a or ba ound kno e . 

C S  ,  

                                                                 

 Currentl  under devel ent. 
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3.2 

organization 

son or rou of o e t at as its o  fun ions  res nsibilities, aut orities and relations i  to 

ieve it e tives 

Note  to entr  e  of or tion udes, but is not limited to sole trader, m r oration, firm, 

enter ise, aut orit rtner arit or institution, or rt or ombination t ereof, et er r ated or not, 

bl  or ivate. 

C S  2 ,  

3.3 

resilience 

abilit  to absorb and ada  in a i  environment 

Note  to entr  n t e nte t of urban resilie  t e abilit to absorb and ada  to a a environment is 

determined b t e lle ive t to anti te, e re and re nd to t reats and ortunities b  ea  individual 

m nt of an urban stem. 

C S  22 2 2 , .2  

3.4 

resilience attribute 

features or ar teristi  of an or ani ions abili to absorb and a t in a a i  environment 

C S  ,  

3.5 

resilience indicator 

measurable variable, quantitative or qualitative, t at an be used to des be t e abili of an entit  to absorb 

and ad  in a i  environment 

Note  to entr  n t e nte t of rit al infrastru ures t e resilie e ators are able to re esent t e t  of an 

infrastru ure to ant te, e re and re nd to t reats and ortunities it is su e ible to. 

Note 2 to entr  n t e nte of stress test a ivities for it al infrastru tures  resilie  ators are used 

to de ibe t e t  of an infrastru ure to anti te, e re and re nd to ber al t reats it is e d to. 

3.6 

risk 

eff t of u ertai on o tives 

Note  to entr  An effe  is a deviation from t e e ed. t n be itive, ne tive or bot , and n address, eate 

or result in tunities and t reats. 

Note 2 to entr  b ives n ave different a s and te ies, and an be a ied at different levels. 

Note  to entr    is usuall e essed in terms of risk sour s, ential events, t eir onseque es and t eir 

likel ood. 

C S  2 ,  
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3.7 

system 

mbination of intera ti  elements or ani  to ieve one or more state ur ses 

Note  to entr  A stem is sometimes onsidered as a odu  or as t e serv es it ovides. 

Note 2 to entr  n a , t e inter etation of its mea  is frequentl  larified b  use of an a iative noun, e.  

air aft stem. Alternativel , t e d stem  is substituted sim  b a nte ndent ndrome, e . air raft, 

t ou  t is entiall  res a stem les r ive. 

C S C  2 , . odified Note  to  as been removed.  

4 Symbols and abbreviations 

 Artifi al intelli e 

 siness intelli en  

 lue team 

C  C ber si al 

C  Criti al nfrastru ure 

CPS C ber si al S stems 

C  nami klist 

C uro an Commission 

A uro an risk and resilien  assessment and rati  initiative 

 uro an on 

 u tionali elements 

 u tionali indi tor  

 i al ser nterf e 

CS ndustrial Control S stem 

 nformation nolo  

 aster minal nit 

 ation nolo  

A do e e 

 ed team 

 emote erminal t 

SC  Su visor  Control And ata A isition 

S PS Sensitive ndustrial Plants and Sites 

S  Stren t eakness o ortunit t reat 

 ite team 
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5 Resilience stress-testing 

5.1 Context and definition 

e main idea for stres sti  in t e area of iti  infrastru tures omes from t e nu lear industr  see e 

NS  e aration , ere t e oliti s required t at uro n nu lear o  lants be su ted to 

ress tests n t e time after t e ukus ima dent, t e enarios ana  as t e on o an e

o er  

� eart qu  

� floo  

� station bla kout  

� loss of offsite er

� loss of servi  ter su  

� autionar  measure  

� dent man ement measure  

� air  ras  

� release of sive and to i ases in t e vi nit  of lant  

� eff ts of an dent in one  lant unit on t e nei bori  unit. 

e term res testi is often defined as a r assessment, done in order to see if e iti al infrastru ure 

ll be able to meet t e safet  and  ot er iteria setu for a iven adverse event s nario, leani  on e 

definition of t e stress esti  in e NS  laration  

The definition of the resilience stress-testing of a critical infrastructure/entity: 

A dedicated and targeted re-assessment of the system/SIPS resilience based on real, realistic or assumed 

scenarios initiated by the selected adverse event(s)/threat(s), with the goal to check and verify if the critical 

infrastructure will be able to meet the safety, security and/or other criteria setup for that scenario and 

measured in terms of the resilience (preferably macro) indicators. 

NOTE In practical terms, it examines how (critical) infrastructures/entities react or would react to the scenario-based 

threats and measures resilience indicators, to check and verify if the critical infrastructure will be able to meet the safety 

and/or other criteria (e.g. the ability to continue baseline operations) defined for such a scenario. The resilience indicators 

are interpreted based on a dedicated/customized resilience scale and resilience phase model. The result of the stress-

testing should be defined on the �successfully passed <> failed� scale and supported by the recommendations on the SWOT 

matrix [7], PDCA cycle [8] [9], and classified (e.g. according to the 5 phases of the resilience cycle [3]). 

Stres esti  el s to ovide t e en users t  an instrument to e k o t eir ti l infrastru tures 

ll or uld re t to a t reat s nario based on assumed, o or nkno reats. 

s ial  e unkno reats n make t e S PS sed to risks, i  n emer e from lo

standi  issues, due to res olds sudd bei  ssed. is means at e number of ds leadi  to 

a risk m  be ro , or t at t e e sure to t e d leadi  to t e risk is i easi , or t at t e 

eff t s of t e rds etti  se . seriousness of eff ts an r t e number of o e aff ted  

ond at is or nsidered table. isks an also emer e rou  a differ e in estimation, e. . 

due to a e in so ial or bli  er tions or due to n ientifi no e. 
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ese , eviousl  unkno  or not nsidered, emer i  risks n ose onsiderable all es to 

resili safet , se rit  and o erational and business ontinui ese or i easi risks n 

be related to different areas of tivities, su  as o sses, te nolo ies, of k , or 

so ial or or ani tional a e. 

e emer i  risks an also ome from t e side of lo andi  issues, ne  nsidered as a risk due 

to a e in so or ubli  ions or due to ientifi kno e. is n mean for t ese risks 

., at e number of ards leadi  to t e risk ma  be ro , or at t e e sure to e a d leadin  

to t e risk is i easi , or t at t e eff ts m s of t e ards are etti  se . seriousness of effe s 

or t e number of eo le aff ted . 

e emer i  risks m  interrelate t  e o sses like lobali ion, di itali , innovation, ross

boundar  o ations and t  , dir t  or indir t  influe e  ot er, bei  i nn ted, s stemi  

or interd ndent. n t is nte t, t e orld n be onsidered as one  stem, as a d fa o 

lobal nfrastru tur of nfrastru tures  

ssibilities to deal it  emer i  risks . use of so al media an r o sensi , m  i ove 

t e resili  of a tem, but mi t also inter t  emer i  risks in u ted s and ome art of 

t em.  an, at t e same time, bot  in e and de se t e level of trust in o ess of man i  t e 

nkno  futures t nolo ies and solutions ll  o  if t  are ted  so et  and 

eived as fair, trans ent and ei  oriented. istrust or k of nfide e, k of fairness and  

tr ar of innovation dam e or even sto t e innovation in a ti ular field. 

5.2 Principles 

e oa  o osed in t is do ument su ests t e follo  main i s of resilien  stress sti  

 nsuri  ali nment and m e t  e isti  and latest and national r ulations . r tive 

 2 , S  22 , S  22 S  22 , S  22 2 , S   and S  , 

or . 

2  Consideri  e treme un ertainties and emer i  risks in stres testi  of resilien . 

 ovidi  oof t at t e C  is able to t stand t e onditions i osed  t e stress sti  onditions as 

t e main oal. e su ss and t e oof of su ss s ould be defined u front. 

 e testi  o ss .2  ould be suitable for use  bot  small and lar e or ani ions see .2, 

i di  S s , an all use a o iate an reed indi or Clause . 

 e  s ould use a ted met ods and tools Clause  in t e stres testi  o ss .2 e 

met ods and tools ould be lever ed to ondu t an urate stress testi  ase t at simulate e 

real ev larmi  ndition. t s ould be ali ned and ssi  om tible t  ot er r o ni d 

i s used in e area, su  as li tion of autionar  i s, P . 

 e oa  foresees e use of resilien e indi tor lause  for e definition of t e su ess teria 

of t e stres sti . e indi ors s ould be reed and ali ned. 

 orti  Claus  s ould be ted  all interested ties Clause . e stress sti  results 

ould be om arable, tran arent and ossi  usable for ben marki . 
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