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Nationales Vorwort

E DIN 419111-3 ist Teil der flunfteiligen Europaischen Normenreihe E DIN EN 419111 (entsprechend
prEN 419111). Diese Normenreihe enthalt Schutzprofile, welche die Sicherheitserfordernisse fir das
Erzeugen und das Prufen von Signaturen definieren. E DIN EN 419111-3 enthalt Gruppen von Sicher-
heitsfunktionen, die zum Kern-Schutzprofil fir eine Anwendung zum Erzeugen von Signaturen (SCA PP)
hinzugeflgt werden kénnen. Die folgenden Gruppen stehen zur Verfligung: Prifer-Gruppe (en: checker
package), Zertifikat-Management-Gruppe (en: certificate management package) und die Gruppe sicherer
Kanal mit sicherer Signaturerstellungseinheit (en: Secure channel with SSCD package).

Gemal den Kriterien des DIN fiir den Verzicht auf die Erstellung einer deutschen Sprachfassung wurde auf
eine deutsche Fassung verzichtet; E DIN 419111-3 enthalt somit den englischen Originaltext.

Im IT-Sicherheitsbereich sind Schutzprofile (en: protection profiles) Bestandteil des Zertifizierungsprozesses
gemaf der ,Common Criteria“, d. h., der Allgemeinen Kriterien fir die Bewertung der Sicherheit von
Informationstechnologie (en: Common Criteria for Information Technology Security Evaluation, CC). Es
handelt sich um die Festlegung einer implementierungsunabhangigen Menge von Mindestsicherheits-
anforderungen fur IT-Produkte bei einer gegebenen Sicherheitslage. Auf Basis dieser Schutzprofile kénnen
IT-Produkte gepruft werden und bei positivem Ausgang ein Zertifikat erhalten.

Die Normenreihe E DIN EN 419111 (entsprechend prEN 419111) ist Bestandteil einer Familie von Schutz-
profilen, die von CEN als Europaische Normen zur Entwicklung von gemeinsamen Rahmenbedingungen fir
elektronische Signaturen in Auftrag gegeben worden sind. Weiterer Bestandteil der gemeinsamen
Rahmenbedingungen ist z. B. die Normenreihe E DIN EN 14169 ,Schutzprofile fir Sichere Signaturerstel-
lungseinheiten®.

Die fiinf Teile der Europaischen Normenreihe E DIN EN 419111 beinhalten:

— Eine Einfihrung in die Normenreihe (E DIN EN 419111-1);

— die Festlegung der grundlegenden Funktionen, die fur eine Anwendung zum Erzeugen von Signaturen
unabdingbar sind. Hierbei handelt es sich um ein Schutzprofil gemafl CC, welche lediglich die bendtigten
Kernfunktionen spezifiziert (E DIN EN 419111-2;

— maogliche Erganzungen zu den Funktionen von E DIN EN 419111-2 (E DIN EN 419111-3);

— die Festlegung der grundlegenden Funktionen, die fir eine Anwendung zum Prifen von Unterschriften
unabdingbar sind. Hierbei handelt es sich um ein Schutzprofii gemal CC, welches lediglich die
bendtigten Kernfunktionen spezifiziert (E DIN EN 419111-4); sowie

— madgliche Erganzungen zu den Funktionen von E DIN EN 419111-4 (E DIN EN 419111-5).

E DIN EN 49111-3:2013 wurde vom Technischen Komitee CEN/TC 224 ,Persdnliche ldentifikation, elektro-

nische Signatur, maschinenlesbare Karten sowie zugehdrige Gerateschnittstellen und Verfahren® erarbeitet,

dessen Sekretariat vom AFNOR gehalten wird. Das deutsche Spiegelgremium ist der NA 043-01-17 AA
.Karten und personliche Identifikation®.
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This draft European Standard is submitted to CEN members for enquiry. It has been drawn up by the Technical Committee CEN/TC 224.

If this draft becomes a European Standard, CEN members are bound to comply with the CEN/CENELEC Internal Regulations which
stipulate the conditions for giving this European Standard the status of a national standard without any alteration.

This draft European Standard was established by CEN in three official versions (English, French, German). A version in any other language
made by translation under the responsibility of a CEN member into its own language and notified to the CEN-CENELEC Management
Centre has the same status as the official versions.

CEN members are the national standards bodies of Austria, Belgium, Bulgaria, Croatia, Cyprus, Czech Republic, Denmark, Estonia,
Finland, Former Yugoslav Republic of Macedonia, France, Germany, Greece, Hungary, Iceland, Ireland, Italy, Latvia, Lithuania,
Luxembourg, Malta, Netherlands, Norway, Poland, Portugal, Romania, Slovakia, Slovenia, Spain, Sweden, Switzerland, Turkey and United
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Recipients of this draft are invited to submit, with their comments, notification of any relevant patent rights of which they are aware and to
provide supporting documentation.

Warning : This document is not a European Standard. It is distributed for review and comments. It is subject to change without notice and
shall not be referred to as a European Standard.
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Foreword

This document (prEN 419111-3:2013) has been prepared by Technical Committee CEN/TC 224 “Personal
identification, electronic signature and cards and their related systems and operations”, the secretariat of
which is held by AFNOR.

This document is currently submitted to the CEN Enquiry.

This document, together with prEN419111-1:2013 and prEN 419111-1:2013, will supersede
CWA 14170:2004.

EN 419111 consists of the following parts under the general title "Protection profiles for signature creation and
verification application":

— Part 1: Introduction.
This part is an introduction to EN 419111;

— Part 2: Signature creation application — Core PP.
This part is a PP for the SCA, specifying only the core security functions;

— Part 3: Signature creation application — Possible extensions.
This part specifies possible additional security functions that can be added to the core SCA PP;

— Part 4: Signature verification application — Core PP.
This part is a PP for the SVA, specifying only the core security functions;

— Part 5: Signature verification application — Possible extensions.
This part specifies possible additional security functions that can be added to the core SVA PP.
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1 Scope

This document contains a set of packages. These packages describe security functions that may be added to
the core SCA PP prEN 419111-2:2013 [2]. The following packages are available:

— Checker package
— Certificate management package

— Secure channel with SSCD package

2 Normative references

The following documents, in whole or in part, are normatively referenced in this document and are
indispensable for its application. For dated references, only the edition cited applies. For undated references,
the latest edition of the referenced document (including any amendments) applies.

prEN 419111-1:2013, Protection profiles for signature creation and verification application — Part 1:
Introduction

[NR1]  Common Criteria for Information Technology Security Evaluation — Part 1: Introduction and general
model — July 2009 — Version 3.1 Rev. 3 CCMB-2009-07-001

[NR2] Common Criteria for Information Technology Security Evaluation — Part 2: Security functional
components — July 2009 — Version 3.1 Rev. 3 CCMB-2009-07-002

[NR3] Common Criteria for Information Technology Security Evaluation — Part 3: Security assurance
components — July 2009 — Version 3.1 Rev. 3 CCMB-2009-07-003

[NR4] Common Criteria for Information Technology Security Evaluation — Evaluation methodology — July
2009 — Version 3.1 Rev. 3 CCMB-2009-07-004

3 Terms and definitions

For the purposes of this document, the terms and definitions given in prEN 419111-1:2013 apply.

4 Symbols and abbreviations

For the purposes of this document, the symbols and abbreviations given in prEN 419111-1:2013 apply.

5 Extended component definition

5.1 Definition of the Family FDP_SVR

In order to define the IT-security requirements of the TOE completely, an additional functional family
(FDP_SVR) of class FDP (user data protection) is defined. This family describes the functional requirements
for a secure viewer component of a signature application component.

Due to the complexity of a legal binding viewer component as required by the signature law this component
could not be modelled from the components that are provided by the Common Criteria framework. Therefore
the introduction of a separate functional family is necessary that covers the requirements to describe the TOE
consistently as needed for a confirmation that is based on the results of the Common Criteria evaluation.
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