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Nationales Vorwort

E DIN 419111-4 ist Teil der flunfteiligen Europaischen Normenreihe E DIN EN 419111 (entsprechend
prEN 419111). Diese Normenreihe enthalt Schutzprofile, welche die Sicherheitserfordernisse fir das
Erzeugen und das Prifen von Signaturen definieren. E DIN EN 419111-4 ist das Kerndokument der
Signaturprifung. E DIN EN 419111-4 ist ein Schutzprofil, das Mindestsicherheitsanforderungen an eine
Anwendung zum Prifen von Signaturen definiert. Autoren von Sicherheitsvorgaben kénnen gegebenenfalls in
ihre Evaluationsgegensténde andere Sicherheitsfunktionen mit einbeziehen.

Gemal den Kriterien des DIN fiir den Verzicht auf die Erstellung einer deutschen Sprachfassung wurde auf
eine deutsche Fassung verzichtet; E DIN 419111-4 enthalt somit den englischen Originaltext.

Im IT-Sicherheitsbereich sind Schutzprofile (en: protection profiles) Bestandteil des Zertifizierungsprozesses
gemaf der ,Common Criteria“, d. h., der Allgemeinen Kriterien fir die Bewertung der Sicherheit von
Informationstechnologie (en: Common Criteria for Information Technology Security Evaluation, CC). Es
handelt sich um die Festlegung einer implementierungsunabhangigen Menge von Mindestsicherheits-
anforderungen fir IT-Produkte bei einer gegebenen Sicherheitslage. Auf Basis dieser Schutzprofile kénnen
IT-Produkte gepruft werden und bei positivem Ausgang ein Zertifikat erhalten.

Die Normenreihe E DIN EN 419111 (entsprechend prEN 419111) ist Bestandteil einer Familie von Schutz-
profilen, die von CEN als Europaische Normen zur Entwicklung von gemeinsamen Rahmenbedingungen
fur elektronische Signaturen in Auftrag gegeben worden sind. Weiterer Bestandteil der gemeinsamen
Rahmenbedingungen ist z. B. die Normenreihe E DIN EN 14169 ,Schutzprofile fir Sichere Signaturerstel-
lungseinheiten®.

Die finf Teile der Europaischen Normenreihe E DIN EN 419111 beinhalten:

— Eine Einfihrung in die Normenreihe (E DIN EN 419111-1);

— die Festlegung der grundlegenden Funktionen, die fur eine Anwendung zum Erzeugen von Signaturen
unabdingbar sind. Hierbei handelt es sich um ein Schutzprofil gemafl CC, welche lediglich die benétigten
Kernfunktionen spezifiziert (E DIN EN 419111-2;

— mdgliche Ergdnzungen zu den Funktionen von E DIN EN 419111-2 (E DIN EN 419111-3);

— die Festlegung der grundlegenden Funktionen, die fir eine Anwendung zum Prifen von Unterschriften
unabdingbar sind. Hierbei handelt es sich um ein Schutzprofii gemal CC, welches lediglich die
bendétigten Kernfunktionen spezifiziert (E DIN EN 419111-4); sowie

— madgliche Erganzungen zu den Funktionen von E DIN EN 419111-4 (E DIN EN 419111-5).

E DIN EN 49111-4:2013 wurde vom Technischen Komitee CEN/TC 224 ,Persdnliche Identifikation, elektro-

nische Signatur, maschinenlesbare Karten sowie zugehdrige Gerateschnittstellen und Verfahren® erarbeitet,

dessen Sekretariat vom AFNOR gehalten wird. Das deutsche Spiegelgremium ist der NA 043-01-17 AA
.Karten und personliche Identifikation®.
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Foreword

This document (prEN 419111-4:2013) has been prepared by Technical Committee CEN/TC 224 “Personal
identification, electronic signature and cards and their related systems and operations”, the secretariat of
which is held by AFNOR.

This document is currently submitted to the CEN Enquiry.

This document, together with prEN 419111-5:2013, will supersede CWA 14171:2004.

EN 419111 consists of the following parts under the general title "Protection profiles for signature creation and
verification application":

— Part 1: Introduction.
This part is an introduction to EN 419111;

— Part 2: Signature creation application — Core PP.
This part is a PP for the SCA, specifying only the core security functions;

— Part 3: Signature creation application — Possible extensions.
This part specifies possible additional security functions that can be added to the core SCA PP;

— Part 4: Signature verification application — Core PP.
This part is a PP for the SVA, specifying only the core security functions;

— Part 5: Signature verification application — Possible extensions.
This part specifies possible additional security functions that can be added to the core SVA PP.
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1 Scope

This document is a Protection Profile that defines the security requirements for a Signature Verification
Application.

2 Normative references

The following documents, in whole or in part, are normatively referenced in this document and are
indispensable for its application. For dated references, only the edition cited applies. For undated references,
the latest edition of the referenced document (including any amendments) applies.

prEN 419111-1:2013, Protection profiles for signature creation and verification application — Part 1:
Introduction

[NR1]  Common Criteria for Information Technology Security Evaluation — Part 1: Introduction and general
model — July 2009 — Version 3.1 Rev. 3 CCMB-2009-07-001

[NR2] Common Criteria for Information Technology Security Evaluation — Part 2: Security functional
components — July 2009 — Version 3.1 Rev. 3 CCMB-2009-07-002

[NR3] Common Criteria for Information Technology Security Evaluation — Part 3: Security assurance
components — July 2009 — Version 3.1 Rev. 3 CCMB-2009-07-003

[NR4] Common Ciriteria for Information Technology Security Evaluation — Evaluation methodology — July
2009 - Version 3.1 Rev. 3 CCMB-2009-07-004

3 Terms and definitions

For the purposes of this document, the terms and definitions given in prEN 419111-1:2013 apply.

4 Symbols and abbreviations

For the purposes of this document, the symbols and abbreviations given in prEN 419111-1:2013 apply.

5 TOE overview

5.1 TOE Type

This PP aims at defining security requirements that an SVA shall conform to in the perspective of a security
evaluation. The Target of Evaluation (TOE) considered in this PP corresponds to software, running on an
operating system and hardware, the SCP. The TOE, using services provided by the SCP enables the verifier
to verify an electronic signature.

This TOE is the minimum configuration for an SVA. Many features that belong to the environment in this TOE
could be added inside the TOE as suggested in prEN 419111-1:2013.
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5.2 TOE Usage
The TOE enables to verify electronic signatures.

Verifying an electronic signature means checking an SDO and the corresponding document in order to
determine if the signature is

1) valid,

~

2) invalid,

3) indeterminate: the SVA is unable to issue a valid or invalid status.
5.3 TOE Environment

5.3.1 Overview

Signature-validation platform
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Figure 1 — Core SVA environment

Figure 1 — Core SVA environment is an illustration of what the environment of the SVA looks like. Its is
provided as a help to understand this environment. It is not a mandated configuration.
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5.3.2 External entities

The following entities are external entities of the TOE. They are connected to the TOE.
— driving application

— 0OS

— input device

— output device

A brief description of these external entities is given in prEN 419111-1:2013, 6.6.2.
5.3.3 Other Entities

The following entities are not directly external entities of the TOE, because they are not connected to the TOE,
but to external entities of the TOE.

— CSP
— Attribute Authority

A brief description of these entities is given in prEN 419111-1:2013, 6.6.3.
5.4 TOE operations

5.4.1 Introduction

This section describes operations that are performed in the TOE or in its environment.

5.4.2 Pre-validation operations

These operations include:

— SDO (& SD) Selection and import

— Invoking SD checker

— Certificate Selection and import

— Signature policy selection and import

They are described in prEN 419111-1:2013, 6.7.2.2.

5.4.3 Validation operations

These operations include

— Extraction of data items from SDO (see prEN 419111-1:2013, 6.7.2.3),
— Certification path validation, (see prEN 419111-1:2013, 6.7.2.4),

— Cryptographic signature verification, (see prEN 419111-1:2013, 6.7.2.5),
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— Verify other validation constraints, (see prEN 419111-1:2013, 6.7.2.6),

— Add Time stamp attribute, (see prEN 419111-1:2013, 6.7.2.7).

5.5 TOE-environment operations

These operations include:

— Checker

— Certificate management

— Signature Policy management

They are described in prEN 419111-1:2013, 6.7.3.
TOE-environment operations also include:

e Get information/commands from input device
e Send SD/ attributes to output device

They are described in prEN 419111-1:2013, 6.7 .4.

6 Conformance claims

6.1 CC Conformance Claim

This Protection Profile (PP) is CC Part 2 extended and CC Part 3 conformant and written according to the
Common Criteria version 3.1R3 ([NR1], [NR2], [NR3], and [NR4]).

6.2 PP Claim

This PP does not claim conformance to any other Protection Profile

6.3 Package Claim
The evaluation assurance level for this PP is EAL4 augmented with the assurance component ALC_FLR.1.

CEN/TC 224 note: Different countries currently use different levels of EAL. So national bodies are requested
to explicitly comment on this choice.

6.4 Conformance Rationale

Since this PP is not claiming conformance to any other protection profile, no rationale is necessary here.

6.5 Conformance Statement

The conformance required by this PP is the demonstrable-PP conformance. This will facilitate conformance
claim to both this PP and other PP for Security Target (ST) authors.
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