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AES Advanced Encryption Standard 

AID Anwendungsbezeichner (en: Application Identifier) 

APDU Anwendungsprotokoll-Dateneinheit (en: Application protocol data unit) 

AKI Instanzschlüsselbezeichner (en: Authority Key Identifier) 

AT Authentisierungstemplate (en: Authentication Template), CRT für Authentisierung 

AUT Authentisierung (en: Authentication) 

BCD Binärcode für Dezimalziffern (en: Binary Coded Decimal) 

BER Basic Encoding Rules 

C Zertifikat (en: Certificate) 

CA Zertifizierungsinstanz (en: Certification Authority) 

CAR CA-Referenz (en: CA Reference) 

CC Kryptographische Prüfsumme (en: Cryptographic Checksum) 

CDA Kartengerätauthentisierung (en: Card Device Authentication) 

CG Kryptogramm (en: Cryptogram) 

CH Karteninhaber (en: Cardholder) 

CHA Berechtigung des Zertifikatinhabers (en: Certificate Holder Authorization) 

CHN Karteninhabername (en: Cardholer Name) 

CHR Zertifikatinhaberreferenz (en: Certificate Holder Reference) 

CIA Kryptographische Informationsanwendung (en: Cryptographic Information Application) 

CIO Kryptographisches Informationsobjekt (en: Cryptographic Information Object) 

CLA Klassenbyte (en: Class byte) 

Comp () Die Komprimierungsfunktion des öffentlichen Schlüssels Comp(…) is in [NP2#11.5] 
definiert  

CPI Zertifikatprofilbezeichner (en: Certificate Profile Identifier) 

CRT Control Reference Template 

CS CertSign, Zertifikat, das den öffentlichen Teil eines Signaturschlüsselpaars enthält 

CT CRT für Vertraulichkeit 

CV Kartenverifizierbar (en: Card Verifiable) 

CWA CEN Workshop Agreement 

C/S Client/Server 

D[key](msg) Dechiffrierung (en: Decipherment) von <msg> mit <key> 

DE Datenelement (en: Data Element) 

DES Datenverschlüsselungsstandard (en: Data Encryption Standard) 

DF Zugeordnete Datei (en: Dedicated File) 

DH Diffie-Hellman 

DIR Verzeichnis (en: Directory) 

DO Datenobjekt (en: Data Object) 

DS[key](msg) Digitale Signatur (en: Digital Signature) von <msg> mit <key> 
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DSA Digitaler Signaturalgorithmus (en: Digital Signature Algorithm) 

DSI Digitale Signatureingabe (en: Digital Signature Input) 

DST Template für digitale Signatur (en: Digital Signature Template), CRT für DS 

DTBS Zu signierende Daten (en: Data to be signed) 

DTBS/R Entfernt zu signierende Daten (en: Data to be signed remotely) 

E[key](msg) Verschlüsselung (en: Encipherment) von <msg> mit <key> 

ECC Europäische Bürgerkarte (European Citizen Card) 

ECDH DH Schlüsselvereinbarung auf Basis von Kryptographie mit elliptischen Kurven (ELC) 

ECDH.P ECDH Parameter auf Basis von Kryptographie mit elliptischen Kurven. 
ECDH.P=p||a||b||G||n 

ECDSA Signaturschema auf Basis von Kryptographie mit elliptischen Kurven (ELC) 

ELC Kryptographie mit elliptischen Kurven (en: Elliptic Curve Cryptography) 

EDFB Encrypted Data Formatted Block 

eIDAS Elektronische Identifizierungs- und Authentisierungsdienste  
(en: Electronic Identification and Autentication Services) 

FCI Dateisteuerungsinformation (en: File Control Information) 

FID Identifikator (en: File Identifier) 

h(msg) Hash-Code von <msg> 

HT CRT für Hash-Code 

ICC Karte mit integrierten Schaltkreisen, Chipkarte (en: Integrated Circuit(s) Card) 

ICV Initial Chaining Value 

ID Bezeichner (en: Identifier) 

IFD Schnittstellengerät (en: Interface Device) 

INS Befehlsbyte (en: Instruction byte) 

KE Schlüsselchiffrierung (en: Key Encipherment) 

KID Schlüsselbezeichner (en: Key Identifier) 

L.F Länge der elliptischen Kurvenparameter 

MAC[key](msg) Nachrichtenauthentisierungscode (en: Message Authentication Code) von <msg>, erstellt 
mit <key> 

MF Masterdatei (en: Master File) 

MSE MANAGE SECURITY ENVIRONMENT 

OAEP Optimales asymmetrisches Verschlüsselungs-Padding (en: Optimal Asymmetric 
Encryption Padding) 

OID Objektbezeichner (en: Object Identifier) 

P1-P2 Parameterbytes (en: Parameter bytes) 

PBM Passwortbasierter Mechanismus (en: Password based mechanism) 

PCA Datenschutzbasierte Chipauthentisierung (en: Privacy based Chip Authentication) 

PrK Privater Schlüssel (en: Private Key) 

PuK Öffentlicher Schlüssel (en: Public Key) 

PKI Public-Key-Infrastruktur (en: Public Key Infrastructure) 

 

Full document details: E DIN EN 419212-1:2016-11

http://www.avadocuments.com/doc/e-din-en-419212-1-2016-11
http://www.avadocuments.com/doc/e-din-en-419212-1-2016-11


PKCS Standards zur Verschlüsselung mit öffentlichem Schlüssel (en: Public Key Cryptography 
Standards) 

PI Padding-Indikator (en: Padding Indicator) 

PIN Persönliche Identifikationsnummer (en: Personal Identification Number) 

PP Schutzprofil (en: Protection Profile) 

PRND Zufallspaddingzahl (en: Padding Random Number) 

PSO PERFORM SECURITY OPERATION 

PSS Probabilistisches Signatursystem (en: Probabilistic Signature Scheme) 

QES Qualifizierte elektronische Signatur (en: Qualified Electronic Signature) 

QSCD Qualifizierte Signaturerstellungseinheit (en: Qualified Signature Creation Device) 

RC Wiederholungszähler (en: Retry Counter) 

RCA RootCA 

RD Referenzdaten (en: Reference Data) 

RFU Für zukünftige Verwendung reserviert (en: Reserved for Future Use) 

RID Registrierter Bezeichner des Anwendungsanbieters (en: Registered application provider 
indentifier) 

RND Zufallszahl (en: Random number) 

RSA Signatur-Algorithmus nach Rivest, Shamir, Adleman 

SCA Signaturerstellungsanwendung (en: Signature-Creation Application) 

SHA Sicherer Hash-Algorithmus (en: Secure Hash Algorithm) 

SE Sicherheitsumgebung (en: Security Environment) 

SIG( ) Signatur von 

SK Geheimer Schlüssel (en: Secret Key) 

SN Laufende Nummer (en: Serial Number) 

SM Sichere Nachrichtenübermittlung (en: Secure Messaging) 

SSC Sendefolgezähler (en: Send Sequence Counter) 

SSCD Sichere Signaturerstellungseinheit (en: Secure Signature Creation Device) 

SW1-SW2 Statusbytes (en: Status bytes) 

TDA Terminalgerätauthentisierung (en: Terminal Device Authentication) 

TDES Triple-DES 

TOE Evaluierungsvorgabe (en: Target of evaluation) 

TPDU Dateneinheit des Übertragungsprotokolls (en: Transmission Protocol Data Unit) 

TLS Transportschichtsicherheit (en: Transport Layer Security) 

TLV Tag, Länge, Wert (en: Tag, Length, Value) 

TSF TOE-Sicherheitsfunktionen (en: TOE Security Functions) 

TSP TOE-Sicherheitsrichtlinien (en: TOE Security Policy) 

xP x-Koordinate des elliptischen Kurvenpunkts P 

yP y-Koordinate des elliptischen Kurvenpunkts P 
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This document (FprEN 419212-1:2016) has been prepared by Technical Committee CEN/TC 207 
“Furniture”, the secretariat of which is held by AFNOR. 

This document is currently submitted to the Unique acceptance procedure. 

This document will supersede EN 419212-1:2014 and EN 419212-2:2014. 

This standard supports services in the context of lectronic entification, uthentication and Trust 
ervices (eIDAS) including signatures. 

In EN 419212-2, the standard allows support of implementations of the European legal framework for 
electronic signatures, defining the functional and security features for a Secure Elements (SE) (e.g. 
smart cards) intended to be used as a Qualified electronic Signature Creation Device (QSCD) according 
to the Terms of the “European Regulation on Electronic Identification and Trust Services for electronic 
transactions in the internal market” [eIdasReg#1]. 

A Secure Element (SE) compliant to the standard will be able to produce a “qualified electronic 
signature” that fulfils the requirements of Article of the Electronic Signature Regulation [eIdasReg#1] 
and therefore can be considered equivalent to a hand-written signature. 

This standard consists of five parts: 

Part 1: “Introduction and common definitions” describes the history, application context, market 
perspective and a tutorial about the basic understanding of electronic signatures. It also provides 
common terms and references valid for the entire 419212 series. [NP1#1] 

Part 2: “Signature and Seal Services” describes the specifications for signature generation according to 
the eIDAS regulation. [NP2#1] 

Part 3: “Device Authentication” describes the device authentication protocols and the related key 
management services to establish a secure channel. [NP3#1] 

Part 4: “Privacy specific Protocols” describes functions and services to provide privacy to identification 
services. [NP4#1] 

Part 5: “Trusted eServices” describes services that may be used in conjunction with signature services 
described in Part 2. [NP5#1] 

This document has been prepared under a mandate given to CEN by the European Commission and the 
European Free Trade Association. 
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Recipients of this draft are invited to submit, with their comments, notification of any relevant patent 
rights of which they are aware and to provide supporting documentation. 

The European Committee for Standardization (CEN) draws attention to the fact that it is claimed that 
compliance with this document may involve the use of a patent concerning the mapping function given 
in [NP2#8.2.5] 8.2.5 “Step 4.2 - Map nonce and compute generator point for integrated mapping”. 

The patent relates to “Sagem, MorphoMapping Patents FR09-54043 and FR09-54053, 2009”. 

CEN takes no position concerning the evidence, validity and scope of this patent right.  

The holder of this patent right has ensured CEN that he/she is willing to negotiate licences under 
reasonable and non-discriminatory terms and conditions with applicants throughout the world. In this 
respect, the statement of the holder of this patent right is registered with CEN. Information may be 
obtained from: 

Morpho 
11, boulevard Galliéni 
92445 Issy-les-Moulineaux Cedex 

Attention is drawn to the possibility that some of the elements of this document may be the subject of 
patent rights other than those identified above. CEN shall not be held responsible for identifying any or 
all such patent rights. 
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This part is an informative introduction into the following parts. It gives guidance to the following parts 
in order to allow an efficient usage of the provided information. Therefore Part 1 provides history, 
application context, market perspective and a tutorial about the basic understanding of electronic 
signatures. 

 Clause 3 provides “Terms and definitions” covering all parts of this standards. The specific parts 
will contain a similar section which refers to the clause of this Part 1. 

 Clause 4 provides “Symbols and abbreviations” covering all parts of this standards. The specific 
parts will contain a similar section which refers to the clause of this Part 1. 

 Clause 5 provides a Management Summary that describes the market context in which electronic 
signatures are typically 

 Annex A provides the algorithm identifies for all parts of the standard. 

 Annex B provides the algorithm identifies for all parts of the standard. 

 Annex C provides the build scheme for object identifiers for all parts of the standard. 

 Annex D "Tutorial on Signature Technology" provides a tutorial which helps the first reader to get 
familiar with signature technology and its relation to the society that it serves. 

 Annex E "Guide to the EN419212" explains the historical and technical evolution of the ESIGN 
activities which did finally lead to this version of the signature standard. 

 

The following documents, in whole or in part, are normatively referenced in this document and are 
indispensable for its application. For dated references, only the edition cited applies. For undated 
references, the latest edition of the referenced document (including any amendments) applies. 

ISO/IEC 7816-3:2006, 
 

ISO/IEC 9796-2:2010, 
 

ISO 7498-2, 
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