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Nationales Vorwort

Dieses Dokument (FprEN 419212-5:2016) wurde vom Technischen Komitee CEN/TC 224 ,Personliche
Identifikation, elektronische Signatur, maschinenlesbare Karten sowie zugehorige Gerateschnittstellen und
Verfahren“ erarbeitet, dessen Sekretariat vom AFNOR (Frankreich) gehalten wird.

Das zustindige deutsche Normungsgremium ist der Unterausschuss NA 043-01-17-04 UA
»Austauschprotokolle bei Chipkarten im DIN-Normenausschuss Informationstechnik und Anwendungen
(NIA).

Dieses Dokument ist derzeit zum einstimmigen Annahmeverfahren (UAP) vorgelegt.
Dieses Dokument wird DIN EN 419212-1:2015-03 und DIN EN 419212-2:2015-03 ersetzen.

Diese Norm unterstiitzt Dienste im Zusammenhang mit elektronischer Identifikation, Authentifizierung und
Vertrauensdiensten (eIDAS), einschliefilich Signaturen.

DIN EN 419212-5 soll die Implementierung des europdischen rechtlichen Rahmens fiir elektronische
Signaturen unterstiitzen, indem Sie die funktions- und sicherheitsbezogenen Anforderungen an sichere
Elemente (z.B. Chipkarten) zur Verwendung als qualifizierte elektronische Signaturerstellungseinheit (en:
Qualified electronic Signature Creation Device, QSCD) entsprechend den Bedingungen der Europdischen
Verordnung tliber elektronische Identifizierung und Vertrauensdienste fiir elektronische Transaktionen im
Binnenmarkt definiert.

Ein mit der Norm iibereinstimmendes sicheres Element wird in der Lage sein, eine ,qualifizierte
elektronische Signatur“ (QES) zu erzeugen, die die Artikel der Verordnung zu elektronischen Signaturen
erfiillt und daher als zu handschriftlichen Signaturen dquivalent betrachtet werden kann.

Die Normenreihe DIN EN 419212 besteht aus finf Teilen:

— Teil 1: ,Einfiihrung und allgemeine Definitionen” beschreibt die Geschichte, Anwendungszusammenhang,
Marktperspektive und eine Anleitung fiir gas Grundverstdndnis von elektronischen Signaturen. Sie bietet
aufSerdem allgemeine Begriffe und Verweisungen, die fiir die gesamte 419212 Reihe giiltig sind.

— Teil2: ,Signatur- und Siegeldienste” beschreibt Festlegungen fir die Signaturerzeugung in
Ubereinstimmung mit der eIDAS Verordnung.

— Teil 3: ,Gerdteauthentifizierung” beschreibt die Gerdteauthentifizierungsprotokolle und die dazu-
gehdrigen Schliisselverwaltungsdienste zur Einrichtung eines sicheren Kanals.

— Teil 4: ,Datenschutzspezifische Protokolle” beschreibt Funktionen und Dienste, um den Datenschutz bei
Identifikationsdiensten zu gewdhrleisten.

— Teil 5: ,Vertrauenswiirdige elektronische Dienste” beschreibt Dienste, die in Verbindung mit den in Teil 2
beschriebenen Signaturdiensten verwendet werden kénnen.

Das Prasidium des DIN hat mit seinem Beschluss 1/2004 festgelegt, dass von dem in den Regeln der
europdischen Normungsarbeit von CEN/CENELEC verankerten Grundsatz, wonach Europdische Normen in
den drei offiziellen Sprachen Deutsch, Englisch, Franzgsisch veroffentlicht werden, in begriindeten
Ausnahmefallen abgewichen und auf die deutsche Sprachfassung verzichtet werden kann. Daher wurden
von dieser Norm nur die Begriffe libersetzt (siehe Nationaler Anhang NA).

Anderungen

Gegeniiber DIN EN 419212-1:2015-03 und DIN EN 419212-2:2015-03 wurden folgende Anderungen
vorgenommen:

a) Normenreihe wurde aufgrund der eIDAS Verordnung umstrukturiert;

b) Die zusatzlichen Dienste aus dem fritheren Teil 2 wurden in diesen neuen Teil 5 libernommen.
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Warning : This document is not a European Standard. It is distributed for review and comments. It is subject to change without
notice and shall not be referred to as a European Standard.

. — |

EUROPEAN COMMITTEE FOR STANDARDIZATION
COMITE EUROPEEN DE NORMALISATION
EUROPAISCHES KOMITEE FUR NORMUNG

CEN-CENELEC Management Centre: Avenue Marnix 17, B-1000 Brussels

© 2016 CEN  All rights of exploitation in any form and by any means reserved Ref. No. FprEN 419212-5:2016 E
worldwide for CEN national Members.

Documents

Document Sharing Hub

Full document details: E DIN EN 419212-5:2016-11


http://www.avadocuments.com/doc/e-din-en-419212-5-2016-11
http://www.avadocuments.com/doc/e-din-en-419212-5-2016-11

E DIN EN 419212-5:2016-11 - Entwurf -
FprEN 419212-5:2016 (E)

Contents

I D100 o) 0722 B 0 (0] a0 ) o 5
8 00 Yo L0 o o o) o 6
1 (Y ] 1 7
2 N OTTNALIVE T CIEIICES . eermeermrsmrssersssssssssmsismssssssssssmssnsssnsssmss msassss e ssms s ssnsssssnssamsssnsans msssmssnssnnssnnns sensmsannsssnsnsnn 7
3 B IR 10 o B =T 0 000 0] 4 SR 7
4 ADbDreviations aNd NOtATION.....uicuuirisrrsrsmssrsserssrmssrmsssssssssesmssssssss sasssmsssmsssnssnsssmses sesses semsssmsssesnss seas semnsamssansan 7
5 5 o o Do 03 0 P2 1 IRY=Y % ol R =] =Y o () ¢ 7
6 Client/Server AUthentiCatioNn ... s s s e s e 11
6.1 T2 1 1<) o= | R 11
6.2 Client/Server ProtOCOIS ... ssssss s s s sess e seessssms sess s san e s smsssnn s snas smsassnass snns 11
6.3 Steps preceding the client/server authentication ... ————— 12
6.4 5= 10 L0 10 0 .- 1 . 12
6.4.1 PKCS #1 V 1-5 PAQING..ocrnrerrcmreereerceermsmecsesmee s ssmsssmsesssssssasmsssesssasssasass sessssssessemss sesessssssssssasmsesssnssasases 12
6.4.2 PKCS #1 V 2.X (PfSS) PAAAING....ciciusrmmmnsssmsmsssmsssssssssmssmsssssnsssssssssssssssssssasass smssssssssssmsssssssssssssesssssssssssssases 13
6.4.3 Building the DSI 0N ECDSA ... imsmsesssssnsssssssssssssss e sesssssasssssss sessssssssssssss sassssasssssss sesssssessssamss seses 14
6.5 Client/Server ProtOCOL ... s s s e e s ass s e e s s s 14
LT R 1) 1 U= o | R 14
6.5.2 Step 1 — Read CertifiCate ... s s s s s ssases 15
6.5.3 Step 2 — Set signing key for client/server internal authentication ... 16
6.5.4 Step 3 — Internal authentication ... ———————S———_—_—_—_—__;; 17
6.5.5 Client/Server authentication execution floOW......cciinmnnm s ——— 19
6.5.6 Command data field for the client server authentication .........ccccrrrmirmrisssssressssssssssmssresnees 20
7 23007 L0 L0 T 4 T3 4 10 U 1 (0 o 21
7.1 Role Authentication Of the CAId ......ccuvumrrriesmmsrsmisisssssssssssmsssnsssssssessms semsssmssss snsmssanssssssssssnssnnssmssnnssmess 21
7.2 Role Authentication Of ThE SEIVET ...icciuciorriesmrmsisssssissssssssnsssmsssnsssssssessms ssmsssassss snsmssanssns samssssssnnssensnnssmess 21
7.3 Symmetrical external authentication ... ———————— 21
72 3 T 0 07 10 Y o o 21
7.3.2 Description of the cryptographic mechaniSms ... ———————— 25
7% 10 T 10 30 UT 0 01 () . 26
7.4 Asymmetric external authentication ... —————— 26
7.4.1 ProtoCol DASEA O RSA....cccuuiirrsrresrarssssasssssnsssssnsssssssansssssnss sassss sassassmssss sasans ssns semsasssassnsanssansnss smsass e smssessars 26
8 Symmetric key transmission between a remote server and the ICC........cooooeieeerceens 29
8.1 Steps preceding the Key tranSPOTt. .. camsmssmsmsssmsssssmsssesmsmsassssssssssssssssssmsmss ssmsesmssssssssssssssssssmsmss seses 29
8.2 Key encryption With RSA ... s seememesas s s en s e e e e st s s smemses s s en s et s 29
8.2.1 PKCSH1 V1.5 PAAAING ...icsurrrsmsmsmnsesssessssssssesmsmsssmssssssssmssssssssssssssssass seasssssssasass s ssssas samss sssssssnss sssnasssssssnssssases 29
8.2.2 PKCSH#1 V1.5 PAAAING ..uicsuersrsmsmmnsesssessssssssesmsmsssmssssssssmsassssssssssssssass seasssssssasass s ssssss samss sssssssnss sssnssssssssnssssases 31
8.2.3  OAEP PAAAING c.erururrermsmsmsmssimsmssinmsssssssssssmsasssmsss semssesssssssssssssssssas sss sams s sessse s s easssnssss sess sems e semsasas st senssemansssnss 31
8.2.4  EXECULION flOW ...ucciiiiiiiiissisiesisesssmsssssssssmsssssansssnsssmss sessmssamss smsasssnss snmmsssensssses samsssmssss nnssamnsssssnssnnsssnssensssannes 32
8.3 Diffie-Hellman key exchange for key encipherment.........c s 34
80 200 I €-12) 4 1<) i 1 34
8.3.2  EXECULION flOW weeveisiessmmsssnsasssasssnsssssassssss asssssssnsssmsssnss sessmssamss smssssase s smssss snasssas sams samssmsuns samssssssnssames smss sunasesnmes 36
9 R Fea =T LD =720 i Cor U (o) 38

Documents

2 Document Sharing Hub

Full document details: E DIN EN 419212-5:2016-11


http://www.avadocuments.com/doc/e-din-en-419212-5-2016-11
http://www.avadocuments.com/doc/e-din-en-419212-5-2016-11

- Entwurf— E DIN EN 419212-5:2016-11
FprEN 419212-5:2016 (E)

9.1 0T 1 1) o | . 38
9.2 Signature verification execution floOw ... ————————— 38
£ 2072 S €3 1T i | 38
9.2.2 Step 1: Receive Hash ... s s s ssssssssssssssssssss s ssssas snmsssess 39
9.2.3 Step 2: Select verification KeY ... smssssssssssssssssssssssasssssssssssssasssssssssnss senss 40
9.2.4 Step 3: Verify digital SIgNAtUTe ... s s s sems s s sssssssss snmss 41
10 Certificates for additional SEIVICES ..o ses s s e se e s s semem s snes 41
IO 20 S 5 1 1 (ot o 41
I 27 35 I o 11 o 42
10.3  EF.C_X509.CH.DS.....ccioiuuuiimmssusssssssssssnsssmsssssssssnnsssmsssssnsssssss senss s nsssssass semss seasss samssnsss sesnsssmsssssnsssssssasass sessssnss 42
I D0 L O 04 . 1 42
I RS 00 L O 04 5 1 € 43
10.6 Reading Certificates and the public Key 0f CAS ....cccccnmnnmmmmmmsmsmssss s s smssssssess 43
11 APDU At STIUCEUTI@S cuvceitimssssnssssasesssssssnssassss sessssssass sasmsssssssnss sumssssssss snssssssssss s nssssss seas e sssssnases samsssnsnss snsssusns 43
11.1  AlOTithimn IdeNtIfIerS. i umcsrsresesrsrsmsesisssimsssssss s s s e s e s s ea s s s s 43
11.2  Alorithin IdentifIerS. i s e s s s s s na s s R s s 43
0 S 00 2 44
I 0 T 1 ) | 44
11.3.2 CRT DST for selection of ICC’s private client/server auth. Key .....cccccoumsssmmnimssimsecssssssssnns 44
11.3.3 CRT AT for selection of ICC’s private client/server auth. Key......cccummmmmmmmmm. 44
11.3.4 CRT CT for selection of ICC’s Private Key......mmsmmsssssssssssssssss s s ssmssssssssssassssas 44
11.3.5 CRT DST for selection of IFD’s public key (signature verification) ... 45
Annex A (informative) Security Service Descriptor Templates ... 46
A1l =3 1T o 46
A2 Security Service DeSCriptor CONCEPT ... mmrmsrsmsrsmsmsesassssmssssssssssmsssmss smsmsssmssssssssssssssssssmss sesmsmsmsasssnes 46
A3 NI D 0 F= U= T 0] 4 = o . 47
L W T 4 T - | . 47
A.3.2 DO Extended Header List, tag ‘4D’ ..o s snssssssssssssssssssssssssssssasass sessssnss 47
A.3.3 DO Instruction set mapping (ISM), tag ‘B0 .....cccccumrmnmmrrsrsmmssssmmssimsmsmsssmssssssss s s s ssmsassnmssssans 47
A.3.4 DO Command to perform (CTP), tag ‘52’ (refer to ISO/IEC 7816-6)....c.cccusssesnssmrsrsessssnens 47
A.3.5 DO Algorithm object identifier (OID), tag ‘06’ (refer to ISO/IEC 7816-6) ...cccvuerereresmrassnsnsnsnas 48
A.3.6 DO Algorithm reference, tag ‘81’ ... s s s s 48
A.3.7 DO Key reference, tag ‘B2’ ... ssssssssss s sssssss s ssssss s sssss s sssas s nesse 48
A.3.8 DO FID Key file, tag ‘B3’ ......cicioimrmsrimsismssmmssssssssssasssssmssssssssmsmsssmsssssssssnssssssss s ssssssssseas seasssseass smsmssssss snmnsssnmseass 48
A.3.9 DO Key Sroup, tag ‘B4’ ..cccuuusesesesesmsmssmsmssssssssssssssssssssss sesssssssss sesssssessssasssas e sesssassssssssssssess sessas smss st sssesassssnssses 48
A.3.10 DO FID base certificate file, tag ‘85’ .....cccummiiiiimmmnmsnnnssmmsmmsmsms s s semssssssssssssss 48
A.3.11 DO FID adjoined certificate file, tag ‘86’ ........currimnmnmmsmsmsmsmsmssmss s s s sesssenss 48
A.3.12 DO Certificate reference, tag ‘87’ ... s s s ——. 48
A.3.13 DO Certificate qualifier, tag ‘B8’ .......cccuirmimmmnniiis s s s e smsasasasaes 48
A.3.14 DO FID for file with public key of the certification authority PK(CA), tag ‘89’ ........ccecverururanns 49
A.3.15 DO PIN usage policy, tag ‘SF2F ... s s ssssssssss seasssssass smsmssssss snassssnmssass 49
A.3.16 DO PIN reference, tag ‘BA’......cccuumsmmsmsmssmssusssmsssssssssmsmsssmsssssnss s ssssss s sssass seasssssssssass eamssssss snasmssnmseses 49

Documents

Document Sharing3Hub

Full document details: E DIN EN 419212-5:2016-11


http://www.avadocuments.com/doc/e-din-en-419212-5-2016-11
http://www.avadocuments.com/doc/e-din-en-419212-5-2016-11

E DIN EN 419212-5:2016-11 - Entwurf -
FprEN 419212-5:2016 (E)

A.3.17 DO Application identifier (AID), tag ‘4F’ (refer to ISO/IEC 7816-6)......cccccunmsumssimssssemssessssseness 49
A.3.18 DO CLA cOding, tag ‘BB’ .....cccuummmimiesesmrmsmmmsssssssmsmsmsmsmsssmsssasssssssssssssssamsssmsns semssssssssssssssssssams snmsns semsasmsnsssass 49
A.3.19 DO Status information (SW1-SW2), tag ‘42’ (refer to ISO/IEC 7816-6) .......cousrsrsesesemsenmsesesenes 49
A.3.20 DO Discretionary data, tag ‘53’ (refer to ISO/IEC 7816-6) ....ccusummsmmmmmssssssssssssmsssmsmssssssssssssssssns 50
A.3.21 DO SE NUMDET, a8 ‘7B’ ...ccceirsmsrsssmsesssmsassmsssssssssssssmsmsmsnss smsssasssssssssssssssamsssmsns semsssssssssssssssssssams nmsns semsasmsnsssnss 50
A.3.22 DO SSD profile identifier, tag ‘D ... s smsss s s sesssasss snsssssessssmss seaes 50
A.3.23 DO FID Mapping, tag ‘BE ... ssssssss s ssssssssssmsssmssssssss snsssssssssssssssass seassssssasass 50
A4 Location of the SSD tempPlates ... s s s s ————" 50
A.5 Examples for SSD templates ... s sssssssssssssssssssssssssssessssssssssmsssssssss sesssssassssssasas sesns 50
Annex B (informative) Example of DF.CIA....cccimimmmsimsssssssssss s ssssssssss s ssssssssssassssss sessssssssssnss 52
L33 10Y 1073 =1 0 4, 60
Documents
4 Document Sharing Hub

Full document details: E DIN EN 419212-5:2016-11


http://www.avadocuments.com/doc/e-din-en-419212-5-2016-11
http://www.avadocuments.com/doc/e-din-en-419212-5-2016-11

- Entwurf— E DIN EN 419212-5:2016-11
FprEN 419212-5:2016 (E)

European foreword

This document (FprEN 419212-5:2016) has been prepared by Technical Committee CEN/TC 207
“Furniture”, the secretariat of which is held by AFNOR.

This document is currently submitted to the Unique acceptance procedure.
This document will supersede EN 419212-1:2014 and EN 419212-2:2014.

This standard supports services in the context of electronic IDentification, Authentication and Trust
Services (eIDAS) including signatures.

In EN 419212 Part 2, the standard allows support of implementations of the European legal framework
for electronic signatures, defining the functional and security features for a Secure Elements (SE) (e.g.
smart cards) intended to be used as a Qualified electronic Signature Creation Device (QSCD) according
to the Terms of the “European Regulation on Electronic Identification and Trust Services for electronic
transactions in the internal market” [22].

A Secure Element (SE) compliant to the standard will be able to produce a “qualified electronic
signature” that fulfils the requirements of Article of the Electronic Signature Regulation ” [22] and
therefore can be considered equivalent to a hand-written signature.

This standard consists of five parts:

Part 1: “Introduction and common definitions” describes the history, application context, market
perspective and a tutorial about the basic understanding of electronic signatures. It also provides

common terms and references valid for the entire 419212 series. [NP1#1]

Part 2: “Signature and Seal Services” describes the specifications for signature generation according to
the eIDAS regulation. [NP2#1]

Part 3: “Device Authentication” describes the device authentication protocols and the related key
management services to establish a secure channel. [NP3#1]

Part 4: “Privacy specific Protocols” describes functions and services to provide privacy to identification
services. [NP4#1]

Part 5: “Trusted eServices” describes services that may be used in conjunction with signature services
described in Part 2. [NP5#1]
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Introduction

Recipients of this draft are invited to submit, with their comments, notification of any relevant patent
rights of which they are aware and to provide supporting documentation.

The European Committee for Standardization (CEN) draws attention to the fact that it is claimed that
compliance with this document may involve the use of a patent concerning the mapping function given
in [NP2#8.2.5] 8.2.5 “Step 4.2 - Map nonce and compute generator point for integrated mapping”.

The patent relates to “Sagem, MorphoMapping Patents FR09-54043 and FR09-54053, 2009”.
CEN takes no position concerning the evidence, validity and scope of this patent right.

The holder of this patent right has ensured CEN that he/she is willing to negotiate licences under
reasonable and non-discriminatory terms and conditions with applicants throughout the world. In this
respect, the statement of the holder of this patent right is registered with CEN. Information may be
obtained from:

Morpho
11, boulevard Galliéni
92445 Issy-les-Moulineaux Cedex

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights other than those identified above. CEN shall not be held responsible for identifying any or
all such patent rights.”
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1 Scope

Part 5 of this series contains Identification, Authentication and Digital Signature (IAS) services in
addition to the QSCD mechanisms already described in Part 2 to enable interoperability and usage for
[AS services on a national or European level.

It also specifies additional mechanisms like key decipherment, Client Server authentication, identity
management and privacy related services.

2 Normative references

The following documents, in whole or in part, are normatively referenced in this document and are
indispensable for its application. For dated references, only the edition cited applies. For undated
references, the latest edition of the referenced document (including any amendments) applies.

ISO/IEC 7816-4:2013, Identification cards — Integrated circuit cards — Part 4: Organization, security
and commands for interchange

ISO/IEC 7816-8:2004, Integrated circuit(s) cards with contacts — Part8: Commands for security
operations

ISO/IEC 9796-2:2010, Information technology — Security techniques — Digital signature schemes giving
message recovery — Part 2: Integer factorization based mechanisms

ISO/IEC 9797-1:2011, Information technology — Security techniques — Message Authentication Codes
(MACs) — Part 1: Mechanisms using a block cipher

3 Terms and definitions

For the purposes of this document, the terms and definitions apply as described in [NP1#2].

4 Abbreviations and notation

For the purposes of this document, the symbols and abbreviations apply as described in [NP1#3].
5 Additional Service Selection

Additional services are typically used in the context of applications that use digital signatures.

A well known additional service is the client/server authentication. In this case, the ICC is used as a
crypto toolbox, e.g. in order to encrypt a challenge with a private key, being stored in the ICC. This is
particularly helpful in applications, where a tamper resistant device is required for client/server
authentication. A secure ICC has the necessary tamper resistant quality and may therefore be used
efficiently to support the application in this context.

Document decryption is another known service which may be performed by the IFD. A terminal
application receives a document, typically encrypted with a symmetric key. The symmetric key is also
provided encrypted with a public key. The ICC contains the appropriate private key, deciphers the
symmetric key and returns it to the terminal application.

While the typical usage of a signature card is the generation of a digital signature, an application might
want to verify a signature with a public key, being stored in the ICC. In this case an additional service is
invoked for signature verification.

ICCs used as national identification cards, travel documents or driving licences generally provide
additional applications to enable eServices (e.g. eGovernment, eBusiness, ..) including an ESIGN
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application. In the elD card context new privacy issues are to be put into account, e.g. user tracking, data
minimizing, unlinkability of transactions or domain specific identifiers. This standard specifies privacy
preserving protocols and mechanisms as additional services.

Additional services provided in the ICC mandate the existence of an appropriate security environment.
Associated security environments are described in the [NP2#A].

In addition to the descriptive information found in DF.CIA (refer to [NP2#14]) information might be
required that can be presented in Security Service Descriptors. The concept of Security Service
Descriptors is described in the Annex A.

A user verification may be required prior to the usage of additional services. The password for this user
verification shall be different from the password used for the signature generation. This is to maintain
the purpose of the signature generation password for the sole purpose of a ‘declaration of will’ in the
case of a signature generation.

Figure 1 shows an execution flow for an additional service. The corresponding technical
implementation is given in this document.
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Application in Establish
trusted Connection SCA in untrusted
environment { environment
| Select DF.CIA |
R
: Read :
U ] | Cryptographic |
I = conditional use | | Information Objects | T
i if present, must be : “““‘; “““““ —— Yy
according to this | )
i specification : Select : QS:»CQ |
L Apbplicati | authentication to |
pplication i applicat |
| pplication :
= optional use : ~ ‘ i
fpmmerticmbe ] Read certficates | . a—
1 i and req. input | | : Read Display |
L“““l -------- ] Message :
L — J
Select key(s)
/
Perform User
verification
/
Perform
application
, Secure
P Messaging
Appllcatlon protected
logging (OPT) QSCD/
application
y interaction *
Disconnection

* only if level of confidence is not
achieved with organisational means

Figure 1 — Interaction sequences between application and QSCD

As the standard specifies various mechanisms for device and user authentication with a number of
resulting combinations, Figure 2 shows execution flows for typical signature cards in different security
and privacy context.
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card with contact contactless card card with contact contactless card
interface used in used in trusted interface used in used in untrusted
trusted environment untrusted environment
environment environment
RESET @ RESET @
Password based Password based
mechanism mechanism
{(PACEV2 with SM) {PACEvV2 with SM)
Y Y Y Ty
|~ SelecttRead 1 | | SelectRead 1 | | SelectRead” 1 |||  SelectRead |
| Cryptographic | Cryptographic | Cryptographic | Cryptographic
Information Objects , | ! Information Objects , | ! Information Objects , || ! Information Objects
Selection of ESIGN Selection of ESIGN Selection of ESIGN Selection of ESIGN
or other application or other application or other application or other application
ICC/FD - ICC/IFD -
Asymmetric OR { Asymmetric OR
Symmetric device Symmetric device
authentication authentication
|

 Signature
| Services
' | Additional Security
Services Y ryvy
User Verification
S — Additional
Services
[ optoraluss
Deactivation of
application +% if applications hold card
or holder specific data
Figure 2 — Example of additional service selection
Documents
10 Document Sharing Hub

Full document details: E DIN EN 419212-5:2016-11


http://www.avadocuments.com/doc/e-din-en-419212-5-2016-11
http://www.avadocuments.com/doc/e-din-en-419212-5-2016-11

- Entwurf— E DIN EN 419212-5:2016-11
FprEN 419212-5:2016 (E)

Figure 2 shows the selection of additional services in the context of the ESIGN application. User
verification might be required for some of the additional services. The detailed access conditions are
described in the appropriate security environments.

For security reasons the cryptographic information objects shall not reveal any information which
could be used to associated the ICC to the password. If this cannot be guaranteed, the device
authentication shall be done prior to reading the cryptographic information objects to avoid that an
unauthorized IFD may later reuse that association for further attacks.

Alternatively other measures shall be taken to avoid such an attack. For contactless case in untrusted
environment, two choices are possible.

e Either the reading of CIA file (refer to 14) and the selection of application are done before device
authentication, in conformity with Figure 1

e or the device authentication is done first.
PKCS#15 takes into account privacy preserving measures involving EF.DIR so that to meet data

minimizing property requirements (new component enhanced CIODDO under EF.DIR ensures that the
IFD can access DF.CIA content only once security protocols i.e. PACE are fulfilled).

This prevents the leakage of user information from CIA file and preserves privacy..

6 Client/Server Authentication

6.1 General

For proving access rights to components such as servers, a PK based authentication procedure has to be
performed. Such client/server Authentication (refer to “C/S internal authentication”) is a process,

independent from the requirement of device authentication.

Secured channel between Server and PC

eg. SSLITLS
Server oo - PC

i

ICC

Figure 3 — Example of client/server authentication

In the above example client/server authentication establishes a secured channel between a remote
server and a PC. The ICC will be used as a cryptographic toolbox in order to provide the cryptographic
functionality to the PC.

This specification does not support the authentication of the server (“C/S external authentication”). The
server’s certificate as well as the server protocol is application specific and therefore out of the scope of
this document.

6.2 Client/Server protocols
This specification only covers the case, where the ICC performs a digital signature computation on the
authentication input contained in the data field of an INTERNAL AUTHENTICATE (COMPUTE DIGITAL

SIGNATURE) command. The input is formatted before the private key for authentication is used to form
the signature.
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The key pair used for client/server authentication shall be different from the device authentication keys
and signature generation keys respectively. The public part of this key pair, stored with the
distinguished name of the cardholder, is certified by a certificate (typically X.509 [8]). Such a certificate
is not interpreted by the ICC.

Relevant authentication procedures are e.g.:

— the PK Kerberos protocol (for logon authentication)
— the SSL/TLS protocol
— the SSH protocol

All the above protocols are based on the same cryptographic algorithms. In particular they all use PKCS
#1 padding format in the case of RSA. This specification describes the PKCS #1 padding and C/S
authentication based on ECDSA.

6.3 Steps preceding the client/server authentication
The steps preceding a client/server authentication are application specific. Hence this specification
does not mandate the existence of those steps.

The access conditions proposed in [NP2#A] specify a user verification as a mandatory step prior to
client/server authentication.

The reference to the password to be used for user verification in the context of client/server
authentication is described in the information of DF.CIA.

6.4 Padding format

6.4.1 PKCS #1 v 1-5 Padding

The DSI generation according to PKCS #1 v1.5 uses the padding scheme defined for the EMSA-PKCS-
v1_5 encoding defined in [1] Section 9.2 (starting with step 3 of the encoding method). The padding is
applied directly to the Authentication Input T.

Figure 4 shows an example for DSI generation according to PKCS #1 V1.5. In case of RSA, the
authentication input T is formatted according to [1] PKCS #1, Version 2.1, Chapter 9.2 “EMSA-PKCS1-
v1-5”. For particular Authentication input T refer to 6.4.5.

d {priv. exp)
PKCS1 padding scheme
DSI I
00 | 01 |'FFFF .. FF | 00 Authentication input T ——m=
DSI? mod N
M (2048 bits) -

d

Figure 4 — Example for 2048 bit DSI according to PKCS #1 V1.5

The padding is realized through an octet string consisting of octets with value ‘FF’ (length = 8). Due to
security reasons the authentication input shall be smaller or equal to 33 % of the length of the modulus.
The formatted octet string shall consist of k octets where k is the length in octets of the modulus of the
private key for authentication.
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The digest info is described in [NP2#12.3.3].
6.4.2 PKCS #1 V 2.x (PfSS) Padding

The DSI generation according to PKCS1-PSS uses the padding scheme defined for the EMSA-PSS
encoding defined in [1] section 9.1. There are two modes of operation, each indicated by a separate set
of algorithm IDs see [NP1#TblA.17].

The DSI format according to PKCS #1 V 2.1 has the following structure. The message M represents the
authentication input T.

Authentication Input (any number of bits) M
conditional {see text) [ Hash Algorithm
IFD's action
ICC's action
conditional (see text) | Hash Algorithm RMNG
'00 .. (Bbytes) .. '00" Hash Salt (H bytes) M’
. %//
00, 00 01 Salt (H bytas) HashiM"}
mgfSeed =
Hash{h')
MGF1
|
zernize leftmost bits
d (priv. exp)
DSI !
masked DB Hash{M") |'BC' —
DSI mod N
N {2048 bits) -

Figure 5 — Example for 2048 bit DSI according to PKCS #1 V2.1

Figure 5 shows an example for the DSI computation according to PKCS #1 V2.1. Building the first hash
in the IFD is an optional step and appropriate, if the message M is large and the transmission of this
large message M would required exhaustive data transmission to the ICC.

The hashing function used in MGF1 is the same as the one used to hash the authentication input. The [8
x Key.ModulusByteLength — (Key.ModulusBitLength — 1)] leftmost bits of the output of the MGF1
function are set to zero to provide a DSI input being arithmetically smaller than the modulus N. The
MGF1 function is described in [1] [PKCS 1 — V.2.1, Chapter B.2.1].
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mgfSeed : C mgfSeed : C+1 mgfSeed : C+n

v v v

Hash([—_T_]) Hash([—_T_]) ... | Hash(C_TJ)

dbmask = MGF1(C)

masklLen

Figure 6 — Example for the mask generating function MGF1

Figure 6 shows an example for the mask generating function MGF1. The length of the salt is identical to
the Digest Length H of the hash algorithm. The length of DB computes from

Length(DB) = N - H- 1 = maskLen.

where N is the byte length of the modulus and H is the digest length of the hash algorithm.

The length of the mfgSeed is identical to H, the length of C is 4 bytes as specified [1]. The initial value of
C is zero. The concatenation of [mfgSeed || C] pairs is right truncated at the length of maskLen to build
dbmask.

The [8 x Key.ModulusByteLength - (Key.ModulusBitLength - 1)] leftmost bits of dbmask are set to zero
to provide a DSI input being arithmetically smaller than the modulus N.

The hashing function used in MGF1 is the same as the one used to hash the authentication input. The [8
x Key.ModulusByteLength — (Key.ModulusBitLength — 1)] leftmost bits of the output of the MGF1
function are set to zero to provide a DSI input being arithmetically smaller than the modulus N.

Table 1 — Digital Signature Input (DSI) — Format acc. to PKCS #1V 2.x

T L \'

masked DB = DB @ MGF1(Hash(M"), Key.ByteLength — H — 1)
— — Hash(M’)

‘BC’ = Padding according to ISO/IEC 9796-2 (option 1)

6.4.3 Building the DSI on ECDSA

No hash shall be internally computed by the ICC. The size of the DSI shall not be greater than the size of
the order of the base point (this point is relevant in particular for elliptic curves whose prime length is
not a multiple of eight bits - e.g. P-521).

6.5 Client/Server protocol

6.5.1 General

Table 2 shows the execution flow of the RSA client/server authentication. This specification covers only
the internal authentication.
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Table 2 — Client/Server authentication flow

Stage | Step IFD Tra:oslrlms ICC

preceding steps(e.g. user
verification) that are application| —»

1 — specific for client/server < application specific protocol flow
authentication
INTERNAL AUTHENTICATION — server (IFD) authenticates client (ICC)
1 READ BINARY| ——» certificate
of certificate (typically X.509) <
_>
9 2 MSE:SET PrK.CH.AUT <
; INTERNAL AUTHENTICATE )
or <

COMPUTE DIGITAL SIGNATURE

Client (ICC) is authenticated to server (IFD)

subsequent steps that are
3 — | application specific to present
client/server authentication

< t ified in this d t
not specified in this documen

6.5.2 Step 1 — Read certificate

If the IFD does not already have the client's (ICC) authentication certificate, it may read it from a global
data file EF.C.CH.AUT. The client’s certificate C.CH.AUT may contain public algorithm quantities which
depend on the client/server authentication algorithm.

Execution Flow

Table 3 — Read EF.C.CH.AUT — command APDU

Command Meaning
Parameter
CLA according to ISO/IEC 7816-4
INS ‘B0’ READ BINARY
P1 ‘85’ Example: SFI = 05
P2 ‘00 offset=0
Le field ‘00

For the structure and content of the APDU refer to ISO/IEC 7816-4:2013, 11.2.3.

The structure and coding of C.CAj¢c.CS_AUT may be as described in section [NP3#5.13log], but it could

also be some other certificate format unknown to the ESIGN application. The actual format is
application specific and out of the scope of this standard.
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Table 4 — Read EF.C.CH.AUT — response

Response :

Parameter Meaning
Data field EF.C.CH.AUT plain data as stored in EF
SW1-SwW2 Refer to ISO/IEC 7816-4

Unless the READ BINARY selects the file using a short EF Identifier (SFI), an appropriate SELECT(EF)
command shall be executed prior to reading the file.

6.5.3 Step 2 — Set signing key for client/server internal authentication

The MSE command sets the keyID of the ICC’s client/server private authentication key to be used for
the following computation of the digital signature.

Execution Flow

Table 5 — Select key reference for internal authentication - command APDU

Command Meaning
Parameter
CLA according to ISO/IEC 7816-4
INS 22’ MANAGE SECURITY ENVIRONMENT
P1 ‘41’ SET for internal authentication
P2 ‘A4
Lc field xx’
Data field CRT data field with AlgID (PrK.CH.AUT) and KeyRef(PrK.CH.AUT)

For the structure and content of the APDU refer to ISO/IEC 7816-4:2013, 11.5.11.

The structure and coding of the key reference data are specified in 11.2.2.

In order to avoid ambiguity the hashing function MGF1 shall be indicated in the AlgID.
The response data field is empty.

Table 6 — Select key reference for internal authentication — response

Response .
Parameter Meaning
Data field empty

SW1-SW2 Refer to ISO/IEC 7816-4

Alternatively the COMPUTE DIGITAL SIGNATURE command can be used.

Alternative Execution Flow
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Table 7 — Select key reference for internal authentication — command APDU

Command Meaning
Parameter
CLA according to ISO/IEC 7816-4
INS 22 MANAGE SECURITY ENVIRONMENT
P1 ‘41 SET for internal authentication
P2 ‘B6’ digital signature DST
Lc field xx’
Data field CRT data field with AlgID (PrK.CH.AUT) and KeyRef(PrK.CH.AUT)

For the structure and content of the APDU refer to ISO/IEC 7816-4:2013, 11.5.11.
The structure and coding of the key reference data are specified in 11.3.2.
The response data field is empty.

Table 8 — Select key reference for internal authentication — response

Response

Meanin
Parameter 8

Data field empty
SW1-SW2 Refer to ISO/IEC 7816-4

6.5.4 Step 3 — Internal authentication

The IFD sends a challenge in the data field of the INTERNAL AUTHENTICATE command. The ICC
computes a signature over the challenge by using its private key, that was selected in the preceding
step.

Execution Flow

Table 9 — INTERNAL AUTHENTICATE — command APDU

Command Meaning
Parameter
CLA according to ISO/IEC 7816-4
INS ‘88’ INTERNAL AUTHENTICATE
P1 ‘00’ no algorithm information
P2 ‘00 key reference — none
Lc field xx’
Data field data authentication input see below (Table 13 to Table 17)
Le field ‘00’

For the structure and content of the APDU refer to ISO/IEC 7816-4:2013, 11.5.2.
The digital signature input format is described in 6.4.5 .
The algorithms usable for client server authentication are described in 11.2.

The response data contains the signature.
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