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Nationales Vorwort 

Die englische Originalfassung des internationalen Dokuments IEC 9/1278/CDV:2009 „Electronic Railway 
Equipment – Train Communication Network – Part 3-3: CCN – CANopen Consist Network Bus“ (Entwurf in 
der Umfrage) ist unverändert in diesen Norm-Entwurf übernommen worden. 

Die Internationale Elektrotechnische Kommission (IEC) und das Europäische Komitee für Elektrotechnische 
Normung (CENELEC) haben vereinbart, dass ein auf IEC-Ebene erarbeiteter Entwurf für eine Internationale 
Norm zeitgleich (parallel) bei IEC und CENELEC zur Umfrage (CDV-Stadium) und Abstimmung als FDIS (en: 
Final Draft International Standard) bzw. Schluss-Entwurf für eine Europäische Norm gestellt wird, um eine 
Beschleunigung und Straffung der Normungsarbeit zu erreichen. Dem entsprechend ist das internationale 
Dokument IEC 9/1278/CDV:2009 „Electronic Railway Equipment – Train Communication Network – Part 3-3: 
CCN – CANopen Consist Network Bus“ unverändert in den Entwurf FprEN 61375-3-3:2009 übernommen 
worden. 

Das internationale Dokument wurde vom TC 9 „Electrical equipment and systems for railways“der 
Internationalen Elektrotechnischen Kommission (IEC) erarbeitet. 

Es ist vorgesehen, auch bei der entsprechenden zukünftigen Deutschen Norm auf die deutsche Sprach-
fassung zu verzichten und diese in der englischsprachigen Fassung zu veröffentlichen. 

Das Präsidium des DIN hat mit Präsidiumsbeschluss 1/2004 festgelegt, dass DIN-Normen, deren Inhalt sich 
auf internationale Arbeitsergebnisse der Informationsverarbeitung gründet, unter bestimmten Bedingungen 
allein in englischer Sprache veröffentlicht werden dürfen. Diese Bedingungen sind für den vorliegenden 
Normentwurf erfüllt. 

Bei der Abstimmung zu dem Europäischen Schluss-Entwurf bei CENELEC und dem Internationalen Schluss-
Entwurf bei IEC [Final Draft International Standard (FDIS)] sind jeweils nur „JA/NEIN“-Entscheidungen 
möglich, wobei „NEIN“-Entscheidungen fundiert begründet werden müssen. Dokumente, die bei CENELEC 
als Europäische Norm angenommen und ratifiziert werden, sind unverändert als Deutsche Normen zu 
übernehmen. 

Für diesen Norm-Entwurf ist das nationale Arbeitsgremium UK 351.1 „Fahrzeuge“ der DKE  Deutsche 
Kommission Elektrotechnik Elektronik Informationstechnik im DIN und VDE (www.dke.de) zuständig. 

Für den Fall einer undatierten Verweisung im normativen Text (Verweisung auf eine Norm ohne Angabe des 
Ausgabedatums und ohne Hinweis auf eine Abschnittsnummer, eine Tabelle, ein Bild usw.) bezieht sich die 
Verweisung auf die jeweils neueste gültige Ausgabe der in Bezug genommenen Norm. 

Für den Fall einer datierten Verweisung im normativen Text bezieht sich die Verweisung immer auf die in 
Bezug genommene Ausgabe der Norm. 

Der Zusammenhang der zitierten Normen mit den entsprechenden Deutschen Normen ergibt sich, soweit ein 
Zusammenhang besteht, grundsätzlich über die Nummer der entsprechenden IEC-Publikation. Beispiel: 
IEC 60068 ist als EN 60068 als Europäische Norm durch CENELEC übernommen und als DIN EN 60068 ins 
Deutsche Normenwerk aufgenommen. 
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INTERNATIONAL ELECTROTECHNICAL COMMISSION 
____________ 

 
ELECTRIC RAILWAY EQUIPMENT – 

TRAIN COMMUNICATION NETWORK – 
 

Part 3-3: CCN – CANopen Consist Network 
 
 

FOREWORD 

This Committee Draft  for Vote was prepared by the IEC TC9 WG43 according to the following 
resolution that was taken by TC9 during the Plenary Meeting in Kista (Sweden) on November 2008. 
 
Resolution 48/13 
 

Noting the comments received on documents 9/1162/CD to 9/1167/CD, TC9 instructs WG43 
Convenor to prepare the CDV texts for 61375 series (except 61375-3-4) by May 2009 at the 
latest. 
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INTRODUCTION 

TCN is an International Standard with the aim of defining interfaces so as to achieve plug-in 
compatibility:  

a) between equipment located in different vehicles or consists, and 

b) between equipment and devices located within the same vehicle or consist.  

One of the key success factors for deployment of any technology is the standardization and 
the ensuring interoperability among various implementations. To facilitate interoperability a 
conformance test should be implemented. 

In this part of IEC 61375, the TCN deals with: 

the consist network based on CANopen.  

In addition gateway devices between the Train Backbone and the CANopen-based consist 
network are considered. 

This standard is structured into 11 clauses.  
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ELECTRIC RAILWAY EQUIPMENT – 
TRAIN COMMUNICATION NETWORK – 

 
Part 3-3: CCN – CANopen Consist Network 

 
 

1 General 

1.1 Scope 

This part of the standard specifies the data communication bus inside consists that are based 
on CANopen. CANopen was developed for use in, but is not limited to, industrial automation 
applications. These applications may include devices such as input/output modules, motion 
controllers, human machine interfaces, sensors, closed-loop controllers, encoders, hydraulic 
valves or programmable controllers.  

In the application field of rail vehicles CANopen networks are utilized to network subsystems in 
consists such as e.g. brake control system, diesel engine control system and interior or 
exterior lighting control system. In addition CANopen is utilized as consist network to enable 
the data exchange between the different subsystems within one single rail vehicle or a group 
of rail vehicles sharing the same Consist Network.  

This part of IEC 61375 applies to all equipment and devices operated on a CANopen-based 
consist network within TCN architecture as described in IEC 61375-1. 

The applicability of this standard to a TCN implementation allows for individual conformance 
checking of the implementation itself and is a pre-requisite for further interoperability checking 
between different TCN implementations. In any case, proof of compatibility between Train 
Backbone and the Consist Network will have to be brought by the supplier. 

This part of IEC 61375 applies to the architecture of communication systems in Open trains. In 
addition it may be applicable to closed trains and multiple unit trains when so agreed between 
purchaser and supplier. 

 

1.2 Normative references 

The following referenced documents are indispensable for the application of this document. 
For dated references, only the edition cited applies. For undated references, the latest edition 
of the referenced document (including any amendments) applies.  

EN 50325-4: 2002, Industrial communication subsystems based on ISO 11898 (CAN) for 
controller- device interfaces – Part 4: CANopen 

IEC 61375-1, Electric railway equipment – Train backbone – Part 1: General Architecture 

IEC 61375-2-1, Electric railway equipment – Train bus – Part 2: Train communication network
  – Part 1: Wire train bus  

IEC 61375-2-2, Electric railway equipment – Train bus – Part 2: Train communication network
  – Part 2: Wire train bus conformance test plan 

ISO 11898-1: 2003, Road vehicles – Controller area network (CAN) – Part 1: Data link layer 
and physical signaling 

ISO 11898-2: 2003, Road vehicles – Controller area network (CAN) – Part 2: High-speed 
medium access unit 
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ISO/IEC 646: 1991 Information technology – ISO 7-bit coded character set for information 
interchange 

ISO/IEC 9899: 1999, Programming languages – C 

1.3 Terms and definitions 

ASCII 

7-bit coded character set according to ISO/IEC 646 

CANopen device  
End Device connected to a CANopen-based consist network 

Field device 
networked independent physical entity of an automation system capable of performing 
specified functions in a particular context and delimited by its interfaces 

Logical consist network 
the way the data passes through the consist network without considering the physical 
interconnection of the End Devices 

Logical device 
representation of a field device in terms of its objects and behavior according to a field device 
model that describes the device’s data and behavior as viewed through a network  

Layer Setting Services 
services for adjusting bit rate and Node-ID via the communication interface of the CANopen 
device 

Node-ID 
1) network-wide unique identifier for each CANopen device 
2) 7-bit coded Device Address in CANopen-based consist networks 

Object 
entity with a well-defined boundary and identity that encapsulates state and behavior 

Virtual device 

entity of software capable of accomplishing a functional element of a field device 

For the purposes of this document, the terms and definitions given in ISO 11898-1, ISO 11898-
2, IEC 61375-1, IEC 61375-2-1 and EN 50325-4 apply. 

1.4 Abbreviations 

ASCII American Standard Code for Information Interchange 

BNF Backus Naur Form 

CAN Controller Area Network  

CPU Central Processing Unit 

CR Carriage Return 

CRLF Carriage Return and Line Feed 

DCF Device configuration file 
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FSA Finite state automaton 

ID Identifier 

LF Line Feed 

LSS Layer Setting Services 

NMT Network management 

OSI Open system interconnect 

PAS PDO access service 

PDO Process data object 

SAS Service data object access service 

SRD SDO requesting device 

For the purposes of this document, abbreviations given in ISO 11898-1, ISO 11898-2, 
IEC 61375-1, IEC 61375-2-1 and EN 50325-4 apply. 

1.5 Conventions 

The conventions given in IEC 61375-1 shall apply. 

2 Architecture 

2.1 Content 

This clause provides the definition of the architecture for Consist Networks based on 
CANopen.  

2.2 Logical CANopen-based consist network 

The overall Logical CANopen consist network, connecting several Virtual Devices, is illustrated 
in Figure 1. The CANopen-based Consist Network interconnects several Virtual Devices and 
sub-systems such as e.g. Train operating system (TOS), Monitoring and safety system (MSS), 
Auxiliary operating system (AUX), Power (drive) system (PDS), Running gear system (RGS), 
Brake control system (BCS), Ancillary operating system (ANC), Vehicle linkage system (VLS), 
Exterior lighting system (ELS), Interior lighting system (ILS), Door control system (DCS), 
HVAC system (HS), Passenger information system (PIS), Diagnostic system (DS), or Train-to-
ground communication system (TCS).  

The Logical CANopen-based consist netwok is connected to the Train Backbone via a 
Gateway. The Gateway manages the information exchange as well as the process data 
marschalling between the Train Backbone and the Consist Network.  
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Figure 1 – Logical network architecture of the consist network 

2.3 Network topology 

The network topology shall be as close as possible to a single line structure with termination 
resistors on both sides of the network as suggested by /ISO11898-2/. The total network length 
shall not exceed 450 m, if a transmission rate of 125 kbit/s is used.  

The accumulated stub length shall not exceed 110 m, and the single stub length shall not 
exceed 22 m, in case a transmission rate of 125 kbit/s is used. It is recommended to keep the 
stub lengths as short as possible. The CAN transceiver chips shall be galvanically isolated. 
Optocouplers are placed between CAN controller and CAN transceiver. This affects the 
maximum bus length depending upon the propagation delay of the optocouplers. The 
termination resistor on both ends of the bus lines shall be 120 Ohm or higher. 

The network topology is illustrated in Figure 2.  

CAN  bus lines

1
2
0
 Ω

1
2
0
 Ω

CANopen 

device 1

CANopen 

device n

Opto coupler Opto coupler

Transceiver Transceiver

Controller Controller

CAN H

CAN L

CAN GND  

Figure 2 – Network topology of CANopen-based consist network 

2.4 Addressing 

Any End Device that is connected to a CANopen-based Consist Network requires a unique 
CANopen Node-ID in the range from 01h to 7Fh. The CANopen Node-ID is either adjusted via 

PDS TOS MSS
Gateway

ELS

ILSDSANC BCSDCS

AUXHSTCS

VLSRGSPIS

Train network

CANopen
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hardware switches or via software. In case the CANopen Node-ID is adjusted via the CANopen 
communication interface of the device, the CANopen Layer Setting Services shall be used.  
The CANopen Node-ID shall not be adjusted via the CANopen object dictionary of the related 
device.    

The definition of the Layer Setting Services (LSS) is not in the scope of this standard 

NOTE LSS are specified in the document CiA 305. 

2.5 Data classes 

To be able to exchange meaningful data across the CANopen-based Consist Network, it is 
necessary that the format of this data and its meaning is known by the producer and the 
consumer(s). This specification models this by the concept of data types.  

The encoding rules define the representation of values of data types and the transfer syntax 
for the representations. Values are represented as bit sequences. Bit sequences are 
transferred in sequences of octets (bytes). For numerical data types the encoding is little 
endian style.  

Applications often require data types beyond the basic data types. Using the compound data 
type mechanism, it is possible to extend the list of available data types. Some general 
extended data types are defined as “Visible String” or “Time of Day”. Compound data types are 
a means to implement user defined “DEFTYPES” in the terminology of the EN 50325-4 and not 
“DEFSTRUCTS”.  

The data types and encoding rules provided in EN 50325-4 shall apply.   

3 Physical layer 

3.1 Content 

This clause provides definitions for the physical layer of a CANopen-based consist network. 

3.2 Cabling 

The main trunk circuit shall be at least a single twisted pair of nominal characteristic 
impedance as defined in ISO 11898-2. In addition a CAN_Ground line as clear reference level 
for CAN_H and CAN_L voltage level shall be applied.  

 

3.3 Connector 

It is recommended that devices connected to a CANopen-based consist network support either 
the 9-pin D-sub connector or the 5-pin micro style (M12) connector. The connectors are 
illustrated in Figure 3 and Figure 4. The 9-pin D-sub connector shall support a pinning as 
defined in Table 1. The 5-pin micro style connector (M12) shall support a pinning as defined in 
Table 2. As the CANopen devices shall be galvanically isolated, the optional V+ line shall only 
be used for supply of CAN transceiver and optocoupler, in case no additional power supply is 
used. 
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Figure 3 – 9-pin D-sub connector 

Table 1 – Pinning for 9-pin D-sub connector 

Pin Signal Description 

1 - Reserved 

2 CAN_L CAN_L bus line (dominant low) 

3 CAN_GND CAN ground 

4 - Reserved 

5 (CAN_SHLD) Optional CAN shield 

6 (GND) Optional ground 

7 CAN_H CAN_H bus line (dominant high) 

8 - Reserved 

9 (CAN_V+) Optional CAN external positive supply (dedicated for supply of 
transceiver and optocouplers for galvanically isolated bus nodes) 

 

NOTE It is highly recommended not to connect CAN_GND and GND.  

In case shielding is required, it is recommended to connect a shield via the metal housing of the used 
connector. Optionally the CAN_SHLD pin can be used.  

 

Figure 4 – 5 pin micro style connector 
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Table 2 – Pinning for 5-pin “micro” style connector 

Pin Signal Description 

1 (CAN_SHLD)  Optional CAN shield 

2 (CAN_V+) Optional CAN external positive supply (dedicated for supply of 
transceiver and optocouplers, if galvanic isolation of the bus node 
applies) 

3 CAN_GND Ground / 0V / V- 

4 CAN_H CAN_H bus line (dominant high) 

5 CAN_L CAN_L bus line (dominant low) 

3.4 Physical medium attachment 

The physical medium for a device connected to CANopen-based consist networks shall be a 
differentially driven two-wire bus line with common return according to high-speed 
transmission specification in ISO 11898-2.  

Using the high-speed transceiver according to ISO 11898-2 the maximum rating for VCAN_H and 
VCAN_L shall be +16 V. Galvanic isolation between CANopen devices is optional. It is 
recommended to use a CAN transceiver that is capable of sustaining misconnection of any of 
the wires of the connector including the optional V+ voltages of up to 30 V.   

3.5 Physical signaling 

The bit encoding/decoding and synchronization shall meet the requirements defined in ISO 
11898-1. 

The bit timing shall meet the requirements defined in ISO 11898-1 and the definitions as given 
in Table 3. The recommended location of the sample point is as close as possible to 87,5% of 
the related bit time. 

Table 3 – Bit timing  

Bit rate 
Nominal bit time

tb 
Valid range for location 

of sample point 

1 Mbit/s 1 µs 75% to 90% 

800 kbit/s 1,25 µs 75% to 90% 

500 kbit/s 2 µs 85% to 90% 

250 kbit/s 4 µs 85% to 90% 

125 kbit/s 8 µs 85% to 90% 

50 kbit/s 20 µs 85% to 90% 

20 kbit/s 50 µs 85% to 90% 

10 kbit/s 100 µs 85% to 90% 

Devices connected to a CANopen-based consist network shall support a bit rate of 125 kbit/s. 
Optionally further bit rates as given in Table 3 may be supported.  

4 Data Link layer 

4.1 Content 

This clause provides definitions for the data link layer of a CANopen-based consist network. 
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4.2 CANopen data link layer 

The described CANopen-based consist network shall be based on a data link layer and its 
sub-layers according to ISO 11898-1.  

This specification is based on the CAN base frame format with 11-bit CAN-Identifier. Therefore 
it is not required to support the CAN extended frame format with 29-bit CAN-Identifier.  

NOTE As certain applications require the usage of the CAN extended frame format, the network can be operated 
in this mode as well, in case all connected CANopen devices support this format. 

5 CANopen application layer 

5.1 Content 

This clause provides definitions with regard to the upper layers of the ISO OSI reference 
model for devices connected to a CANopen-based consist network.  

5.2 Reference model 

Devices connected to a CANopen-based consist network compliant to this specification shall 
use the reference model, as defined in EN 50325-4.   

5.3 Field device model 

Devices connected to a CANopen-based consist network shall comply with the field device 
model as given in Figure 5. 

Field device

CANopen device   (Node-ID)

1st logical device

Virtual device

Device

FSA

Virtual device

Device

FSA

Communication

FSA

Communication

FSA

Logical device

FSA

Logical device

FSA

8th logical device

Virtual device

Device

FSA

Virtual device

Device

FSA

Logical device

FSA

Logical device

FSA

CANopen device   (Node-ID)

1st logical device

Virtual device

Device

FSA

Virtual device

Device

FSA

Communication

FSA

Communication

FSA

Logical device

FSA

Logical device

FSA

8th logical device

Virtual device

Device

FSA

Virtual device

Device

FSA

Logical device

FSA

Logical device

FSA

 

Figure 5 – Field device model 
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The field device as illustrated in Figure 5 shall provide at least one CANopen device. Each 
CANopen device within the field device shall provide at least one associated network interface 
comprising the data link layer protocol (see clause 4) and the physical layer (see clause 3), 
one CANopen Node-ID, and at least one communication FSA. The first communication FSA 
contains the NMT slave state machine as defined in EN 50325-4. Additional communication 
FSAs contain an emergency state machine (see EN 50325-4) and others. A CANopen device 
shall support at least one and may support up to eight logical devices. Each logical device may 
contain a number of virtual devices and optionally a logical device FSA. A virtual device 
contains a virtual device FSA and is not distributed to several logical devices. The minimum 
field device is shown in Figure 6. 

Field device

CANopen device   (Node-ID)

Communication FSA (NMT slave state machine)

1st logical device

 

Figure 6 – Minimum field device 

A CANopen device is structured as shown in Figure 7: 

• Communication – This function unit provides the communication objects and the 
appropriate functionality to transport data items via the underlying network structure. 

• Object dictionary – The object dictionary is a collection of all the data items which have an 
influence on the behavior of the application objects, the communication objects and the 
state machine used on this device. 

• Application – The application comprises the functionality of the device with respect to the 
interaction with the process environment. 
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Figure 7 – CANopen device structure 

5.4 CANopen communication objects 

Devices connected to a CANopen-based consist network shall support all mandatory 
communication objects of EN 50325-4 as well as the CANopen network management state 
machine as defined in EN 50325-4.  

In order to reduce configuration effort for simple CANopen networks a CAN-ID allocation 
scheme is defined. These CAN-IDs shall be available in the NMT state Pre-operational directly 
after the NMT state Initialization (if no modifications have been stored). The objects SYNC, 
TIME, EMCY write and PDO may be deleted and re-created with new CAN-IDs by means of 
dynamic distribution. A CANopen device shall provide the corresponding CAN-IDs only for the 
supported communication objects. The CAN-ID allocation scheme is defined in EN 50325-4. 

5.5 CANopen object dictionary 

The CANopen object dictionary, as defined in EN 50325-4, contains a maximum of 65536 
objects that are addressed through a 16-bit index and up to 256 sub-indices per object, which 
are addressed through an 8-bit sub-index. 

The static data types at indices from 0001h to 001Fh contain type definitions for standard data 
types like BOOLEAN, INTEGER, UNSIGNED, floating point, string, etc. 

Complex data types at indices from 0020h to 003Fh are pre-defined structures that are 
composed of standard data types and are common to all CANopen devices. 

Manufacturer-specific complex data types at indices from 0040h to 005Fh are structures 
composed of standard data types but are specific to a particular CANopen device.  

CANopen device profiles may define additional data types specific to their device type. The 
static data types and the complex data types defined by the CANopen device profile are listed 
at indices from 0060h to 025Fh. 

A CANopen device optionally provides the structure of the supported complex data types 
(indices from 0020h to 005Fh and from 0060h to 025Fh) at read access to the corresponding 
index. Sub-index 00h then provides the highest sub-index supported at this index, and the 
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following sub-indices contain the data type encoded as UNSIGNED16 according to EN 50325-
4. 

The communication profile area at indices from 1000h to 1FFFh contains the communication 
specific parameters. These objects are common to all CANopen devices. 

The standardized profile area at indices from 6000h to 9FFFh contains all data objects common 
to a class of CANopen devices that may be read or written via the network. The CANopen 
device profiles use objects from 6000h to 9FFFh to describe parameters and functionality.  

The object dictionary concept caters for optional features, which means a manufacturer may 
not provide certain extended functionality on his CANopen devices but if he wishes to do so he 
shall do it in a pre-defined fashion. Space is left in the object dictionary at indices from 2000h 
to 5FFFh for manufacturer-specific functionality. 

The network variables at indices from A000h to AFFFh contain input variables and output 
variables, which are part of a programmable CANopen device. 

The system variables at indices from B000h to BFFFh contain input variables and output 
variables, which are part of an underlying CANopen network in a hierarchical sense.  

The general CANopen object dictionary structure is illustrated in Table 4. 

Table 4 – CANopen object dictionary structure 

Index Object 

0000h not used 

0001h – 001Fh Static data types 

0020h – 003Fh Complex data types 

0040h – 005Fh Manufacturer-specific complex data types 

0060h – 025Fh Device profile specific data types 

0260h – 03FFh reserved 

0400h – 0FFFh reserved 

1000h – 1FFFh Communication profile area 

2000h – 5FFFh Manufacturer-specific profile area 

6000h – 67FFh Standardized profile area 1
st

 logical device 

6800h – 6FFFh Standardized profile area 2
nd

 logical device 

7000h – 77FFh Standardized profile area 3
rd

 logical device 

7800h – 7FFFh Standardized profile area 4
th

 logical device 

8000h – 87FFh Standardized profile area 5
th

 logical device 

8800h – 8FFFh Standardized profile area 6
th

 logical device 

9000h – 97FFh Standardized profile area 7
th

 logical device 

9800h – 9FFFh Standardized profile area 8
th

 logical device 

A000h – AFFFh Standardized network variable area 

B000h – BFFFh Standardized system variable area 

C000h – FFFFh reserved 
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5.6 Predefined CANopen communication objects 

5.6.1 Content 

This clause provides the basic CANopen communication capability for CANopen devices that 
participate in a CANopen-based consist network according to this specification. 

5.6.2 Object 1000h: Device type 

This object provides the type of device and its functionality. The value 0000h for the device 
profile number indicates a logical device that does not follow a standardized profile. In this 
case the additional information is 0000h (if no further logical device is implemented) or FFFFh 
(if a further logical device is implemented). 

For multiple logical device modules the additional information parameter is FFFFh and the 
device profile number referenced by object 1000h is the profile of the first logical device in the 
object dictionary. All other profiles of a multiple logical device module identify their profiles at 
objects 67FFh + x * 800h with x = internal number of the logical device (from 1 to 8) minus 1. 
These objects describe the device type of the preceding logical device, having the very same 
value definition as object 1000h. 

Figure 8 illustrates the structure of the object. The value definition, the object description and 
the entry description are specified in EN 50325-4. 

31 24 23 16 15 0

Additional information Device profile number 

MSB LSB

Figure 8 – Structure of the device type object 

NOTE Devices connected to CANopen-based consist networks may follow the CANopen application profile for 
train vehicle control networks CiA 421. This CANopen application profile defines application data, based 
on UIC 556, that is exchanged in a CANopen-based consist network.  

5.6.3 Object 1001h: Error register 

This object provides the error information. The CANopen device maps internal errors into this 
object. This error information is published as part of the emergency message. The value 
definition, object description and entry description are specified in EN 50325-4. 

5.6.4 Object 1014h: COB-ID emergency object 

This object shall be implemented. It is specified in EN 50325-4. The CAN-ID, which is part of 
this object, shall not be changed. 

5.6.5 Object 1017h: Heartbeat producer 

All CANopen devices that are connected to a CANopen-based consist network shall implement 
this object. It is specified in EN 50325-4. 

The devices shall support heartbeat message transmissions from 100 ms to 1000 ms.  

5.6.6 Object 1018h: Identity object 

This object provides general information about the device as specified in EN 50325-4. 

5.6.7 Object 1029h: Error behavior 

This object specifies to which state the device is set, in case a communication error or a 
device-internal error is detected. It is specified in EN 50325-4. 
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5.6.8 Object 67FFh: Device type 

This object shall describe the first logical device in a multiple device module according to EN 
50325-4. 

5.6.9 Service data objects (SDOs) 

Any CANopen device supports the first SDO server channel. CANopen devices connected to a 
CANopen-based consist network may support additional SDO server or client channels.  

In case an additional SDO channel is supported, the related SDO parameter set is supported 
in the CANopen object dictionary as defined in EN 50325-4. 

There are no further SDO channels pre-defined by this specification. 

5.6.10 Process data objects (PDOs) 

CANopen devices operated in a CANopen-based consist network may support up to 512 PDOs 
in transmit as well as receive direction.  

In case a CANopen device supports a PDO, the related PDO communication parameter and 
mapping entries are supported in the CANopen object dictionary as defined in EN 50325-4. 

There are no PDOs pre-defined.  

6 Application data 

6.1 Content 

This clause provides the representation of application data that is communicated between a 
CANopen-based consist network and a Train Backbone via a Gateway.  

NOTE The application data is described in IEC 61375-2-4. 

In general application data is managed in the CANopen object dictionary index ranges 2000h 
to 5FFFh and 6000h to 9FFFh. A manufacturer specific device behavior is controlled via the 
index range 2000h to 5FFFh. A standardized CANopen device behavior is controlled via objects 
in the index range 6000h to 9FFFh.  

NOTE Object dictionary entries in the index range 6000h to 9FFFh are specified in CANopen device and 
application profiles and available at CAN in Automation. 

6.2 CANopen application data representation 

As the application data for TCN is not defined yet, the representation of the TCN application 
data in the standardized object dictionary index range is not defined. 

6.3  Recommended representation principle of application data 

6.3.1 Content 

In this clause a representation principle of application data is provided for the representation 
of application data in CANopen-based consist networks. Therefore it is possible to map the 
process to CANopen process data objects (PDOs) for process data transfer. 

6.3.2 Application data for door control 

This clause provides the recommended representation principle by means of door control 
information, which is communicated between a CANopen-based consist network and a Train 
Backbone via a Gateway. The represented process data is therefore available in the 
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CANopen-based consist network and can be communicated via the CANopen communication 
objects.  

The access type is given for the interface of the gateway device to the CANopen-based consist 
network. Other devices such as e.g. door controllers or door units, which are connected to a 
CANopen-based consist network manage the data as defined in this clause, at the given 
CANopen object dictionary index. The access type of the object may be changed to the 
appropriate access type as defined in EN 50325-4. 

NOTE The illustrated application data is derived from the document UIC 556 and is given in the representation of 
the CANopen application profile CiA 421 train vehicle control network.   

6.3.3 Consumed door control application objects 

6.3.3.1 Object 6007h: External door status word export 

This object shall indicate the status of the external doors of the local rail vehicle. Via the 
gateway to the Train Backbone, this information is available in the TCN. Figure 9 specifies the 
object structure and Table 5 specifies the value definition. Table 6 specifies the object 
description and Table 7 specifies the entry description. 

NOTE The object shall correspond to R3-telegram octet 20, which is defined in UIC 556. 

7 6 5 4 3  0

Bit 7 reserved Bit 5 Bit 4 reserved 

MSB    LSB

Figure 9 – Object structure 

Table 5 – Value definition 

Bit Value Value definition 

0 At least one left door is open Bit4 

1 All left doors locked 

0 At least one right door is open Bit 5 

1 All right doors locked 

0 Side selective door blocking is not in operation Bit 7 

1 Side selective door blocking is in operation 

Reserved  Reserved  (shall be ignored) 

Table 6 – Object description 

Attribute Value 

INDEX 6007h 

Name External doors status word export 

Object code Variable 

Data type Unsigned8 

Category Optional 
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Table 7 – Entry description 

Attribute Value 

Sub-index 00h 

Access rw 

PDO mapping Optional 

Value range See value definition 

Default value Manufacturer specific 

6.3.4 Produced door control application objects 

6.3.4.1 Object 6006h: External door status word import 

This object shall provide the status of the external doors of other rail vehicles. Each sub-index 
shall provide the door status of that vehicle, which correspondes with the UIC vehicle number. 
Therefore the external door status of other vehicles is available within the CANopen-based 
consist network. The overall door status of all vehicles is provided in sub-index 21h. Figure 9 
specifies the object structure and Table 5 specifies the value definition. Table 6 specifies the 
object description and Table 7 specifies the entry description. 

NOTE The object shall correspond to R3-telegram octet 20, which is defined in UIC 556. 

7 6 5 4 3  0

Bit 7 reserved Bit 5 Bit 4 reserved 

MSB    LSB

Figure 10 – Object structure 

Table 8 – Value definition 

Bit Value Value definition 

0 At least one left door is open Bit4 

1 All left doors locked 

0 At least one right door is open Bit 5 

1 All right doors locked 

0 Side selective door blocking is not in operation Bit 7 

1 Side selective door blocking is in operation 

Reserved  Reserved  (shall be ignored) 

Table 9 – Object description 

Attribute Value 

INDEX 6006h 

Name External doors status word import 

Object code ARRAY 

Data type Unsigned8 

Category Optional 
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Table 10 – Entry description 

Attribute Value 

Sub-index 00h 

Description Highest subindex supported 

Entry category Mandatory 

Access ro 

PDO mapping No 

Value range 01h to 21h 

Default value No 

  

Sub-index 01h 

Description Door status UIC vehicle 1 

Entry category Optional 

Access ro 

PDO mapping Optional 

Value range see Table 46 

Default value No 

to  

Sub-index 20h 

Description Door status UIC vehicle 32 

Entry category Optional 

Access ro 

PDO mapping No 

Value range Optional 

Default value No 

  

Sub-index 21h 

Description Door status train 

Entry category Optional 

Access ro 

PDO mapping No 

Value range Optional 

Default value No 

6.3.4.2 Object 6001h: External door command  

This object shall provide the first control word for the external doors. Figure 11 specifies the 
object structure and Table 11 specifies the value definition. Table 12 specifies the object 
description and Table 13 specifies the entry description. 

NOTE The object shall correspond to R3-telegram octet 20, which is defined in UIC 556. 

7 6 5 4 3 2 1 0 

Reserved  Bit 6 Reserved Bit 3 Bit 2 Bit 1 Bit 0 

MSB    LSB

Figure 11 – Object structure 
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Table 11 – Value definition 

Bit Value Value definition 

0 Inactive Bit 0 

1 All doors close 

0 Inactive Bit 1 

1 Interrupt door closing 

0 Release all left doors Bit 2 

1 Lock all left doors 

0 Release all right doors Bit 3 

1 Lock all right doors 

0 Not extend footstep Bit 6 

1 Extend footstep 

Reserved  Reserved  (shall be ignored) 

Table 12 – Object description 

Attribute Value 

INDEX 6001h 

Name External door command 1 

Object code Variable 

Data type Unsigned8 

Category Optional 

Table 13 – Entry description 

Attribute Value 

Sub-index 00h 

Access ro 

PDO mapping Optional 

Value range See value definition 

Default value No 

7 CANopen network management 

7.1 Content 

This clause provides the network management for CANopen-based consist networks. The 
definition of the network management includes the definition of the network startup behavior 
as well as definitions that are related to networks that operate without NMT master, networks 
with one CANopen device capable of the NMT master mode. These definitions are intended to 
be an add-on to the CANopen application layer and communication profile provided in EN 
50325-4. 

CANopen consist networks with more than one CANopen device capable of the NMT master 
mode (NMT flying master) are not in the scope of this specification. However such networks 
are not excluded. 

NOTE With regard to an increased availability, within CANopen-based consist networks several CANopen devices 
with NMT master functionality may reside. As at a certain time, only one active NMT master is allowed, 
mechanisms are required, that enable overtaking of the NMT master functionality from one CANopen device 
to another. These services are part of the CANopen flying master functionality that is described in CiA 302.  
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7.2 CANopen NMT slave functionality  

Devices operated in a CANopen-based consist network shall provide CANopen NMT-slave 
functionality and shall implement all mandatory communication services and protocols as well 
as all mandatory objects as specified in EN 50325-4. The minimum communication objects are 
defined in clause 5.6.  

Optionally further communication objects may be supported. In addition the CANopen manager 
functionality may be supported.  

7.3 CANopen manager functionality 

7.3.1 General 

This clause provides the definition of the CANopen manager functionality for CANopen-based 
consist networks.  

Besides the application process several different additional functionalities exist in a CANopen 
network. These functionalities are referred to by different terms. This chapter is intended to 
clarify these terms. 

Within a distributed system the application process is divided into several parts running on 
different CANopen devices. From the applications point of view usually one CANopen device is 
responsible for the control of the system. This CANopen device is called application master. 

From the network’s point of view there are several additional functionalities, which not directly 
deal with the application but provide application-supporting functions. These additional 
functionalities are based on a master/slave, client/server or producer/consumer relationship. 

As it is common to combine several of the additional functionalities in one CANopen device the 
term CANopen Manager is introduced. 

A CANopen device is referred to as CANopen manager, if it provides the NMT master 
functionality and at least one of the functionalities SDO manager or Configuration manager. 

7.3.1.1 NMT master 

The network management (NMT) provides services for controlling the network behavior of 
CANopen devices as defined in EN 50325-4. All CANopen devices that are participating in a 
CANopen consist network, referred to as NMT slaves, are controlled by services provided by 
an NMT master. Usually the NMT master application is also part of the application master.  

The device, in which the NMT master functionality resides is a fully CANopen device. In 
addition to the NMT master functionality it supports all functions and objects, which are 
indicated as mandatory in EN 50325-4. 

7.3.1.2 Flying master 

The flying master mechanism provides services for a hot stand-by NMT master within a 
CANopen network. The flying master is an optional functionality within a CANopen device. The 
CANopen device implementing the flying master implements the NMT master functionality. The 
definition of the responsibilities, functionalities, and services of the flying master is not in the 
scope of this document. 

NOTE Definitions for the flying master functionality are provided in CiA 302. 
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7.3.1.3 SDO manager 

The SDO manager is an optional functionality, responsible for handling of the dynamic 
establishment of SDO connections. If an SDO manager is present in a CANopen network it 
resides together with the NMT master on the same CANopen device. 

NOTE Definitions for the SDO manager functionality are provided in CiA 302. 

7.3.1.4 Configuration manager 

The Configuration Manager is an optional functionality, which provides mechanisms for 
configuration of CANopen devices in a CANopen network during boot-up. The mechanisms are 
called Configuration Management (CMT). If the Configuration Manager is present in a 
CANopen network it resides together with the NMT master on the same CANopen device. 

NOTE Definitions for the Configuration manager functionality are provided in CiA 302. 

7.3.1.5 SYNC producer 

The SYNC producer is an optional functionality, which is responsible for transmitting the SYNC 
object. It may reside on any CANopen device in the CANopen-based consist network. The 
relevant CANopen object dictionary enties are defined in EN 50325-4. 

7.3.1.6 TIME producer 

The TIME producer is an optional functionality, which is responsible for transmitting the TIME 
STAMP object. It may reside on any CANopen device in the CANopen-based consist network. 
The time stamp object is defined in EN 50325-4. 

7.3.1.7 LSS master 

The layer setting services (LSS) provide services for configuring layer 2 (bit timing) and NMT 
(CANopen Node-ID) via CAN. The LSS master configures LSS slaves by executing LSS 
services. The definition of the layer setting services is not in the scope of this document. 

NOTE Definitions for the layer setting services are provided in CiA 305. 

7.3.2 Object dictionary usage 

Several objects relating to the configuration and validation of CANopen devices are of object 
type ARRAY. The sub-index of the entries of such an ARRAY corresponds to the CANopen 
Node-ID of the CANopen device. Those objects may have less than 127 entries. In that case 
all of these objects shall have the very same set of supported entries. Sub-index 00h shall 
provide the highest sub-index supported at this index. Related object description in clause 7 
refer to this as SupportedNodeID condition. 

NOTE For a CANopen manager to be universally usable it is recommended to support the full sub-index range of 
01h to 7Fh. 

7.3.3 Redundant networks 

Redundant networks are required for high-availability applications. Redundant networks 
consist of at least two CAN lines. This allows communication between CANopen devices, in 
case of a single failure within the physical interconnection between the CANopen devices. The 
definition of the responsibilities, functionalities, and services for redundant networks is not in 
the scope of this document. 

NOTE Definitions for setting up redundant CANopen networks are provided in CiA 302. 
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7.4 CANopen NMT start-up 

7.4.1 NMT startup 

CANopen managers shall behave according to the NMT slave state machine as defined in EN 
50325-4. Before transition from NMT state Pre-operational to NMT state Operational of the 
CANopen manager, all assigned NMT slaves shall be booted. The main flow chart for the 
procedure is defined in Figure 12 and Figure 13. The simplest flow chart for the startup is 
defined in Figure 14. 
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Figure 12 – NMT startup, part 1 

The process NMT startup as shown in Figure 12 consists of the following basic steps: 

NOTE The process execute LSS master is not in the scope of this standard 

a) Bit 0 of object 1F80h (see clause 7.8.7) is used to decide upon whether this CANopen 
device shall be the NMT master. If the CANopen device is NMT master the process shall 
continue. If the CANopen device is configured as self-starting device, it shall enter the 
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NMT state Operational automatically. In case the CANopen device is not the NMT master 
the process shall end. 

b) Bit 5 of object 1F80h (see clause 7.8.7) is used to decide upon whether this CANopen 
device shall participate in the service NMT flying master negotiation. If the CANopen 
device shall participate in the service NMT flying master negotiation and the CANopen 
device lost the service NMT flying master negotiation the CANopen device shall not 
become NMT master. The definition of the NMT flying master negotiation is not in the 
scope of this document. 

NOTE The description of the NMT flying master negotiation is provided in CiA 302. 

c) If LSS is required to set the CANopen Node-ID and bit rate of other CANopen devices 
within the network the NMT master shall execute the LSS master services. The LSS 
master services may be executed at any time. The precise definition of the LSS master 
services is not in the scope of this document. 

NOTE The description of the layer setting services is provided in CiA 305. 

d) Bit 4 of all entries of object 1F81h (see clause 7.8.8) is used to decide upon whether the 
NMT master shall perform the NMT service Reset communication with CANopen Node-ID 
set to 0 or if the NMT service Reset communication shall be performed for each CANopen 
device in the network individually. If at least for one entry of object 1F81h bit 4 is set to 1b 
and the corresponding CANopen device is in NMT state Operational the NMT master shall 
not issue the NMT service Reset communication with CANopen Node-ID set to 0. In this 
case each CANopen device shall be reset individually. This shall also include all CANopen 
Node-IDs that are not part of the slave list 1F81h.  
 
NOTE This will force potentially existing CANopen devices that are not configured in the slave list to 
transmit a boot-up message. By this the CANopen Manager will recognize unconfigured CANopen devices via 
the boot-up handler (Figure 23).  The NMT service Reset communication shall not apply to the NMT master 
itself.  
 

If after step d) the NMT service Reset communication is necessary, for any reason, then the 
NMT service Reset communication shall be executed with the CANopen Node-ID of that NMT 
slave. This shall apply independently from the configuration for that NMT slave in object 
1F81h. The process NMT startup resumes in Figure 13. 

— 31 —

E DIN EN 61375-3-3:2009-09 
²�(QWZXUI�²

Full document details: E DIN EN 61375-3-3:2009-09

http://www.avadocuments.com/doc/e-din-en-61375-3-3-2009-09
http://www.avadocuments.com/doc/e-din-en-61375-3-3-2009-09


 

A

Start boot

NMT slave
Start boot

NMT slave
Start boot

NMT slave

Start

process

boot

NMT slave

All mandatory

NMT slaves

booted?

Object

1F81h

Halt startup procedure no

Bit 0, 3

Enter myself

automatically NMT state

Operational ?

yes
Object

1F80h
Bit 2

Enter

NMT state Operational

from application

received?

no

no

Enter myself

NMT state Operational

yes

yes

All optional

NMT slaves started

successfully?

Object

1F80hBit 1, 3

NMT service Start remote node

with node-ID set to 0

yes no

Normal operation

Start NMT slaves

with NMT start

all nodes?

yesno

NMT service Start remote node

for each NMT slave individually

 

Figure 13 – NMT startup, part 2 
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e) The NMT master shall start the process start process boot NMT slave for all NMT slaves 
as shown in Figure 15. For all NMT slaves that are marked as mandatory (bit 0 and bit 3 of 
object 1F81h; see clause 7.8.8) the process start process boot NMT slave shall terminate 
successfully. 

f) If an error is detected during process boot slave for the NMT slaves that are marked as 
mandatory the process NMT startup shall be stopped. 

g) Bit 2 of object 1F80h (see clause 7.8.7) is used to decide upon whether the NMT master 
shall enter the NMT state Operational automatically by itself or shall wait until it is 
requested by the application running on the very same CANopen device. 

h) Under the following conditions  
— Bit 3 of object 1F80h is set to 0b,  
— Bit 1 of object 1F80h is set to 1b,  
— and all NMT slaves listed in 1F81h booted successfully  
the NMT service Start remote node shall be performed with CANopen Node-ID set to 0.
  
 
Under the following conditions  
— Bit 3 of object 1F80h is set to 0b,  
— Bit 1 of object 1F80h is set to 1b,  
— and not all NMT slaves listed in 1F81h booted successfully  
the NMT service Start remote node shall be performed for each NMT slave individually. 

i) The process NMT startup ended successfully and the NMT master shall proceed with 
normal operation. 

Occurrence and detection of NMT slaves not listed in 1F81h falls into the responsibility of the 
application. 

7.4.2 NMT startup simple 

Since nearly all objects and features are optional it is possible to implement a basic NMT 
master, which may make sense for some applications. Removing all optional parts in the 
definitions above results in the process NMT startup simple as shown in Figure 14. Even a 
simple NMT master supports all mandatory objects, which are specified in EN 50325-4 and 
which are defined in this document. 

Power on

NMT service Reset communication

with Node ID set to 0

NMT service Start remote node  with

Node ID set to 0

(time not specified)

Normal operation
 

Figure 14 – NMT startup simple 
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