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Nationales Vorwort 

Die Englische Fassung des europäischen Dokuments FprEN 61850-5:2012 „Kommunikationsnetze und 
-systeme für die Automatisierung in der elektrischen Energieversorgung – Teil 5: Kommunikationsanforde-
rungen für Funktionen und Gerätemodelle“, (Schluss-Entwurf) ist unverändert in diesen Norm-Entwurf 
übernommen worden. 

Die Internationale Elektrotechnische Kommission (IEC) und das Europäische Komitee für Elektrotechnische 
Normung (CENELEC) haben vereinbart, dass ein bei IEC erarbeiteter Entwurf für eine Internationale Norm 
zeitgleich (parallel) bei IEC und CENELEC zur Abstimmung als FDIS (en: Final Draft International Standard) 
bzw. Schluss-Entwurf für eine Europäische Norm gestellt wird, um eine Beschleunigung und Straffung der 
Normungsarbeit zu erreichen. Dem entsprechend ist das internationale Dokument IEC 57/1286/FDIS:2012 
„Communication networks and systems for power utility automation – Part 5: Communication requirements 
for functions and device models“ unverändert in den Schluss-Entwurf Englische Fassung 
FprEN 61850-5:2012 übernommen worden. 

Das internationale Dokument wurde vom TC 57 „Power systems management and associated information 
exchange“ der Internationalen Elektrotechnischen Kommission (IEC) erarbeitet. 

Dokumente, die bei CENELEC als Europäische Norm angenommen und ratifiziert werden, sind unverändert 
als Deutsche Normen zu übernehmen. 

Für dieses Dokument ist das nationale Arbeitsgremium K 952 „Netzleittechnik“ der DKE  Deutsche 
Kommission Elektrotechnik Elektronik Informationstechnik im DIN und VDE (www.dke.de) zuständig. 

Für den Fall einer undatierten Verweisung im normativen Text (Verweisung auf eine Norm ohne Angabe des 
Ausgabedatums und ohne Hinweis auf eine Abschnittsnummer, eine Tabelle, ein Bild usw.) bezieht sich die 
Verweisung auf die jeweils neueste gültige Ausgabe der in Bezug genommenen Norm. 

Für den Fall einer datierten Verweisung im normativen Text bezieht sich die Verweisung immer auf die in 
Bezug genommene Ausgabe der Norm. 

Der Zusammenhang der zitierten Normen mit den entsprechenden Deutschen Normen ergibt sich, soweit ein 
Zusammenhang besteht, grundsätzlich über die Nummer der entsprechenden IEC-Publikation. Beispiel: 
IEC 60068 ist als EN 60068 als Europäische Norm durch CENELEC übernommen und als DIN EN 60068 ins 
Deutsche Normenwerk aufgenommen. 

Das Präsidium des DIN hat mit Präsidialbeschluss 1/2004 festgelegt, dass DIN-Normen, deren Inhalt sich auf 
internationale Arbeitsergebnisse der Informationsverarbeitung gründet, unter bestimmten Bedingungen allein 
in englischer Sprache veröffentlicht werden dürfen. Diese Bedingungen sind für den vorliegenden 
Normentwurf erfüllt. 

Da sich die Benutzer des vorliegenden Normentwurfs der englischen Sprache als Fachsprache bedienen, 
wird die Englische Fassung der EN 61850-5 veröffentlicht. Zu deren Abschnitt 3, der die Begriffe festlegt, 
wurde eine Übersetzung angefertigt und als informativer Nationaler Anhang NA des vorliegenden 
Normentwurfs hinzugefügt. Für viele der verwendeten Begriffe existieren keine gebräuchlichen deutschen 
Benennungen, da sich die deutschen Anwender in der Regel ebenfalls der englischen Benennungen 
bedienen. Dieser Normentwurf steht nicht in unmittelbarem Zusammenhang mit Rechtsvorschriften und ist 
nicht als Sicherheitsnorm anzusehen. 

Es ist vorgesehen, auch bei der entsprechenden zukünftigen Deutschen Norm auf die deutsche Sprach-
fassung zu verzichten und diese in der englischsprachigen Fassung zu veröffentlichen. 

Änderungen 

Gegenüber DIN EN 61850-5:2005-12 wurden folgende Änderungen vorgenommen: 

a) Erweiterung von Automatisierung für Schaltanlagen und Umspannwerke hin zu 
Automatisierungssystemen für die Energieversorgungsunternehmen, 

b) Einbeziehung von Schnittstellen zwischen Umspannwerken (Schnittstellen 2 und 11), 

c) Kommunikations-Anforderungen, die über Umspannwerke und Schaltanlagen hinausgehen. 

2 

E DIN EN 61850-5:2013-04 ²�(QWZXUI�²

Full document details: E DIN EN 61850-5:2013-04

http://www.avadocuments.com/doc/e-din-en-61850-5-2013-04
http://www.avadocuments.com/doc/e-din-en-61850-5-2013-04


Nationaler Anhang NA 
(informativ) 

3 Begriffe 

Für die Anwendung dieses Dokuments gelten die Begriffe nach IEC/TS 61850-2 und die folgenden Begriffe. 

3.1 Allgemeines 

3.1.1 
Anwendungsfunktion 
(en: application funktion) 
Aufgabe, die in oder von Automatisierungssystemen in Energieversorgungsunternehmen ausgeführt wird 

Anmerkung 1 zum Begriff: Im Allgemeinen besteht eine Funktion aus Unterfunktionen, die an verschiedene IEDs, die 
untereinander Daten austauschen, verteilt werden dürfen. Genauer gesagt tauschen diese Unterfunktionen Daten aus, 
wenn sie in den IEDs implementiert sind. Es werden auch zwischen verschiedenen Funktionen Daten ausgetauscht. Die 
ausgetauschten und zum Kommunikationssystem weitergegebenen Daten müssen anhand des semantischen Inhaltes 
genormt werden, damit sie für die empfangende Funktion verständlich sind. Aus diesem Grund fasst die Norm die 
ausgetauschten Daten in Objekten zusammen, die als logische Knoten bezeichnet werden und durch ihren mnemo-
nischen Namen auf den Namen der zugeordneten Funktionen verweisen. 

3.1.2 
lokale Funktion 
(en: local function) 
Funktion, die von Unterfunktionen in einem physikalischen Gerät ausgeführt wird 

Anmerkung 1 zum Begriff: Hängt die Ausführung der Funktionen nicht von Funktionen in anderen Geräten ab, ist 
keine genormte Verknüpfung notwendig. Mitunter werden auch Funktionen mit einer nur schwachen Abhängigkeit von 
anderen Funktionen als lokale Funktionen bezeichnet. Der Verlust solcher Verknüpfungen sollte nicht dazu führen, dass 
diese Funktionen gesperrt werden, im ungünstigsten Fall aber zu einer eingeschränkten Funktionalität. 

3.1.3 
verteilte Funktion 
(en: distributed function) 
Funktion, die von Unterfunktionen in zwei oder mehr verschiedenen physikalischen Geräten ausgeführt wird 

Anmerkung 1 zum Begriff: Die ausgetauschten Daten sind in logischen Knoten mit einer gemeinsamen semantischen 
Verweisung auf die verteilte Funktion enthalten. Da alle Funktionen auf bestimmte Weise kommunizieren, ist die Defini-
tion einer lokalen oder einer verteilten Funktion nicht eindeutig, sondern sie hängt von der Definition der Funktionsschritte 
ab, die bis zum Abschluss der Funktion auszuführen sind. Im Fall eines Datenverlustes eines logischen Knotens oder des 
Verlustes einer zugehörigen Kommunikationsverbindung darf die Funktion vollständig gesperrt werden oder, falls sie 
ausführbar ist, muss sie eine eingeschränkte Funktionalität aufweisen. 

3.1.4 
System 
(en: system) 
Menge von miteinander in Wechselwirkung stehenden Einheiten, die eine gemeinsame Funktionalität ausfüh-
ren 

Anmerkung 1 zum Begriff: Das Hauptmerkmal des Systems ist der Datenaustausch. 

3.1.5 
logisches System 
(en: logical system) 
kommunizierende Menge aller Anwendungsfunktionen, die eine übergeordnete Aufgabe wie das „Stations-
management“ oder das „Anlagenmanagement“ ausführen 
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Anmerkung 1 zum Begriff: Die Grenzen eines logischen Systems ergeben sich durch dessen logische Schnittstellen. 
Das Hauptmerkmal des logischen Systems ist die Kommunikationsbeziehung zwischen seinen Funktionen und Unter-
funktionen. Die ausgetauschten Daten werden in logischen Knoten zusammengefasst. 

3.1.6 
physikalisches System 
(en: physical system) 
Menge aller miteinander in Wechselwirkung stehenden Geräte, die die Anwendungsfunktionen bereitstellen, 
und das verbindende physikalische Kommunikationsnetz 

Anmerkung 1 zum Begriff: Die Grenzen eines physikalischen Systems ergeben sich durch dessen Geräteschnitt-
stellen. Beispiele sind industrielle Systeme, Managementsysteme, Informationssysteme und innerhalb des Anwendungs-
bereiches der vorliegenden Norm Automatisierungssysteme in Stationen oder in Energieversorgungsunternehmen. Das 
Hauptmerkmal eines physikalischen Systems ist dessen Kommunikationssystem zusammen mit allen implementierten 
Daten. 

3.1.7 
Stationsautomatisierungssystem 
(en: substation automation system) 
System, das die Station, d. h. das Primärsystem, steuert, schützt, überwacht usw. 

Anmerkung 1 zum Begriff: Zu diesem Zweck benutzt es durchgängig Digitaltechnik und digitale Kommunikations-
verbindungen (LAN als Kommunikationssystem) 

Anmerkung 2 zum Begriff: Definition des Primärsystems siehe 3.1.9. 

3.1.8 
Sekundärsystem 
(en: secondary system) 
Automatisierungssystem in Energieversorgungsunternehmen 
(en: power utility automation system) 
zusammenwirkende Menge aller Komponenten und Teilsysteme zur Steuerung, zum Schutz und zur Über-
wachung des Primärsystems 

Anmerkung 1 zum Begriff: Bei durchgängiger Anwendung von Digitaltechnik kann das Sekundärsystem mit dem 
Automatisierungssystem in Energieversorgungsunternehmen gleichgesetzt werden. Zu diesem Zweck benutzt es 
durchgängig Digitaltechnik und digitale Kommunikationsverbindungen (WAN als Kommunikationssystem). Stationsauto-
matisierungssysteme sind eine Art von Automatisierungssystemen in Energieversorgungsunternehmen, die für die 
Knoten im Energieversorgungssystem oder Energieversorgungsnetz zuständig sind. 

Anmerkung 2 zum Begriff: Definition des Primärsystems siehe 3.1.9. 

3.1.9 
Primärsystem 
(en: primary system) 
Energieversorgungssystem 
(en: power system) 
Menge aller Komponenten zur Erzeugung, Übertragung und Verteilung elektrischer Energie 

Anmerkung 1 zum Begriff: Alle Verbraucher elektrischer Energie sind Teil des Energieversorgungssystems. 

Anmerkung 2 zum Begriff: Beispiele sind Generatoren, Leistungstransformatoren, Schaltgeräte in Stationen, Frei-
leitungen und Kabel. 

3.1.10 
Kommunikationssystem 
(en: communication system) 
Menge aller vernetzten Kommunikationsverbindungen 
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Anmerkung 1 zum Begriff: In Abhängigkeit von der Größe wird ein Kommunikationssystem entweder bezeichnet als 
lokales Netz (lokal area network, LAN), wie es in Stationen oder Anlagen angewendet wird, oder als Weitverkehrsnetz 
(wide area network, WAN), wie es global in Netzen von Energieversorgungsunternehmen verwendet wird. 

3.1.11 
Gerät 
(en: device) 
Mechanismus oder Teil einer Einrichtung, der für einen bestimmten Zweck oder zur Ausführung einer Funk-
tion vorgesehen ist 

Anmerkung 1 zum Begriff: Die kommunikationsbezogenen Eigenschaften sind im zugehörigen Gerätemodell beschrie-
ben. 

Anmerkung 2 zum Begriff: Beispiele sind Schalter, Relais oder der Computer am Arbeitsplatz des Bedieners. 

3.1.12 
intelligentes elektronisches Gerät 
(en: intelligent electronic device, IED 
Gerät mit einem oder mehr Prozessoren mit der Fähigkeit, Anwendungsfunktionen auszuführen, Daten lokal 
in einem Speicher zu speichern und Daten mit anderen IEDs (Quellen oder Senken) über eine digitale 
Verbindung auszutauschen 

Anmerkung 1 zum Begriff: Beispiele sind elektronische Messgeräte, digitale/numerische Relais und Digitalregler. Sie 
stellen die Daten gemäß dem Datenmodell bereit und ermöglichen einen Datenaustausch mit Diensten/über Schnittstel-
len nach IEC 61850. Falls es nicht anders angegeben ist, arbeiten intelligente elektronische Geräte mit einem internen 
definierten Takt. Damit können die Anforderungen an die Echtzeitmessung von Ereignissen oder die synchronisierte 
Abtastung erfüllt werden. Wenn es von den bereitgestellten Anwendungsfunktionen gefordert wird, müssen die Takte 
verschiedener IEDs für zeitkohärente Daten synchronisiert werden. 

Anmerkung 2 zum Begriff: Diese Anmerkung gilt nur für die französische Sprachfassung. 

3.1.13 
physikalisches Gerät 
(en: physical device) 
intelligentes elektronisches Gerät im Sinne der vorliegenden Norm 

3.1.14 
abstrakte Datenmodelle für die Kommunikation 
(en: abstract data models for communication) 
nach ihrer semantischen Bedeutung genormte Daten, die zwischen den Funktionen von den IEDs ausge-
tauscht werden 

Anmerkung 1 zum Begriff: Alle Anwendungsfunktionen müssen auf diese Daten vertrauen und ihren Algorithmus mit 
diesen Daten ausführen. Außerdem beruht die formale Beschreibung des Automatisierungssystems mit SCL auf diesen 
genormten Daten. 

3.1.15 
PICOM 
(en: Piece of Information for COMmunication) 
Informationselement für die Kommunikation, das die Informationsübermittlung zwischen zwei logischen 
Knoten mit vorgegebenen Kommunikationsattributen beschreibt 

Anmerkung 1 zum Begriff: Zusätzlich zu der zu übermittelnden Information enthält es auch Anforderungsattribute wie 
Zeitanforderungen (Performanz) und wurde von der CIGRE-Arbeitsgruppe 34.03 übernommen. Nicht erfasst werden die 
tatsächliche Nachrichtenstruktur und das Format der Daten, die über das Kommunikationsnetz ausgetauscht werden. 
Diese Implementierungsinformationen können den Normenteilen IEC 61850-8-x und IEC 61850-9-x entnommen werden. 
Die angenommene logische Punkt-zu-Punkt-Verbindung beschreibt zwar Quelle und Senke der Informationsübertragung, 
jedoch nicht die Übertragungsprozeduren wie Client-Server- oder Publisher-Server-Prozeduren für Gruppen- und 
Sammelaufruf (multicast and broadcast). 
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3.1.16 
logischer Knoten 
(en: logical node) 
Objekt, in dem genormte Daten für die Kommunikation nach ihrer Beziehung zu Anwendungsfunktionen 
zusammengefasst werden 

Anmerkung 1 zum Begriff: Die Granularität der Daten oder auf wie viele logische Knoten (LN) die Daten verteilt 
werden, hängt von der Granularität der Funktionen ab. Die Granularität endet bei den kleinsten Funktionsteilen, die als 
einzelne eigenständige Funktionen implementiert werden können und die darüber hinaus als atomarer Baustein für 
komplexe Funktionen dienen. Die logischen Knoten können auch als Container für die Daten angesehen werden, die von 
einer bestimmten Funktion für den Datenaustausch (Kommunikation) bereitgestellt werden. Der Name des logischen 
Knotens ist dann das Etikett, das an diesen Container angefügt wird und angibt, zu welcher Funktion die Daten gehören. 
Auf Primäreinrichtungen bezogene logische Knoten stellen nicht die Primäreinrichtung selbst dar, sondern sie sind eine 
Datenabbildung im Sekundärsystem, die für die Ausführung der Anwendungsfunktionen des Automatisierungssystems in 
Energieversorgungsunternehmen notwendig ist. 

3.2 Verbindungen 

3.2.1 
logische Verbindung 
(en: logical connection) 
Kommunikationsverbindung zwischen Funktionen, die durch logische Knoten dargestellt werden 

3.2.2 
physikalische Verbindung 
(en: physical connection) 
Kommunikationsverbindung zwischen intelligenten elektronischen Geräten (IEDs), die alle logischen Verbin-
dungen für die implementierten Funktionen zur Verfügung stellt, welche durch logische Knoten dargestellt 
werden 

3.2.3 
freiliegende Verbindung 
(en: exposed connection) 
Kommunikationsverbindung außerhalb des IED, d. h. zwischen IEDs 

Anmerkung 1 zum Begriff: Daten, die über freiliegende Verbindungen übertragen werden, sind einsehbar und dürfen 
von anderen IEDs verwendet werden, von denen Interoperabilität gefordert wird. Aus diesem Grund müssen diese Daten 
und die zugehörigen Kommunikationsprozeduren nach der Normenreihe IEC 61850 genormt werden. Eine Ausnahme 
dürfen Daten bilden, die für private Zwecke benötigt werden und die Interoperabilität nicht beeinflussen. 

3.2.4 
verdeckte Verbindung 
(en: hidden connection) 
Kommunikation innerhalb des IED 

Anmerkung 1 zum Begriff: Dieser Datenaustausch ist nicht einsehbar und kann nicht von anderen IEDs verwendet 
werden, von denen daher keine Interoperabilität gefordert wird. Es sollte beachtet werden, dass durch die Verteilung 
zusammengesetzter Funktionen aus einem IED auf mehr als ein IED verdeckte Verbindungen zu freiliegenden Verbin-
dungen werden können, die genormt werden müssen. 

3.2.5 
digitale Verbindung 
(en: digital connection) 
beliebige Kommunikationsdaten, die als Bits codiert und übertragen werden 
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3.2.6 
serielle Verbindung 
(en: serial connection) 
Kommunikation mit Daten, die als Bit-Serien codiert und über eine Kommunikationsleitung übertragen 
werden 

3.3 Beziehungen zwischen IEDs 

3.3.1 
Interoperabilität 
(en: interoperability) 
die Fähigkeit von zwei oder mehr intelligenten elektronischen Geräten (IEDs) desselben oder verschiedener 
Hersteller, Informationen auszutauschen und diese für ihre eigene Funktionalität und ein bestimmungs-
gemäßes Zusammenwirken mit anderen IEDs zu nutzen 

Anmerkung 1 zum Begriff: Interoperabilität gehört zum Anwendungsbereich der Norm und ist eine Vorbedingung für 
die Austauschbarkeit (siehe 3.3.2). 

3.3.2 
Austauschbarkeit 
(en: interchangeability) 
die Möglichkeit, ein IED desselben oder verschiedener Hersteller zu ersetzen, mit mindestens derselben 
Funktionalität und ohne Auswirkung auf den Rest des Systems 

Anmerkung 1 zum Begriff: Austauschbarkeit erfordert die Normung von Funktionen und streng genommen auch von 
IEDs. Beide Anforderungen gehören nicht zum Anwendungsbereich der vorliegenden Norm. Unter Anwendung interope-
rabler IEDs (siehe Definition der Interoperabilität in 3.3.1) mit derselben Kommunikationsschnittstelle und über dieselben 
Daten (LNs) nach der Normenreihe IEC 61850, mit derselben Funktionalität und demselben Verhalten oder geringen 
zulässigen Unterschieden kann der Ersatz möglich sein, aber es können noch bestimmte technische Maßnahmen erfor-
derlich sein. Diese hängen von der Implementierung der Norm ab und gehören immer zum Verantwortungsbereich des 
Entwicklers der IEDs und nicht zum Anwendungsbereich der Normenreihe IEC 61850. 

Anmerkung 2 zum Begriff: Neuentwicklung und Wiederholungsprüfung sind nicht erforderlich. 

3.4 Aufbau von Stationen 

3.4.1 
Feld 
(en: bay) 
eng verbundener Teilbereich der Station mit einer bestimmten gemeinsamen Funktionalität 

Anmerkung 1 zum Begriff: Beispiele sind das Schaltgerät zwischen einer ankommenden oder abgehenden Leitung 
und der Sammelschiene, der Buskoppler mit seinem Leistungsschalter und zugehörigen Trenn- und Erdungstrenn-
schaltern, der Transformator mit seinem zugehörigen Schaltgerät zwischen den beiden Sammelschienen, die die beiden 
Spannungspegel darstellen, der Diameter (siehe 3.4.2) in einer 1½-Leistungsschalter-Anordnung, virtuelle Felder in 
Ringanordnungen (Leistungsschalter und angrenzende Trennschalter) usw. Diese Teilbereiche umfassen sehr oft ein zu 
schützendes Gerät wie einen Transformator oder ein Leitungsende. Die Steuerung des Schaltgerätes in einem solchen 
Teilbereich unterliegt bestimmten gemeinsamen Einschränkungen wie einer gegenseitigen Verriegelung oder genau fest-
gelegten Bedienabläufen. Die Kennzeichnung solcher Teilbereiche ist entscheidend für Wartungszwecke (welche Teile 
dürfen gleichzeitig mit dem geringsten Einfluss auf den Rest der Station abgeschaltet werden) oder für Erweiterungspläne 
(was muss hinzugefügt werden, wenn eine neue Leitung eingeschaltet wird). Diese Teilbereiche werden als „Felder“ 
bezeichnet und von Geräten mit den generischen Namen „Feldsteuerung“ und „Feldschutz“ verwaltet. Die Funktionalität 
dieser Geräte stellt eine zusätzliche logische Steuerungsebene unterhalb der Stationsgesamtebene dar, die als „Feld-
ebene“ bezeichnet wird. Physikalisch muss diese Ebene in einer Station nicht vorhanden sein; d. h. es muss überhaupt 
kein physikalisches Gerät „Feldsteuerung“ geben. Die Funktionalität dieser Ebene darf von anderen IEDs bereitgestellt 
werden. 
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3.4.2 
Diameter 
(en: diameter) 
vollständiges Schaltgerät zwischen den beiden Sammelschienen in einer 1½-Leistungsschalter-Anordnung, 
d. h. die beiden Leitungen und die drei Leistungsschalter mit allen zugehörigen Trennschaltern, Erdungs-
trennschaltern, Strom- und Spannungswandlern 

Anmerkung 1 zum Begriff: Es bestehen eine bestimmte gemeinsame Funktionalität und Einschränkungen wie bei 
einem Feld für Betrieb, Wartung und Erweiterungen. Deshalb stellen der „Diameterschutz“ und die „Diametersteuerung“ 

eine besondere Art einer Feldebene dar (siehe 3.5.3). In den meisten Fällen können diese Funktionen der Feldebene in 

einem oder vielen IEDs implementiert werden. Im letzteren Fall kann z. B. eins von drei Steuer-IEDs jeweils für einen der 

drei Leistungsschalter des Diameters zuständig sein. Eins von zwei Schutz-IEDs kann jeweils für eine der beiden Leitun-

gen zuständig sein, die mit dem Diameter verbunden sind. 

3.5 Automatisierungsfunktionen in Energieversorgungsunternehmen auf verschiedenen 
Ebenen 

3.5.1 
Funktionen der Netzebene 
(en: network level functions) 
Funktionen des Energieversorgungssystems, die sich über die Grenzen mindestens einer Station oder 
Anlage hinaus erstrecken 

Anmerkung 1 zum Begriff: Eine Anlage ist ein Leitungsschutz, Fernwirktechnik, Fernüberwachung usw. 

3.5.2 
Funktionen der Stationsebene 
(en: station level functions) 
Funktionen, die sich auf die Station oder die Anlage als Ganzes beziehen 

Anmerkung 1 zum Begriff: Es gibt zwei Klassen von Funktionen der Stationsebene, das sind prozessbezogene 

Funktionen der Stationsebene und schnittstellenbezogene Funktionen der Stationsebene. 

3.5.3 
Funktionen der Feldebene 
(en: bay level functions) 
Funktionen, die hauptsächlich die Daten eines Feldes nutzen und in erster Linie auf die Primäreinrichtung 
eines Feldes einwirken 

Anmerkung 1 zum Begriff: Im Sinne der vorliegenden Norm ist ein Feld ein Teilbereich der Station wie ein Leitungs-

feld, ein Diameterfeld oder ein Transformatorfeld. Bei der Definition eines Feldes wird eine sinnvolle Teilstruktur im 

Aufbau der Primärstation und eine bestimmte lokale Funktionalität, Abgrenzung oder Eigenständigkeit im Sekundär-

system (Stationsautomatisierung) betrachtet. Beispiele für solche Funktionen sind der Leitungsschutz oder die Feldsteue-

rung. Diese Funktionen kommunizieren über die logische Schnittstelle 3 innerhalb der Feldebene und über die logischen 

Schnittstellen 4 und 5 mit der Prozessebene, d. h. mit einer Art abgesetzten E/As oder intelligenten Sensoren und 

Aktoren. Die Schnittstellen 4 und 5 dürfen auch fest verdrahtet sein, aber festverdrahtete Schnittstellen gehören nicht 

zum Anwendungsbereich der Normenreihe IEC 61850. 

Anmerkung 2 zum Begriff: Der Begriff „Feld"“ wird in 3.4.1 definiert. 

3.5.4 
Funktionen der Prozessebene 
(en: process level functions) 
alle Funktionen, die mit dem Prozess gekoppelt sind, d. h. im Wesentlichen binäre und analoge E/A-Funktio-
nen wie die Datenerfassung (einschließlich Abtastung) und die Ausgabe von Befehlen 

Anmerkung 1 zum Begriff: Diese Funktionen kommunizieren über die logischen Schnittstellen 4 und 5 mit der Feld-

ebene. Wenn kein Prozessbus verwendet wird, dürfen die Funktionen der Prozessebene in den IEDs der Feldebene 

zusammen mit den Funktionen der Feldebene implementiert werden. Wenn ein Prozessbus verwendet wird, werden die 

Funktionen der Prozessebene in den IEDs der Prozessebene implementiert. 
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3.5.5 
prozessbezogene Funktionen der Stationsebene 
(en: process related station level functions) 
Funktionen, die die Daten von mehreren Feldern oder der gesamten Station nutzen und auf die Primär-
einrichtung von mehreren Feldern oder der gesamten Station einwirken 

Anmerkung 1 zum Begriff: Beispiele solcher Funktionen sind die stationsweite Verriegelung, automatische Folgezähler 
oder Sammelschienenschutz. Diese Funktionen kommunizieren hauptsächlich über die logische Schnittstelle 8. 

3.5.6 
schnittstellenbezogene Funktionen der Stationsebene 
(en: interface related station level functions) 
Funktionen, die die Schnittstelle des Automatisierungssystems in Energieversorgungsunternehmen zum als 
Mensch-Maschine-Schnittstelle (HMI) bezeichneten Bediener der lokalen Station, zu einer als Fernwirk-
schnittstelle (TCI) bezeichneten Fernwirkzentrale oder zum als Fernüberwachungsschnittstelle (TMI) 
bezeichneten abgesetzten Arbeitsplatz des Technikers darstellen 

Anmerkung 1 zum Begriff: Diese Funktionen kommunizieren in Stationen über die logischen Schnittstellen 1 und 6 mit 
der Feldebene und über die logische Schnittstelle 7 und die Fernwirkschnittstelle mit der äußeren Welt. Logisch besteht 
kein Unterschied, ob die HMI lokal oder abgesetzt ist. Im Zusammenhang mit der Station gibt es wenigstens eine logische 
Schnittstelle für das Stationsautomatisierungssystem an der Grenze der Station. Das gleiche gilt sowohl für die TCI als 
auch die TMI. Diese logischen Schnittstellen dürfen in bestimmten Implementierungen als Proxy-Server implementiert 
werden. 

3.6 Sonstiges 

3.6.1 
lokale Funktionen 
(en: local issue) 
Funktionalität außerhalb des Anwendungsbereiches der Normenreihe IEC 61850 

Anmerkung 1 zum Begriff: Da in dieser Norm auszutauschende Daten und die Kommunikation, aber keine Anwen-
dungsfunktionen definiert werden, bezieht sich dieser Begriff in den meisten Fällen auf eine lokale Funktion wie die 
Datenanzeige oder wie eine Anwendung reagiert, wenn Daten fehlen oder falsche Daten empfangen werden. Da diese 
Besonderheiten vom genauen Verhalten der Funktion und von deren Implementierung abhängen, können sie im Rahmen 
der Normenreihe IEC 61850 nicht genormt werden. 

3.6.2 
Granularität 
(en: granularity) 
Ausmaß, in dem die Funktionen und ihre zugeordneten Daten in Unterfunktionen bzw. Untergruppen aufge-
teilt sind 

Anmerkung 1 zum Begriff: Jede Unterfunktion, die auch in einem IED implementiert werden kann, das nicht alle 
anderen zugehörigen Unterfunktionen enthält, muss auf genormte Weise mit anderen IEDs kommunizieren, die diese 
zugehörigen Unterfunktionen bereitstellen. Die Richtlinie ist die Bereitstellung der größten erforderlichen Granularität, 
damit sich eine Datenzusammenfassung ergibt, die zu fast jeder Verteilung von Funktionen und Unterfunktionen passt. 
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INTERNATIONAL ELECTROTECHNICAL COMMISSION 

____________ 

 
COMMUNICATION NETWORKS AND SYSTEMS  

FOR POWER UTILITY AUTOMATION – 
 

Part 5: Communication requirements  
for functions and device models 

 
FOREWORD 

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising 
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote 
international co-operation on all questions concerning standardization in the electrical and electronic fields. To 
this end and in addition to other activities, IEC publishes International Standards, Technical Specifications, 
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC 
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee interested 
in the subject dealt with may participate in this preparatory work. International, governmental and non-
governmental organizations liaising with the IEC also participate in this preparation. IEC collaborates closely 
with the International Organization for Standardization (ISO) in accordance with conditions determined by 
agreement between the two organizations. 

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international 
consensus of opinion on the relevant subjects since each technical committee has representation from all 
interested IEC National Committees.  

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National 
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC 
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any 
misinterpretation by any end user. 

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications 
transparently to the maximum extent possible in their national and regional publications. Any divergence 
between any IEC Publication and the corresponding national or regional publication shall be clearly indicated in 
the latter. 

5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity 
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any 
services carried out by independent certification bodies. 

6) All users should ensure that they have the latest edition of this publication. 

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and 
members of its technical committees and IEC National Committees for any personal injury, property damage or 
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and 
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC 
Publications.  

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is 
indispensable for the correct application of this publication. 

9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of 
patent rights. IEC shall not be held responsible for identifying any or all such patent rights. 

International Standard IEC 61850-5 has been prepared by IEC technical committee 57: Power 
systems management and associated information exchange. 

This second edition cancels and replaces the first edition published in 2003. It constitutes a 
technical revision. 

The major technical changes with regard to the previous edition are as follows: 

– extension from substation automation systems to utility automation systems; 

– including the interfaces for communication between substations (interfaces 2 and 11); 

– requirements from communication beyond the boundary of the substation. 

– 7 –

E DIN EN 61850-5:2013-04 ²�(QWZXUI�²

Full document details: E DIN EN 61850-5:2013-04

http://www.avadocuments.com/doc/e-din-en-61850-5-2013-04
http://www.avadocuments.com/doc/e-din-en-61850-5-2013-04


  

The text of this standard is based on the following documents: 

FDIS Report on voting 

57/XX/FDIS 57/XX/RVD 

 
Full information on the voting for the approval of this standard can be found in the report on 
voting indicated in the above table. 

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2. 

A list of all the parts in the IEC 61850 series, published under the general title Communication 
networks and systems for power utility automation, can be found on the IEC website.   

Future standards in this series will carry the new general title as cited above. Titles of existing 
standards in this series will be updated at the time of the next edition. 

The committee has decided that the contents of this publication will remain unchanged until 
the stability date indicated on the IEC web site under "http://webstore.iec.ch" in the data 
related to the specific publication. At this date, the publication will be  

  reconfirmed, 

  withdrawn, 

  replaced by a revised edition, or 

  amended. 

 

The National Committees are requested to note that for this publication the stability date 
is 2015. 

THIS TEXT IS INCLUDED FOR THE INFORMATION OF THE NATIONAL COMMITTEES AND WILL BE 

DELETED AT THE PUBLICATION STAGE. 

 

IMPORTANT – The 'colour inside' logo on the cover page of this publication indicates 
that it contains colours which are considered to be useful for the correct 
understanding of its contents. Users should therefore print this document using a 
colour printer. 
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INTRODUCTION 

This part of IEC 61850 is part of set of standards, the IEC 61850 series. The IEC 61850 
series is intended to provide interoperability between all devices in power utility automation 
systems. Therefore, it defines communication networks and systems for power utility 
automation, and more specially the communication architecture for subsystems like substation 
automation systems. The sum of all subsystems may result also in the description of the 
communication architecture for the overall power system management.  

Communication between these devices in subsystems and between the subsystems within the 
overall power utility automation system fulfils a lot of requirements imposed by all the 
functions to be performed in power utility automation systems starting from the core 
requirements in substations. These requirements are stated both for the data to be organized 
in a data model and for the data exchange resulting in services. Performance of the data 
exchange means not only transfer times but also the quality of the data exchange avoiding 
losses of information in the communication.   

Depending on the philosophy both of the vendor and the user and on the state-of-the-art in 
technology, the allocation of functions to devices and control levels is not commonly fixed. 
Therefore, the standard shall support any allocation of functions. This results in different 
requirements for the different communication interfaces within the substation or plant, at its 
border and beyond.  

The standard series shall be long living but allow following the fast changes in communication 
technology by both its technical approach and its document structure. Figure 1 shows the 
relationship of Part 5 to subsequent parts of IEC 61850 series.  

The standard series IEC 61850 has been organized so that at least minor changes to one part 
do not require a significant rewriting of another part. For example, the derived data models in 
subsequent parts (IEC 61850-7-x) and mappings to dedicated stacks (IEC 61850-8-x and 
IEC 61850-9-x) based on the communication requirements in Part 5 will not change the 
requirements defined in Part 5. In addition, the general parts, the requirement specification 
and the modelling parts are independent from any implementation. The implementation 
needed for the use of the standard is defined in some few dedicated parts referring to main 
stream communication means thus supporting the long living of the standard and its potential 
for later technical changes. 

This Part 5 of the standard IEC 61850 defines the communication requirements for functions 
and device models for power utility automation systems.  

The modelling of communication requires the definition of objects (e.g., data objects, data 
sets, report control, log control) and services accessing the objects (e.g., get, set, report, 
create, delete). This is defined in Part 7 with a clear interface to implementation. To use the 
benefits of communication technology, in this standard no new protocol stacks are defined but 
a standardized mapping on existing stacks is given in Part 8 and Part 9. A System 
configuration language (Part 6) for strong formal description of the system usable for software 
tools and a standardized conformance testing (Part 10) complement the standard. Figure 1 
shows the general structure of the documents of IEC 61850 as well as the position of the 
clauses defined in this document. 

NOTE To keep the layered approach of the standard not mixing application and implementation requirements, 
terms like client, server, data objects, etc. are normally not used in Part 5 (requirements). In Parts 7 (modelling), 8 
and 9 (specific communication service mapping) terms belonging to application requirements like PICOM are 
normally not used.    
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IEC 61850-8-x 
IEC 61850-9-x 

Specific communication  
service mapping 

IEC 61850-7-2 
Abstract communication 
service interface (ACSI) 

IEC 61850-7-1 
Communication reference 

model 

IEC 61850-5 
Communication requirements 

for functions and device 
models  

IEC 61850-7-3 
Common data classes and 

attributes 

IEC 61850-7-4 
Compatible logical node and 

data object adressing 

IEC 61850-6 
Configuration description 

language for communication 

IEC 61850-10 
Conformance  

testing 

 

Figure 1 – Relative position of this part of the standard 
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COMMUNICATION NETWORKS AND SYSTEMS  
FOR POWER UTILITY AUTOMATION – 

 
Part 5: Communication requirements  

for functions and device models 
 
 
 

1 Scope  

This part of IEC 61850 applies to power utility automation systems with the core part of 
substation automation systems (SAS). It standardizes the communication between intelligent 
electronic devices (IEDs) and defines the related system requirements to be supported. 

The specifications of this part refer to the communication requirements of the functions in 
power automation systems. Most examples of functions and their communication 
requirements in this part are originated primarily from the substation automation domain and 
may be reused or extended for other domains within power utility automation if applicable. 
Note that sometimes instead of the term substation automation domain the term substation 
domain is used, especially if both the switchyard devices (primary system) and the automation 
system (secondary system) is regarded.  

The description of the functions is not used to standardize the functions, but to identify 
communication requirements between Intelligent Electronic Devices within plants and 
substations in the power system, between such stations s (e.g. between substation for line 
protection) and between the plant or substation and higher-level remote operating places (e.g. 
network control centres) and maintenance places. Also interfaces to remote technical services 
(e.g. maintenance centres) are considered. The general scope is the communication 
requirements for power utility automation systems. The basic goal is interoperability for all 
interactions providing a seamless communication system for the overall power system 
management. 

Standardizing functions and their implementation is completely outside the scope of this 
standard. Therefore, it cannot be assumed a single philosophy of allocating functions to 
devices.  To support the resulting request for free allocation of functions, a proper breakdown 
of functions into parts relevant for communication is defined. The exchanged data and their 
required performance are defined.  

The same or similar intelligent electronic devices from substations like protective and control 
devices are found in other installations like power plants also. Using this standard for such 
devices in these plants facilitates the system integration e.g. between the power plant control 
and the related substation automation system. For some of such other application domains 
like wind power plants, hydro power plants and distributed energy resources specific standard 
parts according to IEC 61850 series have been already defined and published. 

2 Normative references 

The following documents, in whole or in part, are normatively referenced in this document and 
are indispensable for its application. For dated references, only the edition cited applies. For 
undated references, the latest edition of the referenced document (including any 
amendments) applies. 

IEC 61000-4-15, Electromagnetic compatibility (EMC) – Part 4-15: Testing and measurement 
techniques – Flickermeter – Functional and design specifications 

IEC/TS 61850-2, Communication networks and systems in substations – Glossary 
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IEC 61850-6, Communication networks and systems for power utility automation – Part 6: 
Configuration description language for communication in electrical substations related to IEDs 

IEC 81346 (all parts), Industrial systems, installations and equipment and industrial products 
– Structuring principles and reference designations  

Cigre JWG 34./35.11 – Protection using Telecommunication, Cigre Technical Brochure (TB) 
192 (111 pages), 2007 

3 Terms and definitions 

For the purposes of this document, the terms and definitions given in IEC/TS 61850-2, as well 
as the following apply. 

3.1 General 

3.1.1  
application function 

task, which is performed in or by power utility automation systems  

Note 1 to entry: Generally, a function consists of subparts which may be distributed to different IEDs, which 
exchange data with each other. More precisely these sub-functions implemented in the IEDs exchange data. Also 
between different functions data are exchanged. The exchanged data exposed to the communication system shall 
be standardized based on the semantic content to be understandable by the receiving function. For this purpose 
the standard groups the exchanged data in objects called Logical Nodes which refer to the name of the allocated 
functions by their mnemonic name. 

3.1.2  
local function  

function which is performed by sub-functions in one physical device  

Note 1 to entry: If the performance of the functions is not depending on functions in other devices no 
standardized link is needed. Sometimes, functions with a weak dependency only from other ones are also called 
local functions. The loss of such links should not result in blocking these functions but in worst case to some 
graceful degradation.      

3.1.3  
distributed function 
function which is performed by sub-functions in two or more different physical devices  

Note 1 to entry: The exchanged data is contained in Logical Nodes having a common semantic reference to the 
distributed function. Since all functions communicate in some way, the definition of a local or a distributed function 
is not unique but depends on the definition of the functional steps to be performed until the function is defined as 
complete In case of losing the data of one Logical Node or losing one included communication link the function 
may be blocked completely or show a graceful degradation if applicable.  

3.1.4  
system 

set of interacting entities which perform a common functionality 

Note 1 to entry: The backbone of the system is the data exchange. 

3.1.5  
logical system  
communicating set of all application functions performing some overall task like “management 
of a substation” or “management of a plant”  

Note 1 to entry: The boundary of a logical system is given by its logical interfaces. The backbone of the logical 
system is the communication relationship between its functions and sub-functions. The exchanged data are 
grouped in Logical Nodes. 
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3.1.6  
physical system 
set of all interacting devices hosting the application functions and the interconnecting physical 
communication network  

Note 1 to entry: The boundary of a physical system is given by its physical interfaces. Examples are industrial 
systems, management systems, information systems, and within the scope of this standard, substation or power 
utility automation systems. The backbone of physical system is its communication system together with all 
implemented data.  

3.1.7  
substation automation system  

system which operates, protects, monitors, etc. the substation, i.e. the primary system  

Note 1 to entry: For this purpose it uses fully numerical technology and digital communication links (LAN as 
communication system). 

Note 2 to entry: See 3.1.9 for a definition of primary system. 

3.1.8  
secondary system 
power utility automation system 
interacting set of all components and subsystems to operate, to protect and to monitor the 
primary system  

Note 1 to entry:  In case of full application of numerical technology, the secondary system is synonymous with the 
power utility automation system. For this purpose it uses fully numerical technology and digital communication links 
(WAN as communication system). Substation automation systems are one kind of power utility automation systems 
responsible for the nodes in the power system or power grid. 

Note 2 to entry: See 3.1.9 for a definition of primary system. 

3.1.9  
primary system 
power system 

set of all components for generating, transmitting and distributing electrical energy  

Note 1 to entry: Parts of the power system are also all consumers of electrical energy. 

Note 2 to entry: Examples are generators, power transformers, switchgear in substations, overhead line and 
cables. 

3.1.10  
communication system 

interconnected set of all communication links  

Note 1 to entry: Depending on the size it is called either LAN (local area network) as used in substations or 
plants, or WAN (wide area network) as used globally in the power utility system. 

3.1.11  
device 

mechanism or piece of equipment designed to serve a purpose or perform a function  

Note 1 to entry: Communication relevant properties are described in the related device model. 

Note 2 to entry:  Examples are a breaker, relay, or the computer of the operator’s work place. 

3.1.12  
intelligent electronic device  
IED 
device incorporating one or more processors with the capability to execute application 
functions, store data locally in a memory and exchange data with other IEDs (sources or 
sinks) over a digital link  
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Note 1 to entry: Examples are electronic meters, digital/numerical relays, and digital controllers. They host the 
data according to the data model and allow exchanging data according to the IEC 61850 services/interfaces. If not 
stated otherwise, intelligent electronic devices have an internal clock by definition. This allows fulfilling the 
requirements for time tagging of events or synchronized sampling. The clocks of different IEDs have to be 
synchronized for time coherent data if requested by the hosted application functions.  

Note 2 to entry: This note applies to the French language only. 

3.1.13  
physical device  

intelligent electronic device as used in the context of this standard 

3.1.14  
abstract data models for communication 

data standardized with their semantic meaning exchanged between the functions by the IEDs  

Note 1 to entry: All application functions shall trust these data and perform their algorithm using this data. The 
formal description of the automation system by SCL is also based on this standardized data. 

3.1.15  
PICOM  
Piece of Information for COMmunication describing the information transfer with given 
communication attributes between two logical nodes  

Note 1 to entry: It contains in addition to the information to be transmitted also requirement attributes like 
performance and was adopted from CIGRE working group 34.03. It does not represent the actual message 
structure and the format for data as exchanged over the communication network. This implementation information 
is found in the standard parts IEC 61850-8-x and IEC 61850-9-x. The assumed logical point-to-point connection 
describes the source and sink of this information transfer but does not define the communication procedures like 
client-server or publisher-subscriber for multicast and broadcast.  

Note 2 to entry: This note applies to the French language only. 

3.1.16  
logical node 
object where standardized data for communication are grouped in according to their 
relationship to application functions  

Note 1 to entry: The granularity of data or to how many logical nodes (LN) the data are distributed depends on the 
granularity of functions. The granularity stops at the smallest function parts which may be implemented as single- 
stand-alone functions acting also as atomic building blocks for complex functions. The logical nodes may be seen 
also as containers containing the data provided by a dedicated function for exchange (communication). The name 
of the logical node is than the label attached to this container telling to what function the data belong. Logical 
nodes related to primary equipment are not the primary equipment itself but a data image in the secondary system 
needed for performing the applications functions of the power utility automation system. 

3.2 Connections 

3.2.1  
logical connection 

communication link between functions represented by logical nodes 

3.2.2  
physical connection 
communication link between intelligent electronic devices (IEDs) and is providing all logical 
connections for the implemented functions represented by logical nodes 

3.2.3  
exposed connection 
communication link outside the IED i.e. between IEDs  

Note 1 to entry: The data running over exposed connections are visible and may be used by other IEDs 
requesting interoperability. Therefore, these data and the related communication procedures shall be standardized 
according to IEC 61850 series. An exception may be data which are needed for some private purpose not 
impacting the interoperability.  
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3.2.4  
hidden connection 
communication inside the IED  

Note 1 to entry: These data exchange is not visible and cannot be used by other IEDs therefore not requesting 
interoperability. It should be noted that by distributing combined functions in one IED to more than one IED hidden 
connections may get exposed ones which shall be standardized. 

3.2.5  
digital connection 

any communication data coded and transmitted as bits 

3.2.6  
serial connection 

communication with data coded and transmitted as series of bits over one communication line 

3.3 Relations between IEDs 

3.3.1  
interoperability 
the ability of two or more intelligent electronic devices (IED) from the same vendor, or 
different vendors, to exchange information and use that information for their own functionality 
and correct co-operation with other IEDs  

Note 1 to entry: Interoperability is within the scope of the standard and prerequisite for interchangeability (voir 
3.3.2). 

3.3.2  
interchangeability  
the possibility to replace an IED from the same vendor or from different vendors providing the 
same functionality with no impact on the rest of the system  

Note 1 to entry: Interchangeability requires standardization of functions and, in a strong sense, of IEDs also. Both 
such requirements are outside the scope of this standard. Utilizing interoperable IEDs (see definition of 
interoperability in 3.3.1) with the same communication interface and about the same data (LNs) according to 
IEC 61850 series, with the same functionality and performance or minor accepted differences, the exchange may 
be possible but some engineering actions may be still needed. This depends on the implementation of the standard 
and is always within the responsibility of the engineer of the IEDs, not of IEC 61850 series.  

Note 2 to entry:  Re-engineering and re-testing are not needed. 

3.4 Substation structures 

3.4.1  
bay 

closely connected subpart of the substation with some common functionality  

Note 1 to entry: Examples are the switchgear between an incoming or outgoing line and the busbar, the bus 
coupler with its circuit breaker and related isolators and earthing switches, the transformer with its related 
switchgear between the two busbars representing the two voltage levels, the diameter (see 3.4.2) in a 1 ½ breaker 
arrangement, virtual bays in ring arrangements (breaker and adjacent isolators), etc. These subparts very often 
comprise a device to be protected such as a transformer or a line end. The control of the switchgear in such a 
subpart has some common restrictions like mutual interlocking or well-defined operation sequences. The 
identification of such subparts is important for maintenance purposes (what parts may be switched off at the same 
time with a minimum impact on the rest of the substation) or for extension plans (what has to be added if a new line 
is linked in). These subparts are called “bays” and managed by devices with the generic names “bay controller” and 
“bay protection”. The functionality of these devices represents an additional logical control level below the overall 
station level that is called “bay level”. Physically, this level may not exist in any substation; i.e. there may be no 
physical device “bay controller” at all. The functionality of this level may be hosted by other IEDs. 

3.4.2  
diameter 
complete switchgear between the two busbars of a 1-½-breaker arrangement, i.e. the 2 lines 
and the 3 circuit breakers with all related isolators, earthing switches, CTs and VTs  
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Note 1 to entry: It has some common functionality and restriction like a bay both for operation, maintenance and 
extensions. Therefore, the “diameter protection” and “diameter control” represents a special type of bay level (see 
3.5.3). In most cases these bay level functions may be implemented in one or many IEDs. In the last case e.g. one 
of three control IEDs may be responsible each for one the three circuit breakers of the diameter. One of two 
protection IEDs may be responsible each for one of the two lines being connected to the diameter.   

3.5 Power utility automation functions at different levels 

3.5.1  
network level functions 

power system functions which exceed at least the boundary of one substation or plant  

Note 1 to entry: A plant is a line protection, a telecontrol, a telemonitoring, etc. 

3.5.2  
station level functions 

functions referring to the substation or plant as whole  

Note 1 to entry: There are two classes of station level functions; i.e. process related station level functions and 
interface related station level functions. 

3.5.3  
bay level functions 
functions using mainly the data of one bay and acting mainly on the primary equipment of one 
bay  

Note 1 to entry: In the context of this standard a bay means any subpart of the substation like a line feeder, a 
diameter or a transformer feeder. The definition of a bay is considering some kind of a meaningful substructure in 
the primary substation configuration and some local functionality, restriction or autonomy in the secondary system 
(substation automation). Examples for such functions are line protection or bay control. These functions 
communicate via the logical interface 3 within the bay level and via the logical interfaces 4 and 5 to the process 
level, i.e. with any kind of remote I/Os or intelligent sensors and actuators. Interfaces 4 and 5 may be hardwired 
also but hardwired interfaces are outside the scope of IEC 61850 series. 

Note 2 to entry: Bay is defined in 3.4.1. 

3.5.4  
process level functions 
all functions interfacing to the process, i.e. basically binary and analogue I/O functions like 
data acquisition (including sampling) and issuing of commands  

Note 1 to entry: These functions communicate via the logical interfaces 4 and 5 to the bay level. The process 
level functions may be implemented in the bay level IEDs together with the bay level functions if no process bus is 
applied. If a process bus is applied the process level functions are implemented in process level IEDs. 

3.5.5  
process related station level functions 
functions using the data of more than one bay or of the complete substation and acting on the 
primary equipment of more than one bay or of the complete substation  

Note 1 to entry: Examples of such functions are station wide interlocking, automatic sequencers or busbar 
protection. These functions communicate mainly via the logical interface 8. 

3.5.6  
interface related station level functions 
functions representing the interface of the power automation system to the local station 
operator named HMI (human machine interface), to a remote control centre named TCI 
(telecontrol interface) or to the remote engineering workplace for monitoring and maintenance 
named TMI (telemonitoring interface)  

Note 1 to entry: These functions communicate in substations via the logical interfaces 1 and 6 with the bay level 
and via the logical interface 7 and the remote control interface to the outside world. Logically, there is no difference 
if the HMI is local or remote. In the context of the substation there exists at least one logical interface for the 
substation automation system at the boundary of the substation. Same holds both for the TCI and TMI. These 
logical interfaces may be realized in some implementations as proxy servers.  
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3.6 Miscellaneous 

3.6.1  
local issue 

some functionality which is outside the scope of IEC 61850 series 

Note 1 to entry: Since the standard defines data to be exchanged and communications but not application 
functions this term refers in most cases to a local function like the display of data or how an application reacts if it 
is missing data of if it gets bad data. Since this depends from the detailed behaviour of the function and its 
implementation it cannot be standardized within the scope of IEC 61850 series. 

3.6.2  
granularity 
extent to that the functions and their allocated data are split in sub-functions and subgroups 
respectively  

Note 1 to entry: Any sub-function which may be implemented also in an IED not containing all other related sub-
functions has to communicate in a standardized way with other IEDs hosting these related sub-functions. The 
guideline is the maximum required granularity to have data grouping which fits in nearly any distribution of 
functions and sub-functions.    

4 Abbreviations 

GPS Global Positioning System (time source) 

HMI Human Machine Interface  

I/O Input and Output contacts or channels (depending on context)  

IED Intelligent Electronic Device  

IF (Serial) Interface  

ISO International Organization for Standardization 

LAN Local Area Network  

LC Logical Connection  

LN Logical Node  

MMS Manufacturing Message Specification  

NCC Network Control Centre  

OSI Open System Interconnection 

PC Physical Connection 

PD Physical Device  

PICOM Piece of Information for COMmunication 

SAS Substation Automation System 

TCI Telecontrol Interface (for example, to NCC) 

TMI Telemonitoring Interface (for example, to engineers workplace) 

WAN Wide Area Network 

5 Power utility automation functions 

5.1 General 

The power utility functions refer to tasks which have to be performed by the utility power 
automation system. These are functions to operate, supervise, protect and monitor the system 
to keep it running in the best way as possible and to guarantee the reliable and economic 
power supply. Since both the sensors and actuators for these tasks are implemented in a 
power plant being the generating node or in a substation being the connecting nodes in the 
power grid, the power automation system may be seen as front-end to all these functions and, 
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therefore, a very important subsystem. The SAS is used as an example in the following for 
defining the communication requirements for functions and device models. 

5.2 Example substation automation system 

5.2.1 General 

The functions of a substation automation system (SAS) refer to tasks which have to be 
performed in the substation. These are functions to control, monitor and protect the 
equipment of the substation and its feeders. In addition, there exist functions, which are 
needed to maintain the SAS, i.e. for system configuration, communication management or 
software management and, very important, for time synchronization. 

5.2.2 Logical allocation of functions and interfaces 

The functions of a substation automation system may be allocated logically to three different 
levels (station, bay/unit, or process). These levels are shown by the logical interpretation of 
Figure 2 together with the logical interfaces 1 to 11. 

Process level functions are all functions interfacing to the process. These functions 
communicate via the logical interfaces 4 and 5 to the bay level. 

Bay level functions (see bay definition above) are functions using mainly the data of one bay 
and acting mainly on the primary equipment of one bay. These functions communicate via the 
logical interface 3 within the bay level and via the logical interfaces 4 and 5 to the process 
level, i.e. with any kind of remote I/Os or intelligent sensors and actuators. Interfaces 4 and 5 
may be hardwired also but hardwired interfaces are outside the scope of IEC 61850 series. 

There are two classes of station level functions: 

Process related station level functions are functions using the data of more than one bay or of 
the complete substation and acting on the primary equipment of more than one bay or of the 
complete substation. These functions communicate mainly via the logical interface 8. 

Interface related station level functions are functions representing the interface of the SAS to 
the local station operator (Human machine interface (HMI)), to a remote control centre 
(Telecontrol interface (TCI)) or to the remote engineering place for monitoring and 
maintenance (Telemonitoring interface (TMI)). These functions communicate via the logical 
interfaces 1 and 6 with the bay and via the logical interfaces 7 and 10 to the outside world. 
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Figure 2 – Levels and logical interfaces  
in substation automation systems 

The meaning of the interfaces: 

IF1:  protection-data exchange between bay and station level 

IF2:  protection-data exchange between bay level and remote protection (e.g. line protection) 

IF3:  data exchange within bay level 

IF4:  analogue data exchange between process and bay level (samples from CT and VT)  

IF5:  control data exchange between process and bay level 

IF6:  control data exchange between bay and station level 

IF7:  data exchange between substation (level) and a remote engineer’s workplace 

IF8:  direct data exchange between the bays especially for fast functions like interlocking   

IF9:  data exchange within station level 

IF10:  control-data exchange between the substation and remote control centre(s) 

IF11:  control-data exchange between substations. This interface refers mainly to binary data 
e.g. for interlocking functions or other inter-substation automatics  

The cloud around IF2 and IF11 indicates that there may be also an external communication 
system applied which is not according to the data model and the services defined in 
IEC 61850 series. 

The devices of a substation automation system may be installed physically on different 
functional levels (station, bay, and process). This refers to the physical interpretation of 
Figure 2: 

NOTE The distribution of the functions in a communication environment can occur through the use of Wide Area 
Network (WAN), Local Area Network (LAN) and Process Bus technologies. At requirement level, the functions are 
not constrained to be deployed within/over any single communication technology. 

a) process level devices are typically remote process interfaces like I/Os, intelligent sensors 
and actuators connected by a process bus as indicated in Figure 2; 

b) bay level devices consist of control, protection or monitoring units per bay;  

– 19 –

E DIN EN 61850-5:2013-04 ²�(QWZXUI�²

Full document details: E DIN EN 61850-5:2013-04

http://www.avadocuments.com/doc/e-din-en-61850-5-2013-04
http://www.avadocuments.com/doc/e-din-en-61850-5-2013-04


  

c) station level devices consist of the station computer with a database, the operator’s 
workplace, interfaces for remote communication, etc.  

5.2.3 The physical allocation of functions and interfaces 

Despite of the similarity of logical and physical levels there is no unique way for mapping the 
logical function structure to the physical device structure. The mapping is depending on 
availability and performance requirements, cost constraints, the state of the art in technology, 
etc. It is influenced also by the operation philosophy and the acceptance of the users i.e. of 
the power utilities.  

The station computer may act as client only with the basic functions HMI, TCI and TMI. All 
other station level functions may be distributed completely over the bay level devices. In this 
case the interface 8 is the backbone of the system. On the other side all station wide 
functions like interlocking etc. may reside in the station computer acting now both as client 
and server. In this case the interface 1 and 6 take over the complete functionality of 
interface 8. Many other solutions are possible. 

The bay level functions may be implemented in dedicated bay level devices (protection unit, 
control unit, without or with redundancy) or in combined protection and control units. Some 
may be moved physically down to the process level supported by the free allocation of 
functions. 

If there are no serial interfaces 4 and 5, the process level functions are implemented in the 
bay level devices. The realization of the serial interfaces 4 and 5 may include remote I/O 
devices only or intelligent sensors and actuators, which provide some bay level functionality 
on process level already.   

The logical interfaces may be implemented as dedicated physical interfaces (plugs). Two or 
more may be combined also into a single common physical interface. In addition, these 
interfaces may be combined and implemented into one or more physical LANs. The 
requirements for these physical interfaces depend upon the allocation of function to levels 
and devices. 

The teleprotection interface 2 may be also implemented as dedicated link (power line carrier, 
etc.) or combined with other boundary interfaces as 7, 10 and 11 connected physically to 
WAN.   

5.2.4 The role of interfaces 

Not all interfaces have to be present in any substation. This flexible approach covers both the 
retrofit of existing substations and the installation in new substations, today and tomorrow.  

The numbering of interfaces according to Figure 2 is helpful for the identification of the kind of 
interfaces needed in substations and for data flow calculations.  

The interface numbers allow defining easily the two important LANs or bus systems: Very 
common, the interfaces 1, 6, 3, 9, 8 are combined to the station/interbay bus which connects 
both the station level with the bay level and the different bays itself. The interfaces 4 and 5 
are combined to the process bus which connects the bay level with the process level and the 
different process level IEDs with each other. Very often, the process bus is restricted to one 
single bay only. If the process bus is extended to other bays it may take over the role of 
interface 8 also, at least for raw data. 

The interface 7 is dedicated for external communication with a remote monitoring centre. It 
could be realized by a direct interface to the station/interbay bus also. 

According to the function allocation, the message types of Clause 10 based on 
communication performance requirements may be assigned to the different interfaces. The 
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free allocation of functions means that such an assignment may not be common for all 
substation automation systems. 

5.3 Other application examples 

5.3.1 Substation – Substation 

The communication between substations is also introduced in Figure 2 referring to interfaces 
2 and 11. The requirements are the same as inside the substation. Binary values (blocking, 
release, etc. for distance protection and automatics) and analogue values (samples of current 
for current differential protection) have to be exchanged depending on the functions applied.  
Differences are the longer communication distance and the transparent use of an external 
communication system with higher or lower bandwidth which may increase the transmission 
delay.  

5.3.2 Substation – Network Control 

The communication between the substation and the network control centre is also introduced 
in Figure 2 referring to interface 10. The requirements are the same as inside the substation 
for the connection between bay and station level. Binary values (status information, events, 
alarms, commands, etc. for remote control) and analogue values (calculated values e.g. for 
the energy flow) have to be exchanged depending on the functions applied Differences are 
the longer communication distance and the transparent use of an external communication 
system with higher or lower bandwidth which may increase the transmission delay.  

5.3.3 Wind 

Basic applications like collecting binary and analogue data and issuing commands are the 
same as for substations. The specific requirements are to model the wind power generating 
part (wind turbine as primary mover and connected generator) and the environmental 
conditions like wind strength and direction. The wind power automation system has also an 
interface to the network system management similar as interface 10 in substations.  

5.3.4 Hydro 

Basic applications like collecting binary and analogue data and issuing commands are the 
same as for substations. The specific requirements are to model the hydro power generating 
part (water turbine as primary mover and connected generator) and the environmental 
conditions like water level and flow. The hydro power automation system has also an interface 
to the network system management similar as interface 10 in substations. 

5.3.5 DER 

Distributed energy resources (DER) refer to any kind of power generation with the exception 
of thermal, nuclear, wind and water. Typical examples are diesel generators or photovoltaic 
systems. This means either a rotating generation part (e.g. diesel engine as primary mover 
and connected generator) or a solar power collecting. Automation system for distributed 
energy resources may have also an interface to some higher level power control system 
similar as interface 10 in substations. 

6 Goal and requirements 

6.1 Interoperability 

The goal of this standard is to provide interoperability between the IEDs from different 
suppliers or, more precisely, between functions to be performed in the power system but 
residing in the IEDs from different suppliers. Interchangeability is outside the scope of this 
standard, but the objective of interchangeability will be supported by following this standard. 

Interoperability has the following levels for devices from different suppliers: 
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a) the devices shall be connectable to a common bus with a common protocol (syntax); 

b) the devices shall understand the information provided by other devices (semantics); 

c) the devices shall perform together a common or joint function if applicable (distributed 
functions).  

NOTE This goal of interoperability for this standard refers to interoperability between application functions. This is 
of special importance for transfer time requirements and compliance testing.  

Since there are no constraints regarding system structure and data exchange, some static 
and dynamic requirements shall be fulfilled to provide interoperability.   

6.2 Static design requirements 

The standard shall support all configurations for Power Utility Automation Systems and, 
especially for Substation Automation Systems to suit the needs of all users (power utilities) 
and to be able being applied to the related technologies. This shall be valid today and in the 
future. 

The goal of interoperability for any configuration results in the following static design 
requirements, which are not completely independent from each other: 

a) The free allocation of functions to devices shall be supported by the communication; i.e. 
communications shall be able to permit any function to take place in any device. It does 
not mean that all devices shall support all functions. This allows fulfilling different system 
design philosophies and enabling future improvements. 

b) The functions of the power utility automation system and their communication behaviour 
shall be described device independent i.e. from the implementation in IEDs.   

c) The functions shall be described as far as necessary only to identify the information to be 
exchanged. This shall allow grouping the data to be exchanged properly according to 
production and consumptions of data by the functions. Any standardization of functions 
itself is outside the scope of this standard.  

d) To keep interoperability, all existing means within IEC 61850 series shall be used before 
private extensions are made. For all such extensions restrictive and well defined rules 
shall be given. 

e) The interaction of device independent distributed functions shall be described by the 
logical interfaces in between. For implementation these logical interfaces may be freely 
allocated to physical interfaces and to LANs or WANs if applicable.  

f) The functions used today and their communication requirements are well known but the 
standard shall be open also for communication requirements arising from future functions. 

g) To keep interoperability there shall be minimum number of protocols defined in Parts 8-x 
and 9-x as valid at one time.  

h) To reach interoperability in projects with real IEDs connectors depending on the 
communication medium should be defined.  

i) The system configuration with all data exchanged and the communication mechanisms 
applied shall be described in a strong formal way. Details are out of scope of this part but 
within the scope of IEC 61850-6.   

6.3 Dynamic interaction requirements 

The goal of interoperability for any data exchange results in the following dynamic interaction 
requirements, which are not completely independent from each other:  

a) The standard shall define generic information to be communicated and generic 
communication behaviour of the functions to support planned and future functional 
extensions of the substation automation system. Extension rules shall be given. 

b) The transfer of information (data) shall be defined with all related attributes (see PICOMs). 
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c) The exchanged information (data) shall carry all attributes for unambiguous understanding 
by the receiver.  

d) The maximal allowed transfer times shall fulfil the requirements of the functions involved. 
Therefore, it shall be defined as overall transfer time (performance) from application to 
application including the coding at the sender side, the delay in the communication 
network and the decoding at the receiver side.    

e) The acceptable overall transfer time (performance) of exchanged data shall be defined in 
performance classes. The performance of the related class shall be guaranteed in any 
situation. Exceptions are outside the scope of this part and shall be indicated for 
implementations. 

f) Performance shall include not only the transfer time but also other figures like quality 
related data as data integrity etc.  

g) A safe system means that the system is never in an unsafe i.e. unknown state. The 
probability for such safeness is never 100 %. The related standard is dependent on a lot 
of parameters from design and production to function and system engineering. As far as 
the communication processes of the standard are touched they shall allow reaching the 
highest safety class requested.       

h) The protection against cyber-attacks belongs also to the data integrity. Proper means shall 
avoid or minimize such kind of risks. The needed measures like encryption are outside the 
scope of this part of the standard but they shall not impact the usability like maintenance 
measures (quick replacement of a faulty IED etc.).    

6.4 Response behaviour requirements 

Since interoperability is claimed for proper running of functions, the reaction of the application 
in the receiving node shall be considered. The exchanged data may have quality attributes 
and operative attributes. Quality attributes like “good” or “bad” emerging by dedicated system 
supervision automatically. Operation modes like “on”, “off”, “in test mode” are created by the 
operator or maintenance people. These modes may request certain quality attributes for the 
data like “test data”.      

a) The reaction of the receiving node shall fit into the overall requirement of the distributed 
function to be performed. 

b) The generic reaction on operation modes and related attributes shall be standardized as 
part of the interoperability.  

c) The dedicated response on quality attributes i.e. in any degraded case like on erroneous 
messages, lost data by communication interrupts, resource limitations, out of range data, 
etc. belongs to the function itself and, therefore, is outside the scope of the standard. But 
this behaviour shall be described in the function or IED manual elsewhere. This is 
important if the overall task cannot be closed successfully, e.g. if the remote node does 
not respond in time or does not react in a proper way. 

The reaction and the behaviour of the functions itself are function related local issues and, 
therefore, outside the scope of this standard. But the requirement left for this standard is the 
provision of proper quality attributes to be transferred with the data under consideration. 

6.5 Approach to interoperability 

To approach interoperability, the functions to be performed in power systems and, especially, 
in substations are identified in the following to find the appropriate data objects for exchange 
which shall be standardized. The requirements for data exchange shall be clearly defined. 
The interoperability for freely allocated and distributed functions shall imply an appropriate 
decomposition of functions in communicating entities to get the right object oriented grouping 
of data for standardization.  

The requested mutual understanding of devices from different suppliers shall result in a 
proper data and communication service model as given in IEC 61850-7-x series. Last not 
least, the mapping of this model to state-of-the-art communication stacks (coding/decoding) 
shall be defined unambiguously in IEC 61850-8-x and IEC 61850-9-x series.  
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It should be noted that interoperability is not a device property but a system goal.    

6.6 Conformance test requirements 

Interoperability depends both on the device properties and the system design and 
engineering. Conformance tests shall be performed to verify that the communication 
behaviour of a device as system component is compliant with the interoperability definition of 
this standard. Since the goal of the standard is interoperability, conformance with the 
standard means that interoperability is proven. The conformance test specification shall 
describe what tests have to be applied to a device checking that the communication function 
is correctly performed with a complementary device or, generally, with the rest of the system. 
Also the pass criteria have to be well defined. Since it is not possible to test any device 
against any other device on the market conformance tests may involve the use of various 
simulators to represent the context of the system and of the communication network. 

If it is not possible to test an IED in a reasonable test system for interoperability then a limited 
performance test shall prove conformance of the data model according to the implemented 
functions with IEC 61850-5 and of the implemented services according to the communication 
behaviour needed by implemented functions according to IEC 61850-5. This will reduce the 
risk not to match interoperability in the system. 

The engineering process as such is outside the scope of the standard. Nevertheless, building 
interoperable systems requests standardized configuration files which may be exchanged 
between engineering tools. Therefore, they have to fulfil with some minimum requirements 
regarding the exchange of these files. Definitions of the configurations files and minimum tool 
requirements are found in IEC 61850-6.    

Definitions of the conformance tests applicable are given in IEC 61850-10-x series. 

7 Categories of functions 

7.1 General 

Different categories of functions are identified. Some functions may belong not uniquely to the 
given category and its category allocation is a convention only. The category of the function is 
defined below but the functions are listed in the following only. Generic function descriptions 
are given in Annex F. 

7.2 System support functions 

These functions are used to manage the system itself. They have no direct impact on the 
process. These support the total system. These functions are performed continuously in the 
background of the system normally. Their goal is a well running system with synchronized 
nodes. Examples: 

  network management, 

  time synchronization, 

  physical device self-checking. 

7.3 System configuration or maintenance functions 

Those functions are used to set-up or evolve (maintain) the system. They include the setting 
and changing of configuration data and the retrieval of configuration information from the 
system. These functions are performed once in the configuration or set-up phase of the power 
automation system only. Upgrades, extensions or other major changes will call up these 
functions later in the life cycle of the system also. The response time of system configuration 
or maintenance functions and, therefore, of the related communication has not to be much 
faster than one second (human time scale). Examples: 
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  node identification, 

  software management, 

  configuration management, 

  system security management, 

  setting,  

  operative mode control of functions by data,  

  test mode. 

7.4 Operational or control functions 

These functions are needed for the normal operation of the substation or plant every day. In 
these functions, an HMI either local or remote is included. They are used to present process 
or system information to an operator or to allow him the process control by commands. The 
response times of the operational functions and, therefore, of the related communication have 
not to be much faster than one second (human time scale). Examples: 

  access security management, 

  control, 

  operational use of spontaneous change of indications, 

  synchronous switching (point-on-wave switching), 

  changing of parameters and parameter set switching, 

  alarm management, 

  event (management and) recording, 

  data retrieval, 

  disturbance/fault record retrieval. 

7.5 Bay local process automation functions 

“Bay local” function means that the data are acquired by the sensors (CT, VT) of one bay and 
that the resulting actions (commands/trips/releases) are performed by actuators (switches) in 
the same bay. The word “bay” stands here for any restricted local substructure of the system.  

These functions are operating with process and system data directly on the process without 
the interference of the operator. Local automation functions are not local in a strong sense but 
consist of three LN in minimum. There is the LN with the core functionality itself, which is 
called local automation function in the context of this standard part. In addition, there is the 
process interface LN and the HMI (human-machine interface) LN providing the human access 
to the function. Examples out of the domain substation automation: 

  protection functions, 

– Examples: overcurrent function, distance protection, 

  bay interlocking, 

  measuring, metering and power quality monitoring. 

7.6 Distributed process automation functions  

“Distributed” function means that the data are acquired by the sensors (CT, VT) of more than 
one bay and that the resulting actions (commands/trips/releases) are performed by actuators 
(switches) in more than one bay. Also the functionality may split to different IEDs (i.e. being 
decentralized) as for the decentralized busbar protection with bay units for pre-processing the 
current samples, providing the input for the busbar image and issuing the trips, and the 
central unit keeping the actual busbar image and making the trip decision. 
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These functions check automatically without the interference of the operator the conditions, 
which are, needed (block or release) by the operational functions or by the process 
automation functions. They do not act directly on the process. They are security related to 
avoid damage for people or equipment. Normally, they consider information from the whole 
plant or substation and are maybe implemented locally or distributed. Since the distributed 
solution especially calls for the standardization of communication, these functions are listed 
here. The local versions behave always like a local automation function. Examples out of the 
domain substation automation:   

  station-wide interlocking, 

  distributed synchrocheck, 

  breaker failure, 

  automatic protection adaptation (generic) 

– Simple example: reverse blocking,  

  load shedding, 

  load restoration, 

  voltage and reactive power control, 

  infeed switchover and transformer change, 

  automatic switching sequences. 

For some functions depending on their implementation the definition of “local” and 
“distributed” may not be unambiguous. For the requirements it is important only that the 
potentially decentralized character of functions is noticed i.e. an appropriate communication 
support must be provided by the communication system according to the IEC 61850-5. 

8 Function description and function requirements 

8.1 Approach 

To get the communication requirements in a substation or plant, an identification of all 
functions is necessary. IEDs contain a lot of simple and complex functions different from 
supplier to supplier. The identification of functions has to be done independently from the 
implementation of IEDs. Additionally the functions have to be split in pieces with indivisible 
core functionality which may be implemented by alone also. This allows covering all 
implementations today and tomorrow by dedicated combinations. Each of these core pieces 
have allocated high-level data objects (Logical Nodes, LN) which contain all data to be 
exchanged (Piece of Information for Communication, PICOM) between these core functions 
respectively between the IEDs where the functions are implemented.  

This approach consists of three steps. 

  function description including the decomposition represented by LNs with the allocated 
data; 

  PICOM description including the attributes; 

  Logical Node (LN) description. 

Any identification of functions both in power systems and in substations or plants will be 
incomplete, but the assumption is made that the identified functions cover in a very 
representative way all communication requirements needed.  
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8.2 Function description 

The function description – more details are found in the Annex – provides the following 
information: 

  task of the function, 

  starting criteria for the function, 

  result or impact of the function, 

  performance of the function, 

  interaction with other functions, 

  function decomposition if applicable.  

The last bullet refers how functions are decomposed using LNs and how many decomposition 
sets exist typically. This information is very important since the communication requirements 
shall be based on interacting functions with maximum granularity for multiple use. 

8.3 The PICOM description 

8.3.1 The PICOM approach 

The PICOM (Piece of Information for Communication) is focused by definition on the 
exchanged data between two functions or subfunctions. Also functions like HMI and Gateway 
are included. Both the sending and the receiving part shall be identified. The communication 
requirements are based on such point-to-point connections. If multicast and broadcast 
messages maybe more convenient for the communication is a matter of implementation.  

PICOMs describe exchanged information (“content”) and communication requirements 
(“attributes”). The “bits on the wire” are found in the mappings, i.e. in the parts IEC 61850-8 
and IEC 61850-9.  

Tables of exchanged data (PICOMs) between identified functions out of the domain substation 
automation are found in the annex. 

8.3.2 The content of PICOM description 

PICOMs introduced by CIGRE WG34.03 are used to describe the information exchanged 
between LNs. The components or attributes of a PICOM are:  

  data referring to the content of information and its identification as needed by the 
functions (semantics);  

  logical connection containing the logical source (sending logical node, source) and the 
logical sink (receiving logical node, sink); 

  type describing the structure of the data, i.e. if it’s an analogue or a binary value, if it’s a 
single value or a set of data, etc.; 

  performance meaning the permissible transmission time (defined by performance class), 
the data integrity and the method or cause of transmission (e.g. periodic, event driven, on 
request). 

8.3.3 Attributes of PICOMs 

There are three types of attributes defined by their purpose. 

8.3.4 PICOM attributes to be covered by any message 

  Value:  value of the information itself if applicable 

  Name:   for identification of the data 
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  Source:   the LN where the signal comes from 

  Sink:   the LN where the signal goes to 

  Time tag:  absolute time to identify the age of the data if applicable 

  Priority of transm.:   to be used for 

– LN input queues (if more than one) 

– LN input and output (re-transmission order) in case of 
intermediate LNs 

  Time requirements: cycle time or overall transfer time to check the validity with help 
of the time tag 

8.3.5 PICOM attributes to be covered at configuration time only 

  Value for transmission (see above): test or default value if applicable 

  Attributes for transmission (see above)  

  Accuracy:  classes or values 

  Tag information:  if time tagged or not (most data will be time tagged for validation) 

  Type:   analog, binary, file, etc. 

  Kind:   alarm, event, status, command, etc. 

  Importance: high, normal, low 

  Data integrity:  the importance of the transmitted information for checks and re- 
   transmissions (details formulated as requirements, see 11.3) 

8.3.6 PICOM attributes to be used for data flow calculations only 

  Value for transmission/configuration (see above): test or default value if applicable 

  Attributes for transmission/configuration (see above) 

  Format:    value type of the signal: I, UI, R, B, BS, BCD, etc.  

  Length:   the length: I bit, j byte, k word 

  State of operation:  reference to scenarios 

Format and length are a matter of implementation and not a requirement. But for data flow 
calculations, assumptions about these two attributes have to be made or taken from an 
implementation available. 

8.4 Logical node description  

8.4.1 The logical node concept 

To set up a data model for the data to be exchanged per function, the data at the source shall 
be defined in the standard.    

The logical node description – listed later in the body of this part – provides the following 
information: 

  grouping according to their most common application area, 

  short textual description of the functionality, 

  IEEE device function number if applicable (for protection and some protection related 
logical nodes only), 

  IEC graphical or alphanumeric symbol if applicable, 

  abbreviation/acronym used within the documents of IEC 61850,  
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  relation between functions and logical nodes in tables and in the function description (see 
Annex F).  

8.4.2 Logical nodes and logical connections 

To facilitate fulfilling all the requirements stated above, especially the interoperability and 
both the arbitrary distribution and allocation of functions, the data of all functions shall be 
grouped in objects with a high level semantic meaning. The Logical Node concept groups for 
the object oriented approach the data in function related objects called Logical Nodes (LN). 
Any Logical Node resides in one physical device (IEDs). Depending on the functionality of the 
IED, a large number of Logical Nodes may be hosted by one IED. 

The granularity of data or in how many Logical Nodes the data are distributed depends on the 
granularity of functions which may be implemented stand-alone and re-used for other IEDs. 
The Logical Nodes may be seen as containers of the data provided by a dedicated function 
for exchange (communication). The Name of the Logical Node is then the label attached to 
this container telling to what function the data belong. Logical nodes related to primary 
equipment are not the primary equipment itself but data images in the secondary system to be 
needed for performing the application functions and the data exchange in the power utility 
automation system. 

There are some data to be communicated which do not refer to any function but to the 
physical device (IED) itself like nameplate information or the result of device self-supervision. 
Therefore, a logical node “physical device” is needed named LPHD as seen later. There may 
be also common data (mostly administrative ones) for all functions respectively LNs in a 
device which may be contained in a logical node LLN0.  

This naming of LNs is given here only to understand the Figures below. The names of the 
Logical Nodes shall be mnemonic regarding to the functions allocated. 

The Logical Nodes representing at the boundary of the automation system the external 
equipment like switchgear shall be able to provide also data from the external non-electronic 
equipment like the name plate of a switchgear component which is different from the name 
plate of the corresponding IED. The same is valid for health information from the external 
equipment if available. 

The LNs are linked by logical connections (LC) for a dedicated exchange of data in between. 
Therefore, the standard shall define the communication between these LNs. This approach is 
shown in Figure 3. The logical nodes (LN) are both allocated to functions (F) and physical 
devices (PD). The logical nodes are linked by logical connections (LC), the devices by 
physical connections (PC). Any logical node is part of a physical device; any logical 
connection is part of a physical connection. The logical node “physical device” dedicated for 
any physical device is displayed as LPHD and the common data of all LNs in a logical device 
are in LLN0.   

Since it is impossible to define all functions for today and tomorrow and any kind of 
distribution and interaction, it is very important to specify and standardize the interaction 

between the logical nodes in a generic way. 

This logical node concept shall be used by the IEC 61850-5. The modelling details are found 
in the parts 7-x of the series (IEC 61850-7-x). 
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Figure 3 – The logical node and link concept (explanation see text) 

8.4.3 Examples for decomposition of common functions into logical nodes 

In Figure 4, examples of common functions out of the domain substation are given 

  synchronized circuit breaker switching, 

  distance protection, 

  overcurrent protection.  

The functions are decomposed into logical nodes listed in the figure; the allocated physical 
devices (IEDs) are described by numbers 

a) station computer, 

b) synchronized switching device, 

c) distance protection unit with integrated overcurrent function, 

d) bay control unit, 

e) current instrument transformer, 

f) voltage instrument transformer, 

g) busbar voltage instrument transformer. 

The logical node “physical device” (LPHD) as contained in any physical device is not shown. 
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Figure 4 – Examples of the application of the logical node concept  

(explanation see text) 

8.5 List of logical nodes 

8.5.1 Logical Node allocation and distributed functions 

Most of the functions may be represented by three logical nodes in minimum, i.e. the LN with 
the data of the core functionality itself, the LN with the process interface data and the LN for 
the data of the HMI (Human-Machine Interface meaning the gender neutral human access to 
the function in the system like by an operator). If there is no process bus, the LNs of the 
remote process interface are allocated to another physical device (in the example shown in 
Figure 5 the physical “Protection device”). 

To have a modular, object oriented function related data model we shall use the function 
name (e.g. “protection function”) for its core functionality only. Therefore, the function list 
given e.g. in the report of CIGRE 34.03 is a list of logical nodes according to definitions in 
IEC 61850 series. The standardization of functions in substations or plants is not within the 
scope of IEC 61850-5. But if any of these functions is used the data communicated shall be 
based on the introduced LN structure. All details needed to model the data in IEDs potentially 
communicated and the communicated data itself shall be based on the Logical Nodes defined 
here. The Logical Nodes are standardized with all their data and attributes in Part 7 of the 
series (IEC 61850-7-x). 
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Figure 5 – Protection function consisting of 3 logical nodes 

The 3 Logical Nodes (IHMI, P..=protection, XCBR=circuit breaker to be tripped) reside in 3 
physical devices (Station computer, Protection device and Remote process interface). The 
Logical Node names are the same as introduced in the tables below. 

8.5.2 Explanation to tables 

The following table columns are used. The column headers and Logical Node names are 
written in bold. 

Functionality allocated to LN describes in one term the functionality where the Logical Node 

is allocated to.  

IEC means the IEC graphical symbols according to IEC 60617 in the alphanumeric 
representation if available. 

IEEE means device function numbers and contact designations used in IEEE Std C37.2-2008. 
Note that the reference to the IEEE device number means not the related devices but its core 
functionality only (see definition of LN and Figure 5) in the context of this standard. Because 
of their device related definition there is not always a 1:1 relation to the function related 
definition of Logical Nodes. Allocations of contact designations can also not be made to 
contact designations. A result, therefore exist not Logical Nodes for all IEEE numbers.  

Description or comments display the slightly modified description of the IEEE device 

number if applicable or/and other descriptive text.  

LN function means abbreviations/acronyms as defined in IEC 61850-5 with the systematic 

syntax used in IEC 61850-7-4 focused on functional requirements. 

LN class means abbreviations/acronyms as defined in IEC 61850-7-4. 

LN class naming displays the short name of the LN class from IEC 61850-5. 
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8.5.3 Protection 

Functionality 
allocated to LN 

IEC IEEE Description or comments LN 
function 

LN 
class 

LN  
class naming 

Transient  
earth fault 
protection 

  Transient earth faults happen if there 
is a fault to ground (isolation 
breakdown) in compensated 
networks. The fault disappears very 
fast since there is not sufficient 
current to feed it. No trip happens 
but the fault direction/location has to 
be detected to repair the faulted part. 
At least the degradation of the 
impacted line/cable is reported.  

PTEF PTEF Transient 
earth fault 

Sensitive 
directional  
earth fault 

 (37) 

(67N) 

This function is used for directional 
earth fault handling in compensated 
and isolated networks. The use of 
“operate” is optional and depends 
both on protection philosophy and on 
instrument transformer capabilities 
(see Annex I). For compensated 
networks, this function is often called 
watt-metric directional earth fault 
protection. The very high accuracy 
needed for fault current 
measurement in compensated 
networks may require phase angle 
compensation. This shall be realized 
by the related LN TCTR with 
correction data for the current 
transformer. 

NOTE In the comparison table 
provided in IEEE C37.2-2008 PSDE 
has no IEEE device number 
associated. 

PSDE PSDE Sensitive 
directional 
earth fault 

Thyristor 
protection 

  This LN shall be used to represent a 
thyristor (valve) protection in a power 
plant. This protection will typically be 
included in the excitation system. 

PTHF PTHF Thyristor 
protection 

Protection  
trip  
conditioning 

  This LN shall be used to connect the 
“operate” outputs of one or more 
protection functions to a common 
“trip” to be transmitted to XCBR 
similar like a conventional trip matrix. 
In addition or alternatively, any 
combination of “operate” outputs of 
the protection functions may be 
combined to a new “operate” of 
PTRC. 

PTRC PTRC Protection trip 
conditioning 

Checking or 
interlocking relay 

 3 A function that issues a release or a 
block for a command in response to 
the position of one or more other 
devices or predetermined conditions. 

in a piece of equipment or circuit, to 
allow an operating sequence to 
proceed, or to stop, or to provide 
check of the position of these 
devices or conditions for any 
purpose 

This LN belongs to the group of 
Logical Nodes for Control, see 8.5.5. 

CILO CILO Interlocking 

Over speed 
protection 

 > 12 A function that operates on machine 
overspeed. 

POVS   

Zero speed and 
under speed 
protection 

 < 14 A function that operates when the 
speed of a machine falls below a 
predetermined value. 

PZSU PZSU Zero speed or 
underspeed 
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Functionality 
allocated to LN 

IEC IEEE Description or comments LN 
function 

LN 
class 

LN  
class naming 

Distance 
protection 

Z< 21 A function that operates when the 
circuit admittance, impedance, or 
reactance increases or decreases 
beyond a predetermined value. 

The change of the impedance seen 
by PDIS is caused by a fault. The 
impedance characteristic is a closed 
line set in the complex impedance 
plane. – The reach of the distance 
protection is normally split into 
different zones (e.g. 1…4 forward 
and 1 backward) represented by 
dedicated characteristics. To 
combine the different PDIS zones a 
protection scheme represented by 
the LN PSCH is needed.    

PDIS PDIS Distance 
protection 

PSCH Protection 
Scheme 

Volt per Hz 
protection 

 24 Voltage per Hertz relay is a relay 
that functions when the ratio of 
voltage to frequency exceeds a 
preset value. The relay may have an 
instantaneous or a time 
characteristic. 

A function that operates when the 
ratio of voltage to frequency is above 
a preset value or is below a different 
preset value. The function may have 
any combination of instantaneous or 
time-delayed characteristics. 

PVPH PVPH Volts per Hz 

Synchronism 
check 

 25 A function that produces a closing for 
a circuit breaker closing command 
for connection two circuits whose 
voltages are within prescribed limits 
of magnitude, phase angle, and 
frequency. It may or may not include 
voltage or speed control. A 
synchronism-check relay permits the 
paralleling of two circuits that are 
within prescribed (usually wider) 
limits of voltage magnitude, phase 
angle, and frequency. 

This LN belongs to the group of 
Logical Nodes for Protection related 
functions, see 8.5.4. 

RSYN RSYN Synchronism-
check 

Over 
temperature  
protection 

 > 26 A function that operates when the 
temperature of the protected 
apparatus (other than the load-
carrying windings of machines and 
transformers as covered by device 
function number 49), or that of a 
liquid or other medium, exceeds a 
predetermined value; or when the 
temperature of the protected 
apparatus or that of a liquid or other 
medium exceeds a predetermined 
value or decreases below a 
predetermined value. 

PTTR PTTR Thermal 
overload 

(Time) 
Undervoltage 
protection 

U< 27 A function that operates when its 
input voltage is less than a 
predetermined value. 

PTUV PTUV Undervoltage 

Directional 
power /reverse 
power protection 

!P  
32 A function that operates on a 

predetermined value of power flow in 
a given direction, such as reverse 
power flow resulting from the 
motoring of a generator upon loss of 
its prime mover. 

PDPR   PDOP Directional  
over power 

PDUP Directional 
under power 

– 34 –

E DIN EN 61850-5:2013-04 ²�(QWZXUI�²

Full document details: E DIN EN 61850-5:2013-04

http://www.avadocuments.com/doc/e-din-en-61850-5-2013-04
http://www.avadocuments.com/doc/e-din-en-61850-5-2013-04


 

Functionality 
allocated to LN 

IEC IEEE Description or comments LN 
function 

LN 
class 

LN  
class naming 

Undercurrent/ 
underpower 
protection 

P< 37 Undercurrent or underpower relay is 
a relay that functions when the 
current or power flow decreases 
below a predetermined value. 

A function that operates when the 
current or power flow decreases 
below a predetermined value. 

PUCP PTUC 

 

Under 
current 

PDUP Directional 
under power 

Loss of field/ 
Underexcitation 
protection 

 40 A function that operates upon a 
given or abnormally high or low value 
or failure of machine field current, or 

on an excessive value of the reactive 
component of armature current in an 
a.c. machine indicating abnormally 
high or low field excitation. 

Underexcitation results in under 
power. 

PUEX PDUP Directional 
under power  

PDIS (Distance) 
Impedance 

Reverse phase 
or phase balance 
current 
protection, 

Negative 
sequence 
current relay 

I2> 46 A function in a polyphase circuit that 
operates when the polyphase 
currents are of reverse-phase 
sequence, or when the polyphase 
currents are unbalanced, or when the 
negative phase-sequence current 
exceeds a preset value.  

PPBR PTOC Time 
overcurrent 

Phase sequence 
or phase-
balance voltage 
protection, 

Negative 
sequence 
voltage relay 

U2> 47 A function in a polyphase circuit that 
operates upon a predetermined 
value of polyphase voltage in 
the desired phase sequence when 
the polyphase voltages are 
unbalanced, or when the negative 
phase-sequence voltage exceeds a 
preset value. 

PPBV PTOV Overvoltage 
protection 

Motor start-up 
protection 

 48, 49, 
51LR66 

(48) A function that returns the 
equipment to the normal or off 
position and locks it out if the normal 
starting, operating, or stopping 
sequence is not properly completed 
within a predetermined time.  

(49) See below (PTTR/49) 

(51LR) See below (PTOC/51) 

(66) See below (----/66) 

 These protection prevents any 
overload of the motor 

PMSU PMRI Motor restart 
inhibition 

PMSS Motor starting 
time 
supervision 

Thermal 
overload 
protection 

 > 49 A function that operates when the 
temperature of a machine armature 
winding or other load-
carrying winding or element of a 
machine or power transformer 
exceeds a predetermined value. 

PTTR PTTR Thermal 
overload 

Rotor thermal 
overload 
protection 

 49R See above (49) PROL PTTR Thermal 
overload 
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Functionality 
allocated to LN 

IEC IEEE Description or comments LN 
function 

LN 
class 

LN  
class naming 

Rotor protection  49R 
64R 

(40) 

50 

51 

(49) See above (PTTR/49) 

(64) See below (PHIZ/64). 

(40) See above (PUEX/40) 
(50) See below (PIOC/50) 
(51) See below (PTOC/51) 

This LN shall be used to represent a 
field short-circuit protection based on 
the 6th harmonic (300 Hz). The 
protection is normally included in the 
excitation system. 

PROT PTTR Thermal 
overload  

PTOC Time 
overcurrent  

PHIZ Ground 
detector 

PDUP Directional 
under power 

PDIS Distance 
(impedance) 

Stator thermal 
overload 
protection 

 49S See above (49) PSOL PTTR Thermal 
overload 

Instantaneous 
overcurrent or 
rate of rise 
protection 

I>> 50 A function that operates with no 
intentional time delay when the 
current exceeds a preset value. The 
suffix TD should be used (e.g., 
50TD) to describe a definite time 
overcurrent function. Use 50BF for a 
current monitored breaker failure 
function. 

PIOC PIOC Instantaneous 
overcurrent 

AC time 
overcurrent 
protection 

I>,t 50TD 

51 

A function that operates when the 
a.c. input current exceeds a 
predetermined value, and in which 
the input current and operating time 
are inversely related through a 
substantial portion of the 
performance range. 

PTOC PTOC Time 
overcurrent 

Voltage 
controlled/ 
dependent time 
overcurrent 
protection 

 51V See above (PTOC/51) with voltage 
control/dependency. 

PVOC PVOC Voltage 
controlled time 
overcurrent 

Power factor 
protection 

cos > 

cos < 

55 A function that operates when the 
power factor in an a.c. circuit rises 
above or falls below a 
predetermined value 

PPFR POPF Over power 
factor 

PUPF Under power 
factor 

(Time) 
Overvoltage 
protection 

U> 59 A function that operates when its 
input voltage exceeds a 
predetermined value. 

PTOV PTOV Overvoltage 

DC-overvoltage 
protection 

 59DC See above (PTOV/59) 

 

PDOV PTOV Overvoltage 

Voltage or 
current balance 
protection 

 60 A device that operates on a given 
difference in voltage, or current input 
or output, of two circuits. 

PVCB PTOV Overvoltage 
 

PTOC Time 
overcurrent 
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Functionality 
allocated to LN 

IEC IEEE Description or comments LN 
function 

LN 
class 

LN  
class naming 

Earth fault 
protection, 

Ground detection 

IE> 64 A function that operates upon the 
insulation failure of a machine or 
other apparatus to ground. 

NOTE This function is not applied 
to a device connected in the 
secondary circuit of current 
transformers in a normally grounded 
power system where other 
overcurrent device numbers with the 
suffix G or N should be used; for 
example, 51 N for an a.c. time 
overcurrent function operating at a 
desired value of a.c. overcurrent 
flowing in a predetermined direction 
of the secondary neutral of the 
current transformers. 

PHIZ PTOC Time 
overcurrent 

PHIZ Ground 
detector 

Rotor earth fault 
protection 

 64R See above (PHIZ/64) PREF PTOC Time 
overcurrent 

PHIZ Ground 
detector 

Stator earth fault 
protection 

 64S See above (PHIZ/64) PSEF PTOC Time 
overcurrent 

PHIZ Ground 
detector 

Interturn fault 
protection 

 64W See above (PHIZ/64) PITF PTOC Time 
overcurrent 

Notching or 
jogging function 

 66 A function that operates only a 
specified number of operations of a 
given device or piece of equipment, 
or a specified number of successive 
operations within a given time of 
each other. It is also a device that 
functions to energize a circuit 
periodically or for fractions of 
specified time intervals, or that is 
used to permit intermittent 
acceleration or jogging of a machine 
at low speeds for mechanical 
positioning. 

Not modelled  
as LN 

To be used only for 
explanation of the 
device number 66 as 
cited e.g. in the 
description of the 
motor start-up 
protection function 
(PMSU) 

 

AC directional 
overcurrent 
protection 

 I  
67 A function that operates at a desired 

value of a.c. overcurrent flowing in a 
predetermined direction. 

PDOC PTOC Time 
overcurrent 

 

Directional 
protection 

 87B The operate decision is based on an 
agreement of the fault direction 
signals from all directional fault 
sensors (for example directional 
relays) surrounding the fault. The 
directional comparison for lines is 
made with PSCH combined with 
PDIS.  

NOTE In the comparison table 
provided in IEEE C37.2-2008 PDIR 
has the IEEE device number 87B 
associated. 

PDIR PDIR Direction 
comparison 

Directional earth 
fault protection  EI  

67N See above (PDOC/67) PDEF PTOC Time 
overcurrent 

DC time 
overcurrent 
protection 

 76 A function that operates when the 
current in a d.c. circuit exceeds a 
given value. 

PDCO PTOC Time 
overcurrent 

Phase angle or 
out-of-step 
protection 

!> 78 A function that operates at a 
predetermined phase angle between 
two voltages, between two currents, 
or between a voltage and a current. 

PPAM PPAM Phase angle 
measuring 
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