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Nationales Vorwort 

Die Englische Fassung des europäischen Dokuments EN 62056-5-3:2014/FprA1:2014 „Datenkommunikation 
der elektrischen Energiemessung – DLMS/COSEM – Teil 5-3: DLMS/COSEM-Anwendungsschicht“ (Entwurf 
in der Umfrage) ist unverändert in diesen Norm-Entwurf übernommen worden. 

Die Internationale Elektrotechnische Kommission (IEC) und das Europäische Komitee für Elektrotechnische 
Normung (CENELEC) haben vereinbart, dass ein auf IEC-Ebene erarbeiteter Entwurf für eine Internationale 
Norm zeitgleich (parallel) bei IEC und CENELEC zur Umfrage (CDV-Stadium) und Abstimmung als FDIS (en: 
Final Draft International Standard) bzw. Schluss-Entwurf für eine Europäische Norm gestellt wird, um eine 
Beschleunigung und Straffung der Normungsarbeit zu erreichen. Dem entsprechend ist das internationale 
Dokument IEC 13/1571/CDV:2014 „Electricity metering data exchange – The DLMS/COSEM suite – Part 5-3: 
DLMS/COSEM application layer“ unverändert in den Entwurf EN 62056-5-3:2014/FprA1:2014 übernommen 
worden. 

Das internationale Dokument wurde vom TC 13 „Equipment for electrical energy measurement and load 
control“ der Internationalen Elektrotechnischen Kommission (IEC) erarbeitet. 

Bei der Abstimmung zu dem Europäischen Schluss-Entwurf bei CENELEC und dem Internationalen Schluss-
Entwurf bei IEC [Final Draft International Standard (FDIS)] sind jeweils nur „JA/NEIN“-Entscheidungen 
möglich, wobei „NEIN“-Entscheidungen fundiert begründet werden müssen. Dokumente, die bei CENELEC 
als Europäische Norm angenommen und ratifiziert werden, sind unverändert als Deutsche Normen zu 
übernehmen. 

Für dieses Dokument ist das nationale Arbeitsgremium K 461 „Elektrizitätszähler“ der DKE  Deutsche 
Kommission Elektrotechnik Elektronik Informationstechnik in DIN und VDE (www.dke.de) zuständig. 

Für den Fall einer undatierten Verweisung im normativen Text (Verweisung auf eine Norm ohne Angabe des 
Ausgabedatums und ohne Hinweis auf eine Abschnittsnummer, eine Tabelle, ein Bild usw.) bezieht sich die 
Verweisung auf die jeweils neueste gültige Ausgabe der in Bezug genommenen Norm. 

Für den Fall einer datierten Verweisung im normativen Text bezieht sich die Verweisung immer auf die in 
Bezug genommene Ausgabe der Norm. 

Der Zusammenhang der zitierten Normen mit den entsprechenden Deutschen Normen ergibt sich, soweit ein 
Zusammenhang besteht, grundsätzlich über die Nummer der entsprechenden IEC-Publikation. Beispiel: 
IEC 60068 ist als EN 60068 als Europäische Norm durch CENELEC übernommen und als DIN EN 60068 ins 
Deutsche Normenwerk aufgenommen. 

Das Präsidium des DIN hat mit Präsidialbeschluss 1/2004 festgelegt, dass DIN-Normen, deren Inhalt sich auf 
internationale Arbeitsergebnisse der Informationsverarbeitung gründet, unter bestimmten Bedingungen allein 
in englischer Sprache veröffentlicht werden dürfen. Diese Bedingungen sind für die vorliegende Norm erfüllt. 

Da sich die Benutzer des vorliegenden Normentwurfs der englischen Sprache als Fachsprache bedienen, 
wird die englische Fassung der EN 62056-5-3:2014/FprA1:2014 veröffentlicht. Dieser Normentwurf steht 
nicht in unmittelbarem Zusammenhang mit Rechtsvorschriften und ist nicht als Sicherheitsnorm anzusehen. 

Es ist vorgesehen, auch bei der entsprechenden zukünftigen Deutschen Norm auf die deutsche Sprach-
fassung zu verzichten und diese in der englischsprachigen Fassung zu veröffentlichen. 

Das Original-Dokument enthält Bilder in Farbe, die in der Papierversion in einer Graustufen-Darstellung 
wiedergegeben werden. Elektronische Versionen dieses Dokuments enthalten die Bilder in der originalen 
Farbdarstellung. 

Es wird auf die Möglichkeit hingewiesen, dass einige Elemente dieses Dokuments Patentrechte berühren 
können. ISO [und/oder] IEC sind nicht dafür verantwortlich, einige oder alle diesbezüglichen Patentrechte zu 
identifizieren.  
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____________ 123 

 124 

ELECTRICITY METERING DATA EXCHANGE –  125 

THE DLMS/COSEM SUITE – 126 

 127 

Part 5-3: DLMS/COSEM application layer – Amendment 1 128 

 129 

 130 

FOREWORD 131 

This amendment has been prepared by IEC technical committee 13: Electrical energy 132 
measurement and control. 133 

The significant technical changes with respect to IEC 62056-5-3:2013 are listed in Annex G. 134 

The text of this amendment is based on the following documents: 135 

Revision Report Report on voting 

13/1564/RR 13/XXXX/RVC 

 136 
Full information on the voting for the approval of this amendment can be found in the report 137 
on voting indicated in the above table.  138 

The committee has decided that the contents of this amendment and the base publication will 139 
remain unchanged until the stability date indicated on the IEC web site under 140 
"http://webstore.iec.ch" in the data related to the specific publication. At this date, the 141 
publication will be 142 

! reconfirmed, 143 

! withdrawn, 144 

! replaced by a revised edition, or 145 

! amended. 146 

 147 
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INTRODUCTION 158 

 159 

This document constitutes Amendment 1 to IEC 62056-5-3:2013, ELECTRICITY METERING 160 
DATA EXCHANGE – THE DLMS/COSEM SUITE – Part 5-3: DLMS/COSEM application layer. 161 
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 163 

ELECTRICITY METERING DATA EXCHANGE –  164 

The DLMS/COSEM SUITE –  165 

 166 

Part 5-3: DLMS/COSEM application layer – Amendment 1 167 

 168 

1 Scope 169 

The text of the Scope of IEC 62056-5-3:2013 as it is. 170 

2 Normative references 171 

Add the following new references to IEC 62056-5-3:2013 Clause 2: 172 

IEC 62056-5-3, Electricity metering data exchange – The DLMS/COSEM suite – Part 5-3: 173 
DLMS/COSEM application layer 174 

NOTE A reference to the undated edition means a reference to the edition 2013 as amended by its Amendment 1. 175 

IEC 62056-5-3:2013, Electricity metering data exchange – The DLMS/COSEM suite – Part 5-176 
3: DLMS/COSEM application layer 177 

IEC 62056-6-2, Electricity metering data exchange – The DLMS/COSEM suite –  178 
Part 6-2: COSEM interface classes 179 

IEC 62056-6-2:2013, Electricity metering data exchange – The DLMS/COSEM suite –  180 
Part 6-2: COSEM interface classes 181 

IEC 62056-6-2:2013 Amd1:—, Electricity metering data exchange – The DLMS/COSEM suite 182 

– Part 6-2: COSEM interface classes 1 183 

3 Terms, definitions and abbreviations 184 

3.1 Terms and definitions 185 

The text of IEC 62056-5-3:2013 3.1 as it is. 186 

3.2 Abbreviations 187 

Add the following new abbreviation to IEC 62056-5-3:2013 3.2: 188 

GBT  General Block Transfer 189 

4 Overview 190 

4.1 DLMS/COSEM application layer structure 191 

Amend the title as above. Otherwise the text in IEC 62056-5-3:2013 4.1 as it is. 192 

4.2 DLMS/COSEM application layer services 193 

Amend the title as above. 194 

 ASO services 4.2.1195 

The text of IEC 62056-5-3:2013 4.2.1 as it is. 196 

 Services provided for application association establishment and release 4.2.2197 

The text of IEC 62056-5-3:2013 4.2.2 as it is. 198 

————————— 
1 To be published simultaneously with this Amendment.  
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 Services provided for data transfer 4.2.3199 

4.2.3.1 The xDLMS application service element 200 

The text of IEC 62056-5-3:2013 4.2.3.1 with the following amendment: 201 

Replace the sentence below the 5 bullet points: 202 

The additional services are: 203 

! the GET, SET services available to access COSEM object attributes and the ACTION 204 
service available to access COSEM object methods using LN referencing, see 4.2.3.5; 205 

! the EventNotification service used by the server to notify the client about events that occur 206 
in the server, see 4.2.3.6; 207 

! the DataNotification service used by the server to push data to the client; see 4.2.3.6. 208 

Keep the rest of the text as it is. 209 

4.2.3.2 Client/server and non-client/server type services 210 

The text of IEC 62056-5-3:2013 4.2.3.2 with the following amendment: 211 

Replace the last paragraph: 212 

There are also unsolicited, unconfirmed services. These are requested by the server, on pre-213 
defined conditions, e.g. schedules, triggers or events, to inform the client of the value of one 214 
or more attributes, as though they had been requested by the client. 215 

4.2.3.3 Referencing methods and service mapping 216 

The text of IEC 62056-5-3:2013 4.2.3.3 as it is. 217 

4.2.3.4 Confirmed and unconfirmed services 218 

The text of IEC 62056-5-3:2013 4.2.3.4 as it is. 219 

4.2.3.5 DLMS/COSEM client/server type services 220 

Amend the title as above. Otherwise the text of IEC 62056-5-3:2013 4.2.3.5 as it is. 221 

4.2.3.6 Services for event and data notification 222 

Replace the existing title “Services for event notification” as above. Keep the existing text of 223 
IEC 62056-5-3:2013 4.2.3.6 and add the following: 224 

To support push operation, the DataNotification service is available. It can be used both in 225 
application contexts using SN referencing and LN referencing. 226 

NOTE The DataNotification service is used in conjunction with “Push setup” COSEM interface objects see IEC 227 
62056-6-2:2013 Amd1:— clause 5.3.8. 228 

4.2.3.7 Identifying service invocations: the Invoke_Id parameter 229 

The text of IEC 62056-5-3:2013 4.2.3.7 with the following amendment: 230 

In the DataNotification service – see 6.16 – the Long-Invoke-Id parameter is used instead of 231 
the Invoke_Id parameter. 232 

4.2.3.8 Priority of service invocations: the Priority parameter 233 

The text of IEC 62056-5-3:2013 4.2.3.8 as it is. 234 

4.2.3.9 Selective access 235 

The text of IEC 62056-5-3:2013 4.2.3.9 as it is. 236 

4.2.3.10 Multiple references 237 

The text of IEC 62056-5-3:2013 4.2.3.10 as it is. 238 
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4.2.3.11 Attribute_0 referencing 239 

The text of IEC 62056-5-3:2013 4.2.3.11 as it is. 240 

4.2.3.12 Transferring long service parameters 241 

Replace the text of IEC 62056-5-3:2013 4.2.3.12 as follows: 242 

Replace the current text with the following: 243 

The COSEM attribute and method related xDLMS service primitives are carried in an encoded 244 
form by xDLMS APDUs. This encoded form may be longer than the Client / Server Max 245 
Receive PDU Size negotiated. To transfer such ‘long’ messages, there are two mechanisms 246 
available: 247 

a) service specific block transfer mechanism: in this case, the service primitive invocations 248 
contain only one part – one block – of the data (e.g. attribute values), so that the encoded 249 
form fits in a single APDU. Using block transfer with the GET / SET / ACTION (LN 250 
referencing) and Read / Write (SN referencing) is a negotiable feature, see 7.3.1; 251 

NOTE 1 Block transfer is not available with the unsolicited InformationReport and EventNotification services. 252 

NOTE 2 There is no block-recovery mechanism available with these services. 253 

b) the general block transfer mechanism specified in 4.2.3.13. 254 

The two mechanisms can co-exist. 255 

An APDU that fits in the Client / Server Max Receive PDU Size negotiated may be too long to 256 
fit in a single frame / packet of the supporting layer. Such APDUs may be transported if the 257 
supporting layer provide(s) segmentation; see Annex A. 258 

Add the following new subclause. 259 

4.2.3.13 The general block transfer mechanism 260 

The general block transfer (GBT) mechanism – supporting also streaming of blocks – can be 261 
used with any xDLMS service. 262 

NOTE The DataNotification service does not have its own service specific block transfer mechanism. Therefore, to 263 
transport long DataNotification APDUs the GBT mechanism is available. 264 

With this mechanism, long application layer level messages are carried by General-Block-265 
Transfer APDUs instead of service specific “with-datablock” APDUs. 266 

The GBT mechanism supports uni-directional and bi-directional block transfer, streaming and 267 
lost block recovery: 268 

! uni-directional block transfer means that while one party is sending blocks the other party 269 
only confirms the blocks received. If it has blocks to send, it can start sending them when 270 
the other party has finished; 271 

! bi-directional block transfer means that while one party is sending blocks, the other party 272 
not only confirms the blocks received but if it has blocks to send it can send them as well 273 
while it is still receiving blocks; 274 

NOTE Bi-directional block transfer is useful when long service parameters need to be transported in both 275 
directions. 276 

! streaming means that several blocks may be sent – streamed – by one party without an 277 
acknowledgement of each block from the other party; 278 

! lost block recovery means that if the reception of a block is not confirmed, it can be sent 279 
again. If streaming is used, lost block recovery takes place at the end of the streaming 280 
window. 281 

Using the GBT mechanism is a negotiable feature, see 7.3.1. 282 

The protocol of the GBT mechanism is specified in 7.3.12. 283 
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 Layer management services 4.2.4284 

The text of IEC 62056-5-3:2013 4.2.4 as it is. 285 

 Summary of DLMS/COSEM application layer services 4.2.5286 

Amend the title as shown above. 287 

The text of IEC 62056-5-3:2013 4.2.4 with the following amendment: 288 

Replace the last sentence of the first paragraph. 289 

The DLMS/COSEM Application layer services are specified in clause 6. The DLMS/COSEM 290 
Application layer protocol is specified in clause 7. The abstract syntax of the ACSE and 291 
xDLMS APDUs is specified in clause 8. Encoding examples are provided in Annex C, Annex D 292 
and Annex E. 293 

Replace Figure 2 with the following Figure 1. 294 

 295 

NOTE The client AP always uses LN referencing. If the server uses SN referencing then a mapping is performed 296 
by the SN mapper entity of the client AL. Consequently, the service primitives ZZ.ind and ZZ.res may be LN or SN 297 
service primitives. LN/SN service mapping is specified in clause 8. 298 

Figure 1 (Replacing Figure 2) – Summary of DLMS/COSEM AL services 299 

4.3 DLMS/COSEM application layer protocols 300 

Amend the title as shown above. 301 

In the text of IEC 62056-5-3:2013 4.3 replace “COSEM AL” by “DLMS/COSEM AL” and 302 
“COSEM client” by “DLMS/COSEM client”. 303 

DLMS/COSEM client 

application process

DLMS/COSEM server

application process

DLMS/COSEM client application layer DLMS/COSEM server application layer
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5 Information security in DLMS/COSEM 304 

Remove the Note, as it has been included in the Foreword. 305 

5.1 Definitions 306 

The text of IEC 62056-5-3:2013 5.1 as it is. 307 

5.2 General 308 

The text of IEC 62056-5-3:2013 5.2 as it is. 309 

5.3 Data access security 310 

 Overview 5.3.1311 

The text of IEC 62056-5-3:2013 5.3.1 as it is. 312 

 No security (lowest level security) authentication 5.3.2313 

Change the title as above. Amend the text to read: 314 

The purpose of No security (lowest level security) authentication is to allow the client to 315 
retrieve some basic information from the server. This authentication context does not require 316 
any authentication; it allows direct access to the data in the server, within the access rights 317 
available in the given AA. The No security authentication mechanism is shown in Figure 2. 318 

 Low Level Security (LLS) authentication 5.3.3319 

The text of IEC 62056-5-3:2013 5.3.3 with the following amendment: 320 

Change the title as above. 321 

Replace the last sentence to read: 322 

The LLS authentication mechanism is shown in Figure 2. 323 

 High Level Security (HLS) authentication 5.3.4324 

The text of IEC 62056-5-3:2013 5.3.4 with the following amendment: 325 

Change the title as above. 326 

After Pass 2, add the following: 327 

If StoC is the same as CtoS, the client shall reject it. 328 

In Pass 3, replace the second bullet point by: 329 

! in the case of HLS authentication_mechanism_id(3), the client processes StoC 330 
concatenating StoC and the shared HLS secret and calculating a digest using the MD5 331 
algorithm (RFC 1321): 332 

f(StoC) = MD5(StoC II HLS secret) 333 

In Pass 3, replace the fourth bullet point by: 334 

! in the case of HLS authentication_mechanism_id(5), the client processes StoC calculating 335 
a hash value T using the GMAC algorithm: 336 

f(StoC) = SC II FC II T = SC II FC II GMAC(SC II AK II StoC) 337 

 See also 5.4.8.4. 338 

After Pass4, replace the sentence to read: 339 

The HLS authentication mechanism is shown in Figure 2. 340 

Replace IEC 62056-5-3:2013 Figure 3 with the following Figure 2 341 
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 342 

NOTE 1 The elements System_Title and Client user (shown in brackets) are optional. 343 

NOTE 2 In pre-established AAs no authentication takes place. 344 

Figure 2 (Replacing Figure 3) – Authentication mechanisms during AA establishment 345 

It is important to note that the security of the message exchange phase is independent of the 346 
security of the authentication mechanism. Even in the case where the parties are not 347 
authenticated the security of message exchanged can be ensured using cryptographically 348 
protected APDUs. 349 

Keep the rest of the text. 350 

Phase 2:

Message exchange

DLMS/COSEM Client DLMS/COSEM Server

COSEM-OPEN.request (Client_SAP, Server_SAP, 

(System_Title), (Client_User_Id), proposed contexts)

COSEM-OPEN.response (Client_SAP, Server_SAP, 

(System_Title), negotiated contexts)

Check proposed /

Apply negotiated 

contexts

No security 

(lowest level security) 

authentication

COSEM-OPEN.request (Client_SAP, Server_SAP, 

(System_Title), (Client_User_Id), Password, proposed contexts)Low Level Security 

(LLS) authentication: 

Password in AARQ

COSEM-OPEN.request (Client_SAP, Server_SAP, 

(System_Title), (Client_User_id), CtoS, proposed contexts)

COSEM-OPEN.response (Client_SAP, Server_SAP, 

(System_Title), StoC, negotiated contexts)

High Level Security 

(HLS) authentication:

 

Pass 1: CtoS in AARQ

Pass 2: StoC in AARE

Pass 3: Send f(StoC)

Pass 4: Receive f(CtoS)

Response to challenge: f (StoC)

Response to challenge: f (CtoS)

(Protected) DLMS service .request(s)

(Protected) DLMS service .response(s)

COSEM-RELEASE.request (Client_SAP, Server_SAP)

COSEM-RELEASE.response (Client_SAP, Server_SAP)

Application Associations (AAs) pre-configured in Server: 

Application context, Authentication mechanism,  xDLMS context,  Access rights, Security context

Release 

contexts

Check proposed /

Apply negotiated 

contexts

Check proposed /

Apply negotiated 

contexts

Phase 3:

AA release

Phase 1:

AA establishment

COSEM-OPEN.response (Client_SAP, Server_SAP, 

(System_Title), negotiated contexts) 

Invoke reply_to_HLS_authentication method of Current Association object.

The messages may be cryptographically protected.
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5.4 Data transport security 351 

 Applying, removing or checking the protection: ciphering and deciphering 5.4.1352 

Replace the current text of IEC 62056-5-3:2013 5.4.1 with the following: 353 

xDLMS APDUs – the messages – transported between the client and the server can be 354 
protected using cryptographic methods. 355 

NOTE This also applies to the xDLMS Initiate APDUs carried by the AARQ / AARE APDUs. 356 

When a COSEM object attribute or method related xDLMS service primitive is invoked by the 357 
AP, the service parameters include the Security_Options parameter. This parameter informs 358 
the AL on the kind of ciphered APDU to be used, on the protection to be applied, and includes 359 
the necessary security material. The AL builds first the APDU corresponding to the service 360 
primitive then it builds the ciphered APDU. 361 

When the AL receives a ciphered APDU, it deciphers it, verifying and removing the protection, 362 
restoring the original, unciphered APDU. When this is successfully done, it invokes the 363 
appropriate service primitive. The service parameters include the Security_Status parameter, 364 
that informs the AP about the kind of ciphered APDU used, on the protection that has been 365 
verified and removed, and may include security material. They also include the 366 
Protection_Element parameter. 367 

The Security_Options, Security_Status and Protection_Element parameters are specified in 368 
6.5.  369 

Remove Figure 4. A modified version of this Figure is included in 6.5. 370 

 Security context 5.4.2371 

The text of IEC 62056-5-3:2013 5.4.2 as it is. 372 

 Security policy 5.4.3373 

The text of IEC 62056-5-3:2013 5.4.3 as it is. 374 

 Security suite 5.4.4375 

The text of IEC 62056-5-3:2013 5.4.4 as it is. 376 

 Security material 5.4.5377 

The text of IEC 62056-5-3:2013 5.4.5 as it is. 378 

 Ciphered xDLMS APDUs 5.4.6379 

Replace the current text of IEC 62056-5-3:2013 5.4.6 with the following. 380 

Ciphered xDLMS APDUs can be used in a ciphered application context only. In a ciphered 381 
application context, unciphered APDUs may also be used. 382 

The different kind of ciphered APDUs are shown in Table 1. Their structure is shown in Figure 383 
3 and Figure 4. 384 

Table 1 – Ciphered xDLMS APDUs 385 

APDU type Parties Type of crypto Security services Key used 

Service specific global / 
dedicated ciphering 

Client – Server Symmetric 
Authentication 

Encryption 

Shared global / 
dedicated key general-glo-ciphering 

general-ded-ciphering 
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 386 

Figure 3 – Structure of service specific global ciphering and dedicated ciphering APDUs 387 

 388 

NOTE The purpose to include system-title of the sender is to allow the other party to build the initialization vector 389 
where the system-title has not been exchange in another way; see IEC 62056-5-3:2013 5.4.8.3.4.6. 390 

Figure 4 – Structure of general global ciphering and dedicated ciphering APDUs 391 

The use of the fields of the ciphered APDUs is summarized in Table 2. 392 

Auth

tag
SC-A FC

Security context: Security suite - Security policy - 

Access rights - Security material

xDLMS APDU

SC-E FC

Auth

tag
SC-AE FC

Encrypted 

xDLMS APDU

xDLMS APDU 

to be protected
Ciphered xDLMS APDU

Authentication only

Symmetric key encryption and authentication

Encrypted 

xDLMS APDU

Len 

Len 

Len 

Encryption only

Authenticated 

encryption

OCTET STRING

OCTET STRING

OCTET STRING

Tag 

Tag 
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Security Header

Security Header

Security Header

Security Control Byte

SC-A: Authentication only

SC-E: Encryption only

SC-AE: Authenticated encryption

FC: Frame counter

Auth

tag
SC-A FC

SC-E FC

Auth

tag
SC-AE FC

Len 

Len 

Len 

Tag ciphered-content

OCTET STRING

OCTET STRING

OCTET STRING

system-title

xDLMS APDU

Encrypted 

xDLMS APDU

Encrypted 

xDLMS APDU

Security Header

Security Header

Security context: Security suite - Security policy - 

Access rights - Security material

xDLMS APDU ciphered-contentSymmetric key encryption and authentication

Security Header

Authentication only

Encryption only

Authenticated 

encryption

Security Control Byte

SC-A: Authentication only

SC-E: Encryption only

SC-AE: Authenticated encryption

FC: Frame counter
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