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Nationales Vorwort 

Die Englische Fassung des europäischen Dokuments prEN 62769-2:2018 ✁Feldgeräteintegration (FDI) ✂ Teil 
2: FDI-Client✄ (Entwurf in der Umfrage) ist unverändert in diesen Norm-Entwurf übernommen worden. 

Die Internationale Elektrotechnische Kommission (IEC) und das Europäische Komitee für Elektrotechnische 
Normung (CENELEC) haben vereinbart, dass ein auf IEC-Ebene erarbeiteter Entwurf für eine Internationale 
Norm zeitgleich (parallel) bei IEC und CENELEC zur Umfrage (CDV-Stadium) und Abstimmung als FDIS (en: 
Final Draft International Standard) bzw. Schluss-Entwurf für eine Europäische Norm gestellt wird, um eine 
Beschleunigung und Straffung der Normungsarbeit zu erreichen. Dem entsprechend ist das internationale 
Dokument IEC 65E/589/CDV:2018 ✁Field Device Integration (FDI) ✂ Part 2: FDI Client✄ unverändert in den 
Entwurf prEN 62769-2:2018 übernommen worden. 

Das internationale Dokument wurde vom SC 65E ✁Devices and integration in enterprise systems✄ der 
Internationalen Elektrotechnischen Kommission (IEC) erarbeitet. 

Bei der Abstimmung zu dem Europäischen Schluss-Entwurf bei CENELEC und dem Internationalen Schluss-
Entwurf bei IEC [Final Draft International Standard (FDIS)] sind jeweils nur ✁JA/NEIN✄-Entscheidungen 
möglich, wobei ✁NEIN✄-Entscheidungen fundiert begründet werden müssen. Dokumente, die bei CENELEC 
als Europäische Norm angenommen und ratifiziert werden, sind unverändert als Deutsche Normen zu 
übernehmen. 

Für dieses Dokument ist das nationale Arbeitsgremium K 956 ✁Industrielle Kommunikation✄ der 
DKE  Deutsche Kommission Elektrotechnik Elektronik Informationstechnik in DIN und VDE (www.dke.de) 
zuständig. 

Für den Fall einer undatierten Verweisung im normativen Text (Verweisung auf ein Dokument ohne Angabe 
des Ausgabedatums und ohne Hinweis auf eine Abschnittsnummer, eine Tabelle, ein Bild usw.) bezieht sich 
die Verweisung auf die jeweils aktuellste Ausgabe des in Bezug genommenen Dokuments. 

Für den Fall einer datierten Verweisung im normativen Text bezieht sich die Verweisung immer auf die in 
Bezug genommene Ausgabe des Dokuments. 

Der Zusammenhang der zitierten Dokumente mit den entsprechenden deutschen Dokumenten ergibt sich, 
soweit ein Zusammenhang besteht, grundsätzlich über die Nummer der entsprechenden IEC-Publikation. 
Beispiel: IEC 60068 ist als EN 60068 als Europäische Norm durch CENELEC übernommen und als 
DIN EN 60068 ins Deutsche Normenwerk aufgenommen. 

Das Präsidium des DIN hat mit Präsidialbeschluss 1/2004 festgelegt, dass DIN-Normen, deren Inhalt sich auf 
internationale Arbeitsergebnisse der Informationsverarbeitung gründet, unter bestimmten Bedingungen allein 
in englischer Sprache veröffentlicht werden dürfen. Diese Bedingungen sind für den vorliegenden Norment-
wurf erfüllt. 

Da sich die Benutzer der vorliegenden Normentwurfs der englischen Sprache als Fachsprache bedienen, 
wird die Englische Fassung der prEN 62769-2: 2018 veröffentlicht. Zu deren Abschnitt 1, der den 
Anwendungsbereich festlegt, und Abschnitt 3, der die Begriffe festlegt, wurde eine Übersetzung angefertigt 
und als informativer Nationaler Anhang NA der vorliegenden Normentwurfs hinzugefügt. Für viele der 
verwendeten Begriffe existieren keine gebräuchlichen deutschen Benennungen, da sich die deutschen 
Anwender in der Regel ebenfalls der englischen Benennungen bedienen. Dieser Normentwurf steht nicht in 
unmittelbarem Zusammenhang mit Rechtsvorschriften und ist nicht als Sicherheitsnorm anzusehen. 

Es ist vorgesehen, auch bei der entsprechenden zukünftigen Deutschen Norm auf die deutsche Sprach-
fassung zu verzichten und diese in der englischsprachigen Fassung zu veröffentlichen. 

Es wird auf die Möglichkeit hingewiesen, dass einige Elemente dieses Dokuments Patentrechte berühren 
können. IEC ist nicht dafür verantwortlich, einige oder alle diesbezüglichen Patentrechte zu identifizieren. 

Das Original-Dokument enthält Bilder in Farbe, die in der Papierversion in einer Graustufen-Darstellung 
wiedergegeben werden. Elektronische Versionen dieses Dokuments enthalten die Bilder in der originalen 
Farbdarstellung. 
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Änderungen 

Gegenüber DIN EN 62769-2:2016-03 wurden folgende Änderungen vorgenommen: 

a) Unterstützung für allgemeine Protokollerweiterung zur schnelleren Einführung anderer Technologien; 

b) Unterstützung von Paket-Entwicklern bei der Erstellung von EDDs für das heutige EDD-Basissystem 
unter einem einzigen Entwicklungswerkzeug; 

c) Die Digitale Signatur beinhaltet jetzt ein zuverlässigen Zeitstempel für die langfristige Validierung des 
FDI-Pakets; 

d) Ausführen von UIPs in einer Sandbox; 

e) Zeitstempel für die Signatur des Gerätegehäuses; 

f) Unterstützung neuer Protokolle; 

g) Allgemeine Protokollerweiterung, um die Annahme anderer Kommunikationsprotokolle zu ermöglichen; 

h) Basierend auf die allgemeine Protokollerweiterung: Modbus RTU. 

��������	��

Full document details: E DIN EN 62769-2:2019-05

http://www.avadocuments.com/doc/e-din-en-62769-2-2019-05
http://www.avadocuments.com/doc/e-din-en-62769-2-2019-05


E DIN EN 62769-2:2019-05 

4 

Nationaler Anhang NA 
(informativ) 

 
Auszugsweise Übersetzung N1) 

1 Anwendungsbereich 

Dieser Teil von IEC 62769 legt den FDI-Client fest. Die gesamtheitliche FDI-Architektur ist in Bild 1 
dargestellt. Die im Anwendungsbereich dieses Dokuments liegenden Architekturkomponenten sind in diesem 
Bild hervorgehoben. 

 

Bild 1 ✁ FDI-Architektur 

3 Begriffe, Abkürzungen und Konventionen 

Für die Anwendung dieses Dokuments gelten die folgenden Begriffe. 

ISO und IEC stellen terminologische Datenbanken für die Anwendung in der Normung unter den folgenden 
Adressen bereit:  

� IEC Electropedia: verfügbar unter http://www.electropedia.org/ 

                                                      
N1) Nationale Fußnote: Die Nummerierung aus IEC 65E/589/CDV wurde beibehalten 

��������	��
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� ISO Online Browsing Platform: verfügbar unter http://www.iso.org/obp 

3.1 Begriffe 

Für die Anwendung dieses Dokuments gelten die Begriffe nach IEC 62769-1 und die folgenden Begriffe. 

3.1.1 Begriffe für Dienste 

3.1.1.1 
Sperrdienste 
(en: locking services) 
Menge von Diensten, über die der Zugriff auf ein Gerät gesteuert wird 

3.1.1.2 
Gerätemodelldienste 
(en: device model services) 
Untermenge der Gerätezugriffsdienste, über die ein UIP auf die Informationen eines Gerätes zugreifen kann 

3.1.1.3 
Direktzugriffsdienste 
(en: direct access services) 
Untermenge der Gerätezugriffsdienste, über die ein UIP direkt auf ein Gerät zugreifen kann 

3.1.2 Begriffe für Gerätezugriffsdienste 

3.1.2.1 
Attribut 
(en: attribute) 
Informationselement eines Knotens 

Anmerkung 1 zum Begriff: Einige Attribute sind für alle Knotenklassen (en: NodeClasses) vorhanden, andere sind für 
eine bestimmte NodeClass spezifisch. 

Anmerkung 2 zum Begriff: Ersetzt die in IEC 62769-1 angegebene Definition. 

3.1.2.2 
Gerätemodell 
(en: device model) 
Hierarchie von Knoten, die ein vorhandenes Gerät darstellen 

3.1.2.3 
Knoten 
(en: Node) 
Element im Gerätemodell, das über die Gerätezugriffsdienste adressiert werden kann 

Anmerkung 1 zum Begriff: Ersetzt die in IEC 62769-1 angegebene Definition. 

3.1.2.4 
Knotenklasse 
(en: NodeClass) 
entweder ein Objekt oder eine Variable 

Anmerkung 1 zum Begriff: Ersetzt die in IEC 62769-1 angegebene Definition. 

3.1.2.5 
Objekt 
(en: object) 
Instanz des Knotenklasse-Objektes 

��������	��
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Anmerkung 1 zum Begriff: Ersetzt die in IEC 62769-1 angegebene Definition. 

3.1.2.6 
Variable 
(en: variable) 
Instanz der Knotenklasse-Variable 

Anmerkung 1 zum Begriff: Ersetzt die in IEC 62769-1 angegebene Definition. 

3.2 Abkürzungen 

Für die Anwendung dieses Dokuments gelten die Abkürzungen nach IEC 62769-1 und die folgenden 
Abkürzungen. 

UTC koordinierte Weltzeit (en: Coordinated Universal Time) 

XML erweiterbare Auszeichnungssprache (en: Extensible Mark-up Language) 

3.3 Konventionen 

Die Konventionen für die Dienstdefinitionen sind die gleichen wie in IEC 62541-4. 

Grunddatentypen werden in IEC 62541-3 festgelegt.  

✁Parameter✄ ist immer ein Informationsmodellparameter. ✁parameter✄ ist der allgemeine Gebrauch des Worts. 
Bei Uneindeutigkeit wird zusätzlicher Kontext angegeben. 

 

 

 

��������	��
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 3 
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 5 
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 7 

 8 

 9 

FOREWORD 10 

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising11
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote 12 
international co-operation on all questions concerning standardization in the electrical and electronic fields. To 13 
this end and in addition to other activities, IEC publishes International Standards, Technical Specifications, 14 
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as �IEC 15 
Publication(s)�). Their preparation is entrusted to technical committees; any IEC National Committee interested 16 
in the subject dealt with may participate in this preparatory work. International, governmental and non-17 
governmental organizations liaising with the IEC also participate in this preparation. IEC collaborates closely 18 
with the International Organization for Standardization (ISO) in accordance with conditions determined by 19 
agreement between the two organizations. 20 

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international 21 
consensus of opinion on the relevant subjects since each technical committee has representation from all 22 
interested IEC National Committees.  23 

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National 24 
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC 25 
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any 26 
misinterpretation by any end user. 27 

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications 28 
transparently to the maximum extent possible in their national and regional publications. Any divergence 29 
between any IEC Publication and the corresponding national or regional publication shall be clearly indicated in 30 
the latter. 31 

5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity 32 
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any 33 
services carried out by independent certification bodies. 34 

6) All users should ensure that they have the latest edition of this publication. 35 

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and 36 
members of its technical committees and IEC National Committees for any personal injury, property damage or 37 
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and 38 
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC 39 
Publications.  40 

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is 41 
indispensable for the correct application of this publication. 42 

9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of 43 
patent rights. IEC shall not be held responsible for identifying any or all such patent rights. 44 

International Standard IEC 62769 has been prepared by subcommittee 65E: Devices and 45 

integration in enterprise systems, of IEC technical committee 65: Industrial-process 46 

measurement, control and automation. 47 

This second edition cancels and replaces the first edition published in: 2015. This edition 48 

constitutes a technical revision.  49 

This edition includes the following significant technical changes with respect to the previous 50 

edition: 51 

a) Support for generic protocol extension for faster adoption of other technologies 52 

b) Support for Package Developers to build EDDs targeted for today�s EDD bases system 53 

under a single development tool. 54 

c) Digital signature now include trusted timestamping for long term validation of FDI 55 

Package 56 
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 57 

d) Running UIPs in a sandbox 58 

e) Time stamp for device package signature 59 

f) Support of new protocols 60 

g) Generic protocol extension to allow adoption of other communication protocols 61 

h) Based on generic protocol extension: Modbus RTU; 62 

 63 

The text of this International Standard is based on the following documents: 64 

FDIS Report on voting 

65E/XXX/FDIS 65E/XXX/RVD 

 65 

Full information on the voting for the approval of this International Standard can be found in 66 

the report on voting indicated in the above table. 67 

This document has been drafted in accordance with the ISO/IEC Directives, Part 2. 68 

The committee has decided that the contents of this document will remain unchanged until the 69 

stability date indicated on the IEC website under "http://webstore.iec.ch" in the data related to 70 

the specific document. At this date, the document will be  71 

� reconfirmed, 72 

� withdrawn, 73 

� replaced by a revised edition, or 74 

� amended. 75 

 76 

The National Committees are requested to note that for this document the stability date 77 

is 2022. 78 

THIS TEXT IS INCLUDED FOR THE INFORMATION OF THE NATIONAL COMMITTEES AND WILL BE 79 

DELETED AT THE PUBLICATION STAGE. 80 

IMPORTANT � The 'colour inside' logo on the cover page of this publication indicates 
that it contains colours which are considered to be useful for the correct 
understanding of its contents. Users should therefore print this document using a 
colour printer. 

 81 

 82 
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INTRODUCTION 83 

The IEC 62769 series has the general title "Field Device Integration (FDI)" and the following 84 

parts: 85 

� Part 1: Overview 86 

� Part 2: FDI Client 87 

� Part 3: FDI Server 88 

� Part 4: FDI Packages 89 

� Part 5: FDI Information Model 90 

� Part 6: FDI Technology Mapping 91 

� Part 7: FDI Communication Devices 92 

� Part 100: Profiles � Generic Protocol Extensions 93 

� Part 101-1: Profiles � Foundation Fieldbus H1 94 

� Part 101-2: Profiles � Foundation Fieldbus HSE 95 

� Part 103-1: Profiles � PROFIBUS 96 

� Part 103-4: Profiles � PROFINET 97 

� Part 109-1: Profiles � HART and WirelessHART 98 

� Part 115-2: Profiles � Protocol-specific Definitions for Modbus RTU 99 

� Part 150-1: Profiles � ISA 100.11a 100 

  101 
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FIELD DEVICE INTEGRATION (FDI) � 102 

 103 

Part 2: FDI Client 104 

 105 

 106 

 107 

1 Scope 108 

This part of IEC 62769 specifies the FDI Client. The overall FDI architecture is illustrated in 109 

Figure 1. The architectural components that are within the scope of this document have been 110 

highlighted in this figure. 111 

 112 

Figure 1 � FDI architecture diagram 113 
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2 Normative references 114 

The following documents are referred to in the text in such a way that some or all of their 115 

content constitutes requirements of this document. For dated references, only the edition 116 

cited applies. For undated references, the latest edition of the referenced document (including 117 

any amendments) applies. 118 

IEC 61804-3, Function blocks (FB) for process control and Electronic Device Description 119 

Language (EDDL) � Part 3: EDDL syntax and semantics 120 

IEC 61804-4, Function blocks (FB) for process control and Electronic Device Description 121 

Language (EDDL) � Part 4: EDD interpretation 122 

IEC 62769-1, Field Device Integration (FDI) � Part 1: Overview 123 

IEC 62769-3, Field Device Integration (FDI) � Part 3: FDI Server 124 

IEC 62769-4, Field Device Integration (FDI) � Part 4: FDI Packages 125 

IEC 62769-5, Field Device Integration (FDI) � Part 5: FDI Information Model 126 

IEC 62769-6, Field Device Integration (FDI) � Part 6: FDI Technology Mapping 127 

IEC 62541-3, OPC Unified Architecture � Part 3: Address Space Model 128 

IEC 62541-4, OPC Unified Architecture � Part 4: Services 129 

ISO 639, Codes for the representation of names of languages 130 

ISO 3166, Codes for the representation of names of countries and their subdivisions 131 

ISO/IEC 10918-1, Information technology � Digital compression and coding of continuous-132 

tone still images: Requirements and guidelines 133 

ISO/IEC 15948, Information technology � Computer graphics and image processing � 134 

Portable Network Graphics (PNG): Functional specification 135 

IEEE 754, IEEE Standard for Floating-Point Arithmetic 136 

IETF RFC 2083, PNG (Portable Network Graphics) Specification Version 1.0  137 

IETF RFC 3066, Tags for the Identification of Languages 138 

XMLSchema-1, XML Schema: Structures (available at http://www.w3.org/TR/xmlschema-1/) 139 

XMLSchema-2, XML Schema: Datatypes (available at http://www.w3.org/TR/xmlschema-2/) 140 
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3 Terms, definitions, abbreviated terms, acronyms and conventions 141 

For the purposes of this document, the following terms and definitions apply. 142 

ISO and IEC maintain terminological databases for use in standardization at the following 143 

addresses:  144 

� IEC Electropedia: available at http://www.electropedia.org/ 145 

� ISO Online browsing platform: available at http://www.iso.org/obp 146 

3.1 Terms and definitions 147 

For the purposes of this document, the terms and definitions given in IEC 62769-1 as well as 148 

the following apply. 149 

 Terms used for Services 3.1.1150 

3.1.1.1  151 

locking services 152 

set of services through which access to a device is controlled 153 

3.1.1.2  154 

device model services 155 

sub-set of the device access services through which a UIP can access the information of a 156 

device 157 

3.1.1.3  158 

direct access services 159 

sub-set of the device access services through which a UIP can directly access a device 160 

 Terms used for Device Access Services 3.1.2161 

3.1.2.1  162 

attribute 163 

information element of a Node 164 

Note 1 to entry: Some Attributes exist for all NodeClasses and some are specific to a given NodeClass. 165 

Note 2 to entry: Supersedes the definition given in IEC 62769-1. 166 

3.1.2.2  167 

device model 168 

hierarchy of nodes that represents an existing device 169 

3.1.2.3  170 

node 171 

element in the device model that can be addressed via the device access services 172 

Note 1 to entry: Supersedes the definition given in IEC 62769-1. 173 

3.1.2.4  174 

NodeClass 175 

either an object or a variable 176 

Note 1 to entry: Supersedes the definition given in IEC 62769-1. 177 

3.1.2.5  178 

object 179 

instance of the object NodeClass 180 

Note 1 to entry: Supersedes the definition given in IEC 62769-1. 181 

3.1.2.6  182 

variable 183 

instance of the variable NodeClass 184 

Note 1 to entry: Supersedes the definition given in IEC 62769-1. 185 
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3.2 Abbreviated terms and acronyms 186 

For the purposes of this document, the abbreviated terms and acronyms given in IEC 62769-1 187 

and the following apply. 188 

UTC Coordinated Universal Time 

XML Extended mark-up language 

3.3 Conventions 189 

Conventions for service definitions are identical to IEC 62541-4. 190 

Basic data types used are defined in IEC 62541-3.  191 

�Parameter" is always an Information Model Parameter. "parameter" is the general use of the 192 

word. If ambiguous, additional context is given. 193 

4 Overview 194 

An FDI Package provides the necessary information for a Device Type to allow managing the 195 

Device within the system. It is provided by a device vendor and deployed in an FDI Server. It 196 

may contain two types of user interface components that are available to the FDI Client for 197 

display to a user.  An FDI Package may contain only one type or both types. The two types 198 

are referred to as User Interface Plug-ins and User Interface Descriptions. 199 

A User Interface Plug-in (UIP) is an executable element. A UIP is provided by an FDI Package 200 

and transferred to the FDI Client by the FDI Server. A UIP provides a set of UIP Services that 201 

the FDI Client uses to initialize and interact with the UIP. 202 

NOTE 1 IEC 62769-6 defines application programming interfaces for the services described in this document.  203 

User Interface Descriptions (UIDs) are defined using EDDL. A UID is provided to the FDI 204 

Client by the FDI Server. The FDI Client uses the UID Interpreter to interpret and execute the 205 

UID. A UID may make use of other UID and UIP components as subcomponents in order to 206 

provide a modular approach and make the best use of both descriptive and executable user 207 

interface elements. 208 

NOTE 2 UIPs can make use of other UIPs but not of other UIDs. 209 

The FDI Server makes UIDs and UIPs available to the FDI Client via the Information Model. 210 

The Information Model organizes the UIDs and UIPs by Device Type. 211 

The FDI Client provides the execution environment for UIPs. The FDI Client loads the UIP 212 

from the FDI Server. 213 

The FDI Client�s UIP execution environment consists of the following sets of services that are 214 

made available to the UIP: 215 

� Device Access Services 216 

� Hosting Services 217 

� User Interface Services 218 

� Printing Services (if available in the hosting environment) 219 

NOTE 3 It is implementation specific whether different UIPs get the same or different interface instances to 220 
access these services. The only requirement is that there is no side-effect if two UIPs use the same instance of an 221 
interface. 222 

Similar to the FDI Client, each UIP shall also provide a set of services (UIP Services) by 223 

which the FDI Client activates, controls and shuts down UIPs (see 6.1). 224 

The Device Access Services enable interaction between the UIP and the FDI Server-225 

maintained Information Model. The FDI Client takes care of the interaction with the FDI Server 226 

freeing the UIP to focus on the application level only. 227 

UIP access to the Information Model (IM) via the Device Access Services is restricted to the 228 

Device and its sub-devices. 229 

E DIN EN 62769-2:2019-05 ��������	��

Full document details: E DIN EN 62769-2:2019-05

http://www.avadocuments.com/doc/e-din-en-62769-2-2019-05
http://www.avadocuments.com/doc/e-din-en-62769-2-2019-05


IEC CDV 62769-2 � IEC:20183 � 9 �  

The Hosting Services are provided by the FDI Client for use by the UIP. The Hosting Services 230 

include services related to the FDI Client allowing the UIP to acquire information about the 231 

environment. 232 

The User Interface Services provide the means by which the UIP accesses the user interface 233 

services of the underlying operating system. These services provide access to the screen, 234 

keyboard, mouse, and other operating system resources. The User Interface Services are 235 

defined by the chosen implementation technology and therefore no additional definitions are 236 

included in this document (see IEC 62769-6). UIPs shall use the Hosting Services to display 237 

message boxes or progress bars and shall never use comparable services provided by the 238 

underlying operating system. 239 

There are no printing services provided by the Client. If a UIP needs to generate a printout it 240 

accesses the printing services of the underlying operating system. No additional definitions 241 

are included in this document. 242 

The FDI Client uses the culture setting of the currently signed-in user for the execution 243 

environment of the UIP. It uses the culture when creating OPC UA Sessions and it sets the 244 

culture for each thread it creates. UIPs shall take care for culture setting in all threads that 245 

they create. 246 

The FDI Client provides a UID Interpreter that is used to interpret and execute UIDs. The UID 247 

XML Schema is defined in this document (see Annex A).  248 

Business Logic is executed in the FDI Server. Some Business Logic may be exposed to the 249 

FDI Client as Actions (see Clause 7) and can be triggered by FDI Clients. 250 

 251 

5 FDI Client 252 

5.1 Device Access Services 253 

 General 5.1.1254 

The Device Access Services provide access to both the online and offline information of a 255 

Device or its components as defined by the FDI Package, in particular for 256 

� browsing the Device Model, 257 

� reading / writing of data and subscribing to data changes, 258 

� controlling access to the Device, and 259 

� directly communicating with the Device. 260 

The scope for the Device Access Services will be a Device, Block, or Communication Server 261 

to which the UIP is assigned. The FDI Client is expected to map the Device Access Services 262 

to OPC UA services provided by the FDI Server. 263 

The main Services are the Device Model Services to view and access Parameters. The 264 

Locking Services are used to control simultaneous access to a Device. The Direct Access 265 

Services allow a UIP to communicate with the Device. 266 

Whether and how the different services are mapped to real interfaces is defined in  267 

IEC 62769-6. IEC 62769-6 also specifies how interfaces are obtained. 268 

 Device Model 5.1.2269 

The Device Model defines the structure of all data that are available to a UIP. It is confined to 270 

a single device instance. The entities in the structure (Parameters, Images, and Documents) 271 

are built from FDI Package information. User interface elements, like Menus, Graphs, 272 

Waveforms, are not part of the UIP Device Model. 273 

All Device elements are organized as a defined hierarchy. The root of the hierarchy can be 274 

either a Device or a Block subject to where (by which MENU) the UIP is referenced in the 275 
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User Interface Description of the FDI Package (see IEC 62769-4). The Nodes in the hierarchy 276 

are either Objects or Variables, where the main difference is that Variables provide a Value. 277 

Figure 2 illustrates the overall structure of a Device. Figure 3 shows the structure of a block in 278 

more detail. The elements that will really be available depend on the contents of the 279 

respective FDI Package. Regular rectangles represent Object Nodes while the ones with 280 

rounded corners represent Variable Nodes. These NodeClasses are defined in 5.1.3. The top 281 

left Node is the root Node. The single hashed lines define the parent-child relationship in the 282 

hierarchy. As an example, the children of Device1 in Figure 2 are ParameterSet, ImageSet, 283 

Documentation, Blocks and SubDevices. The children of /SubDevices/Device_1b/ImageSet 284 

are Image_1 and Image_2. 285 

Modular

Device

                               Block-Oriented

Device

Device1

ParameterSet

Param_1

Param_2

Param_n

SubDevices

Device_1a

Device_1b

Blocks

�arameterSet

taram_1

taram_2

taram_n

Blocks

ImageSet

Image_1

Image_2

ImageSet

Image_1

Image_2

Documentation

Document_1

Document_2 Documentation

Document_1

Document_2

286 
 287 

Figure 2 � Overall structure of a Device 288 

Names that are in normal font are defined by the Device Access Services; names in italics are 289 

just place-holders for the real names as defined in the FDI Package. 290 

Device1

Blocks

Block_x

Block_y

ParameterSet

Param_1

Param_2

Param_n

 291 

Figure 3 � Structure of Blocks 292 

Each Node in the hierarchy is uniquely qualified with its pathname. This pathname is a 293 

concatenation of the individual Node Name Attributes. The separator is �/�. 294 
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EXAMPLE The following examples illustrate qualified pathnames: 295 

/              -- the 296 
root Node (here �Device1�) 297 

/ParameterSet/Param_2       -- a Variable Node 298 

/SubDevices/Device_1b/ImageSet/Image_1  -- a picture 299 

Certain Variables in the FDI Package may be tagged as �private� meaning they are non-300 

browsable. Though they are non-browsable, they exist in the Device Model and can be 301 

addressed with their pathname. 302 

 303 

 Node model 5.1.3304 

5.1.3.1 General 305 

The information of a Device is organized as a hierarchy of Nodes. Each Node is either an 306 

Object or a Variable. Both Object and Variable are derived from the BaseNodeClass, as 307 

illustrated in Figure 4. 308 

Variable

BaseNodeClass

Object

 309 

Figure 4 � Device Model NodeClasses 310 

5.1.3.2 BaseNodeClass 311 

This is the abstract parent NodeClass for Object and Variable Nodes. The BaseNodeClass 312 

Attributes are shown in Table 1. The Attributes of this NodeClass are available in both Object 313 

and Variable NodeClasses. 314 

Table 1 � BaseNodeClass Attributes  315 

Attribute Datatype Description 

NodePath String Qualified path of the Node in the Device Model. 

This Attribute is returned by the Browse Service and cannot be read or written. 

Name String Name of Node according to device specific documentation. 

Label LocalizedText Human readable label of the Node. 

Description 

(optional) 

LocalizedText Human readable help string describing the Node. 

 316 

Additional Attributes will be available for derived NodeClasses. For example, a Variable will 317 

have Attributes that define the DataType and the AccessRights. 318 

5.1.3.3 Object NodeClass 319 

Table 2 contains the list of Attributes for Objects beyond those inherited from the Base 320 

NodeClass. 321 

Table 2 � Object NodeClass Attributes  322 

Attribute Datatype Description 

LockedStatus Boolean This Attribute when �true� indicates that this Object is currently locked. 

Bad_AttributeInvalid defines that locking is not supported for this Object at all. 

 323 
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5.1.3.4 Variable NodeClass 324 

5.1.3.4.1 General 325 

Variables are used to represent Parameters, images and documents. When reading Variables 326 

that represent images or documents the system will provide them as a ByteString. For 327 

documents, the Name Attribute will consist of the filename including the extension that can be 328 

used to identify the document type. FDI supports �.pdf� and �.txt�. For the representation of 329 

images see 5.1.3.4.2. 330 

Table 3 contains the list of Attributes for Variables beyond those inherited from the 331 

BaseNodeClass. 332 
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Table 3 � Variable NodeClass Attributes 333 

Attribute Datatype Description 

Value Variant The value of the Variable as returned from the device (i.e. without applying the 
ScalingFactor). The Variant is specified in 5.1.9.4. 

DataType UInt32 The DataType Attribute specifies the data type of the Value Attribute. 

One of the data types specified in 5.1.9. IEC 62769-6 specifies the assignment of 
unique identifiers to each type. 

ValueRank Int32 Indicates whether the Value Attribute is an array. It may have the following values: 

>1 (MoreDimensions) � the value is an array with the specified number of 
dimensions.

 1  (OneDimension) � the value is an array with one dimension. 

 0  (OneOrMoreDimensions) � the value is an array with one or more 
dimensions. 

-1  (Scalar) � the value is not an array. 

-2  (Any) � the value can be a scalar or an array with any number of dimensions. 

-3  (ScalarOrOneDimension) � the value can be a scalar or a one dimensional 
array. 

ArrayDimensions 

(optional) 

UInt32[] Specifies the length of each dimension for an array value. The Attribute is 
intended to describe the capability of the Variable, not the current size. 

The number of elements shall be equal to the value of the ValueRank Attribute. 
Shall be null if ValueRank <= 0. 

A value of 0 for an individual dimension indicates that the dimension has a 
Variable length. For example, if a Variable is defined by the following C array: 

 Int32 myArray[346]; 

then this Variable�s DataType would point to an Int32, the Variable�s ValueRank 
has the value 1 and the ArrayDimensions is an array with one entry having the 
value 346. 

AccessRights Byte The access rights for the Value.  

An enumeration with one of the following values: 

 NONE_0    The Variable value cannot be accessed 

 READ_1    The value of the Variable may be read 

 WRITE_2   The value of the Variable may be written 

 READORWRITE_3 The value of the Variable may be read or written 

UserAccessRights Byte This Attribute specifies the access rights to the Value for the currently 
authenticated user. They may be less than the potential access rights. The same 
enumeration as for AccessRights is used. 

ScalingFactor 

(optional) 

Double This Attribute specifies a suggested scaling factor. 

Note that the Value Attribute contains the raw value returned from the device. It is 
assumed, that the (raw) value is multiplied by this factor before being displayed. 

EngineeringUnits 

(optional) 

EUInformation EngineeringUnits specifies the units for the value (e.g., °C, hertz, seconds). 

See 5.1.9.3.8 for the definition of the EUInformation data type. 

Attributes for analog Variables 
(Variables that represent continuously-variable physical quantities (e.g., pressure, temperature)). 

EURange 

(optional) 

Range[] Defines one or more value ranges likely to be obtained in normal operation. They 
are intended for such use as automatically scaling a bar graph display. 

Sensor or instrument failure or deactivation can result in a returned item value that 
is actually outside this range. UIP software shall be prepared to deal with this. 

See 5.1.9.3.7 for the definition of the Range data type. 

Ranges may change during operation, for example by changing the operation 
mode of an instrument. 

Like the Value itself, Ranges are always unscaled (i.e. without applying the 
ScalingFactor). 

Attributes for discrete (enumerated) Variables 
(for data that may take on only a certain number of possible values (e.g., OPENING, OPEN, CLOSING, CLOSED). 

CurrentLabel String Enumerated Variables expose the current numeric state in their Value 
Attribute.The CurrentLabel Attribute provides the name of the current enumeration 
value. 

EnumValues EnumValuesType[] EnumValues is an array of {StateValue, Enumeration Name, and Help 
Information}. See 5.1.9.3.9 for the definition of this type. FDI Clients/UIPs may 
read this Attribute in advance and store it for lookup of name or help when they 
receive the numeric representation. 

Attributes for bit-enumerated Variables 
(for data that represent a bit mask). 

OptionNames String[] Bit-enumerated Variables transmit a bit mask encoded in an unsigned integer of a 
length that is sufficient to represent all bits. 

The OptionNames Attribute provides a human-readable representation for each 
valid bit of the bit mask. 

The order of the bits of the bit mask points to a position of the array of Strings in 
the OptionNames Attribute, i.e., the first bit points to the first entry in the array, and 
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Attribute Datatype Description 

so on. 

The array contains an empty String for each bit that has no specific meaning. 

5.1.3.4.2 Representation of images 334 

All images have a DataType and are transferred as a ByteString. FDI supports three image 335 

formats. To identify the format of the image provided in the ByteString, the initial bytes have 336 

to be parsed as outlined in Table 4.  337 

Table 4 � Parsing of the initial bytes 338 

Image type Description 

GIF Defines an image in GIF (Graphics Interchange Format). GIF is specified in 
http://www.w3.org/Graphics/GIF/spec-gif89a.txt . The first bytes of a GIF image are as follows: 
 

Byte 1 2 3 

Hex 47 49 46 

JPG Defines an image in JPG (Joint Photographic Experts Group File Interchange Format). JPG is defined 
in ISO/IEC 10918-1. The first bytes of a JPG image are as follows:  
 

Byte 1 2 3 4 

Hex FF D8 FF E0 

PNG 
Defines an image in PNG (Portable Network Graphics format). PNG is 
defined in IEEE 754, IEEE Standard for Floating-Point Arithmetic 

IETF RFC 2083 and ISO/IEC 15948. The first bytes of a PNG image are as follows:   

 

 
Byte 1 2 3 4 5 6 7 8 

Hex 89 50 4E 47 0D 0A 1A 0A 

 339 

5.1.3.4.3 Representation of records 340 

A Variable hierarchy is used to represent EDDL RECORD Parameters. The root Variable 341 

represents the record itself. It will have component Variables that represent the EDDL 342 

RECORD MEMBERS (the MEMBERS of an EDDL RECORD are defined in EDDL by means of 343 

a reference to an EDDL VARIABLE.). 344 

An example of how a record is represented in the Device Model is shown in Figure 5. 345 
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Param_A

PARAMETERS

{

   Param_A, rec1 ;

   Param_B, rec2 ;

�

RECORD  rec1

{
   LABEL   "Rec1";
   MEMBERS

{
      X,   x_member1;
      Y,   y_member1;
   }
}

VARIABLE x_member1
{
   LABEL   "X";
   TYPE    FLOAT;
   HANDLING READ;
}

VARIABLE y_member1
{
   LABEL   "Y";
   TYPE    ENUM (1);
   HANDLING WRITE;
}

�

X

(AccessLevel=Read)

Y

(AccessLevel=Write)

Param_B

X

(AccessLevel=Read)

Y

(AccessLevel=Write)

RECORD  rec2

{
   LABEL   "Rec2";
   MEMBERS
   {
      X,   x_member2;
      Y,   y_member2;
   }
}

VARIABLE x_member2
{
   LABEL   "X";
   TYPE    FLOAT;
   HANDLING READ;
}

VARIABLE y_member2
{
   LABEL   "Y";
   TYPE    ENUM (1);
   HANDLING WRITE;
}

Some

Device

�arameterSet

 346 

Figure 5 � Example: Variable hierarchy representing a RECORD 347 

The Name and Label Attributes of the root Variable are set to the name of the RECORD and 348 

the LABEL Attribute, respectively. The DataType Attribute of the �root� Variable is Variant. 349 

The ValueRank Attribute is used to specify that the Value contains an array. The Value 350 

Attribute represents the values of all members in the order as defined for the RECORD. 351 

According to the example in Figure 5, the first variant will be a FLOAT and the second will be 352 

an ENUM. 353 

For each component Variable that represents an EDDL RECORD MEMBER 354 

� the Name Attribute is set to the identifier of the corresponding EDDL VARIABLE, 355 

� the Label is the LABEL Attribute of the corresponding EDDL VARIABLE, 356 

� the Description is the HELP Attribute of the corresponding EDDL VARIABLE, and 357 

� the AccessRights Attribute is derived from the EDDL HANDLING Attribute. 358 

Each member of the record can be accessed with its pathname as specified above. Browsing 359 

can also be used. 360 

EXAMPLE Example of a pathname: /ParameterSet/Param_A/X. 361 

5.1.3.4.4 Representation of arrays, and lists of members with simple data types 362 

A single Variable will represent an EDDL VALUE_ARRAY or LIST item when the data type of 363 

the referenced array element has a simple data type. 364 

The DataType Attribute is set to one of the base data types (see 5.1.9.2). 365 

The ValueRank Attribute is used to specify that the Value contains an array. In case of an 366 

EDDL VALUE_ARRAY the number of elements is exposed via the ArrayDimensions Attribute. 367 

In the case of an EDDL LIST the number of elements is unspecified since the size can change 368 

dynamically. 369 
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5.1.3.4.5 Representation of arrays, and lists of RECORDs 370 

Value arrays or lists of non-simple EDDL Parameters will be represented as an array of 371 

Variable hierarchies. Figure 6 shows the EDDL sample code of a VALUE_ARRAY of 372 

RECORDs and the corresponding Variable hierarchy. 373 

�arameterSet

v_arr

va_elem_rec_1

va_elem_rec_2

X

Y

X

Y

PARAMETERS

{

   Param_C, v_arr ;
�
}
VALUE_ARRAY v_arr
{
   LABEL   �V Arr�;
   TYPE    va_elem_rec;
   NUMBER_OF_ELEMENTS 2;
}

RECORD  va_elem_rec

{
   LABEL   "VA Elemen�";
   MEMBERS
   {
      X,   x_member3;
      Y,   y_member3;
   }
}

VARIABLE x_member3
{
   LABEL   "X";
   TYPE    FLOAT;
   HANDLING READ;
}

VARIABLE y_member3
{
   LABEL   "Y";
   TYPE    ENUM (1);
   HANDLING WRITE;
}

 374 
Figure 6 �Variable hierarchy representing a VALUE_ARRAY of RECORDs 375 

The Name and Label Attributes of the root Variable are set to the name of the ARRAY and the 376 

LABEL Attribute, respectively. The DataType Attribute of the �root� DataVariable is Variant. 377 

The ValueRank Attribute is used to specify that the Value contains an array. The Value 378 

Attribute represents all VALUE_ARRAY entries. The first Variant corresponds to the first array 379 

entry and so on. Each Variant in turn contains an array. This may either be an array of simple 380 

types or an array of Variants. A RECORD is always represented as an array of Variant. 381 

The VALUE_ARRAY element, which is in fact a RECORD, is represented as a component 382 

Variable hierarchy. The Name and Label Attributes of each root Variable representing a 383 

RECORD are set to the name of the RECORD and the LABEL Attribute, respectively. The 384 

array index (_1, _2) is appended to allow unique identification. Note that the index always 385 

begins with �1�. 386 

The RECORD MEMBERS are also represented as component Variables as specified in 387 

5.1.3.4.3. 388 

Members of each record can be accessed with a pathname. Browsing can also be used. 389 

EXAMPLE Example of a pathname: /ParameterSet/v_arr/va_elem_rec_2/Y. 390 

 Services 5.1.4391 

5.1.4.1 General 392 

All Services specified in this part of IEC 62769 rely on the conventions defined in 5.1.4.2. 393 

They are specified in an abstract manner with request and response parameters in a single 394 

table.  395 

Programmatic access to the services may be synchronous or asynchronous (see  396 

IEC 62769-6). However, asynchronicity exists to maintain responsiveness of the User 397 

Interface. Service execution shall always be assumed to be sequential.  398 
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5.1.4.2 Conventions for service definitions 399 

The service specifications use tables to describe service parameters, as shown in Table 5. 400 

Parameters are organised in this table into request parameters and response parameters.  401 

Table 5 � Service Definition Table 402 

Name Type Description 

Request  Defines the request parameters of the service 

 simple Parameter Name  Description of this parameter 

 constructed Parameter Name structure Description of the constructed parameter 

  component Parameter Name  Description of the component parameter 

   

Response  Defines the response parameters of the service 

   

 403 

The Name, Type and Description columns contain the name, data type and description of 404 

each parameter. All parameters are mandatory, although some may be unused under certain 405 

circumstances. The description column specifies the value to be supplied when a parameter is 406 

unused. Parameter names always begin with a lower case character. This allows 407 

differentiating if name and type are the same, for example, name = �nodeId�, type = �NodeId�. 408 

Two types of parameters are defined in these tables, simple and constructed. Simple 409 

parameters have a simple data type, such as Boolean or String. 410 

Constructed parameters are composed of two or more component parameters, which can be 411 

simple or constructed. Component parameter names are indented below the constructed 412 

parameter name.  413 

The data types used in these tables may be base types or service-specific types. Base data 414 

types are listed in 5.1.9. Data types that are service-specific are defined in the parameter 415 

table of the service. 416 

5.1.4.3 Auditing 417 

Auditing is a requirement in many systems. It provides a means for tracking activities that 418 

occur as part of normal operation of the system. It also provides a means for tracking 419 

abnormal behaviour. It is also a requirement from a security standpoint. 420 

When an audit trail is maintained by the system, audit trail records for the Write Service 421 

invoked by the UIP will be implicitly created by the system. 422 

In addition, UIPs have means for providing additional audit context information for things that 423 

the system cannot know: 424 

� They can call the LogAuditTrailMessage service (see 5.2.2.5). This shall be executed in 425 

particular when the DirectAccess Services are used. The UIP shall include sufficient 426 

information in the message for precise description of the activity performed. 427 

� They can provide a context text when using the Locking Services (see 5.1.7) or the Direct 428 

Access Services (see 5.1.8). 429 

5.1.4.4 Services and operations 430 

Several of the Device Model Services (e.g. Read and Write) allow specifying an array of 431 

elements that shall be processed. The processing of each individual element is called an 432 

�operation�. This is an important differentiation for error handling as a service execution is 433 

considered successful even if individual operations fail. The following list explains the 434 

differences between the service and operation result codes. 435 

� Service result code 436 

If a service succeeds, the result code is �Good� and the response parameters are valid. If 437 

it fails, the service result code is any of the �Bad_...� service failure codes defined in 438 

5.1.4.6. In such a case an InnerErrorInfo (see 5.1.9.3.4) may be provided as well. 439 
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Programmatic access to service failure codes is specific to the technology and may be 440 

based on exceptions (see IEC 62769-6).  441 

� Operation result code  442 

The result code for each operation is returned as part of the service-specific response 443 

parameters (see 5.1.4.7 for the list of available operation result codes). 444 

Operations can return an InnerErrorInfo with each result code other than �Good� if 445 

returnInnerErrorInfo=�true� in the service request. 446 

5.1.4.5 StatusCode 447 

The StatusCode used for service results or operational results reports the outcome of an 448 

operation. It is a 32-bit unsigned integer. The top 16 bits represent the numeric value of the 449 

code that shall be used for detecting specific errors or conditions. The bottom 16 bits are bit450

flags that contain additional information but do not affect the meaning of the StatusCode.  451 

UIPs shall always check the StatusCode associated with a result before using it. Results that 452 

have an uncertain/warning status associated with them shall be used with care since these 453 

results might not be valid in all situations. Results with a bad/failed status shall never be 454 

used. 455 

The exact bit assignments are shown in Table 6. IEC 62769-6 provides functions to help in 456 

evaluation of the StatusCode. 457 

Table 6 � StatusCode Bit Assignments 458 

Field Bit Range Description 

Severity 30 .. 31 Indicates whether the StatusCode represents a good, bad or uncertain condition. These bits 
have the following meanings: 

Severity Bits Description 

Good 
Success 

00 The operation was successful; results may be used. 

Uncertain 
Warning 

01 The operation was partially successful; results might not be suitable 
for some purposes. 

Bad Failure 10 The operation failed and any associated results cannot be used. 

Reserved 11 Reserved for future use. Should also be treated as �Bad�. 
 

Reserved 29 .. 28 Reserved for future use. Shall always be zero. 

SubCode 16 .. 27 The code is a numeric value assigned to represent different conditions. Each code has a 
symbolic name and a numeric value. All descriptions in this specification refer to the 
symbolic name. IEC 62769-6 maps the symbolic names onto a numeric value. 

Reserved 12 .. 15 Reserved for future use. Shall always be zero. 

InfoType 10 .. 11 The type of information contained in the info bits. These bits have the following meanings: 

InfoType Bits Description 

NotUsed 00 The info bits are not used and shall be set to zero. 

DataValue 01 The StatusCode and its info bits are associated with a data value 
returned from the FDI Server. 

Reserved 1X Reserved for future use. The info bits shall be ignored. 
 

InfoBits 0 .. 9 Additional information bits that depend on the Info Type field. 

 459 

Table 7 describes the structure of the InfoBits when the Info Type is set to DataValue (01). 460 

Table 7 � DataValue InfoBits 461 

Info Type Bit Range Description 

LimitBits 8 .. 9 The limit bits associated with the data value. The limits bits have the following meanings: 

Limit Bits Description 

None 00 The value is free to change. 

Low 01 The value is at the lower limit for the data source. 

High 10 The value is at the higher limit for the data source. 

Constant 11 The value is constant and cannot change. 
 

Overflow 7 If this bit is set, not every detected change has been returned since the FDI Server�s queue 
buffer for the subscribed Variable reached its limit and had to purge out data. 

Reserved 0 .. 6 Reserved for future use. Shall always be zero. 

 462 
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5.1.4.6 Service failure codes 463 

Table 8 defines result codes for the services. The column Service in Table 8 lists which code 464 

may be returned by which service. Result codes that are specific to an individual service are 465 

also specified with the service.  466 

Table 8 � Service result codes 467 

Exception name code Description Service 

Bad_AlreadyLocked The Node is already locked by another FDI Client. InitLock 

Bad_LockRequired The passed Node is not yet locked. Write, DirectAccess  

Bad_MaxAgeInvalid The max age parameter is invalid. Read 

Bad_NodeInvalid The identifier does not refer to a valid Node in the 
Device Model.  

This result code is used both as service- and as 
operation-level result code. 

Browse, InitLock, ExitLock 

Bad_NothingToDo There was nothing to do because the caller passed 
an empty list of operations. 

Read, Write, Subscribe, Unsubscribe 

Bad_NotSupported The Service is not supported for the specified Node or 
for the Device/Block in general. 

Locking, DirectAccess 

Bad_RequestCancelled The request was cancelled by Client / UIP. All 

Bad_SubscriptionIdInvalid The subscription id is not valid. Subscribe, Unsubscribe, 
DeleteSubscription 

Bad_Timeout The operation timed out. All 

Bad_TooManySubscriptions The FDI Server has reached its maximum number of 
subscriptions. 

CreateSubscription 

Bad_InvalidState The specified Node is in a state that does not permit 
this operation. 

Services for Locking 

Bad_TooManyOperations The request could not be processed because it 
specified too many operations. 

Read, Write, Subscribe 

Bad_UnexpectedError An unexpected error occurred. All 

 468 

5.1.4.7 Operational status codes 469 

Table 9 defines the status codes for all operation level results (for services that have 470 

individual operations such as Read, Write or Subscribe). Each service defines the applicable 471 

subset and instead of a description will contain references to this table. 472 

NOTE The value in Table 9 is referring to the Parameter value, not to the communication quality. 473 

Table 9 � Operation level result codes 474 

Operation Level Result Code Description 

Good The operation completed successfully. 

Good_LocalOverride The value has been overridden. 

Good_PostActionFailed The value of a Variable was successfully read or written but one of the post actions 
failed. 

Good_Edited The Value has been modified in the EditContext and is not yet in the Device. 

Good_DependentValueChanged The Value of a dependent Variable was changed but not yet applied. 

  

Uncertain The operation completed however its outputs may not be usable. 

Uncertain_NoCommunicationLastValue Communication to the data source has failed. The Variable value is the last value that 
had a good quality. 

Uncertain_LastUsableValue Whatever was updating this value will no longer be doing so. 

Uncertain_SubstituteValue The value is an operational value that was manually overwritten. 

Uncertain_InitialValue The value is an initial value for a Variable that normally receives its value from another 
Variable. 

Uncertain_SensorNotAccurate The value is at one of the sensor limits. 

Uncertain_EngineeringUnitsExceeded The value is outside of the range of values defined for this parameter. 

Uncertain_SubNormal The value is derived from multiple sources and has less than the required number of 
good sources. 

Uncertain_DominantValueChanged A change of a dominant value � e.g. an engineering unit - made a dependent value 
invalid. 

  

Bad The operation failed. 

Bad_AttributeInvalid The attributeId is not supported for the specified Node. 

Bad_ConfigurationError There is a problem with the configuration that affects the usefulness of the value. 

Bad_DeviceFailure There has been a failure in the device/data source that generates the value. 
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Operation Level Result Code Description 

Bad_IndexRangeInvalid The indexRange parameter has an invalid syntax. 

  

Bad_NodeInvalid The identifier does not refer to a valid Node in the Device Model. 

This result code is used both as service- and as operation-level result code. 

Bad_NotConnected The Variable should receive its value from another Variable, but has never been 
configured to do so. 

Bad_NotReadable The access level does not allow reading or subscribing to the Node. 

Bad_NotWritable The access level does not allow writing to the Node. 

Bad_OutOfRange The value was out of range. 

Bad_OutOfService The source of the data is not operational. 

Bad_SensorFailure There has been a failure in the sensor from which the value is derived by the 
device/data source. 

Bad_TypeMismatch The value supplied is not of the same type as the Variable's value. 

Bad_UIPHandleInvalid The handle does not refer to a subscribed Node Attribute. 

Bad_UserAccessDenied User does not have permission to perform the requested operation. 

Bad_WaitingForInitialData Waiting for the FDI Server to obtain values from the underlying data source. 

After subscribing to Variables, it may take some time before values are delivered. In 
such cases an initial update may be sent with this status prior to the Notification with 
the first valid value. 

 475 

 Base Property Services 5.1.5476 

5.1.5.1 Overview 477 

The Base Property Services provide access to basic Device Access properties.  478 

5.1.5.2 Get DeviceAccess interface version 479 

5.1.5.2.1 Description 480 

This service returns the version of the interface that the UIP is using. 481 

5.1.5.2.2 Parameters 482 

Table 10 defines the parameters for the service. 483 

Table 10 � GetDeviceAccessInterfaceVersion Service parameters 484 

Name Type Description 

Request   

   

Response   

 version String FDI Technology Version of the DeviceAccess interface. The format of the value 
is xx.yy.zz as defined in IEC 62769-4. 

 485 

5.1.5.2.3 Service results 486 

There are no service results other than the common codes specified in 5.1.4.6. 487 

5.1.5.3 GetOnlineAccessAvailability 488 

5.1.5.3.1 Description 489 

This service returns a hint as to whether online access is available in principle. This is general 490 

information. It does not clarify whether online access to a specific device is possible. 491 

5.1.5.3.2 Parameters 492 

Table 11 defines the parameters for the service. 493 
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Table 11 � GetOnlineAccessAvailability Service parameters 494 

Name Type Description 

Request   

   

Response   

 onlineAccess Boolean This value when �false� specifies that online access is not available. 
�true�indicates basic availability. 

 495 

5.1.5.3.3 Service results 496 

There are no service results other than the common codes specified in 5.1.4.6. 497 

 Device Model Services 5.1.6498 

5.1.6.1 Overview 499 

The Device Model Services include: 500 

� Browse 501 

� Read 502 

� Write 503 

� Subscription 504 

� CreateSubscription 505 

� Subscribe 506 

� Unsubscribe 507 

� DeleteSubscription 508 

The services provide access to the offline representation and the online representation of the 509 

Device. The online Nodes for a Device are always present. However, access to data that 510 

require communication may be rejected with proper status codes such as Bad_NotConnected. 511 

NOTE The online model does not contain SubDevices. If the UIP uses a path that includes SubDevices to access 512 
an online Node, this path will be evaluated in the offline hierarchy. 513 

Cancel services are available for Browse, Read, and Write. The exact definition and 514 

mechanics depend on the technology used for the implementation of these services. 515 

5.1.6.2 Browse 516 

5.1.6.2.1 Description 517 

Browses a single level in the hierarchy in the Device Model and returns Attributes for all 518 

children of the specified Node. 519 

5.1.6.2.2 Parameters 520 

Table 12 defines the parameters for the service. 521 

Table 12 � Browse Service parameters 522 

Name Type Description 

Request   

 nodeToBrowse NodeSpecifier The identifier of the Node to be browsed. See 5.1.9.3.2 for the definition of the 
NodeSpecifier type. 

Response   

 browseResult[] structure List of Nodes that are on the next level down in the hierarchy. For each Node the 
following Attributes will be returned. 

  nodePath String See BaseNodeClass in 5.1.3.2. 

  name String See BaseNodeClass in 5.1.3.2. 

  label LocalizedText See BaseNodeClass in 5.1.3.2. 

 523 
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5.1.6.2.3 Service results 524 

No specific Service result codes are defined for Browse. Common StatusCodes are defined in 525 

Table 8. 526 

5.1.6.3 CancelBrowse 527 

5.1.6.3.1 Description 528 

Calling CancelBrowse indicates that the UIP has no further interest in the results of this 529 

service. Execution will be stopped when possible. 530 

Cancel is a suggestion to the system. Due to asynchronous execution, the service may 531 

already be fully or partially completed. 532 

5.1.6.3.2 Parameters 533 

Table 13 defines the parameters for the service. 534 

Table 13 � CancelBrowse Service parameters 535 

Name Type Description 

Request   

 serviceId <technology dependent> The identifier of the service to cancel.  

Response   

 536 

5.1.6.3.3 Service results 537 

No specific Service result codes are defined for CancelBrowse. Successfully cancelled 538 

Browse requests shall respond with Bad_RequestCancelled. Common StatusCodes are 539 

defined in Table 8. 540 

5.1.6.4 Read 541 

5.1.6.4.1 Description 542 

This service is used to read Attributes of Object or Variable Nodes. UIPs that need to monitor 543 

Variable Attributes for changes shall use the Subscription services instead of Read.544 

5.1.6.4.2 Parameters 545 

Table 14 defines the parameters for the service. 546 

Table 14 � Read Service parameters 547 

Name Type Description 

Request   

 returnInnerErrorInfo Boolean A value of �true�requests error information from calls to an underlying system to 
be returned when available. 

�false�defines that this information shall not be returned. 

 attributesToRead[] Structure The Attributes to read. 

  node NodeSpecifier The identifier of the Node that contains the Attribute to read. See 5.1.9.3.2 for 
the definition of the NodeSpecifier type. 

  attributeId AttributeId Numeric identifier of the Attribute to Read. See 5.1.9.3.3. 

  indexRange NumericRange This parameter is used to identify a single element of an array, or a single range 
of indexes for arrays. If a range of elements is specified, the values are returned 
as a composite. The first element is identified by index 0 (zero). 

This parameter is ignored if the specified Attribute is not an array or a structure. 
However, if the specified Attribute is an array or a structure, and this parameter 
is null (Null or empty String), then all elements are to be included in the range. 

See 5.1.9.3.6 for a detailed definition. 

 maxAge UInt32 Maximum age of the value to be read in milliseconds. 

If the FDI Server has a cached value no older than maxAge, it will return the 
cached value rather than requesting a new value from the device. 

If maxAge is set to 0, the FDI Server shall read a new value from the data 
source. 

Values greater than 2
31

 -1 (0x7fff ffff) are invalid for maxAge. 
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Response   

 readResult [] DataValue The StatusCode, Value and timestamps for each Node Attribute that was read. 
The order of this list matches the order of the attributesToRead request 
parameter. 

The DataValue is defined in 5.1.9.3.3. 

 innerErrorInfos [] InnerErrorInfo List of error information from calls to an underlying system. See 5.1.9.3.4. 

Matches the size and order of the attributesToRead request parameter. This list 
is empty if inner error information was not requested or if no information was 
encountered in the processing of the request.  

 548 

5.1.6.4.3 Service results 549 

Table 15 defines values for the Service result code. Other common StatusCodes are defined 550 

in Table 8. 551 

Table 15 � Read Service result codes 552 

Result code  Description 

Bad_MaxAgeInvalid The max age parameter is invalid. 

 553 

5.1.6.4.4 Operation result codes 554 

Table 16 defines values for the operation status code contained in the DataValue of each 555 

readResult element. All operational status codes with their description are in Table 9. 556 

Table 16 � Read operation result codes 557 

Result code 

Good 

Good_LocalOverride 

Good_PostActionFailed 

Good_DependentValueChanged 

 

Uncertain 

Uncertain_NoCommunicationLastValue 

Uncertain_LastUsableValue 

Uncertain_SubstituteValue 

Uncertain_InitialValue 

Uncertain_SensorNotAccurate 

Uncertain_EngineeringUnitsExceeded 

Uncertain_SubNormal 

Uncertain_DominantValueChanged 

 

Bad 

Bad_UserAccessDenied 

Bad_ConfigurationError 

Bad_NotConnected 

Bad_DeviceFailure 

Bad_SensorFailure 

Bad_OutOfRange 

Bad_OutOfService 

Bad_NodeInvalid 

Bad_AttributeInvalid 

Bad_IndexRangeInvalid 

Bad_NotReadable 

 558 

5.1.6.5 CancelRead 559 

5.1.6.5.1 Description 560 

Calling CancelRead indicates that the UIP has no further interest in the results of this service. 561 

Execution will be stopped when possible. 562 

Cancel is a suggestion to the system. Due to asynchronous execution, the service may 563 

already be fully or partially completed. 564 
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5.1.6.5.2 Parameters 565 

Table 17 defines the parameters for the service. 566 

Table 17 � CancelRead Service parameters 567 

Name Type Description 

Request   

 serviceId <technology dependent> The identifier of the service to cancel.  

Response   

 568 

5.1.6.5.3 Service results 569 

No specific Service result codes are defined for CancelRead. Successfully cancelled Read 570 

requests shall respond with Bad_RequestCancelled. Common StatusCodes are defined in 571 

Table 8. 572 

5.1.6.6 Write 573 

5.1.6.6.1 Description 574 

This service is used to write values to one or more Variables. For array values, this service 575 

allows writing the entire array, writing individual elements or writing ranges of elements. 576 

Explicit locking is required (see 5.1.7). If the Node is not locked, the request will be rejected 577 

with Bad_LockRequired. 578 

The service response is not returned until the write operation has been executed by the 579 

system. Rollback is the responsibility of the FDI Client/UIP. 580 

The values shall have the correct data type. 581 

NOTE No automatic data type translation takes place (see Bad_TypeMismatch operation result code). 582 

5.1.6.6.2 Parameters 583 

Table 18 defines the parameters for the service. 584 

Table 18 � Write Service parameters 585 

Name Type Description 

Request   

 returnInnerErrorInfo Boolean A value of �true� requests error information from calls to an underlying system to 
be returned when available. 

�false�defines that this information shall not be returned. 

 variablesToWrite[] structure List of Variables to write to. No assumptions should be made about the order of 
processing this list. If the order matters, separate service requests shall be used.  

  node NodeSpecifier The identifier of the Node that contains the Attribute to write. See 5.1.9.3.2 for 
the definition of the NodeSpecifier type. 

  indexRange NumericRange See 5.1.9.3.6 for a detailed definition. 

  value Variant Value to write. 

   

Response   

 writeResult[] UInt32 Status codes for operation results as defined in Table 19. 

The order of this list matches the order of the variablesToWrite request 
parameter. 

 innerErrorInfos [] InnerErrorInfo List of error information from calls to an underlying system. See 5.1.9.3.4. 

Matches the size and order of the variablesToWrite request parameter. This list 
is empty if inner error information was not requested or if no information was 
encountered in processing of the request.  

 586 

5.1.6.6.3 Service results 587 

There are no service results other than the common codes specified in 5.1.4.6. 588 
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5.1.6.6.4 Operation result codes 589 

Table 19 defines values for the operation status code contained in the writeResult elements. 590 

All operational status codes with their description are in Table 9. 591 

Table 19 � Write operation result codes 592 

Result code  

Good 

Good_PostActionFailed 

 

Bad 

Bad_UserAccessDenied 

Bad_NodeInvalid 

Bad_IndexRangeInvalid 

Bad_TypeMismatch 

Bad_OutOfRange 

Bad_NotWritable 

 593 

5.1.6.7 CancelWrite 594 

5.1.6.7.1 Description 595 

Calling CancelWrite indicates that the UIP has no further interest in the results of this service. 596 

Execution will be stopped when possible. 597 

Cancel is a suggestion to the system. Due to asynchronous execution, the service may 598 

already be fully or partially completed. 599 

5.1.6.7.2 Parameters 600 

Table 20 defines the parameters for the service. 601 

Table 20 � CancelWrite Service parameters 602 

Name Type Description 

Request   

 serviceId <technology dependent> The identifier of the service to cancel.  

Response   

 603 

5.1.6.7.3 Service results 604 

No specific Service result codes are defined for CancelWrite. Successfully cancelled Write 605 

requests shall respond with Bad_RequestCancelled. Common StatusCodes are defined in 606 

Table 8. 607 

5.1.6.8 Subscriptions 608 

5.1.6.8.1 Subscription mechanism 609 

Subscriptions allow the UIP to receive unsolicited callbacks from the FDI Client when the 610 

subscribed Node Attributes change. Subscriptions are a more efficient way to get periodic 611 

updates of data than by issuing repeated calls to the Read service, i.e., polling. The UIP 612 

creates a subscription by calling the CreateSubscription service (see 5.1.6.8.2). When the 613 

CreateSubscription service is called the UIP shall supply a callback parameter with the UIP-614 

specific DataChangeCallback service (see 5.1.6.8.6). After receiving the subscription 615 

identifier in the CreateSubscription response the UIP shall add Node Attributes of interest to 616 

the Subscription by calling the Subscribe service. 617 

Once the initial values have been reported, the DataChangeCallback service is only called 618 

when Node Attributes change and only the Node Attributes that have changed are reported to 619 

the callback. The UIP controls the maximum frequency at which the callback should be 620 

invoked by specifying a rate in milliseconds. 621 

After Node Attributes have been subscribed, their values may not be immediately available 622 

and may become available at different times. As such, the initial callback may not include all 623 
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of the subscribed Node Attributes. Furthermore, it is possible that the initial update for a 624 

subscribed Node Attribute will return a Bad or Uncertain StatusCode. 625 

Furthermore, the time span between when a change happens and when the callback is 626 

invoked depends on where the information to be changed is maintained. Some values are 627 

maintained by the system, which allows immediate notification; others are located in the 628 

physical device so that communication is required to access it. 629 

5.1.6.8.2 CreateSubscription Service 630 

5.1.6.8.2.1 Description 631 

This service is used to create a subscription. 632 

5.1.6.8.2.2 Parameters 633 

Table 21 defines the parameters for the service. 634 

Table 21 � CreateSubscription Service parameters 635 

Name Type Description 

Request   

 requestedUpdateRate UInt32 The fastest rate, in milliseconds, at which the UIP requests to be called 
back with data changes, specified by the minimum milliseconds to 
elapse between updates.  Regardless of the requested rate, a callback 
only occurs if data has changed. 

A rate of �0� indicates that the caller wants to be notified of changes as 
soon as possible. The service will return the fastest possible rate as 
revisedUpdateRate. 

 dataChangeCallback DataChangeCallback Callback for sending data change updates to the UIP. See 5.1.6.8.6. 

The DataChangeCallback is a service implemented and provided by 
the UIP. 

Response   

 revisedUpdateRate UInt32 The actual rate that the FDI Server will use, expressed as the minimum 
milliseconds to elapse between updates (if data has changed since the 
previous update). 

 subscriptionId SubscriptionId The callee-assigned identifier for the subscription. The SubscriptionId 
type is technology dependent. 

 636 

5.1.6.8.2.3 Service results 637 

Table 22 defines values for the service result. Common results are defined in Table 8. 638 

Table 22 � CreateSubscription Service result codes 639 

Result code  Description 

Bad_TooManySubscriptions The FDI Server has reached its maximum number of subscriptions. 

 640 

5.1.6.8.3 Subscribe Service 641 

5.1.6.8.3.1 Description 642 

This service is used to add one or more Node Attributes to an existing subscription. 643 

Subscribing is permitted for all Node Attributes. 644 

5.1.6.8.3.2 Parameters 645 

Table 23 defines the parameters for the service. 646 

Table 23 � Subscribe Service parameters 647 

Name Type Description 

Request   

 subscriptionId SubscriptionId The identifier for an existing subscription that was returned by the 
CreateSubscription service. 

 returnInnerErrorInfo Boolean A value of �true� requests error information from calls to an underlying 
system to be passed in DataChangeCallbacks, when available. 
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Name Type Description 

Request   

�false�defines that this information shall not be returned. 

 monitoredItemsToAdd[] structure The Attributes to add to the subscription. 

  node NodeSpecifier The identifier of the Node that contains the Attribute to subscribe. See 
5.1.9.3.2 for the definition of the NodeSpecifier type. 

  attributeId AttributeId Numeric identifier of the Attribute to subscribe. See 5.1.9.3.3. 

  indexRange NumericRange This parameter is used to identify a single element of an array, or a single 
range of indexes for arrays. If a range of elements is specified, the values 
are returned as a composite. The first element is identified by index 0 
(zero). 

This parameter is ignored if the specified Attribute is not an array or a 
structure. However, if the specified Attribute is an array or a structure, and 
this parameter is null, then all elements are to be included in the range. 

See 5.1.9.3.6 for a detailed definition. 

  samplingInterval Int32 The interval that defines the fastest rate at which the Attribute should be 
accessed and evaluated. This interval is defined in milliseconds.  

The value 0 indicates that the FDI Server should use the fastest practical 
rate.  

The value -1 indicates that the default sampling interval defined by the 
UpdateRate of the Subscription is used. 

See 5.1.6.8.3.3 for further details on the sampling interval. 

  uIPHandle UInt32 A handle (an identifier) provided by the UIP for the subscribed Node 
Attribute. This handle will be passed together with the data in the 
DataChangeCallback service so that the UIP can easily associate each 
changed value with the subscribed Node Attribute. 

The uiPHandle is likely an index into a table somewhere. It does not have 
to be unique (there could be multiple subscribed items pointing to the 
same table entry). 

Response   

 subscribeResult [] structure List of results for the subscribed Attributes. The size and order of the list 
matches the size and order of the attributesToSubscribe request 
parameter.  

  statusCode UInt32 Status code for the respective Attribute to subscribe as defined in 
Table 24. 

  monitoredItemId UInt32 FDI Server-assigned id for the subscribed Attribute. This id is unique 
within the Subscription and shall be used when calling Unsubscribe. This 
parameter is present only if the statusCode indicates that the Attribute was 
successfully subscribed. 

 revisedSamplingInterval Int32 The actual sampling interval that will be used. 

This value is based on a number of factors, including the capabilities of 
the underlying system. 

 648 

Subscribing will succeed even if the current user is not authorized to access the Node 649 

Attribute. If this is the case, the initial callback will return the operation result 650 

�Bad_UserAccessDenied�. Once this denial is cleared away (for instance, after a more 651 

powerful user identity is provided) the UIP will receive data changes for this Node Attribute. 652 

It is possible to subscribe to any Attribute � not just the Value. While it may not make sense 653 

for all Attributes, monitoring of some Attributes provides additional possibilities. Some 654 

examples include: 655 

� monitoring the LockedStatus to determine when the lock by some other client is removed; 656 

� monitoring the CurrentLabel of Enumerations to receive a displayable name rather than a 657 

numeric value. 658 

5.1.6.8.3.3 Sampling interval 659 

Each subscribed item is assigned a sampling interval that is either inherited from the 660 

updateRate of the Subscription or that is defined specifically to override that rate. The 661 

sampling interval indicates the fastest rate at which the value should be sampled in the device 662 

for data changes. 663 

The assigned sampling interval defines a �best effort� cyclic rate that is used to sample the 664 

item from its source. �Best effort� in this context means that the system does its best to665

sample at this rate. Sampling at rates faster than this rate is acceptable, but not necessary to 666 

meet the needs of the UIP. How the system deals with the sampling rate and how often it 667 
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actually polls its data source internally is a system implementation detail. However, the time 668 

between values returned to the UIP shall be greater than or equal to the sampling interval. 669 

The FDI Client may also specify 0 for the sampling interval, which indicates that the system 670 

should use the fastest practical rate. It is expected that systems will support only a limited set 671 

of sampling intervals to optimize their operation. If the exact interval requested by the UIP is 672 

not supported, then the most appropriate interval as determined by the system will be 673 

assigned and returned to the UIP. 674 

Data may be collected based on a sampling model or generated based on an exception-based 675 

model. The fastest supported sampling interval may be equal to 0, which indicates that the 676 

data item is exception-based rather than being sampled at some period. When it is exception-677 

based the underlying system does not require sampling. 678 

In many cases, the system has no knowledge of the data update logic. In this case, even 679 

though the system samples at the negotiated rate, the data might be updated by the 680 

underlying system at a much slower rate. In this case, changes can only be detected at this 681 

slower rate. 682 

UIPs should also be aware that the sampling by the system and the update cycle of the 683 

device are usually not synchronized, which may lead to additional delays. 684 

5.1.6.8.3.4 Service results 685 

There are no service results other than the common codes specified in 5.1.4.6. 686 

5.1.6.8.3.5 Operation result codes 687 

Table 24 defines values for the operation statusCode contained in the results. All operational 688 

status codes with their description are in Table 9. 689 

Table 24 � Subscribe operation result codes 690 

Result code  

Good 

 

Bad 

Bad_NodeInvalid 

Bad_AttributeInvalid 

Bad_NotReadable 

Bad_UserAccessDenied 

 691 

5.1.6.8.4 Unsubscribe Service 692 

5.1.6.8.4.1 Description 693 

This service is used to unsubscribe to one or more Node Attributes. 694 

5.1.6.8.4.2 Parameters 695 

Table 25 defines the parameters for the service. 696 

Table 25 � Unsubscribe Service Parameters 697 

Name Type Description 

Request   

 subscriptionId Subscriptio
nId 

The identifier for an existing subscription that was returned by the 
CreateSubscription service. 

 monitoredItemIds[] UInt32 Identifiers for subscribed Attributes that were returned by the Subscribe service. 

   

Response   

 unsubscribeResult[] UInt32 Status codes for operation results as defined in Table 26.  

The order of this list matches the order of the monitoredItemIds request 
parameter. 
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