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Der Text von ISO/IEC 29147:2018 wurde vom Technischen Komitee ISO/IEC JTC 1 �Information technology� 
der Internationalen Organisation für Normung (ISO) erarbeitet und als prEN ISO/IEC 29147:2020 durch das 
Technische Komitee CEN/CLC/JTC 13 �Cybersicherheit und Datenschutz� übernommen, dessen Sekretariat 
von DIN (Deutschland) gehalten wird. 

Das zuständige nationale Gremium ist der Arbeitskreis NA 043-01-27-03 AK �Evaluationskriterien für 
IT-Sicherheit� im DIN-Normenausschuss Informationstechnik und Anwendungen (NIA). 

Dieses Dokument enthält unter Berücksichtigung des Präsidialbeschlusses 1/2004 nur die englische 
Originalfassung der ISO/IEC-Norm. 

Für die in diesem Dokument zitierten internationalen Dokumente wird im Folgenden auf die 
entsprechenden deutschen Dokumente hingewiesen: 

ISO 8601 siehe DIN ISO 8601 
ISO/IEC 15408 siehe DIN EN ISO/IEC 15408 
ISO/IEC 18045* siehe DIN EN ISO/IEC 18045 
ISO/IEC 27000 siehe DIN EN ISO/IEC 27000 
ISO/IEC 27002:2013 siehe DIN EN ISO/IEC 27002:2017-06 

ISO/IEC 27017 siehe DIN EN ISO/IEC 27017 
 

                                                                 

* Die Nummer des Dokuments in der Referenzfassung ist nicht korrekt. Dort steht: ISO/IEC 18405.  
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Nationaler Anhang NA 
(informativ) 

 
Begriffe 

Die Benummerung der folgenden Begriffe und Abkürzungen sind identisch mit der Benummerung in der 
englischen Fassung. 

3 Begriffe 

Für die Anwendung dieses Dokuments gelten die Begriffe nach ISO/IEC 27000 und die folgenden Begriffe. 

ISO und IEC stellen terminologische Datenbanken für die Verwendung in der Normung unter den folgenden 
Adressen bereit: 

� ISO Online Browsing Platform: verfügbar unter http://www.iso.org/obp 

� IEC Electropedia: verfügbar unter http://www.electropedia.org/ 

3.1 

Schwachstelle 

Funktionsverhalten eines Produkts oder einer Dienstleistung, das bzw. die eine implizite oder explizite 
Sicherheitsrichtlinie verletzt 

Anmerkung 1 zum Begriff: In ISO/IEC 27002:2013, 12.6.1 [1] wird der Begriff �technische Schwachstelle� verwendet, 
um zwischen dem allgemeineren risikobasierten Konzept einer Schwachstelle und dem in diesem Dokument 
verwendeten Begriff zu unterscheiden. 

3.2 

Offenlegung 

erstes Bereitstellen von Informationen zu Schwachstellen (3.1) an eine Partei, von der angenommen wurde, 
dass sie vorher nicht über diese Informationen verfügte 

3.3 

Koordination 

Reihe von Aktivitäten, einschließlich Identifizierung und Einbeziehung von interessierten Parteien, Vermitt-
lung, Kommunikation und anderer Planungen zur Unterstützung der Offenlegung (3.2) von Schwachstellen 
(3.1) 

Anmerkung 1 zum Begriff: Der Begriff �koordinierte Offenlegung von Schwachstellen� wird angewendet, um einen 
Offenlegungsprozess zu bezeichnen, der Koordination umfasst. 

3.4 

Anbieter 

Einzelperson oder Organisation, die für das Beheben von Schwachstellen verantwortlich ist

Anmerkung 1 zum Begriff: Ein Anbieter kann der Entwickler, Instandhalter, Hersteller, Produzent, Lieferant, 
Installateur oder Anbieter eines Produkts oder einer Dienstleistung sein. 

� Entwurf � 
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3.5 

Berichtersteller 

Einzelperson oder Organisation, die einen Anbieter (3.4) oder Koordinator (3.6) über eine mögliche 
Schwachstelle (3.1) informiert 

Anmerkung 1 zum Begriff: Es gibt keine besonderen Anforderungen um als Berichtersteller zu fungieren. Bericht-
ersteller können Einzelpersonen, Organisationen, Amateure oder Hobbyisten, Fachleute, Endanwender, Sicherheits-
forschungsorganisationen, Anbieter, Regierungen oder Koordinatoren sein. 

Anmerkung 2 zum Begriff: Der Begriff �Berichtersteller� bedeutet nicht, dass es sich um eine einzigartige oder 
ursprüngliche Entdeckung oder Berichterstellung handelt. 

Anmerkung 3 zum Begriff: Berichtersteller können als Forscher bezeichnet werden, unabhängig davon, ob der 
Berichtersteller explizit Sicherheits- oder Schwachstellenforschung durchführt. Historisch gesehen wird diese Rolle 
auch als �Entdecker� bezeichnet. 

3.6 

Koordinator 

Einzelperson oder Organisation, die die Koordination (3.3) übernimmt 

3.7 

Problembehebung 

an einem Produkt oder einer Dienstleistung vorgenommene Veränderung, um eine Schwachstelle (3.1) zu 
beseitigen oder abzuschwächen 

Anmerkung 1 zum Begriff: Eine Problembehebung erfolgt üblicherweise in Form eines Austauschs von Binärdateien, 
einer Änderung der Konfiguration oder eines Quellcode-Patches und einer Neukompilierung des Quellcodes. Zu den 
verschiedenen Begriffen, die für die �Behebung� verwendet werden, gehören Patch, Fix, Update, Hotfix und Upgrade. 
Schadensminderungsmaßnahmen werden auch Übergangslösungen oder Gegenmaßnahmen genannt. 

3.8 

beratendes Dokument 

beratendes Schreiben 

Dokument oder Nachricht mit Informationen zu Schwachstellen (3.1), die dafür vorgesehen sind, das Risiko 
zu verringern 

Anmerkung 1 zum Begriff: Ein beratendes Dokument ist dafür vorgesehen, Anwender und andere interessierte 
Parteien über eine Schwachstelle zu informieren, einschließlich, wenn möglich, wie anfällige Systeme identifiziert und 
Probleme behoben werden können. 
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Nationaler Anhang NB 
(informativ) 
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Foreword

ISO (the International Organization or Standardization) and IEC (the International Electrotechnical 
Commission) orm the specialized system or worldwide standardization. National bodies that 
are members o  ISO or IEC participate in the development o  International Standards through 
technical committees established by the respective organization to deal with particular fields o  
technical activity. ISO and IEC technical committees collaborate in fields o  mutual interest. Other 
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also 
take part in the work.

The procedures used to develop this document and those intend or its urther maintenance are 
described in the ISO/IEC Directives, Part 1. In particular, the di erent approval criteria needed or 
the di erent types o  document should be noted. This document was dra ted in accordance with the 
editorial rules o  the ISO/IEC Directives, Part 2 (see www .iso .org/directives).

Attention is drawn to the possibility that some o  the elements o  this document may be the subject 
o  patent rights. ISO and IEC shall not be held responsible or identi ying any or all such patent 
rights. Details o  any patent rights identified during the development o  the document will be in the 
Introduction and/or on the ISO list o  patent declarations received (see www .iso .org/patents) or the IEC 
list o  patent declarations received (see http: //patents .iec .ch). 

Any trade name used in this document is in ormation given or the convenience o  users and does not 
constitute an endorsement.

For an explanation o  the voluntary nature o  standards, the meaning o  ISO specific terms and 
expressions related to con ormity assessment, as well as in ormation about ISO's adherence to the 
World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see www .iso 
.org/iso/foreword .html. 

This document was prepared by Joint Technical Committee ISO/IEC JTC 1, Information technology, 
Subcommittee SC 27, Security techniques.

This second edition cancels and replaces the first edition (ISO/IEC 29147:2014), which has been 
technically revised.

The main changes compared to the previous edition are as ollows:

� a number o  normative provisions have been added (summarized in Annex D);

� numerous organizational and editorial changes have been made or clarity.

Any eedback or questions on this document should be directed to the user�s national standards body. A 
complete listing o  these bodies can be ound at www .iso .org/members .html.

This document is intended to be used with ISO/IEC 30111.
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Introduction

In the contexts o  in ormation technology and cybersecurity, a vulnerability is a behaviour or set o  
conditions present in a system, product, component, or service that violates an implicit or explicit 
security policy. A vulnerability can be thought o  as a weakness or exposure that allows a security 
impact or consequence. Attackers exploit vulnerabilities to compromise confidentiality, integrity, 
availability, operation, or some other security property.

Vulnerabilities o ten result rom ailures o  a program or system to securely handle untrusted or 
unexpected input. Causes that lead to vulnerabilities include errors in coding or configuration, 
oversights in design choices, and insecure protocol and ormat specifications.

Despite significant e orts to improve so tware security, modern so tware and systems are so complex 
that it is impractical to produce them without vulnerabilities. Risk actors o  vulnerabilities include:

� operating and relying on systems that have known vulnerabilities;

� not having su ficient in ormation about vulnerabilities;

� not knowing that vulnerabilities exist.

This document describes vulnerability disclosure: techniques and policies or vendors to receive 
vulnerability reports and publish remediation in ormation. Vulnerability disclosure enables both the 
remediation o  vulnerabilities and better-in ormed risk decisions. Vulnerability disclosure is a critical 
element o  the support, maintenance, and operation o  any product or service that is exposed to active 
threats. This includes practically any product or service that uses open networks such as the Internet. 
A vulnerability disclosure capability is an essential part o  the development, acquisition, operation, and 
support o  all products and services. Operating without vulnerability disclosure capability puts users 
at increased risk.

The term �vulnerability disclosure� is used to describe the overall activities associated with 
receiving vulnerability reports and providing remediation in ormation. Additional activities such as 
investigating and prioritizing reports, developing, testing, and deploying remediations, and improving 
secure development are called �vulnerability handling� and are described in ISO/IEC 30111. The term 
�disclosure� is also used more narrowly to mean the act o  in orming a party about a vulnerability or 
the first time (see 3.2).

Major goals o  vulnerability disclosure include:

� reducing risk by remediating vulnerabilities and in orming users;

� minimizing harm and cost associated with the disclosure;

� providing users with su ficient in ormation to evaluate risk due to vulnerabilities;

� setting expectations to acilitate cooperative interaction and coordination among stakeholders.

The processes described in this document aim to minimize risk, cost, and harm to all stakeholders. Due 
to the volume o  reported vulnerabilities, lack o  accurate and complete in ormation, and other actors 
involved, it is not possible to create a single, fixed process that applies to every disclosure event.

The normative elements in this document provide minimum requirements to create a unctional 
vulnerability disclosure capability. Vendors should adapt the additional in ormative guidance in this 
document to fit their particular needs and those o  users and other stakeholders.
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Information technology � Security techniques � 
Vulnerability disclosure

1 Scope

This document provides requirements and recommendations to vendors on the disclosure o  
vulnerabilities in products and services. Vulnerability disclosure enables users to per orm technical 
vulnerability management as specified in ISO/IEC 27002:2013, 12.6.1[1]. Vulnerability disclosure helps 
users protect their systems and data, prioritize de ensive investments, and better assess risk. The goal 
o  vulnerability disclosure is to reduce the risk associated with exploiting vulnerabilities. Coordinated 
vulnerability disclosure is especially important when multiple vendors are a ected. This document 
provides:

� guidelines on receiving reports about potential vulnerabilities;

� guidelines on disclosing vulnerability remediation in ormation;

� terms and definitions that are specific to vulnerability disclosure;

� an overview o  vulnerability disclosure concepts;

� techniques and policy considerations or vulnerability disclosure;

� examples o  techniques, policies (Annex A), and communications (Annex B).

Other related activities that take place between receiving and disclosing vulnerability reports are 
described in ISO/IEC 30111.

This document is applicable to vendors who choose to practice vulnerability disclosure to reduce risk 
to users o  vendors� products and services.

2 Normative references

The ollowing documents are re erred to in the text in such a way that some or all o  their content 
constitutes requirements o  this document. For dated re erences, only the edition cited applies. For 
undated re erences, the latest edition o  the re erenced document (including any amendments) applies.

ISO/IEC 27000, Information technology � Security techniques � Information security management 
systems � Overview and vocabulary

ISO/IEC 30111, Information technology � Security techniques � Vulnerability handling processes

3 Terms and definitions

For the purposes o  this document, the terms and definitions given in ISO/IEC 27000 and the 
ollowing apply.

ISO and IEC maintain terminological databases or use in standardization at the ollowing addresses:

� ISO Online browsing plat orm: available at https: //www .iso .org/obp

� IEC Electropedia: available at http: //www .electropedia .org/

INTERNATIONAL STANDARD ISO/IEC 29147:2018(E)

1
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ISO/IEC 29147:2018(E)

3.1
vulnerability
unctional behaviour o  a product or service that violates an implicit or explicit security policy

Note 1 to entry: ISO/IEC 27002:2013, 12.6.1[1] uses the term �technical vulnerability� to distinguish between the 
more general risk-based concept o  vulnerability and the term used in this document.

3.2
disclosure
act o  initially providing vulnerability (3.1) in ormation to a party that was not believed to be 
previously aware

3.3
coordination
set o  activities including identi ying and engaging stakeholders, mediating, communicating, and other 
planning in support o  vulnerability (3.1) disclosure (3.2)

Note 1 to entry: The term �coordinated vulnerability disclosure� is used to denote a disclosure process that 
includes coordination.

3.4
vendor
individual or organization that is responsible or remediating vulnerabilities

Note 1 to entry: A vendor can be the developer, maintainer, producer, manu acturer, supplier, installer, or provider 
o  a product or service.

3.5
reporter
individual or organization that notifies a vendor (3.4) or coordinator (3.6) o  a potential vulnerability (3.1)

Note 1 to entry: There are no special requirements or acting as a reporter. Reporters can be individuals, 
organizations, amateurs or hobbyists, pro essionals, end-users, security research organizations, vendors, 
governments, or coordinators.

Note 2 to entry: The term �reporter� does not imply unique or original discovery or reporting.

Note 3 to entry: Reporters can be called researchers, whether or not the reporter explicitly per orms security or 
vulnerability research. Historically, this role is also re erred to as �finder.�

3.6
coordinator
individual or organization that per orms coordination (3.3)

3.7
remediation
change made to a product or service to remove or mitigate a vulnerability (3.1)

Note 1 to entry: A remediation typically takes the orm o  a binary file replacement, configuration change, or 
source code patch and recompile. Di erent terms used or �remediation� include patch, fix, update, hotfix, and 
upgrade. Mitigations are also called workarounds or countermeasures.

3.8
advisory
document or message that provides vulnerability (3.1) in ormation intended to reduce risk

Note 1 to entry: An advisory is meant to in orm users or other stakeholders about a vulnerability including, i  
possible, how to identi y and remediate vulnerable systems.
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