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CONFORMANCE TESTING AND

CERTIFICATION POLICY

s part of Community action to promote IT

and telecommunications standards, a

comprehensive policy on conformance

testing and certification has been devel-

~oped and a major programme has been
launched.

Before describing these, it is essential to clarify
what is meant by these terms, since they are no
always used in the same way. :

Conformance testing is a technical task: testing
products to determine whether or not they mest
the requirements defined in a standard. The tests
can be carried out by the supplier of the product
{first-party testing} or an independent body (third-
party testing).

‘Certification is essentially an administrative task:

awarding the product a certificate if it satisfies the
tests.

The criterion for being satisfactory is not only that
tests have been passed, but that the tests them-
selves are considered to be adequate and the test
laboratory is considered to be adequately compe-
tent and impartial.

For adequate impartiality it is not necessary that
the tester is always an independent third-party
test house. The test laboratories of a supplier may
be regarded as sufficiently impartial where it can
be shown that the objective results of the test
rather than commercial pressures will decide
whether or not a product passes.

However, since the purpose of having certification
is to provide added confidence over and above
that provided by the test operation, it is normally
essential that certification is performed by, or at
least controlled by, an independent body.

Are tests and certificates
really needed?

IT users have been buying products for many
years without them being independently tested or
certified. Why is it necessary to bring in an added
complication now?

The basic reason is that greater demands are
being placed on products. Products have always
been tested by the supplier, to check that they
meet the supplier's own internal technical specifi-
cations—for which the supplier is the most com-
petent technical authority. Products are now

required to conform to externally defined stan-
dards, and to do so with such precision that con-
forming products from any two suppliers can inter-
work.

Product suppliers need conformance tests as an
aid to developing conforming products. Operators
of networks—public or private, local or wide
area—need conformance tests to be confident
that their networks will not be harmed by attached
products. Buyers need conformance tests to give
them confidence that products have the required
capabilities.

In the case of communications protocols there is
an added technical reason. In ftrial interworking
between two systems, it is impossible to repro-
duce at will many of the conditions with which a
protocol implementation must cope, such as
occurrence of errors or connection to different
types of remote system. :

Conformance tests simulate such conditions. They
also permit checking to ensure that the products
do not behave in a way which disrupts other com-
munications over the same network—something

* particularly important in the case of local area net-

works (LANs}, most of which use technologies
which are vulnerable to such disruption.

Nevertheless, it is important to realize that confor-
mance testing cannot guarantee interworking.
Even the most thorough tests can cover only a
representative sample of the almost infinite num-
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ber of combinations of conditions which can occur
in practice. Most confidence can be gained from
the combination of conformance tests with inter-
working tests between systems which will need to
interwork.

Conformance testing services

A framework has been developed for the provision
of conformance testing services within Europe.
This is aimed to satisfy the need for conformance
testing within the wider context of harmonizing the
European IT market and removing barriers to the
flow of information.

The principles are the following:

e There should be one set of tests for any given
technical area throughout Europe, and those
tests should be internationally standardized.

e There should be a common technical authority
for a given set of tests.

¢ The procedures and documentation (especially
test reports) should be the same in all cases.

e Every test should be offered in at least two
Member States (and preferably maore).

® The service should be made available regardless
of the country of origin of the product.

e There should be mutual recognition of test
results between countries, at least within
Europe and preferably wider. A product tested
in one country should be accepted without
retesting in another country.

There should be competition in the provision of
testing services. The availability of alternative
sources for the test should act as a natural
mechanism to avoid potential problems of par-
tiality, unreasonable pricing or excessive waiting
times.

The tests should be grouped according to the
needs of the procurer and hence also of the
supplier. If conformance to several inter-related
standards is needed for the performance of a
given user-perceived task, then the tests should
cover the full set of standards.

¢ Such multi-standard testing services should
cover the European functional standards (EN or
ENV) and the international standards referenced
therein.

¢ The testing services should become financially
autonomous. Funding may be needed during
the development phase (when heavy costs are
incurred but no test fees are earned) and in an
early period before break-even is reached; but
ongoing funding is not envisaged.

e Test centres should have sufficient indepen-
dence to function as third-party test laborato-
ries.

Rapid progress

Very considerable progress has been made
towards the realization of this concept, with no
sacrifice of any of the principles. It is a matter for
real satisfaction that in IT it has been possible to
do what has rarely been achieved in other sec-
tors: to ensure that right from the time that wide-

spread conformance testing begins, it is performed
on a genuinely European basis.

Within the Community, the CTS (Conformance
testing services) initiative was launched in 1985,
The first phase of the CTS programme put most
weight on development of OSI testing, while the
second phase starting in spring 1988 widens the
scope.

A further shift is the transfer of responsibility. The
Commission, which launched the initiative and has
already provided about 20 million ECU in support
funding for CTS 1 and 2, will gradually bow out.
The responsibility for matters such as test defini-
tion and certification will be taken on by the Euro-
pean standards bodies—and hence will be
widened from the EEC countries to EEC plus EFTA
countries—and commercial responsibility will pass
into the hands of the arganizations offering testing
services.

in parallel with the CTS programme, work has
been proceeding in agreeing specifications which
define the requirements for approval of equipment
for attachment to public networks and the corre-
sponding testing procedures. In addition to the
first working programme of 10 NETs {(Normes
européennes de télécommunications), of which
the first two have already been adopted, another
work programme for 1988 onwards is foreseen
(decision to be taken in May 1988). Their applica-
tion within the existing type approval procedures,
coupled with the provisions of Directive
86/361/EEC concerning mutual recognition, will
provide a further development of European testing
and certification services. The telecommunications
administrations in all the Community countries and
five EFTA countries have signed a Memorandum
of Understanding committing themselves to use of
NETs.

Certification

A complementary plan for IT certification in
Europe has been developed by CEN, CENELEC
and CEPT.

Member States already have well established cer-
tification schemes covering many industrial sec-
tors, often backed up by schemes for accredita-
tion of test laboratories. It is seen as difficult and
unnecessary to replace these by a single Euro-
pean scheme. What matters is that the schemes
provide equivalent confidence levels and that cer-
tificates are mutually recognized.

The CTS programme described above goes a long
way towards providing the 1T-specific foundations
for Community-wide certification, through such

- features as use of common test procedures and

the granting of technical authority for a given set
of tests to a single body.

There will therefore be a European Committee for
IT Certification, whose function it will be to coor-
dinate the naticnal actions to ensure compatibility
and mutual recognition of certificates, but the
issue of certificates will be on a national basis. In
most countries this will be in some way integrated
into existing and well-respected arrangements
covering many sectors.
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