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FOREWORD

1. This document, prepared by EUROCAE Working Group 46 “Electronic
Hardware", was accepted by the Council of EUROCAE on April 2000.

2. EUROCAE is an international non-profit making organisation. Membership is
open to European users and manufacturers of equipment for aeronautics, trade
associations, national civil aviation administrations and, under certain conditions,
non-European organisations. Its work programme is principally directed to the
preparation of performance specifications and guidance documents for civil
aviation equipment, for adoption and use at European and world-wide levels.

3. The findings of EUROCAE are resolved after discussion among its members and
in co-operation with RTCA Inc., Washington DC, USA and/or the Society of
Automotive Engineers (SAE), Warrendale PA, USA through their appropriate
committees.

4. This document has been achieved jointly with RTCA SC-180 and is identical to
RTCA DO-254.

5. EUROCAE performance specifications are recommendations only. EUROCAE is
not an official body of the European Governments; its recommendations are valid
as statements of official policy only when adopted by a particular government or
conference of governments.

6. Copies of this document may be obtained from:

EUROCAE
102 rue Etienne Dolet
92240 Malakoff
France

Phone: 3314092 79 30
Fax: 33 1 46 55 62 65
E-mail: eurocae@eurocae.net
Internet: www.eurocae.net
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EXECUTIVE SUMMARY

The development and use of complex electronic hardware by the aviation industry has
created new safety and certification concerns. In response, EUROCAE WG-46 and
RTCA SC-180 were formed. WG-46 and SC-180 agreed to become a joint committee
early in the development of this document. This joint committee was chartered to
develop clear and consistent design assurance guidance for electronic airborne
hardware such that it safely performs its intended functions.

Electronic airborne hardware includes line replaceable units, circuit board assemblies,
application specific integrated circuits, programmable logic devices, etc. This guidance
is applicable to current, new, and emerging technologies.

The guidance in this document is intended to be used by aircraft manufacturers and
suppliers of electronic hardware items for use in aircraft systems. The hardware
design life cycle processes are identified. Objectives and activities for each process
are described. The guidance is applicable to all hardware design assurance levels as
determined by the system safety assessment.

In the development of this document, the committee considered other industry
documents including document EUROCAE ED-79/SAE ARPA4754, Certification
Considerations for Highly Integrated or Complex Aircraft Systems; SAE ARP4761,
Guidelines and Methods for Conducting the Safety Assessment Process on Civil
Airborne Systems and Equipment; and EUROCAE ED-12/RTCA DO-178, Software
Considerations in Airborne Systems and Equipment Certification.
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CHAPTER 1

INTRODUCTION

The use of increasingly complex electronic hardware for more of the safety critical
aircraft functions generates new safety and certification challenges. These challenges
arise from a concern that said aircraft functions may be increasingly vulnerable to the
adverse effects of hardware design errors that may be increasingly difficult to manage
due to the increasing complexity of the hardware. To counteract this perceived
escalation of risk it has become necessary to ensure that the potential for hardware
design errors is addressed in a more consistent and verifiable manner during both the
design and certification processes.

As airborne electronic hardware becomes more complex, technology evolves and
experience is gained in the application and use of the procedures described in this
document, this document will be revised and reviewed consistent with approved
RTCA/EUROCAE procedures.

11 PURPOSE

This document has been prepared to assist organizations by providing design
assurance guidance for the development of airborne electronic hardware such that it
safely performs its intended function, in its specified environments. This guidance
should be equally applicable to current, new, and evolving technologies. The purposes
of this document are to:

1. Define hardware design assurance objectives.

2. Describe the basis for these objectives to help ensure correct interpretation of the
guidance.

3. Provide descriptions of the objectives to allow the development of means of
compliance with this and other guidance.

4, Provide guidance for design assurance activities to meet the design assurance
objectives.

5. Allow flexibility in choice of processes necessary to meet the objectives of this
document including improvements, as new process technologies become
available.

This document recommends the activities that should be performed in order to meet
design assurance objectives, rather than detailing how a design should be
implemented.

The philosophy used to generate this guidance document is one of a top-down
perspective based on the system functions being performed by electronic hardware and
not a bottom-up perspective or one based solely on the specific hardware components
used to implement the function. A top-down approach is more effective at addressing
safety design errors by facilitating informed system and hardware design decisions, and
efficient and effective verification processes. For example, verification should be
performed at the highest hierarchical level of the system, assembly, and subassembly,
component or hardware item at which compliance of the hardware item to its
requirements can be achieved and the verification objectives satisfied.

1.2 SCOPE

This document provides guidance for design assurance of airborne electronic hardware
from conception through initial certification and subsequent post certification product
improvements to ensure continued airworthiness. It was developed based on showing
compliance with certification requirements for transport category aircraft and equipment
but parts of this document may be applicable to other equipment.
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The relationship between the system life cycle and the hardware design life cycle is
described to aid in the understanding of the interrelationships of the system and
hardware design assurance processes. A complete description of the system life cycle,
including system safety assessment (SSA) and validation, and the aircraft certification
process is not intended.

Certification issues are discussed only in relation to the hardware design life cycle.
Aspects concerning the ability to produce, test, and maintain the hardware item are
addressed only as they relate to airworthiness of the hardware design.

The guidance in this document is applicable, but not limited to, the following hardware

items:

1. Line Replaceable Units (LRUS).

2. Circuit Board Assemblies.

3. Custom micro-coded components, such as Application Specific Integrated

Circuits (ASICs) and Programmable Logic Devices (PLDs), including any
associated macro functions.

4. Integrated technology components, such as hybrids and multi-chip modules.
5. Commercial-Off-The-Shelf (COTS) components.

Additional considerations that refer specifically to COTS components are included in
Section 11 since COTS component suppliers may not necessarily follow the design
processes described by this document or provide the necessary hardware design life
cycle data.

This document does not attempt to define firmware. Firmware should be classified as
hardware or software and addressed by the applicable processes. This document
assumes that during the system definition, functions have been allocated to either
hardware or software. RTCA DO-178/EUROCAE ED-12 provides guidance for
functions that are allocated to implementation in software. This document provides
guidance for functions that are allocated to hardware.

NOTE: This allows an efficient method of implementation and design assurance to be
determined at the time the system is specified and functions allocated. All
parties should agree with this system decision at the time that the allocation is
made.

Assessment and qualification of tools used for hardware item design and verification is
addressed in Section 11.4.

This document does not provide guidance concerning organizational structures or how
responsibilities are divided within those structures.

Environmental qualification criteria are also beyond the scope of this document.

13 RELATIONSHIP TO OTHER DOCUMENTS

In addition to the airworthiness requirements, various national and international
standards for hardware are available. In some communities, compliance with these
standards may be required. However, it is outside the scope of this document to invoke
specific national or international standards, or to propose a means by which these
standards might be used as an alternative or supplement to this document.

Where this document uses the term “standards”, it should be interpreted to mean the
use of project-specific standards as applied by the airborne system, airborne
equipment, engine, or aircraft manufacturer. Such standards may be derived from
general standards produced or adopted by the manufacturer. Guidance for standards
is provided in Section 10.2.
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14 RELATED DOCUMENTS

EUROCAE ED-79/SAE ARP4754, Certification Considerations for Highly Integrated or
Complex Aircraft Systems, as a source of development guidance for highly integrated or
complex aircraft systems.

SAE ARPA4761, Guidelines and Methods for Conducting the Safety Assessment
Process on Civil Airborne Systems and Equipment, as a source of safety assessment
methods to be used in the hardware design assurance process.

EUROCAE ED-12/RTCA DO-178, Software Considerations in Airborne Systems and
Equipment Certification, as the complementary document for software development
assurance.

EUROCAE ED-14/RTCA DO-160, Environmental Conditions and Test Procedures for
Airborne Equipment, may be used by equipment designers as the primary
environmental test standard for hardware item qualification.

15 HOW TO USE THIS DOCUMENT

This document is intended to be used by the international aviation community. To aid
such use, references to specific national regulations and procedures are minimized.
Instead, generic terms are used. For example, the term “certification authority” is used
to mean the organization or person granting approval on behalf of the country
responsible for certification. Where a second country or a group of countries validates
or participates in this certification, this document may be used with due recognition
given to bilateral agreements or memoranda of understanding between the countries
involved.

The guidance in this document represents a consensus of the aviation community and
is a collection of the best industry practices for design assurance of airborne electronic
hardware. To take into account the process developed in this document, the intent was
to produce guidance that should be applied to complete new hardware designs and
subsequent changes. Guidance for hardware previously developed to other processes
is addressed in Section 11.1. It is understood that means other than those described
herein may be available to and be used by the applicant.

In cases where examples are used to indicate how the guidance might be applied,
either graphically or through narrative, the examples are not to be interpreted as the
preferred method.

Section 11 discusses additional considerations for specific known cases where some of
the objectives of Section 2 through Section 9 may not be satisfied. These
considerations include guidance for the use of previously developed hardware, COTS
component usage, product service experience, and tool assessment and qualification.

Appendix A provides guidance for the necessary hardware design life cycle data based
on the hardware design assurance level that is being implemented.

Appendix B contains guidance on design assurance techniques for hardware used in
implementing Level A and B functions which should be applied in addition to the
guidance in Section 2 through Section 11. Appendix B may be applied for hardware of
design assurance Levels C and D at the applicant’s discretion.

The Glossary of Terms as used in this document is contained in Appendix C.
Appendix D contains a list of acronyms that are used in the document and spells out
their complete names.

A list does not imply that its elements are in any way complete or that all elements are
relevant to any specific product.

Notes are used in this document to provide explanatory material, emphasize a point, or
draw attention to related subjects, which are not entirely within context. Notes do not
contain guidance.

The word “should” is used when the intention is to provide guidance. “May” is used in
conjunction with optional text.
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4

This document uses the term “hardware item” to describe the electronic hardware which
is the subject of the document.

The qualifier “hardware” is to be assumed throughout the document unless specifically
stated otherwise. When the term “requirements” is used it is assumed to mean
“hardware requirements”. A system or software qualifier will always be specifically
stated, such as “system requirement”.

NOTE: Various industry advisory documents and aviation requirement documents do
not always use harmonized terminology. For example, Federal Aviation
Regulations (FAR) 21 and Joint Aviation Requirements (JAR) 21 use the term
“product” to mean an aircraft, aircraft engine, or propeller. Document SAE
ARP4754/[EUROCAE ED-79 uses the term “product’” to mean hardware,
software, item or system generated in response to a defined set of
requirements. The reader is advised to be aware of these and other
differences in the use of terminology. This document uses the definitions in
the glossary.

1.6 COMPLEXITY CONSIDERATIONS

Although various classifications of the term “complexity” are used to describe
electronics, such as simple, complex and highly complex, the differentiation between
these classifications is not rigorously defined. Defining differences in complexity herein
is based on the feasibility and level of difficulty necessary to accomplish acceptable
verification coverage by deterministic means.

Hardware should be examined hierarchically at the levels of integrated circuit, board
and LRU for complexity, including addressing functions that may not be testable, such
as unused modes in multiple usage devices and potentially hidden states in sequential
machines.

A hardware item is identified as simple only if a comprehensive combination of
deterministic tests and analyses appropriate to the design assurance level can ensure
correct functional performance under all foreseeable operating conditions with no
anomalous behavior.

When an item cannot be classified as simple, it should be classified as complex. An
item constructed entirely from simple items may itself be complex. Items that contain a
device, such as an ASIC or a PLD, can be considered simple if they meet the criteria of
simple as described in this section.

For complex items, the proposed means of providing design assurance should be
agreed to by the certification authority early in the hardware design life cycle to mitigate
program risk.

For a simple hardware item, extensive documentation of the design process is
unnecessary. The supporting processes of verification and configuration management
need to be performed and documented for a simple hardware item, but extensive
documentation is not needed. Thus, there is reduced overhead in designing a simple
hardware item to comply with this document. The main impact of this document is
intended to be on the design of complex hardware items.

17 ALTERNATIVE METHODS OR PROCESSES

Methods or processes other than those described in this document may be used to
provide hardware design assurance. These methods and processes should be
assessed based on their ability to satisfy the applicable regulations. Alternative
methods or processes should be approved by the certification authority prior to their
implementation. In lieu of direct comparison with the applicable regulations, the
applicant could use the following guidance to reduce program risk while evaluating
alternative methods or processes by comparison to this document.
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Considerations for evaluation of alternative methods or processes may include:

1. Where used instead of processes prescribed by this document, processes
satisfying one or more of the objectives of Section 2 through Section 9 should
show an equivalent level of design assurance.

2. The effect of the proposed alternative methods or processes on satisfying the
hardware design assurance objectives should be assessed.

3. The effect of the proposed alternative methods or processes on the life cycle
data should be assessed.

4, The rationale for using the proposed alternative methods or processes should be
substantiated by evidence that the methods or processes will produce the
expected results.

1.8 DOCUMENT OVERVIEW

Figure 1-1 is a pictorial overview of the sections in this document, and some of their
relationships to each other and to other related processes. There is no intent to show
data flow but rather to show which sections and external processes are related.
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CHAPTER 2

SYSTEM ASPECTS OF HARDWARE DESIGN ASSURANCE

Hardware design assurance begins at the system level with the allocation of system
functions to hardware and the assignment of their corresponding system development
assurance levels.

A single system function may be assigned to a hardware item, to a software component
or to a combination of hardware and software. Safety requirements associated with the
function are addressed from a system perspective, a software perspective and a
hardware perspective to determine the level of reliability and the level of assurance
necessary to satisfy these requirements.

Figure 2-1 illustrates the relationships of the system development process for airborne
systems and equipment and safety assessment, hardware development, and software
development processes.

FAR/JAR and Advisory M aterial

Systems

Safety
A ssessment

Safety/
Hardware

Safety/
Software

Safety/
Hardware/
Software

Hardware Hardware

FIGURE 2-1: RELATIONSHIPS AMONG AIRBORNE SYSTEMS, SAFETY ASSESSMENT,
HARDWARE AND SOFTWARE PROCESSES
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There are four areas of overlap in the figure, Safety/Hardware, Safety/Software,
Hardware/Software and Safety/Hardware/Software. These overlaps illustrate the
relationship and interactions between these processes where a system requirement
may result in requirements within the scope and design assurance guidance of multiple
processes. For example, a hardware function that contained safety requirements would
involve both the safety assessment process and the hardware design life cycle process.

The overlaps illustrate the need for a coordinated interaction between the processes to
ensure that the assurance requirements of the system function are satisfied. The
discussion of system or software assurance processes is beyond the scope of this
document. However, in coordinating the design assurance for a hardware function, the
applicant may wish to take advantage of assurance provided by activities in the systems
or software processes.

These relationships and interactions are described further in Section 2.1.1 through
Section 2.1.3.

21 INFORMATION FLOW

The flow of information between the life cycle processes is shown in Figure 2-2. The
following sections describe the flow of information from the system development
process to the hardware design life cycle process, from the hardware design life cycle
process to the system development process, and between the hardware design life
cycle process and the software life cycle process.

NOTE: It is recognized that these are iterative processes and changes will occur
throughout the hardware design life cycle.

System Development

Process
Section 2.1.2
Section 2.1.1
Software Life Cycle . Hardware Design
Process Section 2.1.3 Life Cycle Process

FIGURE 2-2: SYSTEM DEVELOPMENT PROCESSES

Documents

© EUROCAE, 2000 Document Sharing Hub

Full document details: EUROCAE ED-80 2000


http://www.avadocuments.com/doc/eurocae-ed-80-2000
http://www.avadocuments.com/doc/eurocae-ed-80-2000

211 Information Flow from System Development Process to Hardware Design Life Cycle
Process

This information flow may include:
1. Design and safety requirements allocated to hardware.

2. Design assurance level for each function, along with its associated requirements
and failure conditions, if applicable.

Allocated probabilities and at risk exposure times for hardware functional failures.
4, Hardware/software interface description.

Requirements for safety strategies and design constraints, such as testability,
design methods, and hardware architectures.

6. Requirements for system verification activities to be performed by hardware level
verification.
7. Installation, ergonomic and environmental requirements allocated to hardware.

Integration problem reports that may have an impact on requirements. These
may arise as a result of activities, such as system verification, generation of
system requirements or SSA.

2.1.2 Information Flow from Hardware Design Life Cycle Process to System Development
Process

This information flow may include:

1. Implementation of the requirements, such as mechanical drawings, schematics
and parts lists.

2. Hardware derived requirements that may have an impact on any allocated
requirement.

Implementation architecture, including fault containment boundaries.

4, Evidence of any required system verification and validation activities performed
during the hardware design life cycle.
5. Product safety analysis data, such as:
a. Probabilities and failure rates for designated hardware functional failures of
concern to the SSA process.
b. Common mode fault analysis.
C. Isolation boundaries and generic fault mitigation strategies.
d. Latency analysis data relevant to system requirements. Examples are

hardware provisions for fault monitoring, fault detection intervals and
undetectable faults.

6. Requirements for hardware verification activities to be performed by system level
verification.
7. Assumptions and analysis methods regarding installation requirements and

environmental conditions necessary for the analyses to be valid.

8. Problem or change reports that may have an impact on system, software or
allocated hardware requirements.
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2.1.3 Information Flow between Hardware Design Life Cycle Process and Software Life Cycle
Process

This information flow may include:

1. Derived requirements needed for hardware/software integration, such as
definition of protocols, timing constraints, and addressing schemes for the
interface between hardware and software.

2. Instances where hardware and software verification activities require
coordination.
3. Identified incompatibilities between the hardware and the software, which may be
part of a reporting and corrective action system.
4. Safety assessment data that should also be made available to system
processes.
2.2 SYSTEM SAFETY ASSESSMENT PROCESSES

There are three system safety assessment processes: functional hazard assessment
(FHA), preliminary system safety assessment (PSSA) and SSA. These processes are
used to establish the system safety objectives applicable to the system development
assurance process, and to determine that the system functions achieve the safety
objectives.

The SSA process should transform the safety objectives into system and equipment
safety requirements. These requirements should embody the basic safety objectives
and safety attributes for system and equipment functions and architecture. The SSA
process and the system development process allocate these safety requirements to the
hardware.

There are five system development assurance levels, Level A through Level E,
corresponding to the five classes of failure conditions: catastrophic, hazardous/severe-
major, major, minor and no effect. Table 2-1 correlates the hardware design assurance
levels to the five classes of failure conditions and provides definitions of hardware failure
conditions and their respective design assurance levels. Initially, the hardware design
assurance level for each hardware function is determined by the SSA process using an
FHA to identify potential hazards and then the PSSA process allocates the safety
requirements and associated failure conditions to the function implemented in the
hardware.

Throughout the hardware design life cycle, there may be iterative feedback between the
safety, system and hardware processes to ensure that the hardware as designed and
built will satisfy the system safety, functional and performance requirements allocated to
the hardware.
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System Failure Failure Condition Description Hardware Design Assurance Level Definitions
Development| Condition
Assurance Classification
Level
Level A: Catastrophic Failure conditions that would prevent continued safe flight and landing. A: Hardware functions whose failure or
anomalous behavior, as shown by the hardware
safety assessment, would cause a failure of
system function resulting in a catastrophic failure
condition for the aircraft.
Level B: Hazardous / Failure conditions that would reduce the capability of the aircraft or the ability of the | B: Hardware functions whose failure or
Severe-Major | flight crew to cope with adverse operating conditions to the extent that there would anomalous behavior, as shown by the hardware
be: a large reduction in safety margins or functional capabilities, physical distress or | safety assessment, would cause a failure of
higher workload such that the flight crew could not be relied on to perform their tasks| system function resulting in a hazardous/severe-
accurately or completely, or adverse effects on occupants including serious or major failure condition for the aircraft.
potentially fatal injuries to a small number of those occupants.
Level C: Major Failure conditions that would reduce the capability of the aircraft or the ability of the | C: Hardware functions whose failure or
flight crew to cope with adverse operating conditions to the extent that there would anomalous behavior, as shown by the hardware
be: a significant reduction in safety margins or functional capabilities, a significant safety assessment, would cause a failure of
increase in flight crew workload or in conditions impairing flight crew efficiency, or system function resulting in a major failure
discomfort to occupants, possibly including injuries. condition for the aircraft.
Level D: Minor Failure conditions that would not significantly reduce aircraft safety, and which would| D: Hardware functions whose failure or
involve flight crew actions that are well within their capabilities. Minor failure anomalous behavior, as shown by the hardware
conditions may include: a slight reduction in safety margins or functional capabilities,| safety assessment, would cause a failure of
a slight increase in flight crew workload, such as routine flight plan changes, or system function resulting in a minor failure
some inconvenience to occupants. condition for the aircraft.
Level E: No Effect Failure conditions that do not affect the operational capability of the aircraft or E: Hardware functions whose failure or

increase flight crew workload.

anomalous behavior, as shown by the hardware
safety assessment, would cause a failure of a
system function with no effect on aircraft
operational capability or flight crew workload. For
a function determined to be Level E, no further
guidance of this document need apply, however, it
may be used for reference.

TABLE 2-1: HARDWARE DESIGN ASSURANCE LEVEL DEFINITIONS AND THEIR RELATIONSHIPS
TO SYSTEMS DEVELOPMENT ASSURANCE LEVEL
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2.3 HARDWARE SAFETY ASSESSMENT

The hardware safety assessment is conducted in conjunction with and to support the
SSA process. The intent of this safety process is to demonstrate that the applicable
systems and equipment, including the hardware, have satisfied the safety requirements
of applicable aircraft certification requirements.

Given the safety, functional and performance requirements allocated to the hardware by
the system process, the hardware safety assessment determines the hardware design
assurance level for each function and contributes to determining the appropriate design
assurance strategies to be used.

231 Hardware Safety Assessment Considerations

The designer of a hardware item may show compliance with the safety requirements
allocated to the hardware and with the hardware design assurance level by an
appropriate design assurance strategy.

A single design assurance level and strategy may be applied to an entire hardware item
or a hardware item may be evaluated as having separate functional failure paths (FFPs)
in order to accommodate a mix of design assurance levels or design assurance
strategies. A functional failure path analysis (FFPA) may be used to justify a lower
design assurance level for a portion of the hardware item, or to accommodate different
functions implemented with different technologies or product service histories.

NOTE: FFPA is described in Appendix B, Section 2. Although written to address the
subject matter of Appendix B, this analysis method may be applied to any
design assurance level.

If a hardware item contains functions that individually have different design assurance
levels, such situations may be addressed by either of the following methods:

. The entire item may be assured at the highest design assurance level.

. The individual hardware functions may be assured separately at their respective
hardware design assurance levels as defined by the hardware safety
assessment, if their function, interfaces and shared resources can be protected
from adverse effects of functions of lower design assurance levels. Design
assurance of shared resources should be the design assurance level of the
function with the highest level.

Guidance for hardware safety assessment includes:

1. Iterative hardware safety assessment and design should determine derived
hardware safety requirements and ensure that system safety requirements
allocated to the hardware are satisfied and ensure that derived requirements are
satisfied.

2. These derived requirements should include safety requirements for hardware
architecture, circuits and components, and protection against anomalous
behaviors, including incorporating specific hardware architectural and functional
safety attributes, such as:

a. Circuit or component redundancy.

b Separation or electrical isolation between circuits or components.
c Dissimilarity between circuits or components.

d. Monitoring of circuits or components.

e Protection or reconfiguration mechanisms.
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f. Allowed failure rates and probabilities for circuit and component random
failures and latent failures.
. Limitations of usage or installation.
h. Prevention and management of upsets and upset recovery.
3. The hardware design assurance process and the hardware safety assessment

should jointly determine the specific means of compliance and design assurance
level for each function and should determine that an acceptable level of design
assurance has been achieved.

NOTE: Anomalous behavior of the hardware may be caused by random faults or
design errors in a hardware item, or by upsets to the hardware.

The hardware designer may choose a higher hardware design assurance level for a
hardware item function. An example would be the anticipation of re-using a hardware
item function in an installation requiring a higher level of design assurance.

The hardware safety assessment may use various qualitative and quantitative
assessment methods. These may include fault tree analysis (FTA), common mode
analysis, failure modes and effects analysis, and statistical reliability analysis methods
for applicable quantitative assessment of random faults.

2.3.2 Quantitative Assessment of Random Hardware Faults

Statistical failure assessment and prediction methods, which are based on hardware
failure rates, redundancy, separation and isolation, failure mode statistics, probability
analysis, component de-rating, stress analysis, and manufacturing process control,
have proven to be acceptable means of assessing quantitative risk factors for random
failures of hardware.

2.3.3 Qualitative Assessment of Hardware Design Errors and Upsets

Unlike random failures of hardware, neither design errors nor some types of upsets are
statistically predictable, and both may cross redundancy boundaries in the form of
common mode faults. Redundancy management techniques and quantitative
assessment methods to be used should be selected so that potential common mode
faults and the effects of upsets are precluded or mitigated when necessary.

Although difficult to assess quantitatively, safety risk from design errors and upsets can
be effectively assessed by a practical application of qualitative safety assessment
methods. Analysis techniques, such as fault tree analysis, common mode analysis, and
functional failure modes and effects analysis (F-FMEA), are fundamentally qualitative
methods, and can be used to address hardware design errors and upsets. More
specifically, these methods can determine the potential effects of design errors and
upsets, and can help determine the means by which they are to be precluded or
mitigated. Using these methods, the hardware safety assessment can contribute to
determining the hardware design assurance strategies to be used and can be used
iteratively throughout the hardware design process to qualitatively determine the
assurance achieved by the selected strategies.
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234 Design Assurance Considerations for Hardware Failure Condition Classification

As the severity of the system failure condition increases, the amount of hardware design
assurance necessary to ensure that related failure conditions have been mitigated
increases. For all design assurance levels, an approach or strategy should be
developed to ensure an appropriate level of design assurance. Figure 2-3 outlines the
decision-making process for developing an appropriate design assurance strategy.

Guidance includes:

1. For Level A or B functions implemented in hardware, the design assurance
considerations should address potential anomalous behaviors and potential
design errors of the hardware functions.

2. The decision making process outlined in Figure 2-3 should be used when
developing design assurance strategies for each hardware function being
implemented.

3. The strategies described in Appendix B should be applied for Level A and B
functions in addition to the guidance provided in Section 3 through Section 11.

4, The design assurance strategy should be selected as a function of the hardware
architecture and usage, and of the hardware implementation technology that has
been chosen.

Different technologies, components selection, and components usage offer varying
degrees of hardware design life cycle information and varying degrees of inherent
protection against design errors and their effects. The most suitable design assurance
method may vary for different functional paths within the same hardware item.

The numbers in the decision and activity blocks of Figure 2-3 refer to the numbered
items following the figure that provide further clarification of the decision or activity.
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1. Begin Assessment Process. For all design assurance levels, an approach or
strategy should be developed to ensure an appropriate level of design
assurance.

2. Determine FFP Design Assurance Level. For each identified hardware item,

determine and document the FFPs associated with the item and the design
assurance level. Conventional safety assessment techniques should be used to
determine which hardware circuits are and which are not in the identified Level A
or B FFPs.

3. Is the Hardware Implementation of the FFP Simple or Complex? For
hardware design assurance Level A or Level B FFPs, determine if the hardware
is simple or complex as described in Section 1.6.

4. Develop Design Assurance Strategy for Level A or Level B Complex FFPs.
If the FFP is complex and Level A or B, use the additional strategies described in
Appendix B to determine the appropriate design assurance strategy,
corresponding implementation concept and the error mitigation methods. For
each Level A or B FFP, a design assurance strategy should be determined using
advanced analysis, product service experience or architectural mitigation.

Level A FFPs in an implementation may require more than one approach if the
approach selected does not provide complete mitigation of potential failures and
anomalous behaviors.

5. Is the Strategy Adequate? Determine if there are deficiencies in the design
assurance strategies and, if deficiencies exist in the strategy or would exist in the
data expected to be available, modify the strategy to correct the deficiencies by
proposing additional design assurance, implementation or architectural
strategies.

When the design assurance strategy is acceptable, document the design
assurance processes for each FFP. The strategy should also address
certification authority participation aspects, such as schedule milestones,
program reviews and oversight activities.

6. Document the Applicable Fail-Safe Aspects. Determine the appropriate fail-
safe design architecture and features of the hardware item and perform an
analysis to satisfy the availability and integrity requirements of the system.
Document the fail-safe design aspects and the associated common mode
analysis, probability analysis, architecture and other features.

7. Document the Design Assurance Approach and Strategy. Document and
obtain certification authority approval of the applicable design assurance
approach and strategy in the system certification plan or the Plan for Hardware
Aspects of Certification (PHAC).

8. Implement the Approach. Implement the hardware design in compliance with
the appropriate design assurance approach as defined in the approved plan and
document evidence of compliance to approved plans and strategy.
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CHAPTER 3

HARDWARE DESIGN LIFE CYCLE

This section outlines the hardware design life cycle discussed in Section 4 through
Section 9. This document does not prescribe a preferred life cycle model, nor imply a
structure for the performing organization. The hardware design life cycle is equally
applicable to the development of new systems or equipment and modifications to
existing systems or equipment. The life cycle for each project should be based on
selection and arrangement of processes and activities determined by the attributes of
the project, such as requirements stability, use of previously developed hardware and
hardware design assurance levels. The hardware design life cycle processes may be
iterative, that is, entered, re-entered and modified due to incremental development and
feedback between the processes.

3.1 HARDWARE DESIGN LIFE CYCLE PROCESSES

The hardware design life cycle processes are:

The hardware planning process, described in Section 4, defines and coordinates the
activities of the hardware design and supporting processes for a project.

The hardware design processes, described in Section 5, generate the design data and
resultant hardware item. These processes are requirements capture, conceptual
design, detailed design, implementation and production transition.

The supporting processes, described in Section 6 through Section 9, produce the
hardware design life cycle data that assures correctness and control of the hardware
design life cycle and its outputs, including planning, design, hardware safety
assessment and supporting processes. These processes are typically performed
concurrently with the planning and design processes. These processes are validation,
verification, configuration management, process assurance and certification liaison.

3.2 TRANSITION CRITERIA

The challenges of developing a hardware item with different subitems at different stages
of development require a means to provide a reasonable amount of control of the
design process in order to manage the risk of starting the next process before all
elements of the previous process are complete. Transition criteria, defined as the
minimum data used to assess movement from one process to another, may be used at
key process points. Analysis during the planning process should determine the use of
transition criteria. It is not necessary to establish transition criteria between each pair of
process steps defined in the plans. The selection of transition criteria should address
the impact on safety. For example, before performing verification of a function for
certification credit, the requirements for that function need to be documented and the
implementation of that function needs to be under configuration management.

Transition criteria should be documented in the hardware plans. Use of transition
criteria does not imply any particular life cycle model or prevent such development
strategies as rapid prototyping and concurrent engineering.

Documents

© EUROCAE, 2000 Document Sharing Hub

Full document details: EUROCAE ED-80 2000


http://www.avadocuments.com/doc/eurocae-ed-80-2000
http://www.avadocuments.com/doc/eurocae-ed-80-2000

18

CHAPTER 4

PLANNING PROCESS

This section describes the hardware planning process used to control the development
of the hardware item. This process produces the hardware plans, which may be
contained in one or more documents. If multiple documents are used, the main plan
should contain appropriate references to the supporting documents. Standard
documents covering specific hardware design life cycle processes, such as
configuration management or process assurance, are acceptable provided they meet
the planning objectives for the applicable process.

4.1 PLANNING PROCESS OBJECTIVES

The purpose of the hardware planning process is to define the means by which the
functional and airworthiness requirements are converted into a hardware item with an
acceptable amount of evidence of assurance that the item will safely perform its
intended functions. The objectives of the hardware planning process are:

1. The hardware design life cycle processes are defined.

NOTE: Activities, milestones, inputs, outputs and organizational responsibilities
may be included in the plans.

2. Standards are selected and defined.
The hardware development and verification environments are selected or defined.

4. The means of compliance of the hardware design assurance objectives,
including strategies identified using guidance in Section 2.3.4, are proposed to
the certification authority.

NOTE: New and evolving technologies, tools and processes may require
details of the planning process to change. Therefore, flexibility is a key
element of the planning process.

4.2 PLANNING PROCESS ACTIVITIES

Guidance for the planning process includes:

1. The hardware design life cycle process, including transition criteria, if applicable,
and the inter-relationships between the individual processes, such as their
sequencing and feedback mechanisms, should be defined.

2. The proposed design methods should be defined and explained. This includes
consideration of the expected hardware design and the rationale of the proposed
verification methods.

3. Hardware design standards, if any are to be used for the project, including
acceptable deviations from the standards, should be identified. These may
range from generic quality standards to company or program specific standards.

NOTE: Standards help reduce the probability of undetected design errors by
providing a compilation of proven engineering practices determined
from past developments.

The applicant and hardware developer should be aware when applying
standards to new designs and new technologies, that the applicability
may be invalid. Deviations from these standards may be necessary
due to design constraints, conflicts with system requirements or
incompatibility with new technologies. The planning process is an
opportunity to review what deviations may be acceptable if standards
are used.
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4. The means of achieving coordination between the hardware design processes
and the supporting processes, with particular attention to activities associated
with systems, software and aircraft certification, should be determined.

NOTE: Coordination may be in the form of a schedule showing milestones for
events to accomplish the objectives of the processes described in this
document.

5. The activities of each hardware design process and associated supporting
processes should be defined. The definition should be at a level that enables the
hardware design process and associated supporting processes to be controlled.

6. The design environment should be chosen, including the tools, procedures,
software and hardware that are to be used to develop, verify and control the
hardware item and the life cycle data.

a. If certification credit is sought for use of tools in combination, the sequence
of operation of the tools should be specified in the respective plan.

b. The design environment can affect the design of a product. Section 11.4
provides guidance for the assessment of tools and determining when tool
qualification may be necessary.

7. The process for deviating from the established plans, if deviations become
necessary and affect certification, should be identified.

8. The policies, procedures, standards and methods to be used to identify, manage,
and control the hardware, the associated baselines, and the hardware design life
cycle data should be described.

9. Where the applicant intends to use subcontractors for all or part of the hardware
design life cycle, the hardware plans should identify the method for ensuring that
the design assurance objectives are met.

10. The policies and procedures for implementation of process assurance of the
hardware design processes should be described.

11. Verification process independence, process assurance independence and
associated organizational responsibilities should be described in the PHAC.

12.  The means to satisfy the objectives of this guidance should be recorded and
communicated to the certification authority early in the process. These means
should be recorded in the PHAC.

NOTE: Timely coordination of any changes to these means is encouraged to
maximize acceptance of the resultant certification data as proper
evidence of meeting the design assurance requirements.
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CHAPTER 5

HARDWARE DESIGN PROCESSES

The hardware design processes produce a hardware item that fulfills the requirements
allocated to hardware from the system requirements. This section describes five major
processes as depicted in Figure 5-1. These are Requirements Capture, Conceptual
Design, Detailed Design, Implementation and Production Transition. These design
processes may be applied at any hierarchical level of the hardware item, such as LRUS,
circuit board assemblies and ASICs/PLDs. The following sections describe each
process, its objectives and the related activities that should be addressed to reduce the
probability of design and implementation errors that affect safety. It is important that
each of these processes is planned and the details recorded in a hardware design plan.

Each process, and interactions between the processes, can be iterative. For each
iteration, the effect of the change on each of the processes should be addressed and
evaluated for impact on the results of previous iterations.

NOTE 1: It is good engineering practice to document process artifacts, such as design
notes, design review notes and problem reports, throughout the design
process.

Current practices provide many different means, graphical, mathematical, database or
text based, to represent requirements and design implementations. Examples of these
representations are schematics, hardware description languages (HDL), state
diagrams, Boolean representations and graphical methods.

NOTE 2: Some representations are adapted to a specific process or combination of
processes, such as requirements capture, conceptual design or detailed
design, and some are adapted to more efficiently implement a specific
implementation technology. Evidence to support the design assurance level
should be provided, regardless of the design representation used.

For each design representation used, the following should be considered:

1. The guidance of this document should be followed regardless of the
representation, or combination of representations, used.

2. The design representation should allow the hardware item to be consistently
replicated.

3. Small changes in design representation may have a large impact on the design
implementation. The impact of these changes on design assurance should be
addressed.

4. The design representation environment or method may change after the baseline

of the design data has been established. If this occurs, the impact of the change
on the replication of the design should be assessed.
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HDL design representations use coded text based techniques that are similar in
appearance to those used for software representations. This similarity in appearance
can mislead one to attempt to use software verification methods directly on the design
representation of HDL or other equivalent hardware specification languages. The
guidance of this document is applicable for design assurance for designs using an HDL
representation.

NOTE: The structured processes described throughout this document are applicable
to complex hardware designs including ASICs and PLDs. As an example, the
following table maps typical ASIC/PLD processes to the processes depicted
in Figure 5-1 of this document.

Typical ASIC/PLD Process Process

Part of higher level planning Planning (Section 4)

ASIC/PLD Architectural Decisions Safety Assessment (Section 2.3)
ASIC/PLD Requirements Capture Requirements Capture (Section 5.1)
ASIC/PLD Preliminary Design including Conceptual Design (Section 5.2)

behavioral design

ASIC/PLD Detailed Design including synthesis, Detailed Design (Section 5.3)
mask generation and fuse file generation

ASIC/PLD Fabrication including external Implementation (Section 5.4)
fabrication and test as well as programming
programmable components

ASIC/PLD Production Transition Production Transition (Section 5.5)

ASIC/PLD Validation and Verification including Validation and Verification Process
timing analysis, behavioral simulation, gate level | (Section 6)
simulation and design reviews

ASIC/PLD Configuration Management including | Configuration Management Process
tools and part database (Section 7)

TABLE 5-1: TYPICAL ASIC/PLD PROCESS MAPPING

51 REQUIREMENTS CAPTURE PROCESS

The requirements capture process identifies and records the hardware item
requirements. This includes those derived requirements imposed by the proposed
hardware item architecture, choice of technology, the basic and optional functionality,
environmental, and performance requirements as well as the requirements imposed by
the system safety assessment. This process may be iterative since additional
requirements may become known during design.

51.1 Requirements Capture Objectives

The objectives for the requirements capture process are:

1. Requirements are identified, defined and documented. This includes allocated
requirements from the PSSA and derived requirements from the hardware safety
assessment.

NOTE: Traceability of verification results to the hardware requirements is addressed
in Section 6. It is desirable to establish this method of traceability during the
requirement capture process.
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2. Derived requirements produced are fed back to the appropriate process.
3. Requirement omissions and errors are provided to the appropriate process for
resolution.
5.1.2 Requirements Capture Activities

The requirements capture activities form an iterative process which helps assure
consistency of the requirements with the design implementation, the system
requirements and the software requirements.

Guidance for the requirements capture activities includes:

1. The system requirements allocated to the hardware item should be documented.
These may include identifying requirements, such as functionality and
performance, and architectural considerations, such as segregation, Built-In-
Test, testability, external interfaces, environment, test and maintenance
considerations, power, and physical characteristics.

2. The safety requirements from the PSSA related to the hardware item should be
identified. These may include:

a. Design assurance levels imposed on the functions to be implemented in
the hardware.

b. Probabilistic requirements for malfunctions or loss of function.

C. Hardware architectural and functional safety attributes, such as those
outlined in Section 2.3.1, selected to meet the functional allocation.

3. Design constraints due to production processes, standards, procedures,
technology, design environment and design guidance should be identified.

4, Derived requirements necessary for implementation should be determined.
Requirements derived from the hardware safety assessment that have safety
implications should be uniquely identified.

NOTE: Derived requirements may address conditions, such as:

a. Specific constraints to ensure that functions of a higher design
assurance level can withstand anomalies of functions of a lower
design assurance level as seen at the interface of the function
with the lower design assurance level.

b. The range of data inputs considering typical and full-scale data
values as well as the high and low states of bits in data words or
control registers.

C. Power-up reset or other reset states.

d. Supply voltage and current demands.

e. Performance of time-related functions, such as filters, integrators
and delays.

f. State machine transitions that are possible, whether they are

anticipated or not.

. Signal timing relationships or electrical conditions under normal
and worst-case conditions.

h. Signal noise and cross-talk.
i. Signal glitches in asynchronous logic circuits.

j- Specific constraints to control unused functions.
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5. Derived requirements should be fed back to the SSA process so that the effects
on the system requirements can be assessed.

6. The requirement data should be documented in quantitative terms, with
tolerances where applicable. This does not include the description of design or
verification solutions.

7. Requirement omissions or errors discovered during this process should be
provided to the system development process.

8. The requirements, including those generated to meet the PSSA requirements,
should be traceable to the next higher hierarchical level of requirements. Derived
requirements should be identified and traced as far as possible through the
hierarchical levels.

NOTE: System level validation of allocated hardware safety requirements may
occur during the requirement capture process. Validation of derived
hardware requirements is described in Section 6.1.

52 CONCEPTUAL DESIGN PROCESS

The conceptual design process produces a high-level design concept that may be
assessed to determine the potential for the resulting design implementation to meet the
requirements. This may be accomplished using such items as functional block
diagrams, design and architecture descriptions, circuit card assembly outlines, and
chassis sketches.

521 Conceptual Design Objectives

The conceptual design objectives are:

1. The hardware item conceptual design is developed consistent with its
requirements.
2. Derived requirements produced are fed back to the requirements capture or
other appropriate processes.
3. Requirement omissions and errors are provided to the appropriate processes for
resolution.
5.2.2 Conceptual Design Activities

Guidance for the conceptual design activities includes:

1. A high-level description should be generated for the hardware item. This may
include:
a. Architectural constraints related to safety, including those necessary to

address design errors and functional, component over-stress, reliability
and robustness defects.

b. Identification of any implementation constraints on software or other
system components.

2. Major components should be identified. The way they contribute to the hardware
safety requirements should be determined, including the impact of unused
functions.

3. Derived requirements, including the interface definition, should be fed back to the
requirements capture process.

4. Requirement omissions and errors should be fed back to the appropriate process
for resolution.
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5. The reliability, maintenance and test features to be provided should be identified.

NOTE: Consensus between the relevant parties that the conceptual design objectives
have been met is recommended. Typically, a design review is used to
accomplish this consensus.

53 DETAILED DESIGN PROCESS

The detailed design process produces detailed design data using the hardware item
requirements and conceptual design data as the basis for the detailed design.

5.3.1 Detailed Design Objectives

The detailed design process objectives are:

1. The detailed design is developed from the hardware item requirements and
conceptual design data.
2. Derived requirements are fed back to the conceptual design process or other
appropriate processes.
3. Requirement omissions or errors are provided to the appropriate processes for
resolution.
5.3.2 Detailed Design Process Activities

Guidance for the detailed design activities includes:

1. The detailed design data for the hardware item should be generated based on
the requirements and conceptual design data. This may include assembly and
interconnection data, component data, HDL, test methods and hardware-
software interface data.

NOTE: During the detailed design process, verification methods are used
informally to facilitate the technical decisions made during this process.
For example, analysis of design parameters, such as logic timing and
parameter variations, can provide information on which to base design
decisions.

2. Architectural design techniques should be implemented as necessary. These
may include establishing safety monitors for proper functionality, dissimilarity
between function and safety monitors, preclusion of a design error from
impacting safety, and fault tolerant designs.

3. Test features should be designed in, where necessary, to allow verification of
safety requirements.

NOTE: It is important to develop the design in a way that certain safety
features can be verified not only during the hardware design life cycle,
but also as a part of an acceptance test and a field return to service
test.

4, An assessment of unused functions should be performed to identify potential
effects on safety. Adverse effects should be addressed.

5. Constraints on the design, installation or operation of the hardware item that, if
not adhered to, could affect the safety of the item should be identified.

6. Derived requirements produced during the detailed design process should be fed
back to the conceptual design or other appropriate processes.

7. Requirement omissions and errors discovered during the detailed design process
should be provided to the appropriate process for resolution.
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54 IMPLEMENTATION PROCESS

The implementation process uses the detailed design data to produce the hardware
item that is an input to the testing activity.

54.1 Implementation Objectives

The objectives of the implementation process are:

1. A hardware item is produced which implements the hardware detailed design
using representative manufacturing processes.

2. The hardware item implementation, assembly and installation data is complete.

3. Derived requirements are fed back to the detailed design process or other
appropriate processes.

4, Requirement omissions and errors are provided to the appropriate processes for
resolution.

5.4.2 Implementation Activities

Guidance for the implementation activities includes:

1. A hardware item should be produced using the design data and, where practical,
the resources intended for the production product. This may include
procurement, kitting, build, inspection and test.

2. Derived requirements generated by the implementation process should be fed
back to the detailed design process or other appropriate processes.

3. Omissions and errors discovered during the implementation process should be
provided to the appropriate process for resolution.

55 PRODUCTION TRANSITION PROCESS

In this process, manufacturing data, test facilities and general resources should be
examined to ensure availability and suitability for production. The production transition
process uses the outputs from the implementation and verification processes to move
the product into production.

55.1 Production Transition Objectives

The objectives of this process are:

1. A baseline is established that includes all design and manufacturing data needed
to support the consistent replication of the hardware item.

2. Manufacturing requirements related to safety are identified and documented and
manufacturing controls are established.

3. Derived requirements are fed back to the implementation process or other
appropriate processes.

4. Errors and omissions are provided to the appropriate processes for resolution.

55.2 Production Transition Activities

Guidance for the production transition activities includes:

1. Manufacturing data should be prepared from configured design data.
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2. Manufacturing data should be checked for completeness and consistency with
the configured design data.

NOTE: It is beyond the scope of this document to impose any conditions on
the nature of the manufacturing build documentation.

3. Any changes or improvements that are incorporated during the production
transition process should be evaluated to ensure they adhere to all product
requirements, especially safety requirements. Any changes not compliant with
customer or certification requirements should be approved by the relevant

parties.

4, Manufacturing requirements pertaining to safety should be explicitly defined so
they can be controlled during the production process.

5. Data required to develop acceptance test criteria should be determined.

6. Omissions or errors that are identified should be provided to the appropriate

process for resolution.

5.6 ACCEPTANCE TEST

An acceptance test demonstrates that the manufactured, modified or repaired product
performs in compliance with the key attributes of the unit on which certification is based.
These key attributes are chosen using engineering judgement and are indicative that
the product is capable of meeting the requirements to which the unit was developed.

NOTE 1: Configuration control of the “as built” product is not a function to be performed
by the acceptance test activity. The configuration management plan, as
described in Section 7 of this document, should describe how the applicant
plans to perform this activity.

The scope of this document does include the determination of the acceptance test
criteria, including pass/fail conditions. Production activities, including acceptance
testing, are considered to be outside the scope of this document

NOTE 2: An acceptance test is not intended to verify all requirements on each
production unit.
Subitem testing may be used as a part of the acceptance test.

Acceptance test criteria should ensure that:

1. Electrical tests are identified.
2. Environmental screening tests are identified when necessary.
3. The acceptance test provides coverage of those design aspects necessary to

meet the safety requirements. Safety related item or subitems that are not
covered by the test should be identified and other assurance means provided.
These means may include analysis, design control, statistical process control or
other means as appropriate.

5.7 SERIES PRODUCTION

This process is not within the scope of this document, but elements impacting design
assurance are briefly described to complete the life cycle.

This process reproduces the hardware item on a routine basis that complies with the
production data and requirements.
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Considerations include:

1. Management of change of the production processes or the design provides
assurance that change does not adversely impact existing safety or certification
or compliance to the requirements.

NOTE: In addition to the guidance proposed by the body of the document,
Section 11.1.1 covers Modifications to Previously Developed
Hardware. When addressing component obsolescence, refer to
Section 11.2.

2. Updating of all documentation related to changes is performed in compliance
with approved configuration management plans.
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CHAPTER 6

VALIDATION AND VERIFICATION PROCESS

This section describes the validation process and the verification process. The
validation process provides assurance that the hardware item derived requirements are
correct and complete with respect to system requirements allocated to the hardware
item.  The verification process provides assurance that the hardware item
implementation meets all of the hardware requirements, including derived requirements.

6.1 VALIDATION PROCESS

The validation process discussed here is intended to ensure that the derived
requirements are correct and complete with respect to the system requirements
allocated to the hardware item through the use of a combination of objective and
subjective processes. Validation may be conducted before or after the hardware item is
available, however, validation is typically conducted throughout the design life cycle.

NOTE 1: Experience indicates that attention to the development and validation of
requirements can identify subtle errors or omissions early in the development
cycle and reduce exposure to subsequent redesign or inadequate hardware
performance.

The validation process discussed here is not intended to validate the requirements
allocated from system requirements since validation of these requirements is assumed
to occur as part of the system process. In addition, not all hardware item derived
requirements need to be validated.

Design decisions that affect the system safety or functional requirements allocated to
other portions of the system should be classified as derived requirements and should be
validated. Additionally, design decisions and assumptions that constrain subsequent
design tasks should be validated as derived requirements.

Derived requirements that need to be validated should be validated against the system
requirements allocated to the hardware item. Derived requirements that are not
traceable to a higher level requirement should be validated against the design decision
from which they are derived.

NOTE 2: A design decision to include a separate power supply for circuitry performing
a specific function could result in the derivation of requirements to guide the
design of that power supply. These derived requirements could include safety
requirements based on the failure condition that could result from the fault or
failure of the function supported by the circuit that receives power from the
power supply. These requirements should be validated.

Another example of a design decision that becomes a derived requirement is
the memory address assignments for peripheral devices. There is often no
requirements basis for the assignments, however, once made they constrain
subsequent design tasks to comply with those assignments in order for the
design to function correctly. This derived requirement may not need to be
validated.

6.1.1 Validation Process Objectives

The objectives of the validation process for derived hardware requirements are:

1. Derived hardware requirements against which the hardware item is to be verified
are correct and complete.
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2. Derived requirements are evaluated for impact on safety.
3. Omissions and errors are fed back to the appropriate processes for resolution.
6.1.2 Validation Process Activities

The hardware validation objective may be satisfied through a combination of activities,
such as reviews, simulation, prototyping, modeling, analysis, service experience,
engineering assessment, or the development and execution of tests.

Guidance for validation process activities includes:

1. The derived hardware requirements that need to be validated should be
identified.
2. For each requirement that was identified in item 1, the validation completion

criteria should be identified and satisfied as shown below:

a. Each requirement has been validated at some hierarchical level by review,
analysis or test.

b. The review, analysis or test of each requirement is appropriate for
validating the requirement, especially with respect to safety.

C. The review, analysis or test results associated with the validation of each
requirement are correct and that discrepancies between actual and
expected results are explained. When expected results are not pre-
defined as may be the case for reviews and analyses, the results of the
validation activity should be consistent with the requirement, especially
with respect to safety requirements.

NOTE: Validation completion criteria may be based on requirements, safety
considerations, operational mode or implementation.

The derived requirements should be evaluated for their impact on safety.

4, The derived hardware requirements should be evaluated for completeness with
respect to the system requirements allocated to the hardware item. For the
purposes of this process, a set of requirements is complete when all the
attributes that have been defined are necessary and all the necessary attributes
have been defined.

5. The derived hardware requirements should be evaluated for correctness with
respect to the system requirements allocated to the hardware item. For the
purposes of this document, a requirement is correct when the requirement is
defined without ambiguity and there are no errors in the defined attributes.

6. Traceability between the derived hardware requirements and the validation
activities and results should be established.

7. Requirement omissions and errors should be fed back to the appropriate process
for resolution.

6.2 VERIFICATION PROCESS

The verification process provides assurance that the hardware item implementation
meets the requirements. Verification consists of reviews, analyses and tests applied as
defined in the verification plan. The verification process should include an assessment
of the results.

NOTE 1: Safety aspects of hardware design take the form of safety requirements to be
met by the hardware implementation.
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This section provides guidance for the verification process that should be applied to the
hardware design. The verification process may be applied at any level of the design
hierarchy as defined in the hardware verification plan. For safety requirements, it is
advantageous to apply the verification process at various stages of the design process
to increase the probability, to a high degree of confidence, that design errors have been
eliminated. Some design assurance levels require that the objectives of the verification
process be met with independence as addressed in Appendix A.

The software verification, software/hardware integration verification and systems
integration verification processes are not addressed here. However, verification of
hardware requirements during these processes is a valid method of hardware
verification.

Changes to a verified configuration may be re-verified by similarity, analysis, newly
designed tests or by repeating a portion of the original verification.

NOTE 2: Informal testing outside the documented verification process is
recommended. The procedures and results, however, are not necessarily
maintained under configuration management control but are highly effective in
the detection and elimination of design errors early in the design process.
Verification credit can be taken for this testing only if it is formalized.

6.2.1 Verification Process Objectives

The objectives of the verification process are:

1. Evidence is provided that the hardware implementation meets the requirements.
2. Traceability is established between hardware requirements, the implementation,
and the verification procedures and results.
3. Acceptance test criteria are identified, can be implemented and are consistent
with the hardware design assurance levels of the hardware functions.
4, Omissions and errors are fed back to the appropriate processes for resolution.
6.2.2 Verification Process Activities

Verification process objectives may be satisfied through a combination of methods,
such as reviews, analyses, and the development and execution of tests. The
verification plan documents the verification activities that should be employed to
demonstrate compliance to the requirements.

Verification activities include:

1. Requirements that need a verification activity should be identified. It is not
intended that requirements should be verified at every hierarchical level,
requirements can be verified at a higher hierarchical level.

2. Verification methods, such as tests, simulation, prototyping, analyses and
reviews, should be selected and performed.

3. Traceability between requirements, implementation, and the verification
procedure and results should be established. Traceability should be consistent
with the design assurance level of the function performed by the hardware. It is
not intended to require traceability to detailed components, such as resistors,
capacitors or gates, unless required for safety considerations.

4, Verification coverage analysis should be performed to determine that the
verification process is complete, including:

a. Each requirement has been verified at some hierarchical level by review,
analysis or test.
b. The review, analysis or test of each requirement is appropriate for verifying
the requirement, especially with respect to safety requirements.
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C. The review, analysis or test results associated with the verification of each
requirement are correct and that discrepancies between actual and
expected results are explained. When expected results are not pre-
defined as may be the case for reviews and analyses, the results of the
verification activity should be consistent with the requirement, especially
with respect to safety requirements.

The results of the verification activities should be documented.

Omissions and errors should be fed back to the appropriate process for
resolution.

6.3 VALIDATION AND VERIFICATION METHODS

This section describes some methods that may be applicable to both validation and
verification.

6.3.1 Test

Test is a method that confirms that the hardware item correctly responds to a stimulus
or series of stimuli. Examples of tests include functional test on the hardware item,
system bench test, system validation facility test and aircraft test.

Tests may be conducted using manual, automated or specialized test equipment.
Tests may also take advantage of internal hardware item test capabilities, such as Built-
In-Test, in the verification process.

When it is not feasible to verify specific requirements by exercising the hardware item in
its intended operational environment, other verification means should be provided, and
justified.

Tests may be performed during various hardware design processes. Testing
performed for certification credit requires a configured item. Systems integration or
software/hardware integration test results may also be used for test credit.

Guidance for tests includes:

1. Each requirement to be validated or verified by test should be identified.
Environmental qualification test requirements are part of these requirements.

2. The testing stimulus, sequence and test conditions, such as item ambient
temperature and applied voltage, should be defined for each test.

3. Pass/fail criteria and a method for recording the results should be defined prior to
test execution.

4. The complete identification of the test equipment and calibration date for each
should be recorded.

The configuration identity of the hardware item being tested should be recorded.
Test results should be recorded and retained.

Test failures should be fed back to the appropriate process for resolution.

6.3.2 Analysis

Analysis is a detailed, repeatable, analytical method for evaluation of specific hardware
item characteristics to demonstrate that a specific requirement is met. Examples of
analyses are stress analysis, design margin analysis, common mode failure analysis,
worst case analysis and test coverage analysis. Service experience may provide data
for various analyses.

NOTE: As the complexity of the hardware design increases, it is advantageous to
make use of computerized tools, such as simulation to verify requirements
and implementation of the design.
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Analyses may include a detailed examination of the functionality, performance,
traceability and safety implications of a hardware item function and its relationship to
other functions within the airborne system or equipment. Analysis alone or in
combination with other verification methods provides evidence that a requirement is
correctly implemented. Analysis should be based on data provided by the design
process, service experience or other available databases.

Simulation is an important design analysis tool both for visualization of circuit operation
and for higher level functional operation. Simulation can be used to analyze the impact
of production variations in hardware parameters that would be difficult to do using other
verification means and thus build confidence in reduction of design errors affecting
safety due to these variations. Since the results depend on the models and scenarios
employed, simulation results alone cannot be used for the purpose of certification credit
without supporting evidence of their validity.

Examples of analysis include:

1. Thermal Analysis. Thermal analysis verifies that the design implementation
meets the requirements when exposed to the operating thermal environment.

2. Stress Analysis. Stress analysis verifies that components meet de-rating
criteria over the required operating range.

3. Reliability Analysis. Reliability analysis establishes whether the design
implementation satisfies the reliability requirements of the product.

4, Design Margin Analysis. Design margin analysis verifies that the design
implementation satisfies its functional requirements given the variability of
components.

5. Similarity Analysis. Similarity analysis compares characteristics and usage to

those of systems previously certified.

6. Simulation Analysis. A simulation analysis compares the simulation results and
expected results.

6.3.3 Reviews
A review is a qualitative method for evaluation of the plans, requirements, design data,
design concept or design implementation.

Reviews should be held throughout the hardware design life cycle as identified in the
relevant plan. All reviews to be used for certification credit should be identified in the
validation and verification plan.

Guidance for reviews may include:
1. Participants should have the knowledge necessary to perform the reviews.

2. Hardware review results may be used to permit or deny transitions between
hardware design life cycle process activities.

3. Results of review should be documented, including decisions made and
disposition of actions to be taken.

6.3.3.1 Requirements Review

The requirements review is a method to ensure the acceptability of requirements. A
requirements review may address objectives from both the validation and the
verification processes within the same review.

Requirement changes that occur after the initial requirements review should be subject
to the same review process used initially or an equivalent review process. It is not the
intent of this review to validate the system requirements allocated to the hardware item.
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Guidance for requirements review includes:

1. Each requirement should be unambiguous, verifiable, and described in complete
enough detail for its hierarchical level and should not conflict with other
requirements.

2. Derived requirements should be consistent with the system requirements or
requirements from which they are derived.

The requirements should be consistent with the SSA.
4, The derived safety requirements should be defined and fed back to the SSA.

The requirements should be compatible with relevant hardware design
standards.

6. The requirements should be compatible with the capabilities and limitations of
available technology.

7. The component’s requirements, such as performance, temperature range, de-
rating and screening, should be consistent with the safety and reliability
requirements.

8. The ability to test, maintain and manufacture the hardware item should be
addressed.
9. The software/hardware interface requirements should be defined.

10  The requirements should be traceable upward to the next hierarchical level
according to the criteria defined in the plan.

11  The derived requirements should capture the implementation constraints that will
not be verified at a higher hierarchical level.

12 Omissions and errors should be fed back to the appropriate process for
resolution.

NOTE 1: The following questions may help assess completeness of requirements:

a. Are all upper level requirements considered?

b. Are applicable standards and guidance considered?

C. Are all hardware functions and interfaces covered?

d. Is the architecture covered completely?

e. Is all of the hardware implementation requiring verification adequately
specified?

f. Are all prohibited behavior characteristics in the safety assessment
covered?
Is the operating environment adequately specified?

h. Are assumptions and constraints considered?

i. Will this implementation avoid any known problems with existing or
similar hardware?

NOTE 2: The following questions may help assess correctness of requirements:

Are the requirements in accordance with upper level requirements?

Are the requirements in accordance with the system requirements
allocated to the hardware item?

C. Are the requirements stating “what” as opposed to “how"?
d. Are the requirements unambiguous?

e. Can the requirements be realized?

f. Can the requirements be verified?

g. Have the functioning modes been defined?
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h. Are the requirements consistent with the safety assessment?

i. Are assumptions and constraints correctly identified as derived
requirements?

6.3.3.2 Design Review

A design review is a method to determine that the design data and implementation
satisfy the requirements. Design reviews should be performed as defined in the plan at
multiple times during the hardware design life cycle. Examples are conceptual design,
detail design and implementation reviews. For hierarchical designs that span several
hardware item levels, such as ASICs and circuit card assemblies, design reviews
should be considered where the potential is greatest for assuring a correct design.

Guidance for design reviews includes:

1. All requirements should be addressed and the derived requirements and the
design data should be correctly defined.

Environmental requirements should be addressed.

Safety and reliability requirements should be addressed.

The safety aspects of the design data should be explicitly identified.

The design should be capable of being implemented, tested and maintained.
New manufacturing techniques should be evaluated.

The components selection criteria identified in the plans should be satisfied.

The design should be traceable to the requirements.

© © N o 00~ W N

Omissions and errors should be fed back to the appropriate process for
resolution.
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CHAPTER 7

CONFIGURATION MANAGEMENT PROCESS

The configuration management process is intended to provide the ability to consistently
replicate the configuration item, regenerate the information if necessary and modify the
configuration item in a controlled fashion if modification is necessary. This section
describes the objectives for hardware configuration management and activities that
support those objectives.

7.1 CONFIGURATION MANAGEMENT OBJECTIVES

The objectives of the configuration management process are:

1. Configuration items are uniquely identified and documented.
2. Consistent and accurate replication of configuration items is ensured.
3. A controlled method of identifying and tracking modification to configuration items
is provided.
7.2 CONFIGURATION MANAGEMENT ACTIVITIES

Guidance for the configuration management activities includes:

1. Configuration items should be uniquely identified, documented and controlled.
This may include, but is not limited to, hardware, design representations of
hardware, tools or other data items used for certification credit and baselines.

Baselines should be established.
Problems should be uniquely identified, tracked and reported.

Change control and traceability of changes should be maintained. This requires
that life cycle data identified in the plans should be secure and retrievable.

5. Archiving, retrieval and release of configuration items should be controlled.

Various methods may be used to satisfy configuration management objectives and
activities and the following paragraphs provide guidance on activities that may be used
as an acceptable method.

7.2.1 Configuration Identification

The purpose of the configuration identification activity is to label unambiguously each
configuration item so that a basis is established for the control and reference of
configuration items.

Guidance includes:
1. Configuration identification should be established for data items.

2. Configuration identification should be established for each configuration item, for
each separately controlled component of a configuration item and for
combinations of configuration items that make up a product consistent with the
plans agreed to by the certification authority.

NOTE: The detail to which components, such as ASICs, configured PLDs,
printed circuit boards and black boxes, are identified is determined by
the Configuration Management Plan.
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3. Configuration identification should be established for COTS components and
previously developed hardware items before they are used in a baseline.

4. Configuration identification should be established for each configuration item
before it is used in a new baseline, referenced by other data items or used for
product manufacturing.

7.2.2 Baseline Establishment

The purpose of baseline establishment is to define a basis for further activities and
allow reference to, control of and traceability between configuration items.

Guidance includes:

1. Baselines should be established for configuration items used for certification
credit.

NOTE: Intermediate baselines may be established to aid in controlling
hardware activities.
2. Once a baseline is established it should be subject to change control procedures.

3. Change control guidance should be followed when developing a derivative
baseline from an established baseline.

4, If in developing a new baseline, certification credit is sought for activities or data
associated with design of a previous baseline, this new baseline should be
traceable to the previous baseline from which it was derived.

NOTE: The baseline may be a configuration item, a previously certified
hardware item or a COTS component.

7.2.3 Problem Reporting, Tracking and Corrective Action

The purpose of problem reporting, tracking and corrective action is to record problems
and ensure correct disposition and resolution. Problems may include non-compliance
with plans and standards, deficiencies of life cycle process outputs, anomalous
behavior of products, and inadequacy or deficiency of tools and technology processes.
Problem reporting should be implemented no later than the establishment of the
baseline from which certification credit is to be obtained.

Guidance includes:

1. Each reported problem should be covered by a problem report.

2. Problem reporting should identify the configuration of the affected configuration
items.

3. Problem reports that require corrective action should invoke the change control
activity.

4. All closed problem reports should include a description of action taken to close

the problem report including the completion of data item changes that were
needed to implement a corrective action.

5. Not all problem reports have to be closed in order to obtain certification, however,
all problem reports should be evaluated and those that are determined to have
safety or certification impact should be closed.

6. The problem reporting system should track the status of problem reports,
including their approval and disposition.
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7.2.4 Change Control

The purpose of the change control activity is to ensure the recording, evaluation,
resolution and approval of changes. Change control should be implemented in
compliance with the configuration management plan and should be started no later than
the establishment of the baseline from which certification credit is to be obtained.

Guidance includes:

1. Change control should preserve the integrity of the configuration items by
providing protection against unauthorized change.

2. Change control should ensure that a change is assessed to determine whether
or not the configuration identity needs to be updated.

3. Changes to configuration items under change control should be recorded,
approved, and tracked. Approval authority is defined in the configuration
management plan.

NOTE 1: Problem reporting is related to change control, since resolution of a
reported problem may result in changes to configuration items.

NOTE 2: It is generally recognized that early implementation of change control
assists the control and management of process activities.

4, Change control should ensure traceability of changes to the reason for the
change.
5. Change control should ensure that the impact of the change is assessed to

determine the effect of the change on the outputs of the processes and that the
output data is updated.

NOTE 1: Some or all of the activities of the processes may need to be
repeated from the point at which their outputs are affected.

NOTE 2: It should be recognized that a change to the manufacturing tools,
technology processes or external components may impact the

design.
6. Change control should ensure that feedback is provided to affected processes.
7.25 Release, Archive and Retrieve

The purpose of the release activity is to place data items under configuration
management control to ensure that only authorized data is used in other activities. The
purpose of the archive and retrieve activity is to ensure that data items associated with
the product can be retrieved in case of a need to duplicate, regenerate, re-test or modify
the product.

Guidance includes:

1. Configuration items should be identified and released prior to use for
manufacture and the authority for their release should be established.

2. Data items associated with the product should be retrievable from an approved
source, such as the developing organization or company.

NOTE: Change control data and problem report data are part of the data items.

3. Data retention procedures should be available to satisfy airworthiness
requirements and enable modifications.

4, Procedures should be established to ensure the integrity of the stored data for as
long as required by the certification authorities by:

a. Ensuring that no unauthorized changes are made.
b. Selecting storage media.
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C. Maintaining availability of stored data. For example, by exercising or
refreshing archived data at a frequency compatible with the storage life of
the medium.

d. Ensuring that a single event that can cause irretrievable loss of archived

data is unlikely. For example, by storing duplicate copies in physically
separate archives.

DATA CONTROL CATEGORIES

Two categories associated with the configuration management of data items are
defined: hardware control category 1 (HC1) and hardware control category 2 (HC2).
Specifying two categories allows a less stringent configuration control for certain data
items. HC1 requires all configuration management activities to be performed while HC2
is less restrictive. Data items classified as HC2 are not expected to change
incrementally, but will be superceded by new data.

Table 7-1 defines the configuration management activities that are to be performed
under HC1 and HC2. For example, Table 7-1 shows that data items identified in
Appendix A, Table A-1 as HC2 need to be retrievable but do not need to be released.
Additionally, Table 7-1 shows that any HC1 data item will have a baseline.

Appendix A identifies the control category for each data item as a function of hardware
design assurance level. For example, in Table A-1, HC1 applies to hardware
requirements for all assurance levels while HC2 applies to hardware review and
analysis results for all assurance levels.

Reference Configuration Management Activity HC1 HC2
7.2.1 Configuration Identification X X
7.2.2 (1),(2),(3) Baselines X

7.2.2(4) @®| Baseline Traceability X X
7.2.3 Problem Reporting X
7.2.4(1),(2) Change Control - integrity and identification X X
7.2.4 (3),(4),(5),(6) Change Control — records, approvals and X

traceability

7.25(1) Release X

7.25(2) Retrieval X X
7.2.5(3) Data Retention X X
7.2.5 (4a) Protection Against Unauthorized Changes X X
7.2.5 (4b),(4c),(4d) Media Selection, Refreshing, Duplication X

TABLE 7-1: CONFIGURATION MANAGEMENT PROCESS ACTIVITIES

ASSOCIATED WITH HC1 AND HC2

@ Identification of HC2 data for use with the new baseline does not imply
reclassification of the data to HC1.
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CHAPTER 8

PROCESS ASSURANCE

Process assurance ensures that the life cycle process objectives are met and activities
have been completed as outlined in plans or that deviations have been addressed. This
section describes the objectives for process assurance and the activities that support
those objectives. There is no intent to impose specific organizational structures.

Process assurance activities should be achieved with independence in order to
objectively assess the life cycle process, identify deviations and ensure corrective
action.

8.1 PROCESS ASSURANCE OBJECTIVES

The objectives of process assurance are to ensure that:

1. Life cycle processes comply with the approved plans.
2. Hardware design life cycle data produced complies with the approved plans.
3. The hardware item used for conformance assessment is built to comply with the

associated life cycle data.

8.2 PROCESS ASSURANCE ACTIVITIES

Guidance for the process assurance activities includes:

1. Availability of hardware plans as specified in the planning process section of this
document and as agreed to in the PHAC should be ensured.

2. Holding of reviews in compliance with the approved plans and tracking of
resulting action items to closure should be ensured.

3. Detection, recording, evaluation, approval, tracking and resolution of deviations
from the hardware plans and standards should be ensured.

4, Satisfaction of the transition criteria of the hardware life cycle processes in
compliance with the approved plans should be ensured.

NOTE: Audits are an effective method for performing activities in items 1
through 4 above.
5. An inspection should be performed to ensure that the hardware item is built in
compliance with its design data.
NOTE: An example of this activity is a First Article Inspection.
6. Records of the process assurance activities, including evidence of assessment of
completion of design activities, should be produced.

7. Where applicable, the applicant should ensure that the processes used by
subcontractors are consistent with the hardware plans.
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CHAPTER 9

CERTIFICATION LIAISON PROCESS

The purpose of the certification liaison process is to establish communication and
understanding between the applicant and the certification authority throughout the
hardware design life cycle to assist in the certification process. The certification liaison
process should be accomplished as described by the hardware planning process,
Section 4, and the PHAC, Section 10.1.1. Table A-1 of Appendix A gives a summary of
the outputs of this process. In addition, liaison activities may include design approach
presentation for timely approval, negotiations concerning the means of compliance with
the certification basis, approval of design approach, means of data approval, and any
required certification authority reviews and witnessing of tests.

At completion of a project, a summary of the design processes followed, outputs
produced and status of the hardware item should be described in the Hardware
Accomplishment Summary, Section 10.9.

9.1 MEANS OF COMPLIANCE AND PLANNING

The applicant proposes a means of compliance for hardware. The PHAC defines the
proposed means of compliance. Guidance includes:

1. The PHAC, hardware verification plan and other requested data should be
submitted to the certification authority for review at a point in time when the
effects of design changes on the program are minimal.

2. Issues identified by the certification authority concerning the planning for the
hardware aspects of certification should be resolved.

Agreement on the PHAC should be obtained with the certification authority.

4. Liaison with the certification authority during the design and certification cycle as
outlined in the plan should be continued and issues raised by the certification
authority resolved in a timely manner.

In some programs, the -certification liaison is not provided by the equipment
manufacturer, but by the airframe or other customer with the equipment manufacturer in
a supporting role. This relationship should be defined in the PHAC and contact with the
certification authority should be through the applicant for certification. It is the
responsibility of the applicant for certification to ensure that data is provided to the
certification authority.

When some hardware items embedded in the equipment are procured from a
subcontractor, the certification plan should identify which data are expected from the
subcontractor and which are to be generated by the applicant.

It is acceptable for an applicant to include the PHAC and verification plan with other
related plans within the top-level certification plan.

9.2 COMPLIANCE SUBSTANTIATION

The applicant provides evidence that the hardware design life cycle processes have
satisfied the hardware plans. Certification authority reviews may take place at the
applicant’s facilities or applicant’'s supplier's facilities. The applicant arranges these
reviews and makes hardware design life cycle data available as needed.
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The applicant should:
1. Resolve issues raised by the certification authority as a result of its reviews.

2. Submit the Hardware Accomplishment Summary, Section 10.9 and Top Level
Drawing, Section 10.3.2.2.1 to the certification authority.

3. Submit or make available other data or evidence of compliance requested by the
certification authority.
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