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FOREWORD

1. This document was prepared jointly by EUROCAE Working Group 63 “Complex
Aircraft Systems” and SAE S-18 “Airplane Safety Assessment”, and was
approved by WG-63 on 24 April 2018.

2. EUROCAE is an international non-profit making organisation in Europe.
Membership is open to manufacturers and users of equipment for aeronautics,
trade associations, national civil aviation administrations, and, under certain
conditions, non-European organisations. Its work programme is principally
directed to the preparation of performance specifications and guidance
documents for civil aviation equipment, for adoption and use at European and
world-wide levels.

3. The findings of EUROCAE are resolved after discussion amongst Members of
EUROCAE and in collaboration with RTCA Inc, Washington D.C., and/or the
Society of Automotive Engineers (SAE), Warrendale PA, U.S.A., through their
appropriate committees.

4. This document is technically identical to SAE AIR6219.

5. EUROCAE performance specifications and other documents are
recommendations only. EUROCAE is not an official body of the European
Governments. Its recommendations are valid as statements of official policy only
when adopted by a particular government or conference of governments.

6. Copies of this document may be obtained from:

EUROCAE
9 — 23 rue Paul Lafargue
93200 Saint-Denis
France

Telephone: +33 1 49 46 19 65
Email: eurocae@eurocae.net
Website: www.eurocae.net
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RATIONALE

This document provides an example process for analyzing neutron Single Event Effects
(SEE) for an electronic based airborne system for use in system safety assessments.
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CHAPTER 1

SCOPE

This document provides an example process for analyzing neutron Single Event Effects
(SEE) for an electronic based airborne system for use in system safety assessments.
This example has been used when the safety assessment process was in need of an
SEE analysis.

11 PURPOSE

Galactic cosmic rays and solar rays penetrate the earth’s atmosphere, and produce
particle cascades. The atmospheric radiation is comprised mainly of high energy
neutrons that can interact with a semiconductor device’s silicon structure causing
adverse behavior.

This document describes an example process to evaluate the effects of atmospheric
radiation at the equipment level, based on effects on electronic circuits. Additional
atmospheric radiation information can be found in other industry documents including
the IEC 62396 series. This AIR is intended to support a safety analysis; there may be
other uses for this SEE analysis, but these are not specifically addressed in the
document. The document is not intended to define specific data formats or
organizational responsibilities. There may be other acceptable approaches to
supporting SEE analyses within safety assessments.

Note: this document only addresses the activities that are used for equipment level SEE
considerations. Benefit from system level mitigation may be used during the system
safety assessment process (ARP4761 / ED-135). For the purposes of this document,
equipment is defined as any self-contained assembly composed of one or several
hardware and software items that perform a distinctive function necessary to the
operation of the system.

This document primarily covers neutron effects, as they have the greatest impact on
semiconductor device behavior in the atmospheric radiation environment. This
document does not address the following:

. Alpha particles,

. Other cosmic particles,
. Electronic noise or other electronic sources of adverse behavior.
1.2 DOCUMENT FORMAT

This AIR contains the following sections:

Section 1 is an introduction to the document, giving its scope and format. Also included
is background information on the atmospheric environment and definitions of the
resulting Single Event Effects.

Section 2 contains a list of references to other documents, definitions and acronym lists.
Section 3 describes the purpose for which the example SEE analysis process was used.
Section 4 describes the example SEE analysis process.

Section 5 provides the application of the example SEE analysis process.

1.3 DESCRIPTION OF ATMOSPHERIC RADIATION

High energy primary cosmic rays continuously arrive at the Earth and interact with
atoms in the Earth’s atmosphere creating secondary high energy particles. Of the
various secondary particles created, high energy neutrons have been shown to be the
main cause of SEE in electronic aircraft devices, as reported since the early 1990s.
Single Event Upsets (SEU) are one type of SEE. SEE cover a range of effect types
which are all caused by a single energetic particle. The different types of SEE are
described in TABLE 1. A full discussion of the atmospheric radiation environment is
covered in detail in IEC 62396-1.

For neutrons, as well as all other secondary particles within the atmosphere, altitude,
latitude, and energy are the primary parameters aiding our understanding of the SEE
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rate of occurrence. The result of the neutron interaction with the atmosphere is (1) a
maximum flux rate at about 60,000 feet; this is referred to as the Pfotzer maximum, and
(2) an overall variation of the neutron flux (energy range of 1-10 MeV) with altitude
(based on aircraft measurements). FIGURE 1 presents the neutron flux density as it
varies with altitude!. The latitude variation of the atmospheric neutrons is governed
primarily by the earth’s magnetic field®. The overall variation of the atmospheric neutron
flux (energy range of 1-10 MeV) with latitude (based on aircraft measurements) is shown
graphically in FIGURE 2.
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14 SEE TYPES

SEE are induced by the interaction of an ionizing particle with electronic components.
An SEE occurs when the charge resulting from the ionization is greater than the critical
charge in the component. The term SEE encompasses all of the potential effects on a
semiconductor device caused by its interaction of a single particle of radiation, in this
case a neutron. TABLE 1 provides a list of the most common SEE behaviors. IEC 62396

contains a comprehensive list of SEE types and effects.

The various types of SEE can cause a momentary or permanent change in the state of
a device. Electronic hardware can be damaged, as is the case of a burn out or gate
rupture, but most often the failures are non-destructive. Consideration of each
applicable SEE type within a component is useful as input to the design phase, when
determining mitigation techniques, and the part selection process. Note: even if non-
destructive, some SEE may have an impact on system safety.

TABLE 1: SEE TYPE DESCRIPTION AND COMPONENT EXAMPLES

Single Event
Effects

Definition

Additional Information for
Device/Function Level Response

Single Event Upset
(SEU)

A change of state in a bit, register or
latch in a device when the radiation
absorbed by the device is sufficient to
change the logic state of a bit.

NOTE: After a new write
cycle, the original
state can be
recovered.

SEUs typically appear as transient
pulses in logic or support circuitry, or
as bit flips in memory cells or
registers.

Multiple Bit Upset
(MBU)

The energy deposited in the silicon of
an electronic component by a single
ionising particle causes upset to more
than one bit in the same word.

A MBU can cause multiple bit errors
in a single word.

Conventional error correcting code
(ECC) schemes used in memories
and caches may not correct double bit
errors.

MBUs have been shown to increase
for smaller technologies, and recent
advances in feature size have led to
some components with MBU rates
that are comparable to SEU rates.

Interleaving may provide protection.

Multiple Cell Upset
(MCU)

A single event that induces 2 or more
bits in an Integrated Circuit (IC) to
upset at the same time.

NOTE: The error bits are
usually, but not
always, physically
adjacent.

MCUs can affect a large number of
cells. The errors in an MCU tend to be
physically close and therefore it is
likely that they affect more than one
bit of the same memory word, which
could be classified as an MBU.

Interleaving may provide protection.
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Single Event Definition Additional Information for
Effects Device/Function Level Response
Single Event | The triggering of a parasitic PNPN | Latchup can cause circuit lockup

Latchup (SEL)

circuit in bulk CMOS, resulting in a
state where the parasitic latched
current exceeds the holding current.
This state is maintained while power is
applied.

The condition is caused by an increase
in current due to a regenerative current
flow condition which activates the
device. Both high current and low
current SELs can occur. Low current
latchups will still require power cycling,
but will not damage the component.

and/or device failure.

May or may not cause permanent
failure, but requires power cycling to
return IC to normal operations if
undamaged.

Single Event
Transient (SET)

Spurious signal or voltage, induced by
the deposition of charge by a single
particle that can propagate through the
circuit path during one clock cycle.

Produces transients which may affect
subsequent circuits if not well filtered
in the design. Examples include
transients on external signals for
comparators, and internal transients
for CMOS devices leading to
erroneous data.

NOTE: For frequencies
above 100 MHz the
potential for SET in
digital devices
increases.

Single Event
Functional

Interrupt (SEFI)

The occurrence of an event, usually in

a complex device (e.q.
microprocessors, modern memory
components, complex power
management components, FPGAs,
etc.) such that a control path is

corrupted, leading the part to cease to
function properly.

A single event effect in a complex
device such that a control path is
corrupted, leading to a temporal loss
of device functionality. Often induced
from an SEU in the control registers of
a complex device and recovered by
reset or power cycle.

NOTE: This effect has
sometimes been
referred to as lockup,
indicating in which
case the device is put
into a “frozen” state.

Single Event Gate
Rupture (SEGR)

Occurs in the gate of a powered
insulated gate component when the
radiation charge absorbed by the
device is sufficient to cause gate
rupture, which is destructive.

An SEGR is manifested by an increase
in gate leakage current and can result
in either the degradation or the
complete failure of the device.

Devices which may be susceptible
include: power MOSFETs, non-
volatle NMOS structures, large
integrate devices, and linear devices.

Single Event
Burnout (SEB)

The burn out of a powered electronic
component or part thereof as a result
of the energy absorption triggered by
an individual radiation event.

A condition which causes device
destruction due to a high current state
in a power semiconductor device.

Power MOSFETs are most
susceptible.
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Single Event
Effects

Definition

Additional Information for
Device/Function Level Response

Single Event Hard
Error (SHE)

Hard errors in devices such as
memory, take the form of “stuck” bits.

The error is “hard” because the device
no longer functions properly, even after

An SHE causes a change to the
operation of a device which may
persist over multiple flight cycles.

The device may no longer meet its

power reset and re-initialization. performance expectations as the
same bit remains incorrect after re-
write cycles. Error detection and
correction (EDAC) may provide a

solution.

15 INDEPENDENCE AND PROBABILISTIC NATURE OF SEE

Due to the random nature of atmospheric neutron energy at a particular device location
and the highly localized nature of SEE, the resulting events are considered independent
from each other, and SEE rates are estimated probabilistically.

CONSIDERATION OF EXTREME SPACE WEATHER

The sun can influence the neutron flux within the atmosphere in two main ways: 1) the
impact of solar activity on the intensity of galactic cosmic rays reaching earth and, 2)
occasional extreme space weather events which can result in large bursts of solar
particles arriving in the atmosphere, creating a short increase in the atmospheric
neutron flux.

During periods of high solar activity (e.g. solar flares) the flux density may rise to a level
significantly higher than that normally experienced. The flux density utilized for design
analysis purposes is based on average levels determined by the airframer and as this
includes occasional periods of extreme space weather events, further consideration in
this respect is not necessary.

No consideration is provided for rare solar events that might significantly increase
neutron flux for short periods (hours to days). During these events, the faults would
continue to be random (i.e. not a Common Mode). These events are outside the scope
of this example.

The protection and mitigation incorporated into airborne electronic systems based on
the normal levels of atmospheric radiation will also provide some protection and
mitigation for the extreme solar and cosmic radiation event environments. Further
information regarding extreme space weather can be found in the following report:
Extreme Space Weather — Impacts on Engineered Systems and Infrastructure. Royal
Academy of Engineering — February 2013 and EASA Safety Information Bulletin SIB
No. 2012-09 Effects of Space Weather.

1.6

1.7 Thermal Neutrons

There is an additional SEE rate in some devices contributed by very low energy
neutrons (called thermal neutrons). While the high energy neutrons cause SEE through
interaction with the Si atoms, thermal neutrons cause SEE through their interaction with
Boron-10 that is found in some microelectronics. Parts containing Boron-10 or natural
boron are typically avoided when possible. When assessing SEE rates, thermal neutron
effects may be considered when appropriate; information can be found in section 5.6 of
IEC 62396-1 and also in IEC 62396-5.
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