IEC IEC 60300-1

-]
®

INTERNATIONAL
STANDARD

NORME
INTERNATIONALE

Edition 3.0 2014-05

Dependability management —
Part 1: Guidance for management and application

Gestion de la sareté de fonctionnement —
Partie 1: Lignes directrices pour la gestion et I'application

IEC 60300-1:2014-05 (en-fr)

Full docu


http://avadocuments2026.com/doc/iec-60300-1-2014
http://avadocuments2026.com/doc/iec-60300-1-2014

IEC Central Office
3, rue de Varembé
CH-1211 Geneva 20

Switzerland www.iec.ch

THIS PUBLICATION IS COPYRIGHT PROTECTED
Copyright © 2014 IEC, Geneva, Switzerland

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized in any form
or by any means, electronic or mechanical, including photocopying and microfilm, without permission in writing from
either IEC or IEC's member National Committee in the country of the requester. If you have any questions about IEC
copyright or have an enquiry about obtaining additional rights to this publication, please contact the address below or
your local IEC member National Committee for further information.

Droits de reproduction réservés. Sauf indication contraire, aucune partie de cette publication ne peut étre reproduite
ni utilisée sous quelque forme que ce soit et par aucun procédé, électronique ou mécanique, y compris la photocopie
et les microfilms, sans I'accord écrit de I''EC ou du Comité national de I'lEC du pays du demandeur. Si vous avez des
questions sur le copyright de I'lEC ou si vous désirez obtenir des droits supplémentaires sur cette publication, utilisez
les coordonnées ci-aprés ou contactez le Comité national de I'lEC de votre pays de résidence.

Tel.: +41 22 919 02 11
Fax: +41 22 919 03 00
info@iec.ch

About the IEC

The International Electrotechnical Commission (IEC) is the leading global organization that prepares and publishes
International Standards for all electrical, electronic and related technologies.

About IEC publications

The technical content of IEC publications is kept under constant review by the IEC. Please make sure that you have the
latest edition, a corrigenda or an amendment might have been published.

IEC Catalogue - webstore.iec.ch/catalogue

The stand-alone application for consulting the entire
bibliographical information on IEC International Standards,
Technical Specifications, Technical Reports and other
documents. Available for PC, Mac OS, Android Tablets and
iPad.

IEC publications search - www.iec.ch/searchpub

The advanced search enables to find IEC publications by a
variety of criteria (reference number, text, technical
committee,...). It also gives information on projects, replaced
and withdrawn publications.

IEC Just Published - webstore.iec.ch/justpublished

Stay up to date on all new IEC publications. Just Published
details all new publications released. Available online and
also once a month by email.

Electropedia - www.electropedia.org

The world's leading online dictionary of electronic and
electrical terms containing more than 30 000 terms and
definitions in English and French, with equivalent terms in 14
additional languages. Also known as the International
Electrotechnical Vocabulary (IEV) online.

IEC Glossary - std.iec.ch/glossary

More than 55 000 electrotechnical terminology entries in
English and French extracted from the Terms and Definitions
clause of IEC publications issued since 2002. Some entries
have been collected from earlier publications of IEC TC 37,
77, 86 and CISPR.

IEC Customer Service Centre - webstore.iec.ch/csc

If you wish to give us your feedback on this publication or
need further assistance, please contact the Customer Service
Centre: csc@iec.ch.

A propos de I'lEC

La Commission Electrotechnique Internationale (IEC) est la premiére organisation mondiale qui élabore et publie des
Normes internationales pour tout ce qui a trait a I'électricité, a I'électronique et aux technologies apparentées.

A propos des publications IEC

Le contenu technique des publications IEC est constamment revu. Veuillez vous assurer que vous possédez I'édition la
plus récente, un corrigendum ou amendement peut avoir été publié.

Catalogue IEC - webstore.iec.ch/catalogue

Application autonome pour consulter tous les renseignements
bibliographiques  sur les  Normes internationales,
Spécifications techniques, Rapports techniques et autres
documents de I'IEC. Disponible pour PC, Mac OS, tablettes
Android et iPad.

Recherche de publications IEC - www.iec.ch/searchpub

La recherche avancée permet de trouver des publications IEC
en utilisant différents critéres (numéro de référence, texte,
comité d’études,...). Elle donne aussi des informations sur les
projets et les publications remplacées ou retirées.

IEC Just Published - webstore.iec.ch/justpublished

Restez informé sur les nouvelles publications IEC. Just
Published détaille les nouvelles publications parues.
Disponible en ligne et aussi une fois par mois par email.

Electropedia - www.electropedia.org

Le premier dictionnaire en ligne de termes électroniques et
électriques. Il contient plus de 30 000 termes et définitions en
anglais et en frangais, ainsi que les termes équivalents dans
14 langues additionnelles. Egalement appelé Vocabulaire
Electrotechnique International (IEV) en ligne.

Glossaire IEC - std.iec.ch/glossary

Plus de 55 000 entrées terminologiques électrotechniques, en
anglais et en frangais, extraites des articles Termes et
Définitions des publications IEC parues depuis 2002. Plus
certaines entrées antérieures extraites des publications des
CE 37,77, 86 et CISPR de I'lEC.

Service Clients - webstore.iec.ch/csc

Si vous désirez nous donner des commentaires sur cette
publication ou si vous avez des questions contactez-nous:
csc@iec.ch.

Documents

Document Sharing Hub

Full document details: IEC 60300-12014


mailto:info@iec.ch
http://www.iec.ch/
http://webstore.iec.ch/catalogue
http://www.iec.ch/searchpub
http://webstore.iec.ch/justpublished
http://www.electropedia.org/
http://std.iec.ch/glossary
http://webstore.iec.ch/csc
mailto:csc@iec.ch
http://webstore.iec.ch/catalogue
http://webstore.iec.ch/justpublished
http://std.iec.ch/glossary
http://avadocuments2026.com/doc/iec-60300-1-2014
http://avadocuments2026.com/doc/iec-60300-1-2014

IEC 60300-1

Edition 3.0 2014-05

INTERNATIONAL
STANDARD

NORME
INTERNATIONALE

Dependability management —
Part 1: Guidance for management and application

Gestion de la sareté de fonctionnement -
Partie 1: Lignes directrices pour la gestion et I'application

INTERNATIONAL
ELECTROTECHNICAL
COMMISSION

COMMISSION
ELECTROTECHNIQUE

INTERNATIONALE PRICE CODE X
CODE PRIX

ICS 03.100.40, 03.120.01, 21.020 ISBN 978-2-8322-1777-1

Warning! Make sure that you obtained this publication from an authorized distributor.

Attention! Veuillez vous assurer que vous avez obtenu cette publication via un dismbuteur agréé.
poctuments

Document Sharing Hub

® Registered trademark of the International Electrotechnical Commission
Marque déposée de la Commission Electrotechnique Internationale

Full document details: IEC 60300-12014


http://avadocuments2026.com/doc/iec-60300-1-2014
http://avadocuments2026.com/doc/iec-60300-1-2014

-2- IEC 60300-1:2014 © IEC 2014

CONTENTS

O T T O 1 I 4
INTRODUCTION ...ttt e e ettt e et e e e e e e e e e e e e e et e e enes 6
1 ST o7 o 1= S 7
2 NOMALIVE FEIEIENCES ...t et ans 7
3  Terms, definitions and abbreviations ... 7
3.1 Terms and definitioNs ... 7
3.2 ADDreVIiatioNs ... 10
4 Dependability management..... ... 10
4.1 Understanding dependability ..., 10
4.2 Benefits of dependability management.............oooii 12
4.3 Challenges of managing dependability ............coooiiiiiiiiii 12
5 System for managing dependability ....... ... 12
5.1 L0 A= VT 12
5.2 Organizational arrangementsS. ..o 13
5.3 Management aCtiONS ... i 14
5.4 Performance evaluation....... ... 14
6  Application of dependability management...............oooiiii i, 15
6.1 Tailoring a dependability programme ...........ooiiiii i 15
6.2 Analysis of objectives and requirements ..........cocoviiiiiiiiiiiii 16
6.3 RiSK Management .. ... 17
6.4 Implementation of dependability activities through the life cycle ...................... 17
6.5 Selection of dependability tools and technical activities............c..coooveiiiin. 17
6.6 L= o 10 o7 18
6.7 Measurement and asSeSSMENt ... ... 18
6.8 Assurance of dependability ... 19
6.9 Reviewing dependability outcomes and activities ...............coooiiiiiin, 20

Annex A (informative) Organizational arrangements of a dependability management
L3251 =1 0 P 22
A.1 Organizational StrUCIUIeS.........iiiii s 22
A.2 Organization of dependability activities ..., 22
Annex B (informative) Activities of a dependability management system ............................. 24
B.1 Dependability activities within the life cycle ..., 24
B.2 Dependability life cycle activities ........cocoiiiiiiiii 27
Annex C (informative) Defining requirements of an item ... 32
C.1 Requirements from an application perspective ...........coooiiiiiiiii 32
C.2 Examples of performance requirements that include dependability .................. 33
C.2.1 Requirements determined by both provider and user...................... 33
C.2.2 Requirements determined by provider only ...........coooiiiiiiiiinnnnen, 34
Annex D (informative) Structure of dependability standards .............ccocooiiiiiiii . 37
D.1 UG U ..o e e 37
D.2 C0re StANAAIAS ..o 37
D.3 Process standards. .. ..o 37
D.4 SUPPOIt STANAAIAS ..o 38
D.5 Associated standards ... 38

Documents

Document Sharing Hub

Full document details: IEC 60300-12014


http://avadocuments2026.com/doc/iec-60300-1-2014
http://avadocuments2026.com/doc/iec-60300-1-2014

Full document details: IEC 60300-12014

IEC 60300-1:2014 © IEC 2014 -3-
Annex E (informative) Checklist for review of dependability............cc.ooiiiiii 39
E.1 INtrodUCTOrY FEMATK ...t e e 39
E.2 Lo o7 =Y o ) S 39
E.2.1 Requirements definition ..o 39
E.2.2 Requirements analysis ..o 39
E.2.3 High-level architectural design..........cccocoviiiiiiiii 39
E.3 DV OPMENT ... 40
E.3.1 IEEM dESIGN oo 40
E.3.2 Full-scale system development..........ccooiiiiiiiiic e 40
E.4 Realization .. ... 41
E.4.1 Item realization ..o 41
E.4.2 Item implementation ..., 41
E.5 L0 {1 2= o o P 41
E.6 ENhanCement ... ..o 41
E.7 ReetiremMent e 42
=T o TN ToTe ] =1 o1 Y/ PP 43
Figure 1 — Relationship of dependability to the needs and requirements of an item
(product, SYStEM, PrOCESS OF SEIVICE) .iuuiuitiiii ettt e e e e e e e e e e e e e e e eneeens 11
Figure 2 — Dependability management SYStemMS ..o 13
Figure B.1 — Dependability activities and the life cycle ... 26
Figure C.1 — Example showing the relationship between the functional, non-functional
and dependability requirements for a motor-driven pipeline pump ... 34
Figure C.2 — Example showing the relationship between the functional, non-functional
and dependability requirements for a family car............cooiiiii i, 36
Figure D.1 — Framework for dependability standards .............ccoiiiiiiiiii i 37
Table B.1 — Activities during the concept stage.........ooooiiiii e, 27
Table B.2 — Activities during development stage .........c.cooiiiiii i, 29
Table B.3 — Activities during the realization stage ... 30
Table B.4 — Activities during the utilization stage ..o 31
Table B.5 — Activities during the enhancement stage ..., 31
Table B.6 — Activities during the retirement stage ...........coooiiiii i, 31
Documents

Document Sharing Hub


http://avadocuments2026.com/doc/iec-60300-1-2014
http://avadocuments2026.com/doc/iec-60300-1-2014

-4 - IEC 60300-1:2014 © IEC 2014

INTERNATIONAL ELECTROTECHNICAL COMMISSION

DEPENDABILITY MANAGEMENT -
Part 1: Guidance for management and application

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote
international co-operation on all questions concerning standardization in the electrical and electronic fields. To
this end and in addition to other activities, IEC publishes International Standards, Technical Specifications,
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee interested
in the subject dealt with may participate in this preparatory work. International, governmental and non-
governmental organizations liaising with the IEC also participate in this preparation. IEC collaborates closely
with the International Organization for Standardization (ISO) in accordance with conditions determined by
agreement between the two organizations.

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC National Committees.

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any
misinterpretation by any end user.

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
transparently to the maximum extent possible in their national and regional publications. Any divergence
between any IEC Publication and the corresponding national or regional publication shall be clearly indicated in
the latter.

5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any
services carried out by independent certification bodies.

6) All users should ensure that they have the latest edition of this publication.

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of
patent rights. IEC shall not be held responsible for identifying any or all such patent rights.

International Standard IEC 60300-1 has been prepared by IEC technical committee 56:
Dependability.
This bilingual version (2014-08) corresponds to the English version, published in 2014-05.

This third edition cancels and replaces the second edition published in 2003 and constitutes a
technical revision.

This edition includes the following significant technical changes with respect to the previous
edition:

a) an updating of definitions to reflect IEC 60050-191:2014;
b) an enhanced description of dependability and its attributes;

c) a more generic approach to dependability management;
Documents
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€) a more generic approach to the life cycle;

f) a framework for dependability standards.

In addition, this third edition cancels and replaces the second edition of document IEC 60300-
2 published in 2004.

The text of this standard is based on the following documents:

FDIS Report on voting
56/1550/FDIS 56/1556/RVD

Full information on the voting for the approval of this standard can be found in the report on
voting indicated in the above table.

The French version of this standard has not been voted upon.
This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

A list of all parts in the IEC 60300 series, published under the general title Dependability
management, can be found on the IEC website.

The committee has decided that the contents of this publication will remain unchanged until
the stability date indicated on the IEC web site under "http://webstore.iec.ch" in the data
related to the specific publication. At this date, the publication will be

* reconfirmed,

* withdrawn,

» replaced by a revised edition, or
*+ amended.
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INTRODUCTION

This part of IEC 60300 describes the processes involved in managing dependability within an
organization and establishes a framework for managing dependability activities for the
purpose of achieving dependability performance.

Dependability is the ability of an item to perform as and when required. Dependability is a
term used to describe the time-dependent characteristics associated with the performance of
an item. Dependability includes characteristics such as availability, reliability, maintainability
and supportability under given conditions of use and maintenance support requirements.
Dependability describes the extent to which something can be trusted to behave as expected.

Dependability creates trust and confidence and affects the ability of an organization to meet
its objectives. It is achieved by effective planning and implementation of dependability
activities throughout the life cycle of items.

Dependability has a strong impact on the user’s perception of the value of an item developed
or provided by an organization. Poor dependability will affect an organization’s capability to
deliver its objectives and reduce its reputation.

Dependability management provides a systematic approach for addressing dependability and
related issues from an organizational and business perspective. Dependability is often driven
by technology and requires the integration of innovation with legacy products. Achieving
dependability throughout the life cycle process can be influenced by market dynamics, global
economics and resource distributions, changing customer needs, and a competitive
environment. Strategies need to adapt to anticipated changes to sustain viability in business
operations. Dependability management focuses on the needs of stakeholders in optimizing
dependability to enhance organizational objectives and return-on-investments.

This standard is written specifically for application to technological products, systems,
processes and services, which are referred to in this standard by the general term “item”.
However, much of the guidance provided is generic and can be adapted for application in
various non-technological applications. In addition, the potential side effects on safety,
environment and other factors should be identified, analysed and managed when optimizing
dependability.

The intended audience for this standard ranges from users, owners and customers to
organizations involved in and responsible for ensuring dependability requirements are being
met. Organizations include all types and sizes of corporations, public and private institutions
such as in government agencies, business enterprises, and non-profit associations.
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DEPENDABILITY MANAGEMENT -

Part 1: Guidance for management and application

1 Scope

This part of IEC 60300 establishes a framework for dependability management. It provides
guidance on dependability management of products, systems, processes or services involving
hardware, software and human aspects or any integrated combinations of these elements. It
presents guidance on planning and implementation of dependability activities and technical
processes throughout the life cycle taking into account other requirements such as those
relating to safety and the environment.

This standard gives guidelines for management and their technical personnel to assist them
to optimize dependability.

This standard is not intended for the purpose of certification.

2 Normative references

The following documents, in whole or in part, are normatively referenced in this document and
are indispensable for its application. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any
amendments) applies.

None.

3 Terms, definitions and abbreviations
For the purposes of this document, the following terms and definitions apply.

3.1 Terms and definitions

3.1.1
availability < of an item>
ability to be in a state to perform as required

Note 1 to entry: Availability depends upon the combined characteristics of the reliability, recoverability and
maintainability of the item, and in some cases, on the maintenance support performance.

Note 2 to entry: Availability may be quantified using appropriate performance measures.

[SOURCE: IEC 60050-191:2014 [1]1, 191-41-23]

3.1.2
dependability <of an item>
ability to perform as and when required

Note 1 to entry: Dependability includes availability, reliability, recoverability, maintainability, and maintenance
support performance, and, in some cases, other characteristics such as durability, safety and security.

1 Numbers in brackets refer to the bibliography.
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Note 2 to entry: Dependability is used as a collective term for the time-related quality characteristics of an item.

[SOURCE: IEC 60050-191:2014, 191-41-22]

3.1.3

dependability case

evidence-based, reasoned, traceable argument created to support the contention that a
defined system will satisfy the dependability requirements

314
dependability management
coordinated activities to direct and control an organization with regard to dependability

Note 1 to entry: Dependability management is part of an organization’s overall management.

315

dependability management system

set of interrelated or interacting elements of an organization to establish dependability-related
policies and objectives and the processes to achieve those dependability objectives

Note 1 to entry: Systems for managing dependability are part of the overall management system and not usually a
separate management system.

Note 2 to entry: The system elements include the organization’s structure, roles and responsibilities, planning,
procedures and processes.

3.1.6
dependability plan
set of scheduled activities to achieve dependability objectives and targets for an item

3.1.7

dependability programme

coordinated set of plans that describe the activities that lead to cost-effective achievement of
dependability objectives and targets and the way they are resourced

3.1.8
item
subject being considered

Note 1 to entry: The item may be an individual part, component, device, functional unit, equipment, subsystem, or
system.

Note 2 to entry: The item may consist of hardware, software, people or any combination thereof.

Note 3 to entry: The item is often comprised of elements that may each be individually considered.

[SOURCE: IEC 60050-191:2014, 191-41-01]

3.1.9
life cycle
series of identifiable stages through which an item goes, from its conception to disposal

EXAMPLE A typical system lifecycle consists of: concept and definition; design and development; construction,
installation and commissioning; operation and maintenance; mid-life upgrading, or life extension; and
decommissioning and disposal.

Note1 to entry: The stages identified will vary with application.

[SOURCE: IEC 60050-191:2014, 191-41-09]
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3.1.10

maintainability <of an item>

ability to be retained in, or restored to a state to perform as required, under given conditions
of use and maintenance

Note 1 to entry: Given conditions would include aspects that affect maintainability, such as: location for
maintenance, accessibility, maintenance procedures and maintenance resources.

Note 2 to entry: Maintainability may be quantified using appropriate measures.

[SOURCE: IEC 60050-191:2014, 191-41-27]

3.1.11
maintenance support
provision of resources to maintain an item

Note 1 to entry: Resources include human resources, support equipment, materials and spare parts, maintenance
facilities, documentation and information, and maintenance information systems.

[SOURCE: IEC 60050-191:2014, 191-41-28]

3.1.12

organization

person or group of people that has its own functions with responsibilities, authorities and
relationships to achieve its objectives

Note 1 to entry: The concept of organization includes, but is not limited, to sole-trader, company, corporation,
firm, enterprise, authority, partnership, charity or institution, or part or combination thereof, whether incorporated or
not, public or private.

Note 2 to entry: For organizations with more than one operating unit, a single unit may be defined as an
organization.

3.1.13
reliability <of an item>
ability to perform as required, without failure, for a given time interval, under given conditions

Note 1 to entry: The time interval duration may be expressed in units appropriate to the item concerned, e.g.
calendar time, operating cycles, distance run, etc., and the units should always be clearly stated.

Note 2 to entry: Given conditions include aspects that affect reliability, such as: mode of operation, stress levels,
environmental conditions and maintenance.

Note 3 to entry: Reliability may be quantified using appropriate measures.

[SOURCE: IEC 60050-191:2014, 191-41-24]

3.1.14
requirement
need or expectation that is stated, generally implied or obligatory

[SOURCE: ISO 9000:2005, 3.1.2]

3.1.15

stakeholder

person or organization that can affect, be affected by, or perceive themselves to be affected
by a decision or activity

3.1.16
supportability <of an item>
ability to be supported to sustain the required availability with a defined operational profile

and logistic and maintenance resources Documents
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Note 1 to entry:  Supportability complements the inherent reliability and maintainability of the item, combined with
factors external to the item that affect the relative ease of providing the required maintenance and logistic support.

[SOURCE: IEC 60050-191:2014, 191-41-31, note 1 has been modified]

3.1.17
system <in dependability>
set of interrelated items that collectively fulfil a requirement

Note 1 to entry: A system is considered to have a defined real or abstract boundary.

Note 2 to entry: External resources (from outside the system boundary) may be required for the system to
operate.

Note 3 to entry: A system structure may be hierarchical, e.g. system, subsystem, component, etc.

Note 4 to entry: Conditions of use and maintenance should be expressed or implied within the requirement.

[SOURCE: IEC 60050-191:2014, 191-41-03]

3.1.18

tailoring <process>

process to adapt, adjust or alter an organization’s set of established processes and activities
to fulfil, satisfy or meet requirements as they apply to dependability

3.2 Abbreviations

COTS Commercial-off-the-shelf

FMEA Failure modes and effects analysis

FRACAS Failure recording, analysis and corrective action system

FTA Fault tree analysis

HSE Health, safety and environment
MTBF Mean time between failure
HAZOP Hazard and operability studies
RCM Reliability centred maintenance

4 Dependability management

4.1 Understanding dependability

Dependability is the ability of an item to perform as and when required. Dependability is thus
the ability to fulfil the requirements and expectations of an item consistently over time.
Dependability creates value in that the item retains its performance characteristics, operates
as desired, and satisfies customer needs and expectations.

Management of dependability is a key element of an organization’s wider management
systems in particular those for assets, finance and quality. Dependability management
encompasses the planning and application of organizational arrangements, processes and
associated methods and techniques to achieve the organization’s performance and product
objectives.

Dependability is improved by systematically reducing the frequency of outages, product
failures, service downtimes, and other undesired events and minimizing their effects. This is
achieved by actions such as improving design, eliminating root causes of failure, simplifying
complex processes, mitigating anomalies, promoting fault tolerance in design and fitness for
use, advocating fault avoidance and error prevention, managing maintenance activities and
making commitments to build trust and integrity to ensure user confidence throughout the life
cycle. Early consideration of dependability in the life cycle is crucial since reCt'fy”BG&'ijﬁ‘ients
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that causes poor dependability will often be more difficult, time consuming and costly at a
later time.

Figure 1 illustrates the relationship of dependability to the needs of stakeholders and the
requirements of an item. Depending on context, stakeholders can include users, owners,
customers, government agencies, businesses and organizations responsible for ensuring
dependability requirements are met.

Needs

Y

[ Constraints }—> Requirements

A 4 A 4

Functional Non-functional
Requirements Requirements
A A

I I

1 \ 4 I
Time-dependent | '
aspects  —-----

Time-dependent
—————— aspects

Dependability
Requirements

IEC 1362/14

Figure 1 — Relationship of dependability to the needs and
requirements of an item (product, system, process or service)

Requirements are determined from the needs of stakeholders and from constraints such as
the conditions of use, resources and legislation. They include functional requirements, which
define what the item is required to do, and non-functional requirements, which specify
additional attributes. Examples of functional requirements are capacity and power output and
examples of non-functional requirements are safety, environmental sustainability and
efficiency. Dependability requirements, which define the time-dependent ability to achieve
dependability performance in these requirements consist of characteristics such as reliability,
availability, maintainability and supportability.

Functional and non-functional requirements and dependability requirements are inter-related.
A dependability requirement can only exist if there is a functional or non-functional
requirement that has to be satisfied. There can be competing objectives between desirable
requirements, such as safety or oil/gas production and dependability, and therefore trade-offs
may be necessary. There can also be constraints related to cost, availability of item
components or resources, or fixed timelines that could cause a compromise between
functionality and dependability.

The perception of the ability to perform as and when required can vary for different
stakeholders. Users, providers, operators, maintainers and others who interact with an item
can have overlapping dependability requirements but with different application objectives and
usage expectations. This can result in differing perceptions of dependability which might need
to be considered while defining requirements.

Dependability includes objectively measureable characteristics, such as reliability, availability
and maintainability, and more subjective judgements of trustworthiness relating to the
functions required by particular stakeholders. The ability to measure the attainment of
performance objectives is a fundamental consideration in setting the requirements.
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Dependability includes both the ability to meet functional and non-functional requirements
under normal and expected conditions, and the ability to adapt to unexpected changes in
requirements, assumptions and circumstances to recover from external system failures.

4.2 Benefits of dependability management
Managing dependability results in benefits such as

e meeting stakeholder requirements and objectives,
e achieving expected service levels,
e maintaining production or manufacturing capacity through increased availability,

e improving safety when potential detrimental consequences are identified and dealt with
appropriately,

e reducing environmental impact when detrimental consequences are identified and dealt
with appropriately,

e increasing life and durability and reducing life cycle costs, and

e improving quality.
4.3 Challenges of managing dependability

Dependability needs to be addressed during the entire life cycle of an item. Early
consideration and implementation of relevant dependability activities will better ensure that
dependability requirements are achieved.

There can be complications when multiple organizations are involved, mid-life upgrading
occurs, or the item’s dependability is influenced by interconnected and external systems.

Items are often integrated to operate with legacy items that are in different stages of the life
cycle, with older generation technologies and methods of design. Dependability management
needs to ensure interoperability and dependability of the integrated items through interface
specifications to ensure dependable performance.

Systems are becoming more complex and can exhibit the characteristics of "open systems”,
“systems of systems” or “unbounded or weakly bounded systems”. The systems can be
managed by different parties that have different objectives and can be at different stages of
the life cycle. This, together with the scale and complexity of the system makes it difficult for
any stakeholder to comprehend the system as a whole and changes are thus less predictable
and controllable. For that reason, it is crucial for stakeholders to understand and agree on the
boundaries of their responsibilities and to assign accountability for implementation. Planning
for dependability needs to take into account the potential for major failures and changes
outside respective boundaries as well as inside.

5 System for managing dependability

5.1 Overview

The purpose of a system for managing dependability is to direct and control an organization
with regard to dependability, coordinating with other disciplines to provide an efficient and
integrated effort to achieve objectives. Organizational policies and objectives may include
dependability policies and objectives, which then lead to a dependability management system
that can effectively implement them.

Figure 2 shows dependability management as a part of a generic management system. The
dependability management system results in a dependability programme which feeds into
organizational plans and activities.
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Figure 2 — Dependability management systems

A dependability management system consists of three elements:

e organizational arrangements to implement dependability policies and objectives;
e dependability activities that are implemented in the dependability programme;

e performance evaluation arrangements.
5.2 Organizational arrangements

Establishing organizational arrangements focuses on the management structure needed to
facilitate effective implementation of the dependability policies. Dependability management
should be integrated by the management systems of an organization in order to enable
effective decision-making and influence technical direction. In particular, dependability
engineering should be closely integrated into engineering projects for design and process
improvements. Annex A describes the incorporation of dependability activities in the
organizational operations, strategies and processes to achieve long-term goals and on-going
project objectives.

Dependability policies and objectives need to be aligned with organizational policies and
objectives and those of stakeholders comprising both technical and business perspectives.
Organizational arrangements for managing dependability should take into consideration the
organization’s context, its objectives and the strategies to achieve them, and its risks and
opportunities.

Dependability management systems do not always require a complex organizational
infrastructure and reporting hierarchy to be effective. Dependability activities either can be
managed by a separate organizational unit with close coordination, be fully integrated into
other relevant areas, or be a mixture of the two approaches. The alignment of organizational
structure, responsibilities, procedures, activities, resources and information is critical to
efficient and effective direction and control of dependability. There should be dependability
management involvement in planning, review, auditing, verification and validation of on-going
project activities.

Where functions such as design, maintenance and logistic support are outsourced, the
responsibility for dependability aspects of outsourcing should be specified, monitored and
controlled.

One of the challenges with managing dependability over the life cycle is that oftemrétments
one organization is involved. Over the life cycle, certain responsibilities riay
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passed from one organization to another. Since organizational styles and procedures vary,
the management of dependability needs to adapt to different situations.

A means to manage and control dependability data and information should be established as
a part of the organization’s management information systems. This is to provide management
insights on historical data and dependability-related performance records, enabling
measurement of dependability status and improvements.

5.3 Management actions

Effective dependability management helps to ensure that dependability requirements are met
in conjunction with functional and non-functional requirements.

Management actions should address the following:
e provide leadership through management commitment, policy direction and establishment
of roles, responsibilities and authority;

e provide operational planning and control to achieve dependability objectives and manage
risks;

e involve stakeholders by identifying dependability requirements and issues, communication
of dependability programme status, conflict resolution and trade-offs, and securing and
maintaining agreements and accountability;

e coordinate different organizational functions that are involved in dependability activities
with assigned dependability responsibility for the coordination of management and
technical effort;

e manage risks to dependability objectives and targets;

e provide and manage resources including acquisition of capital equipment, staff training
and deployment, outsourcing and sub-contracting of dependability technical work;

e manage the technical activities needed during an item’s life cycle to achieve dependability;

e manage knowledge and information through the capture and dissemination of relevant
dependability data and knowledge, including maintenance of a dependability performance
data base;

e undertake performance evaluations through monitoring, measuring analysis and
evaluation, audit and assurance and management review;

e ensure sustained improvement via the planning and control of enhancement activities and
appropriate reviews of progress.

Dependability related issues and technical concerns should be brought to management
attention at review meetings for resolution, decisions and priority setting of task assignments.

5.4 Performance evaluation

Performance of organizational arrangements and processes is evaluated to assure relevant
stakeholders that dependability management activities are being carried out well and will
achieve the required dependability performance.

The organization should define performance indicators and targets for the dependability
management system and monitor measure, analyse and improve performance against these
indicators and targets.

This could involve

e evaluating the operation and effectiveness of dependability processes, activities and
procedures,

e evaluating whether the organization’s dependability policies and objectives are B'@@m&nents
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e reviewing the suitability of the dependability policies objectives and programme,
e assessing the dependability performance of items, and

e monitoring agreements and responsibilities.
6 Application of dependability management

6.1 Tailoring a dependability programme

The basic elements of a dependability programme are as follows:

e dependability plans, which define the activities, techniques and resources required to
achieve dependability of items;

e methods for measurement and assessment;

e assurance and review (see Figure 2).

Management accountable for the resulting dependability of an item should tailor these
elements to fulfil the dependability objectives for that specific situation or project. Tailoring
applies to any stage of the life cycle but important tailoring occurs during the initial design-
related parts of the life cycle. It might not be necessary to tailor activities in all cases, for
example, for manufacturers who develop and produce similar products.

The general tailoring of the dependability programme involves the following:

e identification of the organizational context, including policy and infrastructure;
e consideration of regulatory requirements or standards;

e identification of item related characteristics such as its features and functions, past history
of similar items, their intended end use and anticipated application environments;

e analysis of objectives and requirements;
e determination of the specific life cycle stages or phases that are applicable;
e assessing risks;

e selection of dependability activities relevant to the specific life cycle stages or phases
identified;

e selection of tools and technical activities needed to achieve dependability;
e selection of techniques for measurement and assessment;

e definition of the capability and resources needed and actually available for
implementation;

e prioritization and allocation of resources;

e planning reviews and assurance;

e documentation of the rationale in formalizing the tailoring decisions as part of the
organizational or project plan.

If the magnitude of the programme dictates the need for each functional area to have its own
plan, these dependability activities can be documented in their own separate plans.

Tailoring criteria and guidelines describe

¢ how the organization’s dependability activities are used within project processes,
e which mandatory and legal requirements need to be satisfied,

e which options may be exercised as well as the criteria for selecting from these options,
and

e how to make decisions about which dependability procedures should be perfornBtbcuments
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Tailoring needs to take into account the nature of the organization and the dependability tasks
that need to be managed. The organization could vary from a technical consultancy to a
multinational conglomerate requiring appropriate dependability management of diverse
disciplines, organization and specialization. Management approaches often seek technology
transfer, knowledge infusion, or expert consultancy to deal with critical short-term technical

gaps.

The tailoring of dependability activities includes consideration of the organization’s technical
and administrative processes with their constraints and influencing factors, which include, but
are not limited to the following:

e customer requirements;

e regulatory requirements;

e safety requirements;

e delivery targets;

e allowable budgets;

e available resources;

e technical capability;

e environmental impact;

e novelty of technology involvement;

e provision of sustainable services.

The outcome of tailoring activities form the basis of a dependability plan of activities and
resources for that particular project. The depth and detail of the plan should enable
measurement for management tracking and costing purposes. Tailored plans should, along
with other plans such as those relating to safety, scheduling, integration, production,
operations and maintenance, build the backbone of the overall project plan. Integration into
this overall project plan can require further tailoring to accommodate project time and cost

limitations. This can incur a trade-off of predicted product dependability against project timing
and cost.

The provision of flexibility through tailoring should be balanced with the need to ensure
appropriate consistency in the dependability activities across the organization. Flexibility is
needed to address contextual variables such as the nature of the customer, cost, schedule,
quality trade-offs, and technical difficulty of the work as well as the depth of experience of the
people implementing the process. Tailoring criteria can allow for use of a standard process
with no tailoring or an approach where only exceptions are noted from a standard process.

6.2 Analysis of objectives and requirements

Requirements are defined to satisfy the needs and objectives of stakeholders. Requirements
can be divided into two interrelated groups, functional and non-functional requirements, both
of which could include dependability requirements (see Figure 1). Annex C describes how
dependability requirements can be defined.

Since perceptions of dependability can vary depending on the stakeholder, it is important to
ensure there is good communication and consultation between all relevant stakeholders when
defining requirements and how they will be assessed.

When there is a contract between a customer and a provider, they need to agree on the way
dependability is to be measured and how it will be decided that dependability targets have
been achieved.
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6.3 Risk management

Risks should be identified considering both potential failures to achieve requirements and
opportunities for enhanced performance. Risks to dependability and to functional and non-
functional objectives such as those concerning safety or the environment need to be
considered and trade-offs could be required.

Failure to meet requirements and objectives can arise as a result of

o failures of or within an item, which can be identified by reference to past data and methods
including root cause analysis of failures or by procedures such as FTA or FMEA,

e failure in support for the item such as in maintenance or maintenance support, and

e changes in requirements, assumptions and circumstances from outside the dependability
system and sometimes outside the organization.

Where practicable and cost beneficial, adverse consequences should be prevented or
reduced. Arrangements should be made to monitor external circumstances critical to
dependability to obtain early warning of changes. The need for an item to be able to recover
from and adapt to risks should be taken into account in defining requirements and the
activities and plans to achieve them.

6.4 Implementation of dependability activities through the life cycle

Dependability activities occur throughout the life cycle of an item and are normally
incorporated as part of engineering processes at every life cycle stage, even when the
different stages of the life cycle overlap. The transitions between life cycle stages often entail
different technical resources, diverse enabling systems and support criteria.

The activities required for each stage of the life cycle can be different. Dependability activities
should be organized and managed as part of engineering or other programmes or projects for
maximum effectiveness.

Annex B maps dependability activities to a generic life cycle; it should be recognized that life
cycle stages can be simpler or more complex, depending on specific circumstances.

6.5 Selection of dependability tools and technical activities

There is a broad range of technical activities and tools to facilitate achievement of
dependability management objectives such as reliability analysis and testing, maintenance
and logistic support management, customer care services, failure analysis and corrective
action systems. Dependability tools vary with the stage of the life cycle.

For example, at the design and development stage, techniques such as HAZOP, FMEA or
FTA can be applied. Those techniques aim to identify and prevent faults, failures or undesired
events before they have been observed in real operation.

During implementation and utilization, reliability improvement by a growth programme should
be part of an overall reliability activity in the development of an item, particularly for a design
that uses novel or unproven techniques, components or a substantial content of software. In
such a case, the programme can expose, over a period of time, many types of weaknesses
having design-related causes. Reliability growth is achieved by learning about the deficiencies
of the design through testing and taking action to eliminate or minimize the effect of these
deficiencies. Various statistical models can be used to develop a planned growth curve that
sets realistic interim reliability goals to be attained during the testing and indicates that
sufficient progress is being made in order to reach the final goal or requirement.

Root cause analysis is another dependability tool that consists of any systematic process to
identify the causes of a fault, failure or undesired event that have been observed ipyoperation
or during testing with the aim of preventing similar or related failures from occ 9 ments
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performed with the understanding that failures are best resolved by eliminating the primary or
root causes rather than addressing the immediately obvious symptom. It is typically applied in
response to a repeated failure or a failure with significant consequences.

Annex D presents the structure for dependability standards to support dependability
management and guide the application of methods and tools. Information on specific and
current dependability standards is provided on the IEC/TC56 Website [2] to facilitate
dependability applications.

6.6 Resources

The resources to achieve dependability of an item include

e someone to take responsibility for the dependability of an item either as a prime
responsibility or possibly as part of another role,

e expertise to carry out the appropriate technical activities and analyses,

e an information management system such as a dependability knowledge database (either
stand-alone or part of a logistic support system), and

e appropriate dependability analysis software.

The resources necessary can vary with the stage of the life cycle. For example, the design
and development stage requires dependability design expertise and the use of dependability
analysis techniques, which often require software programs and dependability data. The
realization stage can involve resources for detailed testing. During utilization of the item,
resources might be needed for data gathering and assessment and performance of
maintenance and support activities.

6.7 Measurement and assessment
The measurement process involves:

e identifying the type and objectives of the measurements of dependability attributes that
are needed under contractual and operational requirements or for specific conditions such
as product evaluation;

e determining the relevant data and the nature of the data sources for measurements;

o utilizing effective enabling systems to facilitate the measurement process such as
deployment of data collection systems, failure reporting, analysis and corrective action
systems, survey questionnaires, or other support schemes;

e interpreting the measurement results to establish performance trends, identify critical
issues and recommend management actions with rationales and justifications;

e documenting the measurement findings for record retention, quality audits and objective
evidence.

Dependability is assessed in different ways according to the stage in the life cycle:

o forecasted at the design stage by using probabilistic assessment and modelling methods;

o estimated at the realization stage by, for example, accelerated reliability and durability
testing;

e measured and analysed at the utilization stage using statistical and other methods.

The dependability characteristic that is measured depends on whether a user or
organizational perspective is taken and on the applicable performance requirements. For
example, for a transportation service, the user (passenger) will be concerned with
accessibility of the service (availability of space and conformance to the posted schedule),
dependability of service (on-time arrival) and integrity (properly maintained seating and
facilities). From an organizational perspective, dependability can also be assessed by means
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of an effectiveness measure such as customer satisfaction, reliability of the service and
maintenance cost.

The characteristics that constitute dependability can be measured either qualitatively or
quantitatively. Qualitative assessment could be done descriptively or by using ranking
methods.

Examples of qualitative methods are as follows:

e An assessment by an expert providing explanations on the item and providing a score
(such as 5 ‘stars’). In certain cases, the attributes are weighted to incorporate levels of
importance before an overall score is established. By comparing various scores from
different experts, an objective assessment can be achieved. Making judgments based on
the scores of a single expert should be treated with caution.

e An assessment derived from the general public providing an individual score and
associated justifications for a particular item. These scores are accumulated within a
database to establish an overall ranking for the item compared with other similar items.

e In these cases, the method of ranking needs to be understood as well as the potential
biases of the individuals providing the score before the accuracy of the ranking can be
acknowledged.

A quantitative value of dependability performance is derived from observed or estimated data.
Dependability characteristics can be quantified in different ways such as instantaneous and
operational measures of availability or reliability derived from direct and indirect measures of
items during testing, operation or maintenance. For example, they can be measured by times
of failures, operating time to first failure, duration of intervals of up time and down time and
effort expended on maintenance activities.

Since high reliability or availability is difficult and time-consuming to verify by testing, even
when using accelerated testing, the reliability of the item might need to be verified by analysis
methods. If it is not possible to test the entire item, tests could be made on the component
and module level. However, the final measure of the performance of the item is not normally
feasible until it is in operation.

Dependability parameters of an item should be predicted, forecast or measured under defined
stressing conditions such as the exposure to various environmental conditions that will occur
during utilization. Some typical natural environment stressing conditions are storage and
operating temperatures, humidity and solar loading. Cultural, organizational or political rules
and human involvement can also have dependability impacts.

6.8 Assurance of dependability

Assurance is the process to ensure the item conforms to established requirements and
standards. Assurance establishes the grounds for justified confidence that dependability-
related performance achievement claims will be, are or have been achieved. The objective of
assurance is to gain the trust of stakeholders that item dependability can be achieved. There
are generic approaches to assuring item dependability, which serve different purposes and
have varying degrees of engineering rigour. In practice, a combination of these three
approaches is likely to be used.

a) Dependability assurance is demonstrated by actual utilization in an application
environment over a scheduled time period. This could involve a formal demonstration or
actual performance during the warranty or operating period.

b) Dependability is inferred by applying statistical methods to data of the dependability of
constituent items.

c) Evidence of correct implementation of required dependability activities and tools is
provided.
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A means of achieving progressive assurance that dependability requirements are being met,
or will be satisfied throughout the life cycle of the item, is by use of a dependability case. The
framework for establishing a dependability case for assurance includes

e a reasoned auditable argument to support the contention that a defined item satisfies the
dependability requirements,

e a summary of evidence and arguments to support the claims for dependability
achievement, and

e progressive assurance throughout the life cycle of the item as part of the evaluation.

The dependability case provides a focal point for determining uncertainties and managing
related risks. Thereby, assurance has become a key factor for the life cycle activities that
plan, design, achieve, demonstrate, sustain and monitor the dependability-related
performance during operation.

Where possible, existing performance monitoring systems should be used to generate the
information needed for improving dependability activities and outcomes.

Typical examples include

e a failure recording, analysis and corrective action system (FRACAS),
e a customer care and feedback system,

e a maintenance and logistic support system,

e an incident reporting and fault management system,

e a health monitoring system, and

e a quality management system.
6.9 Reviewing dependability outcomes and activities

Dependability outcomes and activities should be reviewed throughout the life cycle. The
purpose of dependability reviews is to ensure that specific objectives from both technical and
business perspectives are being met throughout the life cycle. The reviews provide feedback
on dependability deficiencies and deviations at one life cycle stage for correction and
mitigation at other stages, as well as improving the way dependability is managed. The
reviews should consider both activities and outcomes and should set a course of action from
a technical perspective to achieve objectives and manage risks, for example, at critical design
points to prevent the propagation of errors and inadequate design decisions.

Dependability reviews are conducted in conjunction with other management reviews with
broader scope to address dependability management issues such as those associated with
the organization’s policies, administration, operation or customer services. For example,
project management reviews should be enhanced to include dependability aspects.

Dependability managers should participate in various capacities at review meetings and
contribute accordingly to issues of dependability interest and impact requiring management
attention and follow-up actions. A typical dependability review checklist is shown in Annex E.
The checklist is provided to assist a dependability review at major decision points during the
life cycle. The checklist can be used by the supplier and the customer for tailoring purposes to
meet their specific application needs.

The checklist is aligned with the life cycle as identified in Annex B.

Reviews cover a broad range of review activities over the life cycle of an item. Typical reviews
conducted at various levels of management which should incorporate dependability
components could include:
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e operations review to determine the health and operational status of an organization, a
subsidiary division, a manufacturing plant, or a service facility;

e project review to determine work progress status, project schedules and milestones
commitments, resource availability, outsourcing needs, supplier coordination, and identify
problems requiring management actions;

e technical review to evaluate application of new technology, product line diversification,
make-buy decisions, and timeline for new product introduction;

e design review to evaluate technical development achievements, dependability
assessments, design  weaknesses for improvement, product  qualification,
manufacturability, functional design, operability in the environment of application and
service support needs, and final design approval prior to design release to production;

e component application review to check operating conditions of components and COTS
items against data sheets and test results and for special requirements of use, handling
and assembly processes;

e production review to determine resource requirements and delivery schedules, production
capacity and throughput, outsourcing and subcontracting of production work, tooling,
assembly fabrication, material control and testing activities;

e risk review to determine whether risks have changed and whether the risk management
process is effective;

e service review to determine customers’ service needs, scheduled and unscheduled
maintenance activities, third-party service provisions, logistic support, inventory holdings
and depot locations;

e customer satisfaction review to address user concerns and improvement strategies;

e supplier review to ascertain supplies quality, delivery schedule commitments, ordering
process efficiency, multiple sourcing and supply-chain management;

e quality review to determine non-conformance status, assurance effectiveness and quality
performance trends, identify areas for improvements and recommend management
actions;

e verification and validation review to ensure proper verification and validation processes
have been carried out;

e product release review releasing the product for delivery and/or customer acceptance;

e regulation review to determine if applicable health, safety and environmental rules have
been identified and are properly implemented.

Dependability components in those reviews have to work together as a whole. Each of those
reviews typically involves several life cycle stages and activities and feedback from one
review can trigger activities affecting other reviews.

All reviews are part of the assurance process. The reviews of dependability ensure that all
critical issues have been assessed and resolved. The review records could be used as
objective evidence to support the dependability assurance process in a wider review of
assurance processes.
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Annex A
(informative)

Organizational arrangements of a dependability management system

A.1 Organizational structures

In order to achieve their objectives effectively, organizations are usually structured into
entities or business units with several levels of hierarchies. Each of these entities has
responsibility for managing certain activities with assigned resources to accomplish their
tasks. Unless objectives are very simple and easy to achieve, activities are normally divided
into multiple groups for efficiency based on factors such as common skill sets or physical
location requirements. Groups have leaders to manage activities, often with several layers of
management. In many organizations, dependability is a very important requirement that needs
to be met and the organizational structure should accommodate these specific requirements.

Some organizations exist for a certain time period in order to achieve a specific objective as is
common with situations such as product development, and design and construction of
facilities. In other cases, an organization can exist for a longer time period. In both situations,
dependability requirements will need to be accommodated in the organizational structure.

In organizations where business or technology is fast-moving, new organizational structures
are appearing. Typical examples include new partnerships to promote communications
networks, cross-regional and national jurisdictions in transportation and distribution, and
specialized one-stop manufacturing services where different organizations collaborate by
agreements to work together worldwide. Facilities can be established, transported and
duplicated in almost any country where human resources, security and a level playing field
can be established and sustained. Some vertically integrated organizations have also
engaged in matrix management and participative organizational structures to retain expertise
for strategic deployment. Organizations can then expand beyond standard corporate
management and can include collaborations of government, industry and academic
institutions or complex systems where no one stakeholder fully understands the system.

A.2 Organization of dependability activities

There are different possible approaches to structuring an organization to enable dependability
objectives to be met successfully. Since overall requirements are a combination of functional,
non-functional and dependability requirements, they require close coordination of activities
and should be seen as an integrated set of activities within an organization. In general,
dependability activities should be included within an organizational structure under one of the
following general scenarios.

e Dependability activities are fully integrated into the organizational structure with
dependability resources embedded into an organizational entity, for example, where every
employee is responsible for the dependability aspects of his or her activities. Often one or
more persons are assigned as facilitators for such activities.

e Dependability activities are sufficiently time-consuming and important that one or more
organizational entities will be needed to complete dependability activities as would be
appropriate for the design, construction and commissioning of a major facility. These
entities will still function in close coordination with other entities.

e For a large organization with multiple product lines or many large facilities to operate, it
can be worthwhile to set up a major organizational entity to serve the overall needs of the
organization in an efficient manner. This can eliminate duplication of effort and ensure
consistency of dependability activities while at the same time enabling the highest level of
expertise to be applied. In some cases, a separate dependability organizationﬁ required
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by regulatory authorities, e.g. type approval within the fields of telecommunication,
medical equipment and aerospace.

e With any of these scenarios, specific activities can be outsourced, either because they are
very specialized or their duration is short.

Key factors that contribute to successful achievement of dependability requirements from an
organizational perspective include

e defining a single overall responsibility for meeting dependability requirements and
coordinating shared responsibilities among the various organizational entities that are
involved,

e supplying and enabling expertise and competence of dependability resources to carry out
activities,

e managing information associated with dependability and related functional requirements,

e coordination between internal and external groups involved with dependability activities,
and

e incorporating dependability requirements in decision-making and fully understanding
trade-offs that can be made between functional and dependability requirements and
project-related factors such as schedule and cost.
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Annex B
(informative)

Activities of a dependability management system

B.1 Dependability activities within the life cycle

A variety of dependability activities are needed as items are created or acquired, used or
operated, enhanced and finally retired or disposed. This series of identifiable stages is known
as the life cycle and forms the basis for dependability activities.

For the purpose of this annex, a generic life cycle has been used that should be generally
applicable to all items. Note that these stages often overlap in their timing.

a) Concept

The concept stage is the initial visioning stage for an item. It can entail activities to identify
market or other needs, define/identify the general operational use environment and
timeline, human aspects the regulatory requirements (such as traceability, safety,
environment, sustainability, retirement and waste disposal) and other constraints. From
this, functional and non-functional requirements and the preliminary dependability
requirements can be defined and analysed and feasible design or purchasing solutions
identified from broad technical specifications. Potential needs for trade-off such as
between safety and dependability should be identified at this stage. Modelling and
probabilistic approaches can be used to achieve high-level dependability predictions in
order to select the preliminary architecture and the maintenance and supportability
policies, which are likely to meet the regulatory and dependability requirements. Risk
assessment during the concept stage should focus on the feasibility of concept design and
technology selection for project implementation. Selection of design options is based on
the best practical engineering approaches to achieve requirements and manage risks
within the constraints imposed.

b) Development

The development stage follows the initial concept once its feasibility has been verified.
The focus is to plan and execute selected engineering design solutions for the realization
of item functions. This is transcribed into an appropriate design and development effort
including designing system architecture, engineering modelling and prototype construction
and testing. Interfaces between system and subsystem elements are identified and a
systematic evaluation of the integrated item functions and its interactions with external
environments is conducted to validate the final configuration. Risks associated with the
selected design are assessed in more detail and treatments specified. Planning for
supportability maintenance access, operational procedures and assurance as well as
support processes should be well established prior to item realization. Relevant modeling
and probabilistic approaches can be used at this stage to achieve detailed dependability
predictions in order to consolidate the architecture and the maintenance and supportability
policies selected at the conceptual stage, and to verify that the regulatory and
dependability requirements are likely to be met.

c) Realization

The realization stage implements make-buy decisions for the acquisition, and/or
manufacturing of the final item and its components. The realization efforts deal with
activities such as technology development, tooling, manufacturing, packaging and supply
sourcing to ensure the complete transformation from the design to the specified item or its
subsystem components. The realized items or components can comprise a combination of
hardware and software functions. Realization includes component and module
simulations, analyses and tests including integration tests as well as activities such as
assembly of components, integration of item functions, verification of subsystems, and
installation of the item. Acceptance procedures should be established with the customer
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with possible trials in the actual operating environment prior to commissioning. Validation
should be a part of the trial to provide objective evidence of conformance to specifications.

d) Utilization

The utilization stage is when the item is deployed for delivery of functionality or service
with support for its operational capability by means of maintenance. The process activities
include operating and maintaining the item in accordance with performance requirements,
training for operators and maintainers to maintain skills competency, customer interface to
establish a service relationship, and record keeping on item performance status and
reporting failure incidents to initiate timely corrective and preventive actions. The item
performance should be monitored and checked on a regular basis to ensure that
dependability, regulatory and quality of service objectives are met. Data collection and
sampling can be used to estimate service dependability. Risk assessment during
operation and maintenance can deal with issues that arise due to changing conditions.

e) Enhancement

The enhancement stage might be needed to improve item performance with added
features to meet growing user demands, extend operating life or address obsolescence.
The process activities can include hardware or software upgrades or additions,
maintenance improvements, simplifying procedures to improve operational efficiency or
obsolescence management. At this stage relevant modeling and probabilistic approaches
can be used to assess the impact of the possible enhancements and select the best
solutions. Risk assessment during the enhancement stage often looks at cost versus
benefits and return-on-investment.

f) Retirement

The retirement stage occurs at the end of the life of the item. Upon termination of the use
of an item, it can be disassembled, redeployed for other uses, disposed for reuse of
materials and components or, in some cases, abandoned in situ (such as a pipeline). This
should be considered from the conceptual stage. For complex items, a strategy for
decommissioning could be established to formalize planning and implementation of the
decommissioning process to meet regulatory requirements. For other items, there could be
regulatory rules concerning their return and reuse or disposal.

Dependability activities are often considered in the context of the life cycle as shown in
Figure B.1.

Variations of these generic life cycle stages can result in more specific life cycle stages such
as:

e product: concept and definition, design and development, manufacturing and installation,
operation and maintenance, mid-life upgrading or life extension, and decommissioning and
disposal;

o facility: concept and definition, design and development, construction and commissioning,
operation and maintenance, mid-life upgrading, or life extension, and decommissioning
and disposal,;

e hardware: concept, design, fabrication and manufacturing, installation/commissioning,
operation/maintenance, modification, disposal,;

e software: concept, development, application, operation and maintenance, enhancement,
retirement.
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Figure B.1 — Dependability activities and the life cycle
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B.2 Dependability life cycle activities

The following tables provide typical examples of activities with an impact on dependability
objectives that could be part of a life cycle. This list is not exhaustive and should be modified
or tailored to meet specific requirements.

Table B.1 — Activities during the concept stage

Dependability objectives Dependability strategies Activities with impact on dependability
1. Define item a. ldentify market needs e  Conduct market or other surveys and research
requirements or other opportunities studies to assess customer/user needs

. Identify regulatory requirements related to new
initiatives

e Determine competitive leverage on dependability
values

. Identify scope of market or other needs and
assess risk of new initiatives

. Establish the context

b. Establish dependability e Determine timing for new venture initiation and
policies and incentives define innovation objectives

for implementation . Formulate strategic plans for new item
development and acquisition tactics

. Rationalize resource commitments to support new
initiatives and on-going programme portfolios

. Plan achievement targets

. Establish project tailoring criteria

. Document policies and mission statement

. Determine development tools and procedures

2. Analyse item a. ldentify technical . Conduct requirements analysis
performance approaches and
requirements feasibility for item

realization

. Determine item boundaries, operating functions
and performance characteristics from the set of
defined performance requirements

. Achieve probabilistic evaluations in order to
establish feasible solutions and define the
preliminary architectures

e Identify the organization’s capability to undertake
the work

e Identify risks

. Evaluate trade-offs which can be required
between desired functionality and dependability
requirements

. Determine resource requirements and evaluate
allocation plan for specific project tailoring

. Determine technical and quality measures for
design guidance and to enable dependability
assessments

b. ldentify potential e Determine feasibility of supply-chain and joint
partnership and venture collaboration

lier r iremen . . .
supplier requirements . Determine outsourcing requirements
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Dependability objectives Dependability strategies Activities with impact on dependability
3. Establish high level a. ldentify appropriate . Establish item configuration
design criteria logical architectural . Partition item functions

design options
e Select technologies for design and choice of
hardware/software for realization of functions

. Formulate make/buy decisions of item functions
. Formulate solution to meet item requirements

. Establish means for verification and integration of
item functions

b. Establish design . Formalize the design process and how trade-offs
requirements for will be handled
evaluation

. Identify design composition of hardware/software
elements for each function

. Incorporate test functions for performance
verification

. Establish human factors design criteria

. Establish dependability design criteria

. Perform dependability prediction

. Establish environmental design criteria

. Establish ergonomics design and interface criteria

e Establish electro-magnetic compatibility design
criteria

. Establish safety, security and reliability design
criteria

. Establish hardware design guidelines
. Establish software design guidelines

e Simulate item performance at functional level to
determine fault coverage and item recovery
strategy

e  Verify performance limits, robustness and
interoperability of item functions to meet
architectural design requirements

e Analyse and minimize the impact of health, safety
and environmental requirements and potential
detrimental effects on dependability

c. Document item . Incorporate dependability requirements in item
specifications specifications
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