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INTERNATIONAL ELECTROTECHNICAL COMMISSION

MAINTAINABILITY OF EQUIPMENT -

Part 5: Testability and diagnostic testing

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote
international co-operation on all questions concerning standardization in the electrical and electronic fields. To
this end and in addition to other activities, IEC publishes International Standards, Technical Specifications,
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee interested
in the subject dealt with may participate in this preparatory work. International, governmental and non-
governmental organizations liaising with the IEC also participate in this preparation. IEC collaborates closely
with the International Organization for Standardization (ISO) in accordance with conditions determined by
agreement between the two organizations.

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC National Committees.

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any
misinterpretation by any end user.

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
transparently to the maximum extent possible in their national and regional publications. Any divergence
between any IEC Publication and the corresponding national or regional publication shall be clearly indicated in
the latter.

5) IEC provides no marking procedure to indicate its approval and cannot be rendered responsible for any
equipment declared to be in conformity with an IEC Publication.

6) All users should ensure that they have the latest edition of this publication.

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of
patent rights. IEC shall not be held responsible for identifying any or all such patent rights.

International Standard IEC 60706-5 has been prepared by IEC technical committee 56:
Dependability.

This second edition cancels and replaces the first edition published in 1994. This second
edition constitutes a technical revision. It expands and provides more detail on the techniques and
systems broadly outlined in the first edition.

The text of this standard is based on the following documents:

FDIS Report on voting
56/1211/FDIS 56/1231/RVD

Full information on the voting for the approval of this standard can be found in the report on
voting indicated in the above table.
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This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

A list of all the parts in the IEC 60706 series, under the general title Maintainability of
equipment, can be found on the IEC website.

The committee has decided that the contents of this publication will remain unchanged until the
maintenance result date indicated on the IEC web site under "http://webstore.iec.ch" in the data
related to the specific publication. At this date, the publication will be

* reconfirmed;

+ withdrawn;

* replaced by a revised edition, or
*+ amended.
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INTRODUCTION

Testability is an important feature in the operation and maintenance of a system or equipment
and has a significant effect on its availability and maintainability. Diagnostic testing may be
carried out manually or with test equipment which may contain various levels of automation.
Optimum design for testability requires close cooperation between design, operation and
maintenance organizations. This standard is intended to highlight the various aspects of
testability and diagnostic testing and to assist in their timely coordination.

In this standard, items to be considered in respect of their testability design may be systems,
equipment or functional units which are the objects of a contract, and will be referred to as
"products"”. Each product has to perform its required functions which should be verified during
the development and production phases and should be retained over the whole life cycle. For a
product to retain its functionality, the functional status of each sub-function should be known at
any time while the product is in its operating condition. If a failure occurs, action should be
taken to ensure that the fault is recognized and the faulty item localized. This requirement
placed on the testability of a product might appear to be quite simple, but if it is not considered
at the start of product development, subsequent realization will result in increased work and
significantly increased cost. If all requirements are available at the start of development, the
development engineer can specify the functional characteristic "testability" without much
additional effort and therefore achieve considerable cost savings e.g. by minimizing the number
of test steps for verifying the development results. Experience has shown that the extra cost
and effort in the development phase can be recovered for example in the production phase
since available test equipment can be used. Reliable fault recognition and low in-service
maintenance costs increase the market value of a testable product considerably.

As the technologies which are applied in the products covered by this standard are wide-
ranging, this document has been written in a neutral manner with regard to technologies and
techniques. This standard therefore only provides an assessment basis for making calculations
and the basic approach for achieving the required testability of a product. The technical
realization of fault recognition and fault localization in the product is the task of the product
development engineer and has to be achieved according to the state of the art at the time when
the product is being developed. It is therefore not of great importance whether the required test
task is realized in hardware or software form, but it is essential that all functions are checked
via test paths and that the characteristic values established for testability correspond to the
specified target values. If there are deviations from the target values, action should be taken to
ensure that the target values are met. These actions should take place at an early stage of
development before freezing the design.
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Part 5: Testability and diagnostic testing

1 Scope

The purpose of this part of IEC 60706 is to
— provide guidance for the early consideration of testability aspects in design and
development;
— assist in determining effective test procedures as an integral part of operation and
maintenance.

This International Standard can be applied to all types of products which may include
commercial off-the-shelf (COTS) items. In this respect, it does not matter whether the product
belongs to mechanical, hydraulic, electrical or some other technology. In addition, this
International Standard applies to the development of any products, with the aim of designing
the product characteristics so that they are verifiable (testable).

The objective of this International standard is to ensure that prerequisites relating to the
testability of products are defined in the preliminary phases of development, laid down by the
customer, implemented, documented and verified during development.

This International Standard also provides methods to implement and assess testability as an
integral part of the product design. It recommends that the product testability documentation
should be continually updated over the product's life cycle.

2 Normative references

The following documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the
referenced document (including any amendments) applies.

IEC 60050-191, International Electrotechnical Vocabulary — Chapter 191: Dependability and
quality of service

IEC 60706-2, Maintainability of equipment — Part 2: Maintainability requirements and studies
during the design and development phase

IEC 60706-3, Maintainability of equipment — Part 3: Verification and collection, analysis and
presentation of data

IEC 60300-3-10, Dependability management — Part 3-10: Application guide — Maintainability

3 Terms, definitions and acronyms

3.1 Terms and definitions

For the purposes of this document, the terms and definitions of IEC 60050-191 apply together
with the following:
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3.11

built-in test

BIT

integrated capability of a test item enabling automatic fault recognition and fault localization

3.1.2

built-in test equipment

BITE

hardware and/or software assigned to the built-in test

3.1.3

commercial off-the-shelf

COTS

designates items readily available commercially

3.14
criticality
significance attached to a malfunction

NOTE Criticality is expressed in grades: the higher the grade, the more severe the consequences to be expected
from the malfunction.

3.1.5
depth of test
specification of the level to which the unit or sub-unit is to be identified

3.1.6

design level

level to which the design elements (functional and/or physical units), when they already exist,
are assigned within the product breakdown structure

NOTE In some cases “design level” is known as “indenture level”.

3.1.7
diagnosis correctness
proportion of faults of an item that can be correctly diagnosed under given conditions

3.1.8
diagnostic testing
test procedure carried out in order to make a diagnosis

3.1.9
false alarm
indication of failure which, after carrying out failure finding activities, is not found

3.1.10
false alarm rate
the percentage of false alarms in the total number of failure indications

3.1.11
fault recognition time
period of time between the instant of failure and fault recognition
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3.1.12

fault simulation

inclusion of faults by non-destructive interventions in the hardware units and/or, where
necessary, simulation via software in order to verify the diagnostic capability

3.1.13
function
performance required of the item

NOTE A function is always associated if realised with an item of a given level in the product breakdown structure.

3.1.14

functional model

conceptual representation of an item describing the interrelationship and dependencies
between its stimuli and measurement (response) terminals

NOTE The functional model, which arises during the development of a product, is in principle a block diagram
showing the functions of the product and supplemented to include the test paths envisaged by the developer.

3.1.15
functional test
testing of all the specified functions of hardware units to prove their functional capability

3.1.16

hardware unit

design element which represents functions and/or sub-functions in the form of hardware,
possibly including software components

3.1.17

line replaceable unit

LRU

replaceable hardware or software unit which can be replaced directly on the equipment by the
user or by a maintenance support facility

3.1.18

maintenance concept

interrelationship between the design levels and the levels of maintenance to be applied for the
maintenance of an item

3.1.19

maintenance policy

general approach to the provision of maintenance and maintenance support based on the
objectives and policies of owners, users and customers

3.1.20

monitoring

automatic supervision of the functions required for the operation in a selected operational
mode; operation should not be affected by this

3.1.21
operational context
circumstances in which an item is expected to operate

3.1.22
parameter
physical quantity that specifies a function
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3.1.23
product
specified deliverable goods or service

NOTE 1 In the context of dependability, a product may be simple (e.g. a device, a software algorithm) or complex
e.g. a system or an integrated network comprising of hardware, software, human elements, support facilities and
activities).

NOTE 2 Product has its own life cycle phases.

NOTE 3 Product has the same definition as item.

3.1.24

product breakdown structure

hierarchical tree visualizing the physical composition of a product by assemblies of units and
sub-units

3.1.25

shop replaceable unit

SRU

replaceable hardware or software unit which can be replaced by the user depot/workshop or by
the maintenance support facility at the same level or in the company's workshops

3.1.26
signal
variation of a physical quantity used to represent data

NOTE A signal is represented by one or several parameters.

3.1.27

specification

detailed definition of the functions of an item for a given level of the product breakdown
structure

NOTE Specifications should be derived from the systems requirements and be verifiable.

3.1.28

statement of work

SoWw

document which defines goods and services to be provided.

NOTE The statement of work is prepared or accepted by the customer and defines the work for which a contract is
to be placed and which is to be provided by the contractor. It therefore forms the main technical document
according to which the bidders present their offers, the contractor performs the work and the customer accepts the
goods and services provided.

3.1.29
stimulus
input signal with defined parameters for the purpose of triggering functions

3.1.30
sub-function
sub-division of a function (see also function, 3.1.13)

3.1.31

terminal

generic term for the physical access points to the signals of a test item. Examples of physical
implementations or relevant terms for synonymous expressions are

— pin
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— connector

— plug/plug-type connector
— test point

— interface

— port

NOTE A terminal is generally identified by a unique identifier.

3.1.32

test concept

description of the results of the system testability requirements analysis and stipulation of the
method of how the requirements are to be met

3.1.33

test coverage

ratio of the number of faulty functions actually capable of diagnosis by the given test instruction
to the total number of functions

3.1.34
test equipment
tools (hardware and/or software) required for conducting tests

NOTE Due to the technology involved, these are divided into internal (BITE) and external test equipment.

3.1.35
test instruction
document describing how the tests required in the test specification are to be implemented

3.1.36

test path

description of the assignment of hardware units to their terminals, taking the associated test
steps into account

NOTE In addition, the test path defines the (functional) relationship between the stimulus and the response.

3.1.37
test sequence
series of test steps

3.1.38
test specification
document in which test sequences, parameters and functions are specified

3.1.39
test step
smallest unit in a test conducted on a hardware unit

3.1.40
test task
sum of all the tests necessary to meet the specifications of fault recognition and localization

3.1.41

testability

design characteristic which determines the degree to which an item can be functionally tested
under stated conditions

Documents

Document Sharing Hub

Full document details: IEC 60706-5 2007


http://www.avadocuments.com/doc/iec-60706-5-2007
http://www.avadocuments.com/doc/iec-60706-5-2007

60706-5 © IEC:2007 -13 -

3.2 Acronyms

ATE automatic test equipment
ATS automatic testing system
BIT built-in test

BITE built-in test equipment
COTS commercial off-the-shelf
DP data processing

FL fault localization

FM functional monitoring

FME(C)A failure mode, effects, (and criticality) analysis

FR fault recognition

FT functional test

FTA fault tree analysis
HWE hardware unit

LCC life cycle cost

LORA level of repair analysis
LRU line replaceable unit
PCB printed circuit board
SoW statement of work
SRU shop replaceable unit
SF sub-function

TS technical specification

4 Description of testability and diagnostic testing

4.1 General

The efficient and cost effective operation and maintenance of products is aided by ensuring
that testability is considered during design and also during all the phases of the life cycle.
Applicable diagnostic testing methods are then incorporated into the product as a component
of the maintenance concept. Implementation of testability and diagnostic testing is
accomplished throughout the life cycle of a product.

Life cycle cost (LCC) is an increasingly important aspect in evaluating the quality of any design.
In addition to the immediate acquisition cost, many customers demand control of the costs
associated with day to day operation, maintenance and logistic support. These costs are
primarily influenced by the product's reliability, maintainability and maintenance support
characteristics. In this context, the application of diagnostic testing techniques can be a
significant contributory factor in the reduction of certain cost elements in the LCC. Constraints
resulting from LCC optimization efforts should therefore be taken into account whenever
diagnostic testing requirements are established.

This International Standard is intended to be applicable to all phases of the life cycle, i.e. from
the time when the need for a product is identified through the design and development phase,
to the manufacturing and installation phase and finally to the operation and maintenance phase
as follows (see also Figure 1).

a) Design and development phase
From the concept down to the realization of a product, the requirements placed Bﬁcuments
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product should be adapted to the specific needs of its field of application, where necessary
passing through several pre-phases.

b) Manufacturing and installation phase
During this phase, it may be necessary to verify the diagnostic techniques using actual
equipment and assess the product’s effectiveness. Documentation can be prepared and
training can now occur for operational and maintenance personnel.

c) Operation and maintenance phase
There may be a change to tested equipment due to obsolescence. The testing function may
need to be continued and replacement or upgrading of equipment should take into account
a continuing need for diagnostic testing. In the latter case, a redesign should be carried out
in a new development phase.

By applying this International Standard, the preconditions are assumed to be fulfilled for
generating the necessary product data/information and that this can be verified and updated
over the product's complete life cycle.

Annex B gives an example of how testability is developed, documented and verified with regard
to product/system design.

Diagnostic testing can consist of

— functional testing with the purpose of verifying that a function can still be performed;

— condition monitoring which is intended to track the condition of equipment that degrades
over time.

Condition monitoring is closely related to the concepts covered by diagnostic testing, and
cannot, and should not, be dissociated from it. However, it is not the intention that full coverage
of condition monitoring should be part of this standard.

Need of product

Maintainability
Maintenance concept

Maintenance support
Material management

Environment Transport/storage
Mission conditions Product E Infrastructure Prephases
Configuration “....environment . Personal skills - alternatives
Management gt Training support gy
Test equipment \ Documentation analysis

| Preparation of testability specification [

W
-functions

-testability
-logistics
-LCC

Operation and maintenance
Design and development phase Manufacturing and installation phase Phase

System

> g
ificati LRU
SRU

Assessment Documentation Documentation
TS Test specification of testability for maintenance
CE Concurrent engineering FR, FL support
M1 Validation of requirements " .
M2 Verification by analysis Development process Installation phase Maintenance phase
M3 Verification by tests IEC 1669/07
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Figure 1 — Testability and diagnostic testing during the life cycle

4.2 Objectives of testability

Testability during design and development is closely aligned with maintainability, availability
and safety and the main objective of testability is to address the following questions for each of
the system functions.

a) Can the function’s failures be detected by a diagnostic test ? Certain functions cannot be
completely tested because of safety constraints or because the test may be destructive
(such as testing the overspeed mechanism on a rotor).

b) Is it practical to test? The criticality of the function’s failure, the test costs (the test
equipment cost, the test equipment maintenance costs as well as the test activity costs)
and the use of better and cheaper alternatives may result in the conclusion that it is not
cost effective to test.

NOTE For both the cases in a) and b), alternative methods should be adopted to ensure the performance of these
functions is maintained during the life of the product. Together, these elements contribute to the test coverage. A
low test coverage value may be detrimental in that the system cannot be tested to confirm operational performance
during its life cycle, but it may also indicate that the maintainability and maintenance capability is such that testing
is not necessary.

c) In what stages in the life cycle should the item be tested? The ability to test should be
considered for each stage in the life cycle; testing a function at unit level may be possible,
but impractical at system level. This can best be explained by an example: consider a
washing machine and its function to discharge waste water. It would be useful, from a user
perspective, to run a pre-operation stage test to confirm that the function can be performed
prior to operation (running an operational stage test would provide little benefit). The design
for this function may not require the introduction of test equipment to test this function
because

1) the life of the pump and associated equipment well exceeds the life of the product
(other failures and the expense of their repair may define the product’s life);

2) the maintenance task to remove a possible blockage can be easily accommodated;

3) units that perform this function can be fully tested at the unit stage and at the system
level stage prior to delivery;

4) determining the stages to test can also influence the life cycle cost;

d) To what depth should it be tested? The depth of test is also an important criterion and, as
in the above example, it is closely aligned to the maintenance concept. The depth of test
specifies the level to which the unit or sub-unit is to be identified. For example, a system
test may identify the unit to be replaced, but can also identify the sub-unit that needs to be
replaced with little or no impact on the cost. This may reduce the costs associated with the
test equipment required at the unit level to identify and replace the faulty sub-unit.

It is a basic principle in the design of testability that all functions developed should be
verifiable. It should, however, be noted that test coverage of 100 % is not necessarily
desirable, as testing can create failures that manifest themselves during operation, which
may be worse than not testing, e.g. real failures introduced by testing or false alarms. Nor
is test coverage of 100 % recommended for all safety issues, as the test itself may
prejudice the safety of the system. It is more important that tests give substantial
confidence in the operation of the system. To achieve this, deviations from test coverage of
100 % should always be thoroughly substantiated.

Nevertheless, the objectives of testability should not contradict higher ranking objectives,
e.g. availability.
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e) How should false alarms and no fault found be managed? The system test may detect and
report a failure to the user when a failure does not truly exist. This may cause unnecessary
investigations and result in the report of a false alarm. It may also generate unnecessary
maintenance action that concludes in a No Fault Found diagnosis. False alarm rates for the
various resolutions should not exceed the defined criteria and, where possible, be reduced
to zero. Methods that are recognised to minimise these occurrences may involve feedback
systems that constantly assess the environment and recalibrate themselves to allow for
component degradation within the defined criteria. Repeating a test to eliminate a false
alarm (the scenario of the test may have changed sufficiently for the alarm not to be
generated) will increase the test time and should be avoided.

Faults can be indicated where no faults exist. This can be due to a number of reasons:

1) if a fault found in the system and the diagnostic identifies the faulty item, but upon
removal of the item and testing the item independently no fault can be identified, then
you have to check the test specification from the system in relation to the test
specification from the faulty item;

2) poor diagnostics (the test does not adequately identify the faulty part);

3) interface difficulties (for example, a connector fault may have resulted in a unit being
removed and a re-connection removes the failure);

4) poor test equipment including BITE (for example, a detected failure that does not exist);

5) intermittent fault (rogue units can sometimes contain faults that are not evident except
in certain circumstances);

6) design tolerance tiering problems (a failure at system test may not register failure at unit
test). Rogue units can have extreme values in the tolerance band that results in
continual rejection;

7) software faults (faults appearing during usage that are not suitably tested);

8) maintainer and user difficulties (inadequate training, speed of turn around, lack of
spares) can all result in good units being rejected.

All the above symptoms can have an adverse affect upon operations and support and
should be eliminated or minimised wherever possible;

f) Can system testing be tailored? System testing is concerned with providing assurance that
a system will function correctly given defined inputs and within a defined environment. The
testability requirements and ability to localise a fault does not necessarily dictate the test
procedure. Testing an overall function, with subsequent deeper testing if necessary, can
provide substantial timesaving and greatly improve user friendliness. Use of tools such as
FMECA (see Annex B) and FTA can assist in defining the sequence of lower level testing
by determining the most probable sub-function to have failed.

4.3 Objectives of diagnostic testing
The objective of diagnostic testing is to provide the most cost effective, rapid and unambiguous
method of fault identification to a level determined by the maintenance concept for the

equipment under test. Good diagnostic testing will

e increase equipment availability;
e decrease maintenance costs;

e reduce the risk of consequential damage;
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improve the safety of the system;

optimize the operational use.

To achieve the objective, the diagnostic system should

provide confidence type checks to confirm the serviceability of the equipment for its
intended role;

recognize catastrophic and degradation failures;
localize faults with respect to the failed function or LRU;
warn of impending wear-out failures, by evaluation of wear-out states;

provide data for operation and maintenance of the equipment.

The principal applications of diagnostic testing facilities are

4.4

safety and functional checks prior to the operation of the system;
performance monitoring during operation;

equipment failure identification in the operating environment to failed assembly or LRU
level,

detailed fault localization in the designated repair facility.

Methods used for diagnostic testing

The possible procedures which can be applied for diagnostic testing range from purely manual
measurements and evaluation of mechanical characteristics to fully automated diagnosis of
entire processes and installations, with the testing of single components and complex systems.
The broad diagnostic methods applied fall into two main categories:

4.5

external diagnosis that utilizes test equipment discrete from the product which is only
connected when required. The test equipment used may be of a general purpose nature,
adapted for the purpose from standard or specially designed for the equipment to be tested.
Computer controlled ATE may also be involved;

internal diagnosis that utilizes permanently built-in test equipment (BITE) which may be
continuously or intermittently operated during the operation of the system. In addition,
special tests, in the reduced, or non-operating state of the system, may also be performed.

Methods used for condition monitoring

In addition to diagnostic testing which tests for discrete faults, many products also benefit from
condition monitoring. This is performed as a part of preventive maintenance to monitor
degradation of condition and performance.

Methods used for condition monitoring will vary with the type of equipment and may include

4.6

vibration analysis;

fluid/lubricant analysis;

ultrasonic detection;

thermography;

alarms and shutdowns built into the control system.

Concept of testability

Testability is the design characteristic of a product which guarantees that the functional
capability of that unit can be assessed in a timely and efficient manner and that faults can be
recognized and, where necessary, localized. It is a primary component of ensuring the
maintainability of a product.
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Diagnostic testing is the resultant maintenance action that occurs as a part of preventive
maintenance as described in the maintenance concept. Test coverage is the degree to which
diagnostic testing can be applied. Diagnostic testing consists of two steps: fault recognition
(FR) and fault localization (FL). Fault recognition identifies whether a fault exists and fault
localization determines the specific nature of the fault.

Diagnostic testing should also consider tolerance chains. For a particular parameter, there is
usually an upper limit and a lower limit that bounds the pass and fail regions. A unit function
may have tight limits, but as the unit is integrated, these limits are affected by the variability of
other units that contribute to the final system function. In addition to the tolerance chains, the
accuracy of the test equipment undertaking the test should be considered before the actual
pass/fail tolerance band can be defined for a particular test. The test results gathered during
development provide an estimation of the process width (the summation of the function
production yield and the accuracy of the test equipment, including the accuracy of the test
equipment stimuli as well as the reading accuracy of the measuring device). It is not the
intention that full coverage of tolerance chains should be part of this standard.

The specifications relating to functionality, including testability, in the form of the characteristic
value for the quality of the fault recognition and fault localization have a direct impact on the
basic functional features of the product. If the rule "functions that are to be developed should
be verifiable via parameters" is followed, then FR and FL are developed concurrently from the
very beginning as an integral part of the functionality. In this way, the cost of a product will
remain within the prescribed limits. If elements of the FR and FL are integrated at a later date,
this will lead not only to considerable delays but also to a reduced product quality with
extremely high costs of rework/corrective action.

5 Testability specification

5.1 General

Appropriate contractual provisions are a key prerequisite for efficient conversion of diagnostic
testing requirements into measurable practical achievements. In order to enable optimum
design, development and supply of diagnostic test procedures, the customer should provide a
detailed specification of testability requirements and constraints. For this purpose, the
customer should provide the supplier with the following documents:

— a statement of work (SoW). This document contains all the functional requirements related
to testing. Within this document, the customer specifies all of the expected
functions/functionalities, including testability;

— a testability specification. In this document the contractor (developer) determines the
means (hardware, software) to realize the operational and test engineering functions and
performance features required by the SoW.
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5.2 Statement of work

The SoW contains detailed descriptions of the customer's needs and is intended to form the
basis of the design and development programme. Updating is possible, if additional information
becomes available in the course of development. However, modifications should be mutually
agreed upon, as they will often incur additional time and cost penalties. The requirements
should include

— objectives of diagnostic testing (see 4.3);

— operational concept (see 5.3 and Table 1);

— maintenance concept (see 5.3 and Table 2);

— qualitative description of the economical environment (see 4.1);

— preferred methods and solutions (see 4.4).
5.3 Specification

The testability specification determines the testability requirements for the product and possibly
for the development phase. The testability specification should define each of the test stages
and the associated function elements for which the test specification is applicable. These
should include the following.

a) Tasks and applications of diagnostic testing should include:

1) a list of safety faults for which a fault recognition of as close to 100 % as possible is
required;

2) a list of critical faults for which a test coverage of 100 % is required or supporting
evidence to justify why the test can be omitted;

3) a lower limit of test coverage for all other functions or global test coverage for all
functions (functions to be used for test coverage have to be determined);

4) a maximum value of the fault recognition time;
5) target (maximum) values of the fault localization time;
6) a target and minimum value of the diagnosis correctness;

7) a maximum value of the false alarm rate.
b) Design for testability should include:

1) general requirements;

2) detailed requirements by checklists;

3) design criteria for testability.
c¢) Times and procedures for the following:

1) testability verification;

2) safety verification.

The consequences of not meeting the specified requirements according to the above elements
should be defined in advance.

Test tasks that should be specified are further described in 5.4.3. The need for evaluation of
alternative methods (see 5.6) should be identified at this stage.

Diagnostic testing activities are closely interconnected with the processes of the product's
operation and maintenance. Therefore, the operational and maintenance concepts are
important factors to be considered when diagnostic testing requirements are established. They
should both be defined as early as possible in the system life cycle, preferably in the concept
and definition phase. The operational concept should be the first consideration in order for the
system to properly fulfill its requirement. The maintenance concept should be designed to allow
the operational need to be met with the most efficient use of resources at mlnlmﬁrbifﬂrﬁents
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degree of trade-off will invariably have to be considered to achieve the optimum balance of
what can often be conflicting requirements.

The elements that should be considered in defining the operational concept are given in
Table 1. Each element should be specified in detail in order that the maintenance environment
and the operational constraints can be properly considered.

The maintenance concept determines the test tasks to be applied at the correct design level,
the personnel to carry them out and the test equipment to be used. The needs of all those
involved in the product (development, production, operation and maintenance) should be taken
into account. Table 2 contains a list of elements of the maintenance concept to be considered.
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Table 1 — Elements of the operational concept

Element

Possibilities

Location

Mobile

Stationary

Transportable Varying location

Fixed location

Not transportable

Operational mode

Continuous operation

Continuous monitoring

Monitoring at discrete points of time

Allowable breaks and break conditions

Intermittent operation, including conditions of intermittence

Operational stress

Operation at partial stress

Operation at nominal stress

condition
Operation at overstress
Safety
Reduced utilization
Consequences Cost Consequential damage

Maintenance costs

Corrective, emergency measures

Environmental conditions

Mechanical stress

Thermal stress

Electrical stress

Chemical stress

Others

Untrained

Trained in different area

Personnel High qualification
Trained Medium qualification
Low qualification
Manual
Handling Partially automated

Fully automated
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Table 2 — Elements of the maintenance concept

Element

Required details

Maintenance

Maintenance tasks

Preventive Diagnostic test
Scheduled repair
Fault recognition
Fault localization
System level Repair (replacement)
Calibration
Corrective Functional check

Component level

Fault localization

Repair

Calibration

Functional test

Continuous monitoring

Maintenance time

Preventive maintenance

Time period
Intervals -
Action
Level
Type Hard time maintenance

On condition maintenance

Corrective maintenance

Number of shops

Stationary Local distribution of shops
Maintenance location Technical potential of shops
. Equipment of station
Mobile - - -
Technical potential of station
Procedure
Hardware
Maintenance Resources Software
procedure
. o . . Hardware
Documentation (descriptive, illustrative) for
Software

Maintenance support

Stock

Number of stores

Local distribution of stores

Stock size

Storage conditions

Stock management

Procurement

Supply

Transportation

Maintenance

Thermal conditions

environment

Other conditions

Basic training

Branch of training

Qualification level

Maintenance
personnel

Special training

System level

Component level

Refresher training

Intervals

Curricula
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5.4 Characteristics of testability
5.41 Testability features

The testability features can be characterized by the following parameters (mathematical
expressions are given in Annex A):

— fault recognition: see IEC 60050-191;

— fault recognition time: see 3.1.11;

— fault localization: see IEC 60050-191;

— fault localization time: see IEC 60050-191;

— diagnosis correctness: see 3.1.7;

— test coverage: see 3.1.33;

— false alarm rate: see 3.1.10.

5.4.2 Operational context

A product can be used in different environments, depending on the requirements that are
placed on that product in the SoW. As far as testability is concerned, a distinction is made
between the system environment (operating condition) at the stipulated design level as shown
in Figure 2 and the test environment corresponding to the required maintenance conditions. In
the latter, the product is operated in a system/product simulation. Here, all the parameters set
for testing the hardware unit should correspond to those in the system. Figure 2 shows how the
one relates to the other.

Product in the system environment Product in the test environment
Test system
System K(2) %
Product LRUK(@)
S1 bxe-fFmee=T Product
_ O—OR )_(% AT N i:- = - -
viMal S M
A
Operational test path Test path |_>
System K (x) System K(y)
Parameters = parameters in system
Key
S Stimulus
M Measurement
F  Function

K(x),K(y),K(z) Systems (items) being part of the breakdown structure
IEC 1670/07

Figure 2 — Operational context

5.4.3 Test tasks
5.4.3.1 Test paths
The smallest unit of a test comprises a test path that starts with at least one stimulus, passes

via a function/sub-function and ends with the minimum of one measurement including a
comparison with the specified value.

Test paths required for fault recognition pass through any functions of a chain of
Test DF€tifients
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Test paths required for fault localization should consist of tests on physical interfaces between
replaceable units.

The test task comprises fault recognition and localization and is conducted in the portions A +
B+ C+D=100 % as shown in Table 3.

Table 3 — Test task

Portion | Test tasks Example specified values | Example specified
FR values FL
A Tests during operation (on-line test) 50 % 0 %
B Tests under test conditions, without external |50 % 95 %
test equipment (off-line test)
C Test under test conditions, with external test [0 % 5%
equipment
D Not testable 0% 0 %

All tests listed in Table 3 are available for fault localization. The localization of defective
replaceable hardware units (LRUs/SRUs) is achieved from information contained in the test
results obtained from the series of tests that cover different test paths crossing through the
LRU/SRU. The functional model (see Annex B) provides the information needed. In this
example, there is only test coverage for FR in portions A and B and FL in portions B and C.

The product design should provide features enabling all test tasks to be carried out in
accordance with the requirements set out in the SoW. These features are sub-divided into the
test feature BIT and, where allowed, external test equipment with the necessary test inputs.

5.4.3.2 Built-in test

BIT is a feature of the product for the purpose of performing tests. A BIT function consists of at
least one stimulus, a test path via one function/sub-function and at least one measurement
including comparison with the specified value. The number of BIT functions required is derived
from the requirements given in the SoW and depends on the specified values laid down for
fault recognition. BIT consists of hardware and software portions.

NOTE In electronic equipment, failure detection may often be achieved by simply monitoring certain vital
parameters, for example supply voltages, power shape or frequency of well-defined signals, identities of discrete
signals or checksums of data. These are specialized forms of on-line BIT where no extra stimuli are applied.
Instead, through BITE, additional reference signals are generated to allow the BIT to compare them with the
required values.

BIT tests form part of all the functional tests conducted on a product and are divided into on-
line and off-line tests.

On-line tests are those that are conducted continuously while a product is in operation.

Operation has to be interrupted before off-line tests can be carried out. Such tests should
generally only be used for fault localization purposes.

5.4.3.3 Testing by means of external test equipment

If external test equipment is needed and is allowed by the SoW, then the product is accessed
via test inputs (e.g. test connectors). External test equipment works on the same principle as
BIT functions and therefore requires test paths from the stimuli, via the function to be tested
through to the measurement point, with inclusion of the assessment of the test result.
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5.5 Characteristic values for assessing testability

To achieve a uniform assessment of testability for all users of this standard, it is necessary to
introduce characteristic values for components of testability (FR, FL and test coverage). These
values are product-neutral, they reflect the required performance of the testable product and
are comparable for all users of this standard.

The characteristic values should be specified in advance in the SoW. They are the point of
reference for the assessment of testability. When specifying the characteristic values, the
maintenance concept, the engineering effort and the associated costs should also be taken into
account. If the requirements are already available to the development engineer, then he should
assess the testability verification and safety verification.

The consequences of not meeting the specified requirements according to the above elements
should be defined in advance.

5.6 Criteria for evaluation of alternative diagnostic designs

The possible alternative diagnostic designs should be compared and evaluated in order to
select the optimum solution. The following economic criteria should be taken into account.
a) Capital cost consisting of
1) numbers of systems required based on usage and availability;
2) development cost;
3) nonrecurring software cost;
4) maintenance installation cost.
b) Equipment unit cost influenced by

1) complexity;

N

) quantity to be produced;

w

) degree of redundancy;

N

) degree of BIT capability;
5) quality standard.
¢) Maintenance related cost consisting of
1) preventive and corrective maintenance cost;
2) savings by diagnostic system preventing consequential damage;
3) degree of automation considered against training levels;
4) planned equipment life.
d) Means to increase operating profit such as
1) improved handling characteristics;

2) increased availability e.g. by quick diagnosis and repair of faults or by use of
redundancy;

3) increased utilization.
e) Other factors including
1) modification potential;

2) technical and cost impact of additional hardware or software on safety and reliability of
equipment;
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3) capability to recognize transient and intermittent failures;
4) revert mode capability of diagnostic system;
5) cost efficiency gains using BITE compared with external test equipment;
6) use of COTS.

6 Testability in the development process

6.1 General

Once all the requirements from the sphere of operation of the product have been worked out,
then the product development can be started.

The successful development of a product is primarily based on uniformly defined instructions
on how to proceed. This provides a common understanding of the requirements relating to the
development, updating and modification of a product to all parties involved. This applies
equally to accompanying activities such as quality assurance, configuration management and
technical project management.

M1

Statement
of work

M2

Verification by analysis
SR, FM, TS, TR
from specified value

M3

Verification by tests
SR, FM, TS, TR
from specified value

[
[
P | | | |

Technical documents (updated through the life cycle)

- System requirement } Operational and test function
- Test specification Verifications
- Test record

|

Test Record
List of parts
circuit diagram
Construction

circuit

I

\E

SR System requirement
TS Test specification

TR Testrecord

PL  Parts list

HW Hardware architecture
FM Functional model

M Milestone

CE Concurrent engineering IEC 1671/07

Figure 3 — Development process in the V-model

Three milestones should be prescribed when developing testable products:

— M1 - start of development by the contractor with the validation of the requirements;
— M2 - theoretical proof of the product's testability with the verification by analysis;
— M3 - practical demonstration of the product's testability with the verification by tests.

Figure 3 shows how these are linked to the development process in a V-shape model.

The following steps are necessary in order to arrive at a testable product:
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— check requirements for completeness and, where necessary, request that the customer
provides any missing requirements;

— carry out a requirements analysis to generate a specification;

— assign the product to the design levels prescribed by the customer;

— carry out functional design (functions/sub-functions and link them);

— carry out engineering design (hardware assignment);

— develop fault recognition and optimize where necessary;

— develop fault localization and optimize where necessary;

— prepare verification activities;

— carry out verification;

— document verification.

As soon as the hardware units have been defined in the development project, these units

trigger a new process at a deeper design level in accordance with the prescribed description of

tasks. If certain functionalities cannot be realized by way of the defined hardware unit, then an

iterative improvement process is started by which modified specifications are worked out at the

previous level and then a new hardware unit is defined. Once all the hardware units have been

defined down to the individual components, then the integration process can be started in the
description of tasks.

The application of standards and associated computerized tools facilitates development
considerably.

6.2 Functional assignment

The testability development process is based on the requirement that all functions and sub-
functions contained in the product should be verifiable. This is achieved by adequate allocation
of test steps to hardware units and associated sub-functions.

An appropriate procedure for the implementation of the testability requirement is described in
Annex B. It is a type of FMEA method based only on a functional model.

6.3 Testability engineering
6.3.1 Design criteria for testability

The purpose of this programme element is to provide the means of achieving the diagnostic
testing requirements established for the product. This is part of maintainability during the
design, which is covered in IEC 60300-3-10 and IEC 60706-2. In this context, the following
testability design criteria should be considered:

— functional partitioning into functional groups and units with clearly-arranged and well-
defined interfaces. Whenever possible, the physical and electrical partitioning should be
compatible with this structure in order to facilitate optimum adjustment of diagnostics,
maintenance and logistics;

— preference for the use of functions, components and design elements, the status and the
transitional behaviour of which can be measured and evaluated easily by simple and
appropriate diagnostic test procedures;

— consideration of those measuring procedures that are applicable during maintenance and
compatible with existing or planned external equipment. The physical and electrical
accessibility of the measuring equipment should also be taken into account;

— the extent of self-testing should be consistent with level of repair analysis (LORA) as
described in IEC 60300-3-10;

— test points should be provided and appropriately labelled, especially those required for

external test equipment; DOCU ments
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— failure definitions and scoring criteria should be well defined prior to finalizing the product’s
testability criteria;

— initialization: the system or equipment should be designed such that it has a well-defined
initial state to commence the fault localization process. In case of a failure, the initialization
should take place automatically and repeatedly;

— application of test procedures and external stimuli should have no harmful effects on the
component itself nor on related equipment or the overall system;

— all bus-systems should be accessible for measurement;

— the functional and, where applicable, diagnostic application software should be designed
and documented such that it can be readily verified by the maintenance personnel.

6.3.2 Design for testability

Once the decision as to what functions are to be realized in the hardware units has been taken,
these hardware units should be assigned to the product's design levels. The breakdown of
these is hierarchical (top down). The number of levels depends on the complexity of the
product/system and its technical design. For simplification/standardization purposes, the
individual design levels from component up to system are given classifications (K1 ... Kn).
Higher system levels may be introduced, but only receive consecutive numbering (e.g.
system 4, system 5, etc.).

In the course of engineering design, functions/sub-functions are assigned to the hardware

units. Here, attention needs to be paid to the following:

a) minimum number of interfaces (where sub-functions are separated);

b) functional grouping (combination of SF with the associated higher-level function);

c) only use standardized interfaces (e.g. bus). Where necessary introduce a separate test
bus.

The design for testability should incorporate the various test stages involved in the life of the
system. This includes

—_

the production phase;

N

the storage phase;

w

the pre-operation phase;

(S0

the post-operation phase;

)

)

)

)

) the operation phase;
)

) the maintenance steps; and
)

~

the disposal phase.

Each stage should be addressed separately and collectively to achieve a cost effective solution
for the testability of a product. It should also be considered that some systems operate multi-
roles and may be used in different scenarios, causing different functional elements to be
exercised, and these elements should be similarly addressed.

6.3.3 Use of commercial off-the-shelf products (COTS)

A precondition for the use of COTS products is that they meet the requirements set out in the
SoW and thus meet all the needs relating to the sphere of operation, including testability,
maintenance and the availability of the documentation needed for the in-service phase. In the
case where the commercial off-the-shelf product does not meet the requirements of testability
set out in the SoW, then the development engineer should implement the missing part of
testability function into the system.
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Because the prime contractor may not be the COTS vendor, both parties may need to perform
an evaluation through a co-operative effort. The amount of testing required is to ensure that the
COTS item meets the operational and environmental requirements that are specified for the
prime contractor’'s product. What may be needed is to require the supplier to furnish
operational and environmental characterization data and the results of testing to substantiate
reliability and maintainability claims. Also, it may be necessary to require that the supplier
provide evidence that the manufacturing processes do not compromise the designed-in
reliability and maintainability characteristics. This evidence may include the results of sampling
tests or control charts showing that critical processes are in control with a high process
capability.

6.4 Testability development process
6.4.1 Logistic support

The planned maintenance support of the product should be specified by the customer in the
SoW so that the development engineer can determine the consequences of the assignment
(e.g. higher priority for BIT functions). If the product to be developed contains replaceable
standard hardware units such as lamps, fuses, filter elements, etc., then the customer should
also determine the logistic assignment of these in the SoW (see Figure 4 and Table 4).

Example 1 Design level and logistic assignment Example 2
Aircraft Aircraft
Cockpit Flight control

stick
| Rudder
N\

Actuator_>
Stick sensor and
interface control
assembly

L

SSICA

SRU 1.7
b

g

e Ot O B |

System stucture

IEC 1672/07

Figure 4 — Design levels and their logistic assignment, taking an aircraft as an example
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Table 4 — Example of logistic assignment

Design level Logistic assignment Example

K5 Aircraft

K4 Cockpit, flight control system
K3 Panel 1, flight control axis
K2 LRU Tachometer, SSICA

K1 SRU Plug-in cards, PCBs

6.4.2 Availability and diagnostic testing

In the design and development phase, testability features and characteristics should be
incorporated into the design in accordance with the results of related initial trade-off studies.
Specific consideration should be given to diagnostic testing techniques having the potential to
improve the product's maintainability and minimizing down time, thus increasing availability and
profit and decreasing overall costs.

In the case of items with inherent wear-out characteristics, improvements primarily affect the
cost of preventive maintenance, which can be significantly decreased by diagnostic test
procedures, particularly where optimization of maintenance intervals and of the necessary
amount of preventive maintenance work and resources can be achieved. If no wear-out is
involved, as is the case for most solid state electronic systems, the cost of preventive
maintenance is negligible, and the highest cost impact is caused by the capital costs, which are
in turn largely dependent on the achieved availability. Since the major portion of down time is
the fault recognition and localization times, emphasis on diagnostics is most effectively placed
on these elements.

7 Assessment of testability

71 General

The purpose of the verification programme is to prove, initially by theoretical and later by
practical means, that the diagnostic testing requirements have been fulfilled. This can be done
by methods and procedures similar to those applied for the verification of maintainability
parameters (see IEC 60706-3). Verification concepts that should be considered include

— verification by analysis;
— verification by tests.

7.2 Verification by analysis
Elements of the verification by analysis are as follows:

— documentation review: documents supplied in response to the requirements in 5 should be
reviewed with respect to completeness, accuracy and ease of use;

— analysis: this activity includes the analytical investigation of the item and the assessment of
its testability features in accordance with Annex B.

7.3  Verification by tests

Verification by tests is carried out on the product hardware. If this is required in the SoW, then

it should be carried out during acceptance of the development result and the test specification

provides the basis for this verification. Fault simulation is effected through non-destructive

interventions in the hardware units and/or, where necessary, simulation via software, but this

should be supported by practical evidence. For non-testable functions, eviden t

provided to substantiate the suitability of the design. ‘Bﬁ‘éﬁﬁ‘ients
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Further information on verification of testability is given in Annex B.

8 Testability documentation

It is important to ensure that full documentation of the diagnostic concept is supplied in a
standardized form, so that all the relevant information is made available to the operators and
maintainers of the system. The design of the documentation should take into account the
operational context for both usage and maintenance, the maintenance concept, levels of skill,
and degree of training to be given. Further details on testability documentation are given in
Annex B.
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Annex A
(informative)

Calculation of characteristics of fault recognition and fault localization

AA1

v

v2

v3

A.2

Symbols

number of hardware units

number of terminals

fault recognition during operation

fault recognition under test conditions

fault localization at terminal

fault localization on one hardware unit

fault localization on one of two hardware units

fault localization on one of three hardware units

portion of tests during operation (on-line tests)

portion of tests under test conditions without external test equipment
portion of tests under test conditions with external test equipment (ext. tests)

portion of preventive maintenance (maintenance tests)

Fault recognition during operation

The symbol h; means that a fault can be recognized at terminal i during operation.

h; = 1: fault recognition at terminal i during operation;

h; = 0: no fault recognition at terminal i during operation;

n
i=1

h; = number of terminals where a fault can be recognized during operation.
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Thus, the characteristic for fault recognition during operation is as follows:

n

2.

FRa) = '=:7 %100 [%]

A.3 Fault recognition under test conditions

The symbol k; means that a fault can be recognized at terminal / under test conditions.
k; = 1: fault recognition at terminal i under test conditions;

k; = 0: no fault recognition at terminal i under test conditions;

n

Zk,- = number of terminals where a fault can be recognized under test conditions.
i=1

Thus, the characteristic for fault recognition under test conditions is

n

D ki

FR(A+B+C+D) = i:; x100 [Oo]

Note on the optimization of test paths being part of test portion A (on-line tests).

Due to cost efficiency it may be useful to optimize the number of necessary test paths for fault
recognition during on-line tests with respect to the failure rate (1) of a sub-function.

FR = fault recognition (portion A) depending on the failure rate of the sub-function
SF = sub-function

Pgri = number of testable ports of sub-function i

2Psgi = sum of all ports of sub-function i

Lgf; = failure rate of sub-function /

22gr;i = sum of all failure rates of sub-functions j
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Formula:

L Pse N Asei <1
= 2P SFi Z/’LSF:'

FR =

Example:

Function (Product)

] SF1
_ ASF1 = 0,000 1 —

Test portion A

SF2
7 Ase2=0,000 001 (T

Pseq =3 Asrr = 0,0001

> Pser =3 Asr2 = 0,000001
Pspz =2 > Ase = 0,000101
Y Psp2=2

_ 3 . 0,0001 2 0,000001

— )+ (=) (———) <1
3 0,000101)+(2)*(0,000101)

FR = (1) #(0,99)+ (1) #(0,0099) < 1
FR = (0,99)*100%+ (0,0099) # 100% < 100%

FR = (SF1)99%+ (SF2)1% = 100%

Result:

The probability that sub-function SF2 will fail is about 1%. For this reason testing this sub-
function may be transferred to test portions B or C thus minimizing the test effort for on-line
tests in test portion A.
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Fault localization

The symbol /; means that a fault can be localized at terminal J.

l; = 1: fault localization at terminal /

l; = 0: no fault localization at terminal j;

n
I; =number of terminals where a fault can be localized.

=1

]

Thus, the characteristic for fault localization at terminal is

n
li
FL= =1 %100 [%]
n
The symbol v1; means that a fault can be unambiguously localized on hardware unit .

v1j = 1: unambiguous fault localization on hardware unit j;

v1j = 0: no unambiguous fault localization on hardware unit j;

m

Zv1j = number of hardware units where a fault can be unambiguously localized.
j=1

Thus, the characteristic for fault localization on one hardware unit is

m
2V

FL,q = fzjn %100 [%]

The symbol v2j means that a fault can be localized on one of two hardware units, one of which
is unit j.

v2j = 1: fault localization on hardware unit j or one other hardware unit;
v2j = 0: no fault localization on hardware unit j or one other hardware unit;

m
Zv2j = number of cases where a fault can be localized on one of two hardware units.
J=1

Thus, the characteristic for fault localization on one of two hardware units is as follows:
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A.4

A.41

— 36 —

FL,, = /—1m x 100 [%]

Diagnosis correctness and test coverage

Symbols

60706-5

© IEC:2007

Using the notation of 5.4.3.1, the following symbols are established. Values A, B, C, D are the
limiting values of subsets A’, A”, B’, B” C’, C”, D’ and D”.

A

Du

Tests during operation (on-line tests)

On-line tests leading to a correct diagnosis

On-line tests actually provided for

Tests under test conditions without external test equipment
Off-line tests leading to a correct diagnosis

Off-line tests actually provided for

Tests under test conditions with external test equipment
External tests leading to a correct diagnosis

External tests actually provided for

Preventive maintenance (maintenance tests)
Maintenance tests leading to a correct diagnosis

Maintenance tests actually provided for

where A is the limiting value of lim A’.

A.4.2

According to the basic principle of testability design, it should be that

Diagnosis correctness

A+B+C+D=100%

(lim A’ = A)
(lim A” = A)
(off-line tests)
(lim B’ = B)
(lim B” = B)

(ext. tests)

(lim C’ = C)
(lim C” = C)
(lim D’ = D)
(lim D” = D)

(see 5.4.3.1), i.e. all possible faults are diagnosed in either one of the portions A, B, C, D of the
test task. The diagnosis is correct in sub-quantity

A+ B+ C+D <100 %
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Thus, diagnosis correctness D, can be expressed by the ratio

A'+B'+C'+D'
A+B+C+D

c =

A.4.3 Test coverage

Faults which are actually covered by either one of the portions A, B, C, D of the test task are
contained in sub-quantity

A”+B”+C”+D”<100 %

Thus, test coverage T can be expressed by the ratio

A”+B”+C”+D”
—_— <1

T. =
A+B+C+D
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