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INTERNATIONAL ELECTROTECHNICAL COMMISSION

ANALYSIS TECHNIQUES FOR SYSTEM RELIABILITY —
PROCEDURE FOR FAILURE MODE AND EFFECTS ANALYSIS (FMEA)

FOREWORD

1) The formal decisions or agreements of the I EC on technical matters, prepared by Technical Committees'sh which all'the Natlonal

on the subjects dealt with.

2) They have the form of recommendations for international use and they are accepted by Nati ittees.ift that
sense.

the IEC recommendation for their national rules in so far as national conditions
recommendation and the corresponding national rules should, as far as possjb

This standard has been prepared by IEC Technical ¢ No. 56: Reliability and Maintain-
ability

The text of this standard is Wo@o uments:

th l&le \-léport on Voting
k 6@O}M\ : / 56(CO)97

the R port on Voting indicated in the table above.
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ANALYSIS TECHNIQUES FOR SYSTEM RELIABILITY —
PROCEDURE FOR FAILURE MODE AND EFFECTS ANALYSIS (FMEA)

1. Scope
This standard describes Failure Mode and Effects Analysis (FMEA) and Failure Mode, Effects

and Criticality Analysis (FMECA), and gives guidance as to how they may be applied to achieve
various objectives, as follows:

— by providing the procedural steps necessary to perform an analysis;
— by identifying appropriate terms, assumptions, criticality measuyes,

— by determining basic principles;
— by providing examples of the necessary forms.
All the general qualitative considerations presented fg FMEAC, since one is

an extension of the other.

2. General
The Failure Modes and Effects Analysi {EA ilore"Modes, Effects and Criticality
Analysis (FMECA) are methods of relfability ana ended to identify failures which have
significant consequences affecting the system, pex ance i the application considered.
Generally, failures ¢ fa11 ponent will affect system performance adversely
In the study of syste ailability, both qualitative and quantitative analyses

are required

tion or predicti
term operation
failure rates, MX

the system while fulfulling a specific task or in long-
8. Typical indices denote reliability, safety, availability,

and the Tenctio al ey structure, the FMEA determines the relationship between the element

he n failures, malfunctions, operational constraints and degradation of perfor-
mance or integrity>To evaluate secondary and higher-order system and subsystem failures, the
sequences of events in time may also have to be considered.

In a narrow sense, the FMEA is limited to a qualitative analysis of failure modes of hardware, and
does not include human errors and software errors, despite the fact that current systems are usually
subject to both. In a wider sense, these factors could be included.

The severity of the consequences of failure is described by criticality. The criticality is designated
by categories or levels which are functions of the dangers and the losses of system capabilities and
sometimes of the probability of their occurrence. This probability is best separately identified.
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A logical extension of the FMEA is the consideration of the criticality and probability of occur-
rence of the failure modes. This criticality analysis of the identified failure modes is widely known
as FMECA.

2.1 Purpose of the analysis

FMEA and FMECA are important techniques for a reliability assurance programme which can
be applied to a wide range of problems and may be encountered in technical systems with varying
depths and modifications to suit the purpose. The analysis is carried out in a limited way during
conception, planning, and definition phases and more fully in the design and development phase. It
is however important to remember that the FMEA is only part of a reliability and maintainability
programme which requires many different tasks and activities, FMEA is an inductive method of
performing a qualitative system reliability or safety analysis from a low to a high level.

— differently identified and defined criteria for system fail
— degradation of function or reduction in assurance of fur

— safety;

— alternative operational phases:
The purposes of FMEA and FME

a) evaluation of the effects and the seqye

cess;
¢) classificati

ability, item Te

logistics, etp

2.2.1 FMEA field of application

FMEA is a method which is primarily adapted to the study of material and equipment failures
and which can be applied to categories of systems based on different technologies (electrical,
mechanical, hydraulic, etc.) and combinations of technologies. FMEA may also be used for the
study of software and human performance.

2.2.2 FMEA application within the framework of a project

The user should determine how and for what purposes he uses FMEA within his own technical
discipline. It may be used alone or to complement and support other methods of reliability analysis.
The requirements for FMEA originate from the need to understand hardware behaviour and its
implications for the operation of the system or equipment. The need for FMEA can vary widely
from one project to another.
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FMEA is a technique for design review support and for assurance and assessment which should
be put into use from the very first steps of system and subsystem design. FMEA is appropriate to all
levels of system design. Special training of personel performing FMEA is required, and they must
have the close collaboration of systems engineers and designers. The FMEA must be updated as the
project progresses and as designs are modified. By the end of the project, FMEA is used to check the
project design and may be essential for demonstration of conformity of a designed system to
required standards, regulations, and user’s requirements.

Information from the FMEA identifies priorities for process controls and inspection tests during
manufacture and installation, and for qualification, approval, acceptance and start-up tests. It
provides essential information for diagnostic and maintenance procedures.

In deciding on the extent and the way in which FMEA should be applied 6 ah item or de 51gn, one

2.2.3 Uses of FMEA
Some of the detailed applications a

he occne have unacceptable or significant effects, and

to determine the failire modes which psty affect the expected or required operation.

to provide the'logic model required to evaluate the probability of anomalous operating condi-
tions of the system;

f) to disclose safety hazard and liability problem areas, or non-compliance with regulatory
requirements; :

g to ensure that the test programme can detect potential failure modes;

h) to establish duty cycles which anticipate and avoid wear-out failures:

i) to focus upon key areas in which to concentrate quality, inspection and manufacturing process
controls;

J) toavoid costly modifications by the early identification of design deficiencies;
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k) to establish the need for data recording and monitoring during testing, check-out and use;

[} to provide information for selection of preventive or corrective maintenance points and devel-
opment of trouble-shooting duides, built-in test equipment and suitable test points;

m) to facilitate or support the determination of test criteria, test plans and diagnostic procedures,
for example: performance testing, reliability testing;

n) toidentify circuits requiring worst case analysis (frequently required for failure modes involving
parameter drifts);

0) to support the design of fault isolation sequences and to support the planning for alternative
modes of operation and reconfiguration;

p) to facilitate communication between:
— general and specialized engineers;
 — equipment manufacturer and his suppliers;
— system user and the designer or manufacturer;

g) to enhance the analyst’s knowledge and understanding of-the\behavio
studied;
r) to provide a systematic and rigorous approach to the

of the équipment

224 Limitdtions and drawbacks of FMEA

FMEA is extremely efficient when it is'a
the entire system.

Another Iim@n is
machine interaction

human errors appéa

as,for example, cause-consequence analysis. Nevertheless, the
FMEA ca i NPOox ost sensitive to human factors. A further limitation is apparent
when the effe he i ent are significant. The consideration of these effects requires a
thorofig C ige g characteristics and performances of the different components of the
system.

It should be noted that human error and environmental effects constitute a major source of
common mode or common cause failure. This question is dealt with in Sub-clause 3.6.1.

3. Basic principles of FMEA

3.1 Terminology

All terminology, except where specifically identified, is in accordance with I EC Publication 271:
List of Basic Terms, Definitions and Related Mathematics for Reliability.
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