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INTERNATIONAL ELECTROTECHNICAL COMMISSION  

____________ 

 
ELECTROMAGNETIC COMPATIBILITY (EMC)  –  

 
Part  1 -2:  General  – Methodology for the achievement  of  functional  safety 
of  electrical  and  electronic  systems including  equipment  wi th  regard  to  

electromagnetic phenomena 
 

FOREWORD 

1 )  The  I n ternati onal  E l ectrotechn i cal  Commiss i on  ( I EC)  i s  a  worl dwide  o rgan i zati on  fo r  s tandard i zati on  compri s i ng  
al l  nati onal  e l ectrotechn i cal  comm i ttees  ( I EC  Nati onal  Comm i ttees) .  The  object  o f  I EC  i s  to  promote  
i n ternati onal  co-operati on  on  al l  questi ons  concern i ng  s tandard i zati on  i n  the  e l ectri cal  and  e l ectron ic  f i e l ds .  To  
th i s  end  and  i n  add i t i on  to  other acti vi t i es ,  I EC  publ i shes  I n ternati onal  Standards ,  Techn i cal  Speci fi cati ons ,  
Techn i cal  Reports ,  Publ i cl y  Avai l abl e  Speci f i cat i ons  (PAS)  and  Gu i des  (hereafter  re ferred  to  as  “ I EC  
Publ i cati on (s) ”) .  The i r  preparat i on  i s  en trusted  to  techn i cal  comm i ttees;  any I EC  Nati onal  Commi ttee  i n terested  
i n  the  subject  deal t  wi th  may part i ci pate  i n  th i s  preparatory  work.  I n ternati onal ,  g overnmen tal  and  non -
governmen tal  organ i zat i ons  l i ai s i ng  wi th  the  I EC  al so  parti c i pate  i n  th i s  preparati on .  I EC  co l l aborates  cl ose l y  
wi th  the  I n ternat i onal  Organ i zati on  for  Standard i zati on  ( I SO)  i n  accordance  wi th  cond i t i ons  determ ined  by  
ag reement  between  the  two  organ i zati ons .  

2 )  The  formal  deci s i ons  or  ag reemen ts  o f  I EC  on  techn i cal  matters  express,  as  nearl y  as  poss ibl e,  an  i n ternat i onal  
consensus  o f  opi n i on  on  the  re l evan t  subjects  s i nce  each  techn i cal  comm i ttee  has  represen tati on  from  al l  
i n terested  I EC  Nati onal  Commi ttees.   

3 )  I EC  Publ i cati ons  have  the  form  of  recommendati ons  for  i n ternati onal  u se  and  are  accepted  by I EC  Nati onal  
Commi ttees  i n  that  sense.  Wh i l e  al l  reasonable  e fforts  are  made  to  ensu re  that  the  techn i cal  con ten t  of  I EC  
Publ i cati ons  i s  accu rate ,  I EC  cannot  be  hel d  responsi bl e  for  the  way i n  wh i ch  they are  used  or  for  any 
m i s i n terpretati on  by  any end  u ser.  

4)  I n  order to  promote  i n ternati onal  u n i form i ty,  I EC  Nati onal  Commi ttees  undertake  to  appl y  I EC  Publ i cati ons  
transparen tl y  to  the  maximum  exten t  poss i bl e  i n  thei r  nat i onal  and  reg i onal  publ i cati ons .  Any d i vergence  
between  any I EC  Publ i cati on  and  the  correspond i ng  nati onal  or  reg i onal  publ i cati on  shal l  be  cl earl y  i nd i cated  i n  
the  l atter.  

5 )  I EC  i tsel f  does  not  provi de  any attestat i on  o f  con form i ty.  I ndependen t  cert i f i cati on  bod ies  provi de  con form i ty  
assessmen t  servi ces  and ,  i n  some  areas,  access  to  I EC  marks  of  con form i ty.  I EC  i s  no t  responsi bl e  for  any  
servi ces  carri ed  ou t  by i ndependen t  certi f i cati on  bod i es .  

6)  Al l  u sers  shou ld  ensu re  that  they have  the  l atest  ed i t i on  o f  th i s  publ i cati on .  

7)  No  l i abi l i ty  shal l  attach  to  I EC  or  i ts  d i rectors,  employees,  servan ts  or  agen ts  i ncl ud i ng  i nd i vi dual  experts  and  
members  o f  i ts  techn i cal  comm i ttees  and  I EC  Nati onal  Commi ttees  for  any personal  i n j u ry,  property  damage  or  
o ther  damage  o f  any natu re  whatsoever,  whether  d i rect  or  i nd i rect ,  o r  for  costs  ( i ncl ud i ng  l egal  fees)  and  
expenses  ari s i ng  ou t  o f  the  publ i cati on ,  u se  o f,  o r  re l i ance  upon ,  th i s  I EC  Publ i cati on  or  any o ther  I EC  
Publ i cati ons .   

8 )  Atten t i on  i s  d rawn  to  the  Normati ve  references  ci ted  i n  th i s  publ i cati on .  Use  o f  the  referenced  publ i cati ons  i s  
i nd i spensable  for  the  correct  appl i cati on  o f  th i s  publ i cati on .  

9 )  Atten t i on  i s  d rawn  to  the  poss ib i l i ty  that  some  of  the  e l emen ts  o f  th i s  I EC  Publ i cati on  may be  the  subj ect  o f  
paten t  r i gh ts .  I EC  shal l  no t  be  he l d  responsi bl e  for  i den ti fyi ng  any or  a l l  such  paten t  ri g h ts .  

I n ternational  Standard  IEC  61 000-1 -2  has  been  prepared  by techn ical  commi ttee  77:  
E lectromagnetic  compatibi l i ty.  

I t  has  the  status  of  a  basic  safety  publ ication  i n  accordance  wi th  I EC  Gu ide  1 04.  

Th is  f i rst  ed i t i on  cancels  and  replaces  the  second  ed i ti on  of  I EC  TS  61 000-1 -2  publ i shed  i n  
2008.  Th is  ed i t ion  consti tu tes  a  techn ical  revis ion .  

Th is  ed i t ion  i ncludes  the  fo l lowing  s ign i fi can t  techn ical  changes  wi th  respect  to  the  previous  
ed i ti on :  

•  Al i gnment  wi th  the  changes  done  i n  the  l atest  ed i t ion  of  the  functional  safety  standard  
IEC  61 508.  
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•  Complete  review wi th  regard  to  transform ing  th is  document  i n to  an  I n ternational  Standard  
( i nstead  of  the  previous  ed i t ion  as  Techn ical  Speci fi cation ) .  

•  New structu re  of  Annex B.  

The  text  o f  th i s  s tandard  i s  based  on  the  fo l l owing  documents:  

FDIS  Report  on  vo ti ng  

77/51 3/FDIS  77/51 9/RVD  

 
Fu l l  i n formation  on  the  voti ng  for  the  approval  o f  th i s  s tandard  can  be  found  i n  the  report  on  
voting  i nd icated  i n  the  above  table.  
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INTRODUCTION  

I EC  61 000  i s  publ i shed  i n  separate  parts  accord ing  to  the  fo l lowing  structu re:  

Part  1 :  General  

General  considerations  ( i n troduction ,  fundamental  pri nciples)  

Defin i ti ons,  term inology 

Part  2:  Envi ronment  

Descripti on  of  the  envi ronment  

Classi fi cati on  of  the  envi ronment  

Compatibi l i ty  l evels  

Part  3:  Limi ts  

Emission  l im i ts  

Immun i ty  l im i ts  ( i nsofar as  they do  not  fal l  under the  responsibi l i ty  o f  the  product  commi ttees)  

Part  4:  Testing  and  measurement  techniques 

Measurement  techn iques  

Testi ng  techn iques  

Part  5:  Instal lation  and  mi tigation  gu idel ines  

I nstal lation  gu idel i nes  

M i ti gation  methods  and  devices  

Part  6:  Generic  standards 

Part  9:  Miscel laneous 

Each  part  i s  fu rther subd ivided  i n to  several  parts,  publ i shed  e i ther  as  i n ternational  standards,  
techn ical  speci fi cations  or techn ical  reports,  some  of  wh ich  have  al ready been  publ i shed  as  
sections.  Others  wi l l  be  publ i shed  wi th  the  part  number fo l l owed  by a  dash  and  completed  by 
a  second  number i den ti fyi ng  the  subd ivis ion  (example:  I EC  61 000-3-1 1 ) .  

Particu lar considerations for  IEC 61 000-1 -2  

The  aim  of  th i s  i n ternational  s tandard  wi th  regard  to  EMC and  functional  safety i s  to  address  
the  possible  effects  of  e lectromagneti c  d istu rbances  on  safety-related  systems  and  to  speci fy 
requ i rements  for  the  re levan t  phases  of  the  l i fecycle  of  a  safety-re lated  system.  The  objective  
i s  to  ach ieve  the  systematic  capabi l i ty  as  speci fi ed  i n  the  e lectri cal /electron ic/programmable  
e lectron ic  system  safety  requ i rements  speci fi cation  wi th  regard  to  e lectromagnetic  aspects .  

Th is  document  makes  use  of  existing  re levan t  basic  IEC  standards,  as  far  as  appropriate.  I t  
considers  the  work of  SC  65A relating  to  functional  safety  concepts  of  the  IEC  61 508  series  
and  of  TC  77  and  i ts  subcommi ttees  re lati ng  to  the  e lectromagnetic  envi ronments.  More  
detai l s  can  be  found  i n  the  publ ications  of  these  commi ttees.  
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ELECTROMAGNETIC COMPATIBILITY (EMC)  –  
 

Part  1 -2:  General  – Methodology for the achievement  of  functional  safety 
of  electrical  and  electronic  systems including  equipment  wi th  regard  to  

electromagnetic phenomena 
 
 
 

1  Scope 

Th is  part  o f  I EC  61 000  establ i shes  a  methodology for the  ach ievement  of  functional  safety 
on ly  wi th  regard  to  e lectromagnetic  phenomena.  Th is  methodology i ncludes  the  impl i cation  i t  
has  on  equ ipment  used  i n  such  systems  and  i nstal lations.  

Th is  standard:  

a)  appl i es  to  safety-related  systems  and  i nstal lations  i ncorporating  
e lectri cal /electron ic/programmable  e lectron ic  equ ipment as  i nstal l ed  and  used  under 
operati onal  cond i ti ons;  

b)  considers  the  i n fluence  of  the  e lectromagnetic  envi ronment  on  safety-re lated  systems;  

c)  i s  not  concerned  wi th  d i rect  hazards  from  e lectromagnetic  f i e l ds  on  l i ving  beings  nor  i s  i t  
concerned  wi th  safety re lated  to  breakdown  of  i nsu lation  or o ther  mechan isms  by wh ich  
persons  can  be  exposed  to  e lectrical  hazards.  

I t  main ly  covers  EMC related  aspects  of  the  design  and  appl ication  speci fi c  phases  of  safety-
related  systems  and  equ ipment  used  therein ,  and  deals  i n  parti cu lar wi th  

•  some  basic  concepts  i n  the  area of  functional  safety,  

•  the  various  EMC speci fi c  s teps  for  the  ach ievement  and  management  of  functional  safety,  

•  the  description  and  assessment  of  the  electromagnetic  envi ronment,  

•  the  EMC aspects  of  the  design  and  i n tegrati on  process,  taking  i n to  accoun t  the  process  of  
EMC safety  plann ing  on  system  as  wel l  as  on  equ ipment  l evel ,  

•  the  val idati on  and  veri fi cation  processes  regard ing  the  immun i ty against  e lectromagnetic  
d i stu rbances,  

•  the  performance  cri terion  and  some test  ph i losophy considerations  for  safety-related  
systems  and  the  equ ipment  used  therein ,  

•  aspects  re lated  to  testi ng  of  the  immun i ty of  safety-related  systems  and  equ ipment  used  
therein  against  e lectromagnetic  d istu rbances.  

Th is  I n ternational  Standard  i s  appl icable  to  e lectri cal /electron ic/prog rammable  e lectron ic  
(E/E/PE)  safety-re lated  systems  i n tended  to  comply wi th  the  requ i rements  of  I EC  61 508  
and/or associated  sector-speci fi c  functional  safety  standards.  I t  i s  i n tended  for  designers,  
manu factu rers,  i nstal l ers  and  users  of  safety-re lated  systems  and  can  be  used  as  a gu ide  by 
IEC  commi ttees.  

For safety-re lated  systems  covered  by other functional  safety  standards,  the  requ i rements  of  
th is  s tandard  shou ld  be  considered  i n  order to  i den ti fy  the  appropriate  measures  that  shou ld  
be  taken  wi th  re lation  to  EMC and  functional  safety.  

NOTE  Th i s  s tandard  can  al so  be  used  as  a  g u i de  for  cons i deri ng  EMC requ i remen ts  for  o ther  systems  havi ng  a  
d i rect  con tri bu t i on  to  safety.  
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2  Normative references 

The  fo l l owing  documents,  i n  whole  or  i n  part,  are  normati vely referenced  i n  th is  document  and  
are  i nd ispensable  for  i ts  appl ication .  For dated  references,  on ly  the  ed i tion  ci ted  appl ies.  For 
undated  references,  the  l atest  ed i t ion  of  the  referenced  document  ( i nclud ing  any 
amendments)  appl ies.  

I EC  60050-1 61 ,  International Electrotechnical Vocabulary (IEV) – Part 161: Electromagnetic 
compatibility 

I EC  TR  61 000-1 -6,  Electromagnetic compatibility (EMC) – Part 1-6: General – Guide to the 
assessment of measurement uncertainty 

I EC  TR  61 000-2-5,  Electromagnetic compatibility (EMC) – Part 2-5: Environment – 
Description and classification of electromagnetic environments 

I EC  61 000-4-X (al l  parts) ,  Electromagnetic compatibility (EMC) – Part 4: Testing and 
measurement techniques 

IEC  61 000-4-1 ,  Electromagnetic compatibility (EMC) – Part 4-1: Testing and measurement 
techniques – Overview of IEC 61000-4 series 

IEC  61 000-6-7,  Electromagnetic compatibility (EMC) – Part 6-7: Generic standards – 
Immunity requirements for equipment intended to perform functions in a safety-related system 
(functional safety) in industrial locations 

I EC  61 508  (al l  parts) ,  Functional safety of electrical/electronic/programmable electronic 
safety-related systems 

3  Terms,  defin i tions  and  abbreviations 

3.1  Terms and  defin i t ions 

For the  purposes  of  th is  document,  the  terms  and  defin i t ions  g i ven  i n  I EC  60050-1 61  as  wel l  
as  the  fo l l owing  apply.  

3.1 . 1   
degradation  (of  performance)  
undesi red  departure  i n  the  operati onal  performance  of  any device,  equ ipment  or  system  from  
i ts  i n tended  performance  

Note  1  to  en try:  The  term  "deg radati on "  can  appl y to  temporary or  permanen t  fai l u re .  

[SOURCE:  IEC  60050-1 61 :1 990,  1 61 -01 -1 9]  

3.1 .2   
electrical /electron ic/programmable  electronic  
E/E/PE 
based  on  e lectrical  and/or e lectron ic  and/or programmable  e lectron ic  technology 

Note  1  to  en try:  The  term  i s  i n tended  to  cover any and  al l  devi ces  or  systems  operati ng  on  e l ectri cal  pri nci p l es .  

EXAMPLE  E l ectri cal /e lectron i c/prog rammable  e l ectron i c  devi ces  i ncl ude  

– e l ectro-mechan i cal  devi ces  (e l ectri cal ) ;  

– so l i d -s tate  non -prog rammable  e l ectron i c  devi ces  (e l ectron i c) ;  

– e l ectron i c  devi ces  based  on  compu ter technol ogy (prog rammable  e l ectron i c) .  
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[SOURCE:  IEC  61 508-4:201 0,  3 . 2 . 1 3]  

3.1 .3   
electromagnetic  compatibi l i ty 
EMC 
abi l i ty  of  an  equ ipment  or  system  to  functi on  satisfactori l y  i n  i ts  e lectromagnetic  envi ronment  
wi thou t  i n troducing  i n to lerable  e lectromagnetic  d istu rbances  to  anyth ing  i n  that  envi ronment  

[SOURCE:  IEC  60050-1 61 : 1 990,  1 61 -01 -07]  

3.1 .4   
EMC planning  
eng ineering  method  by wh ich  EMC aspects  of  a  project  are  systematical l y  considered  and  
i nvestigated  i n  order to  ach ieve  EMC 

Note  1  to  en try:  Al l  acti vi t i es  connected  to  EMC  pl ann i ng  are  descri bed  i n  an  EMC pl an .  

3.1 .5   
E/E/PE system 
system  for  con tro l ,  protection  or  mon i toring  based  on  one  or  more  e lectrical /electron ic  
programmable  e lectron ic  (E/E/PE)  devices,  i nclud ing  al l  e lements  of  the  system  such  as  
power suppl i es,  sensors  and  other  i npu t  devices,  data h ighways  and  other commun ications  
paths,  and  actuators  and  other  ou tpu t  devices  

[SOURCE:  IEC  61 508-4:201 0,  3 . 3 .2]  

3.1 .6   
E/E/PE  system  safety i n tegri ty requ i rements  speci fication  
speci fi cation  con tain ing  the  safety  i n tegri ty requ i rements  of  the  safety  functions  that  have  to  
be  performed  by the  safety-re lated  systems  

Note  1  to  en try:  Th i s  speci f i cat i on  i s  one  part  ( the  safety  i n teg ri ty  part)  o f  the  E/E/PE  system  safety  requ i remen ts  
speci f i cat i on  (see  7 . 1 0  and  7 . 1 0 . 2 . 7  o f  I EC  61 508-1 : 201 0 ) .  

3.1 .7   
E/E/PE system  safety requ i rements  speci fication  
SSRS 
speci fi cation  con tain ing ,  for  each  safety function ,  the  safety  functi on  requ i rements  (what  the  
function  does) ,  and  the  safety i n tegri ty  requ i rements  ( the  l i ke l ihood  of  the  safety  function  
being  performed  sati sfactori l y)  that  have  to  be  performed/met by the  safety-related  systems  

Note  1  to  en try:  Th i s  note  appl i es  to  the  French  l anguage  on l y.  

3.1 .8   
(electromagnetic)  compatibi l i ty level  
speci fi ed  e lectromagnetic  d istu rbance  level  used  as  a  reference  level  for co-ord ination  i n  the  
setting  of  em ission  and  immun i ty  l im i ts  

Note  1  to  en try:  By conven ti on ,  the  compati b i l i ty  l eve l  i s  chosen  so  that  there  i s  on l y  a  smal l  probabi l i ty  that  i t  wi l l  
be  exceeded  by  the  actual  d i s tu rbance  l evel .  However,  e l ectromagneti c  compati b i l i ty  i s  ach i eved  on l y  i f  th e  
em iss i on  and  immun i ty  l evel s  are  con tro l l ed  such  that,  at  each  l ocati on ,  the  d i s tu rbance  l evel  resu l t i ng  from  the  
cumu lat i ve  em iss i ons  i s  l ower than  the  immun i ty  l evel  for  each  devi ce,  equ i pmen t  and  system  s i tuated  at  the  same  
l ocati on .  

Note  2  to  en try:  The  compati b i l i ty  l eve l  may be  phenomenon ,  t ime  or  l ocati on  dependen t.  

[SOURCE:  IEC  60050-1 61 :1 990,  1 61 -03-1 0]  
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3.1 .9   
electromagnetic  d isturbance 
any electromagnetic  phenomenon  wh ich  may degrade  the  performance  of  a  device,  
equ ipment  or  system  

Note  1  to  en try:  An  e l ectromagneti c  d i s tu rbance  may be  an  e l ectromagneti c  no i se,  an  u nwan ted  s i gnal  or  a  
change  i n  the  propagati on  med i um  i tsel f.  

[SOURCE:  IEC  60050-1 61 :1 990,  1 61 -01 -05,  mod i fied  – the  words  "  or  adversely  affect  l i vi ng  
or  i nert  matter"  have  been  deleted ]  

3.1 .1 0   
electromagnetic  envi ronment  
total i ty  of  e lectromagnetic  phenomena existi ng  at  a  g i ven  location  

[SOURCE:  IEC  60050-1 61 :1 990,  1 61 -01 -01 ]  

3.1 .1 1   
electromagnetic  in terference 
EMI  
degradation  of  the  performance  of  an  equ ipment,  transmission  channel  or  system  caused  by 
an  e lectromagnetic  d istu rbance  

Note  1  to  en try:  D i stu rbance  and  i n terference  are  respecti ve l y cause  and  e ffect .  

Note  2  to  en try:  Th i s  n ote  appl i es  to  the  French  l anguage  on l y.  

[SOURCE:  IEC  60050-1 61 :1 990,  1 61 -01 -06]  

3.1 .1 2   
element  
part  of  a  system  compris ing  a  s i ng le  component  or  any g roup of  componen ts  that  performs  
one  or  more  e lement  safety  functions.  

Note  1  to  en try:  An  e l emen t  may compri se  hardware  and /or  software.  

Note  2  to  en try:  A  typi cal  e l emen t  i s  a  sensor,  prog rammable  con tro l l er  or  f i nal  e l ement  

[SOURCE:  IEC  61 508-4:201 0,  3 . 4. 5,  modi fi ed  – the  word  "subsystem"  has  been  replaced  by 
"system"]  

3.1 .1 3   
element  safety function  
that  part  o f  a  safety function  wh ich  i s  implemented  by an  e lement  

[SOURCE:  IEC  61 508-4:201 0,  3 . 5 .3 ]  

3.1 .1 4   
equ ipment  
general  term  that  refers  to  a  wide  variety  of  possible  e lements,  modu les,  devices  and  
assembl ies  of  products  

3.1 .1 5   
equ ipment  under control  
EUC 
equ ipment,  mach inery,  apparatus  or  p lan t  used  for  manu factu ri ng ,  process,  transportati on ,  
med ical  or  other acti vi t i es  

Note  1  to  en try:  The  EUC  con tro l  system  i s  separate  and  d i st i nct  from  the  EUC.  
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Note  2  to  en try:  Th i s  note  appl i es  to  the  French  l anguage  on l y.  

[SOURCE:  IEC  61 508-4:201 0,  3 . 2 . 1 ]  

3.1 .1 6   
equ ipment  requ irements speci fication  
ERS 
equ ipment speci fi cation  covering  safety-related  requ i rements  on ly  wi th  regard  to  
e lectromagnetic  phenomena 

Note  1  to  en try:  An  equ ipmen t  requ i remen ts  speci f i cat i on  (ERS)  i s  created  for  each  i tem  of  equ i pmen t  wi th i n  the  
safety- re l ated  system .  I ncl uded  i n  each  equ i pmen t  requ i remen ts  speci fi cati on  i s  an  e l ectromagneti c  characteri s ti cs  
speci f i cat i on  based  upon  the  maximum  e l ectromagneti c  envi ronmen t  expected  over the  l i fe t ime  for  that  part i cu l ar  
i tem  o f  equ i pmen t.  

Note  2  to  en try:  Th i s  no te  appl i es  to  the  French  l anguage  on l y.  

3.1 .1 7  
fai lure  
term ination  of  the  abi l i ty o f  a  functi onal  un i t  to  provide  a  requ i red  function  or  operation  of  a  
functional  un i t  i n  any way other  than  as  requ i red  

Note  1  to  en try:  Th i s  i s  based  on  I EC  60050-1 91 : 1 990,  1 91 -04-01 ,  wi th  changes  to  i ncl ude  systemati c  fai l u res  
due  to ,  for example,  defi ci enci es  i n  speci f i cati on  or  software.   

Note  2  to  en try:  See  I EC61 508-4  for  the  re l ati onsh i p  between  fau l ts  and  fai l u res,  bo th  i n  the  I EC  61 508  seri es  
and  I EC  60050-1 91 .  

Note  3  to  en try:  Performance  o f  requ i red  functi ons  necessari l y  excl udes  certai n  behaviou r,  and  some  functi ons  
may be  speci fi ed  i n  terms  o f  behavi ou r to  be  avoi ded .  The  occu rrence  o f  such  behavi ou r i s  a  fai l u re .  

Note  4  to  en try:  Fai l u res  are  e i ther  random  ( i n  hardware)  o r  systemati c  ( i n  hardware  or  software) ,  see  I EC  61 508-
4.  

[SOURCE:  IEC  61 508-4:201 0,  3 . 6. 4,  mod i fied  – i n  Notes  2  and  4  to  en try,  the  fi gu re  and  
subclause  numbers  have  been  replaced  by IEC  61 508-4. ]  

3.1 .1 8   
fau l t  
abnormal  cond i t ion  that  may cause  a  reduction  i n ,  or  l oss  of,  the  capabi l i ty  of  a  functional  un i t  
to  perform  a requ i red  function  

Note  1  to  en try:  I EC  60050: 1 990,  1 91 -05-01 ,  defi nes  “ fau l t”  as  a  s tate  characteri sed  by  the  i nabi l i ty  to  perform  a  
requ i red  funct i on ,  excl ud i ng  the  i nabi l i ty  du ri ng  preven tati ve  mai n tenance  or  o ther  p l anned  acti ons ,  or  due  to  l ack 
o f  external  resou rces.  

[SOURCE:  ISO/IEC  2382-1 4:1 997,  1 4. 01 . 1 0 ]  

3.1 .1 9   
functional  safety 
part  o f  the  overal l  safety re lating  to  the  EUC  and  the  EUC contro l  system  that  depends  on  the  
correct  functi on ing  of  the  E/E/PE  safety-re lated  systems  and  other  ri sk reducti on  measures  

Note  1  to  en try:  I n  the  con text  o f  th i s  EMC  documen t,  fu ncti onal  safety  i s  that  part  o f  the  overal l  safety re l ati ng  to  
the  e l ectromagnet i c  envi ronmen t  i n  wh i ch  the  safety- re lated  system  exi s ts .  

[SOURCE:  IEC  61 508-4:201 0,  3 . 1 . 1 2,  mod i fi ed  – a  note  has  been  added . ]  

3.1 .20   
i nstal lation  
combination  of  equ ipment,  componen ts  and  systems  assembled  and/or erected  ( i nd ividual ly)  
i n  a  g i ven  area 

Full document details: IEC 61000-1-2-2016

http://avadocuments2026.com/doc/iec-61000-1-2-2016
http://avadocuments2026.com/doc/iec-61000-1-2-2016


I EC  61 000-1 -2:201 6  © IEC  201 6  – 1 3  – 

3.1 .21   
safety function  
function  to  be  implemented  by an  E/E/PE  safety-re lated  system  or o ther ri sk reduction  
measures,  that  i s  i n tended  to  ach ieve  or  main tain  a  safe  state  for  the  EUC,  i n  respect  of  a  
speci fi c  hazardous  event  

EXAMPLE  Examples  o f  safety  fu ncti ons  i ncl ude:  

•  fu nct i ons  that  are  requ i red  to  be  carri ed  ou t  as  pos i t i ve  act i ons  to  avoi d  hazardous  s i tuati ons  ( for  example  
swi tch i ng  o ff  a  motor) ;  and  

•  fu nct i ons  that  preven t  acti ons  be i ng  taken  ( for  example  preven ti ng  a  motor  s tarti n g ) .  

[SOURCE:  IEC  61 508-4:201 0,  3 . 5 . 1 ]  

3.1 .22   
safety in tegri ty l evel  
SIL 
d iscrete  l evel  (one  ou t  o f  a  possible  four) ,  correspond ing  to  a  range  of  safety  i n tegri ty values,  
where  safety  i n tegri ty  l evel  4  has  the  h ighest  l evel  of  safety  i n tegri ty  and  safety i n tegri ty  
l evel  1  has  the  l owest  

Note  1  to  en try:  The  target  fa i l u re  measu res  for  the  fou r  safety  i n teg ri ty  l evel s  are  speci f i ed  i n  Tabl es  2  and  3  o f  
I EC  61 508-1 :201 0 .  

Note  2  to  en try:  Safety i n teg ri ty  l evel s  are  u sed  for  speci fyi ng  the  safety  i n teg ri ty  requ i remen ts  o f  the  safety 
funct i ons  to  be  al l ocated  to  the  E /E/PE  safety- re lated  systems.  

Note  3  to  en try:  A  safety  i n teg ri ty  l eve l  (S I L)  i s  not  a  property  o f  a  system ,  e l emen t  or  componen t.  The  correct  
i n terpretati on  of  the  ph rase  “SI L  n  safety- re l ated  system”  (where  n  i s  1 ,  2 ,  3  or  4)  i s  that  the  system  i s  poten ti al l y  
capable  o f  support i ng  safety  functi ons  wi th  a  safety  i n teg ri ty  l eve l  up  to  n .  

No te  4  to  en try:  Th i s  note  appl i es  to  the  French  l anguage  on l y.  

[SOURCE:  IEC  61 508-4:201 0,  3 . 5 .8]  

3.1 .23   
safety manual  for  compl iant  i tems 
document  that  provides  al l  the  i n formation  re lating  to  the  functional  safety  of  an  e lement,  i n  
respect  of  speci fied  element  safety  functi ons,  that  i s  requ i red  to  ensure  that  the  system  meets  
the  requ i rements  of  I EC  61 508  series  

3.1 .24  
safety-related  system 
designated  system  that  both  

– implements  the  requ i red  safety  functions  necessary to  ach ieve  or  main tain  a  safe  state  for  
the  EUC;  and  

– i s  i n tended  to  ach ieve,  on  i ts  own  or wi th  other E/E/PE  safety-related  systems  and  other  
ri sk reduction  measures,  the  necessary safety  i n tegri ty  for  the  requ i red  safety  functions  

Note  1  to  en try:  A  safety-re l ated  system  i ncl udes  al l  the  hardware,  software  and  support i n g  servi ces  ( for  example,  
power suppl i es)  n ecessary to  carry  ou t  the  speci fi ed  safety  fu ncti on  (sensors ,  o ther  i npu t  devi ces,  f i nal  e l emen ts  
(actuators)  and  o ther  ou tpu t  devi ces  are  therefore  i ncl uded  i n  the  safety- re l ated  system) .  

Note  2  to  en try:  For  fu rther i n formati on ,  see  I EC  61 508-4.  

[SOURCE:  IEC  61 508-4:201 0,  3 . 4. 1 ,  mod i fied  – the  orig inal  note  2  has  been  mod i fi ed . ]  

3.1 .25   
systematic  capabi l i ty 
measure  (expressed  on  a  scale  of  SC  1  to  SC  4)  of  the  con fidence  that  the  systematic  safety  
i n tegri ty  of  an  e lement  meets  the  requ i rements  of  the  speci fied  SIL,  i n  respect  of  the  speci fied  
e lement  safety function ,  when  the  e lement  i s  appl ied  i n  accordance  wi th  the  i nstructions  
speci fi ed  i n  the  compl ian t  i tem  safety manual  for  the  e lement  
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Note  1  to  en try:  Systemati c  capabi l i ty  i s  determ ined  wi th  reference  to  the  requ i rements  fo r  the  avo i dance  and  
con tro l  o f  systemati c  fau l ts  (see  I EC  61 508-2  and  I EC  61 508-3) .  

Note  2  to  en try:  What  i s  a  re l evan t  systemati c  fai l u re  mechan i sm  wi l l  depend  on  the  natu re  o f  the  e l emen t.  For 
example,  fo r  an  e l emen t  compri s i ng  so le l y  so ftware,  on l y  software  fai l u re  mechan i sms  wi l l  n eed  to  be  consi dered .  
For  an  e l emen t  compri s i ng  hardware  and  software,  i t  wi l l  be  necessary to  cons i der  both  systemati c  hardware  and  
software  fai l u re  mechan i sms.  

Note  3  to  en try:  A  systemati c  capabi l i ty  o f  SC  N  for  an  e l ement,  i n  respect  o f  the  speci f i ed  e l emen t  safety 
functi on ,  means  that  the  systemati c  safety  i n teg ri ty  o f  S I L  N  has  been  met  when  the  e l emen t  i s  appl i ed  i n  
accordance  wi th  the  i ns tructi ons  speci fi ed  i n  the  compl i an t  i tem  safety manual  for  the  e l emen t.  

Note  4  to  en try:  Th i s  documen t  on l y  speci f i es  what  needs  to  be  done  to  c l aim  a  l evel  o f  systemati c  capabi l i ty  fo r  
an  i tem  of  E /E/PE  equ ipmen t,  i n  so  far  as  e l ectromagneti c  d i s tu rbances  are  concerned .  

3.1 .26   
testing  
demonstration  by empi rical  means  that  an  implemented  so lu ti on  con forms  to  i ts  speci fi cation  

3.1 .27  
val idation  
con fi rmation  by examination  and  provis ion  of  objective  evidence  that  the  particu lar 
requ i rements  for  a  speci fi c  i n tended  use  are  fu l fi l l ed  

Note  1  to  en try:  Val i dati on  i s  the  act i vi ty  o f  demonstrati ng  that  the  safety-re l ated  system  u nder  consi derati on ,  
before  o r  after  i ns tal l ati on ,  meets  i n  al l  respects  the  SSRS  for  that  safety-re l ated  system .  Therefore,  for  example,  
EMC  val i dati on  means  con fi rm i ng  by  exam inat i on  and  provi s i on  o f  obj ecti ve  evi dence  that  the  performance  re lat i ng  
to  e l ectromagnet i c  phenomena meets  the  E /E/PE  system  safety i n teg ri ty  requ i remen ts  speci fi cat i on .  

[SOURCE:  IEC  61 508-4:201 0,  3 . 8 .2 ,  mod i fied  – note  1  from  the  orig inal  defi n i t i on  has  been  
deleted . ]  

3.1 .28   
veri fication  
con fi rmation  by examination  and  provi s ion  of  objecti ve  evidence  that  the  requ i rements  have  
been  fu l f i l l ed  

Note  1  to  en try:  I n  the  con text  o f  th i s  s tandard ,  veri f i cati on  i s  the  act i vi ty  o f  demonstrati ng  fo r  each  phase  o f  the  
re l evan t  l i fecycle ,  that,  by  anal ys i s  and /or  tests ,  for  the  speci fi c  i npu ts ,  the  de l i verables  meet  i n  al l  respects  the  
obj ecti ves  and  requ i remen ts  set  for  th i s  phase.  

Note  2  to  en try:  Example:  veri f i cati on  acti vi t i es  i ncl u de:  

•  revi ews  on  ou tpu ts  (documents  from  al l  phases  o f  the  safety l i fecycl e )  to  ensu re  compl i ance  wi th  the  obj ecti ves  
and  requ i remen ts  o f  the  phase  taki ng  i n to  accoun t  the  speci f i c  i npu ts  to  that  phase;  

•  d es i gn  revi ews;  

•  tes ts  performed  on  the  des i gned  products  to  ensu re  that  they perform  accord i ng  to  the i r  speci f i cati on ;  

•  i n teg rati on  tests  performed  where  d i fferen t  parts  o f  a  system  are  pu t  together  i n  a  s tep-by-step  manner  and  by  
the  performance  o f  immun i ty  tests  agai nst  e l ectromagnet i c  d i s tu rbances  to  ensu re  that  al l  parts  work together  
i n  the  speci fi ed  manner.  

[SOURCE:  IEC  61 508-4:201 0,  3 . 8 . 1 ,  mod i fied  – a  note  1  has  been  added  and  the  example  
from  the  ori g i nal  defi n i t i on  has  been  made  i n to  Note  3 . ] ]  

3.2  Abbreviations 

AM  Ampl i tude  modu lation  

CRC Cycl ic  redundan t  check 

CW Continuous  wave  

DS  (performance  cri terion )  “defi ned  state”,  see  8 . 4.2  

ECC Error  correction  codes  

EDC Error detection  codes  

EM  E lectromagnetic  
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EMI  E lectromagnetic  i n terference  

ERS Equ ipment  requ i rement  speci fi cation  

ESD  E lectrostati c  d ischarge  

ETA Event  tree  analysis  

EUC Equ ipment  under con tro l  

EUT Equ ipment  under test  

FMEA Fai l u re  modes  and  effect  analysis  

FMECA Fai l u re  modes  effects  and  cri t i cal i ty  analysis  

FTA Fau l t  tree  analysis  

HEMP H igh  al t i tude  e lectromagnetic  pu lse  

HF H igh  frequency 

HPEM  H igh  power e lectromagnetics  

HR H igh ly  recommended  

ISM  I ndustrial ,  scien ti f i c  and  med ical  

LF  Low frequency 

M  Mandatory 

PLC Power l i ne  commun ications  

PLT Power l i ne  te lecommun ications  

PM  Pu lse  modu lation  

R  Recommended  

RAM  Random  access  memory 

RF Rad io  frequency 

ROM  Read  on ly  memory 

SC  Systematic  capabi l i ty  

SI L Safety  i n tegri ty  l evel  

SSRS System  safety requ i rement  speci fi cation  

UPS Un in terruptable  power system  

4 General  considerations 

4.1  General  

The  function  of  e lectrical  or  e lectron ic  safety-re lated  systems  shal l  not  be  affected  by external  
i n fl uences  i n  a  way that  cou ld  l ead  to  an  unacceptable  ri sk of  harm  to  persons  and/or 
envi ronment.  Acceptable  performance  wi th  respect  to  e lectromagnetic  d istu rbances  i s  
therefore  necessary.  A comprehensive  safety analysis  shal l  i nclude  the  effects  of  
e lectromagnetic  d istu rbances.  

I EC  61 508  has  the  status  of  a  basic  safety publ ication  accord ing  to  I EC  Gu ide  1 04  and  deals  
wi th  the  topic  of  functional  safety of  e lectri c/e lectron ic/programmable  e lectron ic  (E/E/PE)  
safety-related  systems.  I t  sets  the  overal l  requ i rements  to  ach ieve  functional  safety.  However,  
i t  does  not  g i ve  detai led  requ i rements  re lati ng  to  effects  of  e lectromagnetic  d istu rbances.  Th is  
part  o f  I EC  61 000  g ives  gu idance  to  deal  wi th  the  effects  of  e lectromagnetic  d istu rbances  on  
safety-re lated  systems,  and  on  equ ipment  i n tended  to  be  used  i n  safety-re lated  systems.  

The  concept  of  I EC  61 508  i s  based  on  a  safety l i fecycle  model  (see  Figure  1 ) .  The  concept 
comprises  acti vi t ies  du ring  appl ication -speci fi c  phases  and  acti vi ti es  re lati ng  to  the  concept,  
design ,  implementation ,  operation ,  main tenance  and  decommission ing  of  the  safety-related  
system.  The  i n terface  between  the  earl i er  appl i cation -speci fi c  phases  and  the  design  phase  i s  
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the  E/E/PE  system  safety requ i rements  speci fi cation  (SSRS) .  Th is  SSRS shal l  speci fy  al l  
re levan t  requ i rements  of  the  i n tended  appl ication(s) ,  i n  order  to  ach ieve  the  requ i red  
functional  safety.  

The  safety-re lated  system  in tended  to  implement the  speci fi ed  safety  function (s)  shal l  comply 
wi th  the  requ i rements  of  the  SSRS.  Equ ipment  (or  e lements,  see  3 . 1 . 1 2)  i n tended  for  use  i n  
that  system  shal l  fu l f i l  the  re levan t  requ i rements  deri ved  from  the  SSRS and  g i ven  i n  the  ERS 
(see  Table  1 ) .  

Table  1  – E/E/PE system  safety requ irements  speci fication ,   
i n terfaces and  responsibi l i t ies  accord ing  to  IEC 61 508 

I n terface  Responsibi l i ti es  

Appl i cati on  (system  l evel )  E /E /PE  system  safety requ i remen ts  speci fi cat i on  

a)  Def i n i t i on  o f  safety-re l ated  functi on ,  based  on  a  ri sk assessmen t  o f  the  
i n tended  appl i cat i on  ( I EC  61 508)  (wh i ch  fu ncti on  may cause  a  dangerous  
fai l u re)  

b)  Se l ecti on  o f  appropri ate  S I L  ( requ i red )  based  on  a  ri sk assessmen t  o f  the  
i n tended  appl i cat i on  ( I EC  61 508)  

c)  Def i n i t i on  o f  the  envi ronmen t  i n  wh i ch  the  system  i s  i n tended  to  work 
( I EC  61 508,  I EC  61 000-2-5)  

E /E /PE  equ i pmen t  i n tended  for  
u se  i n  a  safety- re l ated  system  

The  equ i pmen t  manu factu rer  shal l  fu l f i l  th e  re l evan t  requ i remen ts  o f  the  ERS.  
Th i s  i ncl udes:  ensu ri ng  that  there  i s  adequate  con fi dence  that  
e l ectromagneti c  d i s tu rbances  wi l l  n o t  resu l t  i n  dangerous  systemati c  fai l u res  
(systemati c  capabi l i ty  wi th  respect  to  e l ectromagneti c  d i s tu rbances) ;  and  
produci ng  evi dence  that  appropri ate  methods  and  techn i ques  have  been  
employed .  
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NOTE  1  The  d i ag ram  shows  a  s impl i f i ed  overvi ew o f  the  re l at i onsh i p  between  I EC  61 508  and  I EC  61 000-1 -2 .  
I ssues  o f  e l ectromagneti c  d i s tu rbances  may need  carefu l  cons i derat i on  du ri ng  safety  l i fecycl e  s tages  o ther  than  
covered  by  I EC  61 000-1 -2,  for  example  main tenance  act i vi t i es  fo r  e l ectromagneti c  characteri s ti cs  may be  requ i red  
du ri ng  the  “u se-of-equ i pment”  phase  to  ensu re  con ti nued  safety- re l ated  system  performance.  

NOTE  2  Veri f i cat i on  and  management  o f  functi onal  safety  are  not  shown  i n  the  d i ag ram  bu t  i t  i s  re l evan t  to  al l  
l i fecycl e  phases.  

Figure  1  – Relationsh ip  between  IEC  61 000-1 -2   
and  the  simpl i fied  safety l i fecycle  as  per  IEC 61 508 
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4.2  Considerations  wi th  regard  to  electromagnetic  phenomena 

The  correct  operation  of  a  safety-related  system  depends  on  several  factors.  IEC  61 508  
con tains  the  overal l  consideration  for  safety-re lated  systems.  The  speci fi c  aspects  re lated  to  
e lectromagnetic  d istu rbances  are  considered  i n  th is  s tandard .  

These  aspects  comprise:  

– the  e lectromagnetic  envi ronment  (see  Clause  6)  

•  assessing  envi ronment  i n formation ,  

•  deri vi ng  test  l evels  and  methods,  

•  considerati ons  on  e lectromagnetic  phenomena and  safety i n tegri ty  l evels  (SILs) ;  

– the  e lectromagnetic  aspects  of  the  design  and  i n tegration  processes  (see  Clause  7)  

•  system  level ,  

•  equ ipment  l evel ;  

– veri f i cation /val idation  for functional  safety wi th  respect  to  e lectromagnetic  phenomena 
(see  Clause  8)  

•  veri fi cation  and  val idation  processes,  

•  performance  cri teria  and  test  ph i l osophy;  

– immun i ty testi ng  wi th  regard  to  functional  safety (see  Clause  9)  

•  considerations  on  test  methods  and  levels,  

•  considerations  on  immun i ty  testi ng  wi th  regard  to  systematic  capabi l i ty.  

Fi gure  2  shows  the  mu tual  relationsh ip  between  these  aspects  as  wel l  as  those  treated  wi th i n  
I EC  61 508.  Though  the  E/E/PE  system  safety requ i rements  speci fi cation  i s  primari l y  an  
aspect  of  I EC  61 508  i t  shal l  consider  the  ou tcome  of  an  assessment  of  the  e lectromagnetic  
envi ronment  i n  wh ich  the  safety-re lated  system  i s  i n tended  to  be  operated .  
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NOTE  (Reference  no . )  refers  to  re l ated  cl auses/subclauses  i n  th i s  document.  

Figure  2  – Basic  approach  to  ach ieve functional   
safety on ly wi th  regard  to  electromagnetic  phenomena 

5  Achievement  of  functional  safety 

5.1  General  

The  ach ievement  of  functional  safety  requ i res  an  understand ing  of  some  basic  terms  and  
concepts  wi th in  the  area of  functional  safety,  these  being :  

– safety l i fecycle:  necessary acti vi ti es  i nvolved  i n  the  implementation  of  safety-re lated  
systems,  occu rri ng  du ring  a  period  of  t ime  that  s tarts  at  the  concept  phase  and  f i n ishes  
when  the  safety-re lated  system  i s  no  l onger avai lable  for  use  (see  5. 2) ;  
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– safety  i n tegri ty:  i t  i s  the  probabi l i ty  of  a  safety-related  system  to  sati sfactori l y  perform  the  
requ i red  safety  functi ons  under al l  s tated  cond i ti ons  wi th in  a  stated  period  of  t ime  (see  
5 . 3) .  

NOTE  I EC  61 000-1 -2  does  not  deal  wi th  al l  phases  o f  the  who l e  l i fecycl e  (see  al so  Fi gu re  1 ) .  

5.2  Safety l i fecycle  

The  overal l  l i fecycle  re levant  for  the  functional  safety  of  safety-re lated  E/E/PE  systems  i s  
defi ned  i n  I EC  61 508,  and  Fi gu re  1  shows  a  s impl i fied  vers ion .  

For  safety-re lated  E/E/PE  systems,  the  E/E/PE  system  safety requ i rements  speci fi cati on  i s  
wi th in  the  scope  of  I EC  61 508.  I t  i s  also  partl y wi th in  the  scope  of  I EC  61 000-1 -2  for  the  
speci fi cation  of  the  e lectromagnetic  envi ronmental  cond i t ions.  

The  overal l  design  process  and  the  necessary design  features  to  ach ieve  functional  safety  of  
safety-re lated  E/E/PE  systems  are  defined  i n  I EC  61 508.  Th is  i ncludes  requ i rements  for 
design  featu res  that  make  the  safety-re lated  system  to leran t  against  e lectromagnetic  
d istu rbances.  

The  phases  of  design ,  implementation ,  val idation ,  commission ing  and  modi fi cation  of  safety-
related  E/E/PE  systems  are  covered  by the  scopes  of  both  IEC  61 508  and  I EC  61 000-1 -2.  
IEC  61 508  comprises  al l  aspects  re levan t  for  functional  safety  and  I EC  61 000-1 -2  deals  wi th  
the  aspects  re lated  to  e lectromagnetic  phenomena.  

Operati on ,  main tenance  and  decommission ing  of  safety-related  E/E/PE  systems  are  wi th in  the  
scope  of  the  IEC  61 508  series.  

For E/E/PE  equ ipment  (or  e lements)  used  i n  safety-re lated  systems  wi th in  the  scope  of  
IEC  61 508,  the  approach  to  deal  wi th  aspects  re lated  to  e lectromagnetic  phenomena i s  
d i fferen t  from  that  used  for  safety-related  systems.  

The  i n tended  state/cond i t i on  that  equ ipment  goes  to  and/or  main tains  upon  the  occurrence  of  
a  fau l t  shal l  be  speci fied .  For example,  th i s  speci fi cation  cou ld  be  s imply  a  statement  that  the  
equ ipment  wi l l  provide  a  speci fied  ou tpu t  s i gnal  upon  detection  of  an  equ ipment  fau l t.  

Th is  speci fied  behaviour  of  equ ipment  shal l  be  considered  during  several  of  the  l i fecycle  
phases  of  the  equ ipment.  These  i nclude  the  concept,  overal l  plann ing ,  design  and  
development,  i n tegration ,  operation  and  main tenance,  val idation ,  and  mod i fi cation  phases.  
The  hazard  and  ri sk analysis ,  overal l  safety  requ i rements,  and  safety requ i rements  al l ocation  
phases  do  not  apply  at  the  equ ipment  l evel .  

5.3  Safety in tegri ty 

The  fai l u re  or  mal function  of  a  safety-related  system  due  to  an  e lectromagnetic  d istu rbance  
wi th  a  g i ven  streng th  i s  systematic.  Measures  taken  to  con tro l  EMC-related  dangerous  fai l u res  
of  systems  shal l  be  regarded  as  part  o f  the  systematic  capabi l i ty  of  the  system  in  question ,  
and  need  to  be  i n tegrated  i n to  the  IEC  61 508  l i fecycle  as  necessary.  

Any e lement  that  has  been  demonstrated  to  meet  the  requ i rements  of  the  IEC  61 508  series  
concern ing  systematic  safety  i n tegri ty  wi th  respect  to  a  particu lar e lement  safety  function  i s  
said  to  have  a  corresponding  systematic  capabi l i ty  (SC) .  Th is  on ly  appl i es  when  the  e lement 
i s  used  i n  accordance  wi th  the  i nstructi ons  i n  i ts  safety  manual  for  compl ian t  i tems.  

The  EMC i n formation  necessary to  i n tegrate  e lements  i n to  the  i n tended  appl ication  shal l  be  
i ncluded  i n  thei r  safety  manuals  for  compl ian t  i tems.  

Full document details: IEC 61000-1-2-2016

http://avadocuments2026.com/doc/iec-61000-1-2-2016
http://avadocuments2026.com/doc/iec-61000-1-2-2016


I EC  61 000-1 -2:201 6  © IEC  201 6  – 21  – 

5.4  Speci fic  steps  for  the  ach ievement  of  functional  safety wi th  regard  to  
electromagnetic  d isturbances 

To  ach ieve  functi onal  safety,  the  fo l l owing  actions  wi th  regard  to  e lectromagnetic  i n fl uences  
shal l  be  undertaken :  

a)  determine  the  structu re,  design  and  i n tended  functions  of  the  planned  or  existing  safety-
related  system;  

b)  describe  the  re levan t  e lectromagneti c  envi ronment  i n  wh ich  the  safety-re lated  system  i s  
i n tended  to  be  used  over i ts  l i fecycle  (see  6. 1 ) ;  

c)  determ ine  the  physical  and  cl imatic  envi ronments  and  the  degradation  due  to  normal  use  
and  foreseeable  m isuse  wi th  respect  to  e lectromagnetic  aspects  i n  wh ich  the  safety-
related  system  i s  i n tended  to  be  used  over i ts  l i fecycle;  

d )  implement  EMC aspects  i n  the  design  process  (see  Clause  7)  o f  safety-related  systems  
(see  7. 3) ;  

e)  perform  veri fi cation /val idation  wi th  respect  to  e lectromagnetic  d i stu rbances  for  functional  
safety (see  Clause  8) ;  

f)  mod i fy the  design  or  i nstal lation  measures,  i f  necessary;  

g )  produce  EMC speci fi c  operation  and  main tenance  i nstructions  to  ensure  the  speci fi ed  
functi onal  safety over time  ( these  i nstructi ons  wou ld  be  added  to  the  safety  manual  for 
compl ian t  i tems) .  

5.5  Management  of  EMC for functional  safety 

5.5.1  General  

The  requ i rements  of  5. 5  i nd icate  acti vi t i es  that  are  necessary for  the  management  of  
functi onal  safety  performance  of  safety-related  systems  wi th  respect  to  e lectromagnetic  
phenomena.  These  management  acti vi t ies  for  safety-related  systems  are  described  at  the  
system  l evel ,  however acti vi t ies  at  the  e lement  l evel  are  described  where  necessary.  

5.5.2  Management  of  functional  safety performance wi th  respect  to  electromagnetic  
phenomena at  system  level  

An  organ isati on  wi th  responsibi l i ty  for  demonstrating  the  EMC of  a  safety-re lated  system  or 
equ ipment,  or  for  any of  the  acti vi t ies  wi th in  the  scope  of  th is  document,  shal l  appoin t  one  or  
more  persons  to  take  overal l  responsibi l i ty  for  

•  the  system  or e lement,  or  for  al l  re levan t  acti vi t ies;  

•  coord inati ng  acti vi ti es  for  performance  wi th  respect  to  e lectromagnetic  d i stu rbances;  

•  the  i n terfaces  between  those  acti vi t i es  and  other acti vi t i es  carri ed  ou t  by  other 
organ izations;  

•  carryi ng  ou t  al l  the  requ i rements  of  5 . 5;  and  

•  ensuring  that  EMC i s  su ffi cien t  and  demonstrated  i n  accordance  wi th  the  objectives  and  
requ i rements  of  th is  document.  

The  responsibi l i ty  for  coord ination ,  and  for  overal l  EMC for  functional  safety,  shal l  be  
i den ti f ied  and  reside  i n  one  or  a  smal l  number of  persons  wi th  su ffi ci en t  management  
au thori ty.  However the  responsibi l i ty for  sub-aspects  may be  delegated  to  others,  particu larl y  
to  those  wi th  re levan t  experti se  on  that  special  aspect.  

For those  acti vi t ies  for  wh ich  the  organ isation  i s  responsible,  the  po l i cy and  strategy for 
ach ieving  functional  safety wi th  respect  to  e lectromagnetic  phenomena shal l  be  du ly speci fi ed  
i n  a  comprehensive  plan ,  together wi th  the  means  for  evaluating  thei r  ach ievement,  and  the  
means  by wh ich  they are  commun icated  wi th in  the  organ izati on .  
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Al l  persons,  departments  and  sub-con tractors  responsible  for  carrying  ou t  safety-related  
acti vi ti es  for performance  wi th  respect  to  e lectromagnetic  phenomena shou ld  be  i den ti fi ed .  
Thei r  responsibi l i t i es  shal l  be  fu l l y  and  clearly  commun icated  to  them.  Where  appropriate  
other  persons,  departments  and  organ izations,  wh ich  cou ld  i n fl uence  the  safety-related  
performance  ach ieved  by the  system,  shal l  be  made  aware  of  these  responsibi l i t i es.  

The  i nd ividuals  who  have  responsibi l i ty  for  one  or more  of  the  acti vi t ies  wi th in  the  scope  of  
th is  document,  shal l ,  i n  respect  of  those  acti vi t i es  for  wh ich  they have  responsibi l i ty,  speci fy 
al l  management  and  techn ical  acti vi t i es  that  are  necessary to  ensure  the  ach ievement  and  
demonstration  of  functional  safety  performance  wi th  respect  to  e lectromagnetic  phenomena of  
the  safety-re lated  systems.  Th is  i ncludes  the  selected  measures,  techn iques  and  tests  used  
to  meet  the  requ i rements  of  th is  document.  

As  part  o f  the  functional  safety  management  acti vi t i es,  procedures  shal l  be  speci fi ed  for  
ensuring  that  al l  persons  i nvolved  i n  any acti vi ty  wi th in  the  scope  of  th i s  document  have  the  
appropriate  trai n i ng ,  techn ical  knowledge,  experience  and  qual i fi cati ons,  accred i ted  as  
necessary,  re levan t  to  the  speci fi c  du ties  that  they have  to  perform.  These  procedures  shal l  
defi ne  what i n formation  i s  to  be  commun icated  between  i n terfaces,  and  what  form  the  
commun ication  shal l  take.  I n  add i ti on ,  the  procedures  shal l  document  how cases  of  reported  
e lectromagnetic  d i stu rbances  on  the  safety-re lated  system  are  analysed  for  thei r  re levance  to  
the  systems  or  acti vi t i es  for  wh ich  the  organ isation  i s  responsible,  and  that  recommendations  
are  made  to  m in im ise  the  probabi l i ty  of  a  recu rrence.  Procedures  shal l  be  speci fi ed  for 
ensuring  prompt  fo l low-up  and  sati sfactory resolu tion  of  re levant  recommendations  re lati ng  to  
safety-related  systems,  i nclud ing  those  ari s ing  from  veri f i cation ,  val i dation  and  i nciden t  
reporting  and  analysis .  

Organ izati ons  shal l  main tain  a  system  to  i n i ti ate  changes  as  a  resu l t  o f  defects  re levant  to  
e lectromagnetic  phenomena being  detected  i n  safety-related  systems  or  equ ipment  for  wh ich  
they are  responsible  and ,  i f  they are  unable  to  make  the  changes  themselves,  to  i n form  users  
of  the  need  for  mod i fi cation  i n  the  event  of  the  defect  affecting  safety.  

NOTE  More  i n formati on  on  managemen t  o f  fu ncti onal  safety i s  g i ven  i n  I EC  61 508-1 .  

5.5.3  Management  of  functional  safety performance wi th  respect  to  electromagnetic  
phenomena at  element  suppl ier  level  

I n  general ,  a  safety-re lated  system  i s  a  combination  of  a  number of  e lements  i n tegrated  
together to  provide  one  or  more  safety  functi ons,  and  possibly  add i ti onal  non-safety-related  
functions.  The  functional  and  performance  requ i rements  of  i nd i vidual  e lements  may be  
speci fied  and  designed  as  a  bespoken  product  or  procured  as  a  commercial  o ff  the  shel f  
product.  Suppl iers  provid ing  products  or services  to  an  organ ization  having  overal l  
responsibi l i ty  for  one  or  more  activi t i es  wi th in  the  scope  of  th is  document  shal l  del i ver 
products  or  services  as  speci fied  by that  organ ization .  

Where  the  e lement i s  bespoken ,  the  overal l  responsibi l i ty  for  management of  performance  
wi th  respect  to  e lectromagnetic  phenomena of  the  e lement  safety  function  i s  that  defined  i n  
5 . 5.2 .  

For non-bespoken  elements,  the  suppl ier  i s  responsible  for  assessing  and  detai l i ng  the  
performance  of  the  product  i n  accordance  wi th  the  requ i rements  speci fied  i n  th is  s tandard .  
The  organ isation  shal l  implement  procedures  for  ensuring  that  the  performance  of  the  
e lement,  obtained  th rough  the  val i dati on  process,  i s  su i tably documented  i n  a  safety  manual  
and  that  th is  i n formation  i s  made  avai lable  to  al l  poten tial  users  of  the  product.  
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6 Electromagnetic  environment  

6.1  General  

The  e lectromagnetic  envi ronment  i s  defined  as  the  total i ty  of  e lectromagnetic  phenomena 
existi ng  at  a  parti cu lar  l ocation .  These  phenomena can  vary over t ime.  I n formation  on  the  
e lectromagnetic  envi ronment  shal l  be  avai lable  i n  the  E/E/PE  system  safety  requ i rements  
speci fi cation  (see  Figu re  2) .  The  e lectromagnetic  envi ronment i s  i n fl uenced  by,  for  example:  

•  f i xed  and  moving  sou rces  of  e lectromagnetic  energy,  

•  l ow,  med ium  and  h igh  vol tage  equ ipment,  

•  con tro l ,  s ignal l i ng ,  commun icati on  and  power systems,  

•  i n ten tional  rad iators,  

•  physical  processes  (e . g .  atmospheric  d i scharges,  swi tch ing  actions) ,  

•  random  or i n frequen t  transien ts,  

wh ich  al l  can  produce  d istu rbances  that  adversely  impact  the  safety-related  system  or 
e lement  under consideration .  

Table  2  g i ves  an  overview of  the  principal  e lectromagneti c  phenomena wh ich  shal l  be  
considered  for the  ach ievement of  functional  safety  for safety-related  systems.  Th is  l i s t  i s  not  
necessari l y  complete,  bu t  i t  shal l  be  used  to  beg in  the  consideration  of  e lectromagnetic  
envi ronments  that  can  impact  functional  safety.  

The  occurrence  of  several  e lectromagnetic  phenomena at  the  same time,  for  example  
harmon ics  and  un id i rectional  transien ts,  or  rad iated  fi e lds  and  ESD,  shou ld  be  taken  i n to  
accoun t.  Th is  does  not  necessari l y  mean  that  s imu l taneous  testing  i s  requ i red ;  o ther  
techn iques  and  measures  may be  preferable  (see  Annex B) .  

Table  2  – Overview of  electromagnetic  phenomena 

Electromagnetic  phenomena Sources  and  characteristi cs  

Harmon ics  

Vo l tage  ampl i tude  vari at i ons  

Vo l tage  d i ps  

Vo l tage  i n terrupti ons  

Vo l tage  u nbalance  

Vo l tage  frequency vari at i ons  

Common  mode  vo l tages  

S i gnal l i n g  vo l tage  0 , 1  kHz  to  3  kHz  

I nduced  LF 

DC  i n  AC  networks  

 

LF  magneti c  f i e l d   

LF  e l ectri c  f i e l d   

D i rect-conducted   

HF-conducted  i nduced  CW  

S i gnal l i n g  vo l tage   

Un i d i recti onal  trans i en ts   

HF-conducted  osci l l atory  trans ien ts   

Rad i ated  CW (AM  and  PM)   

Conducted  and  rad i ated  HPEM  a   
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Electromagnetic  phenomena Sources  and  characteristi cs  

H igh  al t i tude  e l ectromagneti c  pu l se  (HEMP)  b   

I n ten t i onal  EM I  c   

a   To  be  cons i dered  i n  case  o f  speci al  cond i t i ons  (see  I EC  61 000-2-1 3) .  

b  To  be  cons idered  i n  case  o f  special  cond i t i ons  (see  I EC  61 000-2-9) .  

c  To  be  cons i dered  i n  case  o f  speci al  cond i t i ons .  

 

6.2  Electromagnetic  environment  information  

Many publ ications  i nclude  basic  descriptions  of  e lectromagneti c  envi ronments  considering  the  
e lectromagnetic  phenomena and  d istu rbance  levels  typical l y  expected  i n  such  envi ronments.  
General  i n formation  abou t  the  description  and  the  levels  of  e lectromagnetic  d i stu rbances  i n  
various  locations  can  be  found  i n  the  standards  or  techn ical  reports  of  the  IEC  61 000-2  
series.  Examples  of  descriptions  of  various  envi ronments  are  g iven  i n  IEC  61 000-2-5.  These  
descriptions,  however,  are  g iven  i n  terms  of  compatibi l i ty  l evels .  

I EC  61 000-4-1  g i ves  appl icabi l i ty  assistance  and  provides  general  recommendations  
concern ing  the  choice  of  re levan t  tests  described  i n  the  IEC  61 000-4  series.  I t  i s  noted  that  
s tandards  designed  for  the  ach ievement  of  EMC,  wh ich  are  based  primari l y  on  
techn ical /economic  factors,  may not  adequately  describe  the  e lectromagnetic  envi ronment for 
the  ach ievement  of  functi onal  safety for  safety-re lated  systems.  

Table  A. 1  provides  an  example  for the  se lection  of  e lectromagnetic  phenomena to  be  
considered  when  speci fyi ng  requ i rements.  S ince  the  electromagnetic  envi ronment  does  not  
vary wi th  respect  to  the  SI L of  systems  placed  i n  an  i nstal lati on ,  most  severe  e lectromagnetic  
envi ronments  shal l  be  considered  for  al l  e lectromagnetic  functi onal  safety s i tuations.  

The  most  severe  e lectromagnetic  envi ronment  i n  wh ich  the  safety-related  system  i s  to  be  
i nstal led  shal l  be  determ ined  (e . g .  by  means  of  measurements,  assessments,  etc. )  by  e i ther  
designers,  manu facturers,  i nstal l ers  or  users  of  the  safety-related  system.  Al l  types  of  the  
e lectromagnetic  phenomena (see  Table  2)  shal l  be  considered .  The  i n formation  from  
IEC  61 000-2-5  summarized  i n  Table  A. 1  i s  presen ted  as  a  gu ide  bu t  does  not  cover the  h i gher 
d istu rbance  l evels  that  can  occur  at  some  locations.  Once  the  most  severe  e lectromagnetic  
envi ronment  i s  known ,  the  safety-related  system  designer shal l  choose  on ly equ ipment  
speci fied  by the  equ ipment  manu facturer  for  use  i n  an  e lectromagnetic  envi ronment  equal  to  
or more  severe  than  the  maximum  envi ronment.   Equ ipment  manu factu rers  typical l y speci fy 
that  thei r  equ ipment has  been  tested  to  appl icable  EMC standards  and  comply wi th  them  at  
speci fied  levels.   I f  the  known  appl ication  envi ronment  exceeds  the  equ ipment  speci fi cations,  
appropriate  means  shal l  be  appl ied  to  ensure  adequate  performance.  Such  means  cou ld  
i nclude  sh ield ing  enclosures  or  o ther techn iques  as  detai led  i n  Annex B.  

The  l evels  of  e lectromagnetic  d istu rbances  i nd icated  i n  various  EMC standards,  reports  or 
techn ical  speci fi cations  shal l  be  considered  very cau tiously  wi th  regard  to  thei r  appl i cation  for 
functional  safety.  I n  particu lar,  consideration  shal l  be  g i ven  to  the  fo l l owing :  

a)  The  e lectromagnetic  d istu rbance  levels  vary accord ing  to  a  s tati sti cal  d i stri bu tion  (see  
Fi gu re  E . 1 ) ,  and  the  l evels  shown  as  examples  i n  Table  A. 1  can  be  exceeded  i n  some 
particu lar ci rcumstances.  However,  such  ci rcumstances  may on ly  exist  i n frequen tl y  or  at  
particu lar s i tes.  I t  i s  importan t  to  establ i sh  the  l evels  of  these  d i stu rbances  for  functional  
safety pu rposes.  

b)  The  standard ised  immun i ty  test  methods,  test  l evels  and  performance  cri teria  found  i n  the  
immun i ty  test  s tandards  are  re lated  to  operational  requ i rements  and  not  to  functi onal  
safety.  I f  tests  based  on  these  test  methods  are  being  performed,  safety-related  test  l evels  
and  performance  cri teria are  to  be  defined  for  each  of  the  e lectromagnetic  phenomena ( for 
example  i n  I EC  61 000-6-7) .  
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c)  The  e lectromagnetic  characteristi cs  of  e lements  and  systems  can  degrade  wi th  age,  for 
example  th rough  physical  deg radation  of  protection  measures.  Th is  l i fecycle  aspect  of  
e lectromagnetic  i n fluences  i s  to  be  considered .  

6.3  Methodology to  assess the electromagnetic  environment  

Relevan t  and  s i gn i fi can t  i n formation  exists  wi th in  the  EMC body of  publ ications  regard ing  the  
e lectromagnetic  envi ronment  where  most  e lectrical  or  e lectron ic  equ ipment  operates.  

I n  cases  where  i nsu ffi cien t  i n formation  exists  wi th in  such  EMC publ icati ons,  al ternati ve  
acti vi t i es  shal l  be  undertaken  i n  order to  obtain  appropriate  knowledge  abou t  the  
e lectromagnetic  envi ronment  at  l ocations  of  i n terest.  Such  acti vi t i es  may i nclude:  

•  u ndertake  l i terature  review of  o ther EMC resources  to  ascertain  the  e lectromagnetic  
characteristics  of  s im i lar  l ocations  of  i n terest,  

•  u ndertake  an  e lectromagnetic  survey at  a  represen tati ve  or  at  the  said  l ocati on  of  i n terest;  
such  a  survey may consist  o f  both  a  measurement  campaign  to  determ ine  the  
characteristics  of  the  e lectromagnetic  phenomena presen t  and  an  e lectromagnetic  
analysis  to  assess  the  data and  the  characteri sti cs  of  e lectromagnetic  phenomena 
produced  by known  em i tters.  

The  i n formation  obtained  abou t  the  e lectromagnetic  envi ronment  shal l  be  assessed  such  that  
data can  be  deri ved  regard ing  

•  the  e lectromagnetic  phenomena that  cou ld  possibly  occur at  the  l ocations  of  i n terest,  

•  the  characteri stics  of  those  e lectromagnetic  phenomena,  for  example  thei r  l evels,  
frequency,  modu lati on ,  ri se  t ime,  etc.  

NOTE  1  For  au tomoti ve  and  aerospace  appl i cati ons ,  there  are  g roups  worki ng  wi th i n  the  I SO  that  have  produced  
re l evan t  i n formati on  regard i ng  EMC of  those  appl i cati ons .  Th i s  i n formati on  can  be  used  as  a  s tart i ng  po i n t  to  
describe  a  set  o f  e l ectromagneti c  envi ronmen ts  appropri ate  for  functi onal  safety  aspects .  

NOTE  2  Wi th  respect  to  su rveys  i t  i s  recogn i zed  that  any  su rvey i s  l im i ted  i n  t ime  and  l ocati ons .  Long  term  
mon i tori ng  and  data l ogg i ng  can  be  u sed  to  improve  the  con fi dence  i n  the  assessmen t  of  the  most  severe  
e l ectromagneti c  envi ronmen t.  

6.4  Deriving  test  l evels  and  methods 

After the  e lectromagnetic  characteri sti cs  have  been  establ i shed  for  a  parti cu lar  envi ronment,  
these  shal l  be  used  to  design  the  safety-re lated  systems.  Wh i le  good  design  i s  a  cri t i cal  part  
of  the  overal l  process,  i t  i s  wel l  establ i shed  that  real i stic  tests  are  requ i red  to  ensure  that  the  
safety-re lated  systems  ach ieve  thei r  SSRS.  The  IEC  EMC commun i ty  has  developed  a  
s ign i fi can t  number of  immun i ty  tests  for  equ ipment  and  systems;  these  shal l  be  considered  as  
a  starti ng  poin t  for  testi ng  of  e lectromagnetic  characteristics  for  functional  safety.  

For each  e lectromagnetic  phenomenon  establ i shed  for  a  parti cu lar  envi ronment,  the  safety-
related  system  speci fi er  shal l  i nclude  the  phenomenon  i n  the  E/E/PE  system  safety 
requ i rements  speci fi cation  and  examine  the  existing  I EC  immun i ty test  method  (using  
IEC  61 000-4-1  as  an  i n i t ial  g u ide)  to  determ ine  whether the  test  method  i s  appropriate.  The  
system  speci fi er  shal l  also  check to  see  i f  the  parameters  requ i red  to  test  to  the  
e lectromagnetic  characteristics  of  the  envi ronment  are  wi th in  thei r  suggested  ranges  for  the  
basic  immun i ty test  s tandards  (refer to  the  I EC  61 000-4  series  of  s tandards) .  

NOTE  Immun i ty  requ i remen ts ,  as  defi ned  for  example  i n  the  generi c  s tandard  I EC  61 000-6-2 ,  aim  at  support i ng  
and  ach i evi ng  su ffi ci en t  operati on  under normal  cond i t i ons .  Correspond i ng  immun i ty test  l evel s  are  deri ved  for  the  
most  frequen t  e l ectromagneti c  phenomena and  on  a  techn i cal /economic  approach  taki ng  i n to  accoun t  i ssues  of  
avai l abi l i ty  o f  the  equ ipmen t  or  system  u nder  consi derati on .  Consequen tl y,  i t  can  be  expected  and  i t  i s  accepted  by 
al l  part i es  i nvol ved  that  the  equ i pmen t  or  system  may be  d i s tu rbed  i n  a  few cases.  Th i s  approach  can  be  accepted  
for  n ormal  functi ons  o f  an  equ i pmen t  or  system ,  bu t  i t  i s  i nadequate  for  safety-re l ated  functi ons .  Hence  aspects  of  
fu nct i onal  safety cannot  be  consi dered  to  be  covered  by  the  u sual  immun i ty  requ i rements,  as  for  example  defi ned  
i n  I EC  61 000-6-2 ,  wi thou t  a  part i cu l ar  cons i derati on  o f  the  e l ectromagneti c  envi ronmen t  i n  wh i ch  the  equ ipmen t  or  
system  i s  i n tended  to  be  used .  
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I n  order to  be  able  to  j usti fy  the  test  method  and  test  parameters,  the  safety-re lated  system  
designer shal l  be  aware  that  immun i ty testi ng  has  uncertain ty associated  wi th  i t  (see,  for  
example,  I EC  61 000-1 -6) .  The  uncertain ty  due  to  the  test  equ ipment can  be  calcu lated  using  
test  equ ipment  data.  I n  add i t ion  i t  shal l  be  necessary to  evaluate  the  envi ronmental  
cond i ti ons,  wh ich  are  not  defi ned  by the  standards.  After the  complete  evaluati on  of  
uncertain ty,  one  or  more  of  the  fo l lowing  approaches  may be  used  to  compensate  for  th is  
testing  uncertain ty  depend ing  on  the  factors  of  uncertain ty.  

a)  I f  the  avai lable  immun i ty  test  equ ipment  i s  su i table,  and  i f  testing  to  l evels  above  the  
e lectromagnetic  d istu rbance  l evel  i s  used ,  then  the  SSRS (or  ERS)  shal l  determ ine  the  
marg in  to  fai l u re  and  the  description  of  how the  safety-related  system  (or equ ipment)   
reacts  to  an  e lectromagnetic  i nduced  fai lu re.  

b)  I f  the  avai lable  immun i ty  test  equ ipment  i s  not  su i table  due  to  the  unavai labi l i ty  of  the  
requ i red  test  parameters  ( for  example  ampl i tude,  frequency,  modu lati on ,  repeti t ion  rate,  
etc. )  then  

1 )  the  safety-re lated  system  designer shal l  request  the  appropriate  test  equ ipment  be  
obtained  and  used ;  

and/or 

2)  the  safety-re lated  system  designer shal l  speci fy that  e lectromagneti c  m i ti gati on  
methods  be  appl ied  at  the  system  l evel  so  the  safety-related  equ ipment  may be  
assigned  a  reduced  e lectromagnetic  speci fi cation  to  parameters  that  can  be  tested  by  
the  avai lable  test  equ ipment  ( for  example  th rough  the  use  of  sh ie lded  racks,  su rge  
protection  devices  for  wi re  and  cable  en tri es,  f i bre  optic  data l i nes,  power l i ne  i solation  
techn iques,  etc. ) .  I EC  61 000-5-6  provides  examples  of  these  types  of  m i t i gation  
methods.  The  appl ied  m i ti gation  methods  (sh ields,  su rge  protection  devices,  i solation  
methods,  etc. )  shal l  become  a permanent  part  of  the  system  design ,  and  they shal l  be  
separately tested  to  ensure  that  they reduce  the  external  e lectromagnetic  
envi ronments  to  the  speci fi ed  test  l evels.  

7 EMC aspects  of  the design  and  in tegration  process 

7.1  General  

EMC safety plann ing  shal l  be  performed  taking  i n to  accoun t  functional  safety considerations.  
I t  i s  a  s trategy to  ensu re  EMC of  a  safety-re lated  system  wi th  respect  to  o ther systems  i n  the  
vi ci n i ty  and  wi th  respect  to  the  envi ronment  of  the  ou ts ide  world  (see  Annex F) .  The  aim  of  
EMC safety plann ing  i s  to  provide  EMC at  acceptable  cost  by  meeting  target  requ i rements  
du ring  al l  development  stages  of  pro ject  implementation .  Th is  means  consideri ng ,  
i nvestigati ng  and  assessing  al l  the  EMC i ssues  wh ich  m igh t  arise  during  the  pro ject  schedu le.  
Al l  these  acti vi t i es  and  steps  shal l  be  described  i n  an  EMC safety  plan .  The  depth  and  exten t  
of  the  EMC safety plann ing  depends  on  the  complexi ty  of  the  system  and  the  SIL requ i red  i n  
the  E/E/PE  system  safety requ i rements  speci fi cati on .  

NOTE  I n  many i n s tances,  EMC  pl ann i ng  i s  performed  due  to  requ i remen ts  other  than  safety.  I n  th i s  case  i t  can  be  
extended  i n  order  to  i ncl ude  aspects  o f  fu ncti onal  safety.  Fu rther i n formati on  abou t  the  process  o f  EMC  safety  
p l ann i ng  i s  g i ven  i n  Annex  F.  

During  electromagnetic  design  management,  one  or  more  i den ti fi ed  persons  shal l  be  
responsible  for  the  creation  and  execu tion  of  the  EMC safety  plan .  The  EMC safety  plan  shal l ,  
as  part  o f  i ts  coverage,  i nclude  considerations  for  main tain ing  the  e lectromagnetic  
characteristics  of  the  equ ipment  and/or system  th roughou t  i ts  l i fetime  ri gh t  up  to  de-
commission ing .  The  evidence  demonstrating  compl iance  to  the  EMC requ i rements  of  the  
SSRS shal l  be  documented  i n  the  safety manual  or  s im i lar.  The  safety manual  shal l  detai l  
i n formation  necessary to  enable  the  user  to  main tain ,  repai r  and  refurbish  (where  such  i s  not  
undertaken  by the  manu facturer)  the  element  and/or  system.  The  safety  manual  shal l  al so  
con tain  relevan t  i n formation  on  any restri cti ons  concern ing  fu tu re  changes  to  the  
e lectromagnetic  envi ronment.  
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7.2  EMC aspects  on  system  level  

The  functional  safety  of  a  safety-related  system  shal l  not  be  unacceptably  impacted  by i ts  
e lectromagnetic  envi ronment.  Th is  requ i res  that  the  performance  of  the  safety-re lated  system  
i s  su ffi cien t  for  the  i n tended  safety  i n tegri ty  and  e lectromagnetic  envi ronment,  over  i ts  
l i fetime.  The  system  design  shal l  document  the  expected  l i fetime  and  an ti cipated  envi ronment 
of  the  system.  

Al l  e l ectromagnetic  d i stu rbances  generated  wi th in  the  safety-re lated  system  shal l  not  
unacceptably  impact  the  functi onal  safety of  the  other parts  of  the  safety-re lated  system.  

E lectromagnetic  d istu rbances  may cause  systematic  or  “common  cause”  fau l ts .  Th is  abi l i ty  o f  
an  e lectromagnetic  d istu rbance  to  affect  mu l tiple  i tems  of  equ ipment of  a  safety-related  
system  i s  due  to  the  system  design  and  therefore  shal l  be  addressed  by the  measures  and  
techn iques  presen ted  below and  i n  Annex B.  

Al l  EMC measures  shal l  be  designed  and  implemented  i n  such  a  way that  they are  effective  
over the  l i fetime  of  the  system  when  taking  i n to  accoun t  the  physical  envi ronment  (wh ich  
i ncludes  mechan ical ,  cl imatic,  chemical ,  b io log ical  and  other stresses  and  strains) .  Th is  i s  
because  exposure  to  i ts  physical  envi ronment  over i ts  l i fetime  can  al ter  the  e lectromagnetic  
em issions  of  a  safety-related  system,  and  also  al ter  the  way i t  responds  to  e lectromagnetic  
d istu rbances.  The  design  of  the  safety-re lated  system  shal l  be  such  that  i t  main tains  i ts  
requ i red  e lectromagnetic  characteristi cs  over i ts  l i fetime.  

The  e lectromagnetic  characteristi cs  of  a  safety-re lated  system  depend,   bu t  are  not  
necessari l y  re l ian t,  upon  the  e lectromagnetic  characteristics  of  each  i nd ividual  i tem  of  
equ ipment.  For th i s  purpose,  the  fo l lowing  procedure  shal l  be  used:  

•  The  en ti re  system  i s  formal l y  d i vided  i n to  i tems  of  equ ipment.  

•  Al l  the  i tems  of  equ ipment  of  the  system  are  to  be  described  i n  terms  of  thei r  EMC 
characteristics.  An  i tem  of  equ ipment  m igh t  con tain  several  components  ( for  example  
power supply,  pri n ted  ci rcu i t  board ,  d i splay)  as  wel l  as  a  cabl i ng  scheme.  

•  The  i n teracti on  between  each  combination  of  i tems  of  equ ipment  shal l  be  analysed  and  
assessed  i n  terms  of  the  i n fluence  of  both  the  external  and  i n ternal  e lectromagnetic  
envi ronments.  Th is  m igh t  resu l t  i n  an  analysis  and  assessment  of  the  e lectromagnetic  
characteristics  of  al l  the  combinations  of  componen ts  of  both  i tems  of  equ ipment,  as  
shown  schematical l y  for example  i n  Fi gure  3 .  

•  The  functi onal  performance  cri teria  of  the  various  componen ts  when  they are  i n terfered  
wi th  shal l  be  analysed  i n  terms  of  thei r  overal l  impact  on  the  parti cu lar design  of  the  
safety-re lated  system  concerned .  Some  degradations  of  performance  that  are  acceptable  
for  a  componen t  when  i t  i s  tested  stand-alone,  or  i n  a  d i fferen t  system,  may not  be  
acceptable  i f  they occur  i n  a  particu lar safety-related  system.  

 

Figure  3  – EMC between  equ ipment  M  and  equ ipment  P  
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Further gu idance  on  design ,  design  management  techn iques  and  other  measures  i s  g i ven  i n  
Table  3 .  These  techn iques  are  g raded  i n  terms  of  SIL  accord ing  to  best  expert  j udgement.  
Table  3  also  refers  to  techn ical  design  measures  that  are  g iven  i n  Annex B.  

Table  3  – Design ,  design  management  techniques  and  other measures 

No.  Design ,  design  management  techn ique  or  other  measures  SIL  1  SIL  2  SIL  3  S IL  4  

1  EMC  safety  p l ann i ng  R  HR  M  M  

2  Provi de  the  end  u ser wi th  i n formati on  on  restri ct i ons  on  the  appl i cati on  
o f  the  system  or  equ ipment  i n cl u d i ng  those  re lat i ng  to  the  
e l ectromagneti c  envi ronmen t  

R  HR  M  M  

3  Consi der l i fecycle  and  techn i cal  des i gn  measu res  (see  for  example  
Annex B)  

R  HR  HR  HR  

4  Consi der  the  EMC requ i rements  s tated  i n  the  product  safety  manual  
for  al l  pu rchased  products  and  equ i pmen t  

M  M  M  M  

5  Procedu res  for mai n tai n i ng  l i fet ime  e l ectromagneti c  characteri st i cs  i n  
operati on ,  mai n tenance,  repai r  and  refu rbi shmen t,  mod i fi cati ons  and  
upg rades  

HR  HR  M  M  

6  Consi der the  e ffects  o f  reasonabl y foreseeable  fau l ts  and  m i suse  on  
the  e l ectromagnet i c  characteri s ti cs  and  m i t i gati on  measu res  M  M  M  M  

M  The  techn i que  o r  measu re  i s  a  mandatory  requ i remen t  and  shal l  be  carri ed  ou t  fo r  th i s  safety i n teg ri ty  
l eve l  (or  systemati c  capabi l i ty) .  

HR  The  techn i que  or  measu re  i s  h i g h l y  recommended  for  th i s  safety  i n teg ri ty  l evel  (or ‘ systemati c  capabi l i ty’ )  
and  shal l  be  carri ed  ou t  u n l ess  there  i s  a  techn i cal  j u st i f i cat i on  fo r  not  do i ng  i t .  I f  th i s  techn i que  or  
measu re  i s  n ot  u sed  then  the  rat i onale  beh i nd  not  u s i ng  i t  shal l  be  fu l l y  detai l ed  du ri ng  the  safety  p l ann i ng  
and  ag reed  upon  wi th  the  assessor.  

R  The  techn i que  or  measu re  i s  recommended  for  th i s  safety  i n teg ri ty  l eve l  (o r  systemati c  capabi l i ty)  and  
shou l d  be  carri ed  ou t  as  a  l ower recommendati on  to  a  HR  recommendati on .  

When  a  techn i que  or  measu re  i s  recommended  i t  i s  cons idered  to  be  more  l i ke l y  to  ach i eve  the  des i red  resu l t  
than  al ternati ve  techn i ques  o r  measu res.  I f  i t  i s  no t  mandatory or  h i gh l y  recommended ,  an  al ternate  techn i que  or  
measu re  may be  j us ti f i ed .  

 

7.3  EMC aspects  on  equipment  level  

The  e lectromagnetic  performance  of  a  safety-related  system  depends  to  some  deg ree  upon  
the  e lectromagnetic  characteristics  of  i ts  equ ipment,  the  e lectromagnetic  envi ronment  and  
m i t i gati on  measures  employed .   Performance  shal l  be  su ffi cien t  to  meet the  E/E/PE  system  
safety  requ i rements  speci fi cation  over the  an ticipated  l i fetime  of  the  system.  Any 
e lectromagnetic  d istu rbances  generated  by equ ipment  i ns ide  of  a  safety-re lated  system  shal l  
not  undu ly affect  the  other i tems  of  equ ipment  of  the  safety-related  system.  

Al l  EMC measures  shal l  be  designed  and  implemented  i n  such  a  way that  they are  effecti ve  
over the  l i fetime  of  the  equ ipment  when  taking  i n to  account  the  physical  envi ronment (wh ich  
i ncludes  mechan ical ,  cl imatic,  chemical ,  b io log ical  and  other stresses  and  strains) .  Th is  i s  
because  em issions  and  immun i ty can  be  al tered  over the  l i fetime  of  the  equ ipment  by 
exposure  to  i ts  physical  envi ronment.  The  design  of  the  equ ipment  shal l  be  such  that  i t  
main tains  i ts  requ i red  e lectromagnetic  characteri stics  th roughou t  i ts  l i fetime.  

Hence  immun i ty  against  e lectromagnetic  d istu rbances  shal l  be  considered  at  the  equ ipment  
l evel .  Equ ipment  immun i ty  requ i rements  shal l  be  deri ved  by taking  i n to  accoun t  

•  the  external  e lectromagnetic  envi ronment  the  equ ipment  i s  speci fied  for;  

•  the  l ocal  e lectromagnetic  envi ronment the  equ ipment may be  exposed  to  due  to  other 
equ ipment  i n  close  proxim i ty;  

•  requ i rements  derived  from  system/equ ipment  aspects  taking  i n to  accoun t  any system  
m i tigation  measures  and;  

•  any requ i rements  as  i den ti f ied  du ring  the  process  of  EMC safety  plann ing .  
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Th is  resu l ts  i n  an  ERS,  wh ich  shal l  i nclude:  

•  the  e lectromagnetic  d i stu rbances  wh ich  the  equ ipment  design  may have  to  wi thstand ,  
wh i lst  main tain ing  i ts  desi red  e lectromagnetic  characteristi cs;  

•  the  immun i ty  requ i rements  (see  IEC  61 000-6-7  for  examples) ;  

•  any parti cu lar test  parameter  requ i rements  (accord ing  to  the  i n tended  use  i n  the  system  or  
i n  the  systems)  and ;  

•  any performance  cri teria speci fying  a  defi ned  behaviou r of  the  equ ipment  under test  ( for  
example  using  a  parti cu lar performance  cri terion  taking  i n to  accoun t  aspects  of  functi onal  
safety  of  the  overal l  system)  (see  8 .4. 1  and  8. 4. 2) .  

NOTE  1  The  ERS  consi ders  the  s i tuati on  at  a  parti cu l ar  i ns tal l ati on .  I t  i s  not  n ecessari l y  i den ti cal  to  the  product  
speci f i cat i on  that  a  manu factu rer  fu l f i l s  for  the  products  i t  o ffers  on  the  market  and  to  wh i ch  i t  has  to  prove  
evi dence  by  appl i cati on  o f  appropri ate  methods  (e . g .  i n  a  safety  manual  for  compl i an t  i tems) .  I n  some  cases  both  
the  speci f i cat i ons  may be  i den ti cal ,  bu t  i n  o ther  cases  add i t i onal  measu res  m i gh t  have  to  be  appl i ed  to  the  product  
i n  order  to  be  compl i an t  wi th  the  ERS) .  See  Annex  D  and  especial l y  Fi g u re  D . 2  for  a  descri pt i on  o f  th i s  process.  

The  ERS can  be  fu l f i l l ed  by us ing  appropriate  design  management  techn iques  such  as  
determin ing  e lectromagnetic  susceptibi l i t i es,  design ing  e lectromagneti c  characteri stics  to  
cope  wi th  foreseeable  fau l ts  and  m isuse,  us ing  more  than  one  l ayer of  protection ,  avoid i ng  
componen ts  wi th  non-acceptable  e lectromagnetic  characteristi cs  and  veri fying  
e lectromagnetic  design  aspects  i nd ividual l y.  Annex B  provides  a  l i s t  o f  some possible  
measures  and  techn iques.  

NOTE  2  The  e ffects  o f  e l ectromagneti c  d i s tu rbances  and  the  phys i cal  envi ronment  on  i tems  o f  equ ipmen t  o f  the  
same  des i gn  are  u sual l y  common-cause  or  systemati c  (see  C l ause  5)  – they have  the  same  effect  on  al l  the  i tems  
at  the  same  t ime.  

8 Veri fication  and  val idation  of  functional  safety performance in  respect  of  
electromagnetic  d isturbances 

8.1  Veri fication  and  val idation  processes 

I n  most  cases  there  i s  no  s imple  or  practi cable  way to  check and  to  veri fy  by means  of  testing  
or  measuri ng  that  the  speci fied  e lectromagnetic  characteri sti cs  are  ach ieved  for  the  safety-
related  system  i n  i ts  en ti rety  wi th  respect  to  o ther  systems,  equ ipment  or  the  external  
e lectromagnetic  envi ronment  for al l  operating  cond i t ions  and  operating  modes.  Th is  i s  due  to  
the  fact  that  not  every combination  of  operating  cond i t ions,  of  operating  modes  and  of  
e lectromagnetic  phenomena acting  on  the  system  can  be  ach ieved  i n  a  reasonable  way and  
i n  a  reasonable  t ime.  Hence  i t  i s  recommended  that  wel l -defined  processes  be  appl ied  at  the  
system  level  (or  equ ipment l evel )  i n  order  to  demonstrate  that  the  speci fi ed  e lectromagnetic  
characteristi cs  have  been  ach ieved  i n  accordance  wi th  the  E/E/PE  system  safety 
requ i rements  speci fi cation  (or  ERS) .  

I n  order to  demonstrate  that  a  safety-related  system  compl i es  wi th  the  E/E/PE  system  safety 
requ i rements  speci fi cati on ,  veri fi cation  and  val i dation  acti vi t ies  shal l  be  carri ed  ou t.  
Appropriate  plann ing  of  these  acti vi ti es  i s  requ i red .  EMC aspects  of  veri fi cation  and  val idation  
acti vi ti es  can  be  i ncluded  i n  the  EMC-plann ing  and/or  separately  i n  system  val i dation  and  
veri fi cation  plann ing ,  as  appropriate .  

The  re lationsh ip  between  the  processes  of  veri fi cation  and  val idation ,  as  wel l  as  thei r  re lation  
to  the  safety l i fecycle,  can  be  demonstrated  by the  d iagram  shown  i n  Figu re  4.  For clari ty  the  
d iag ram  considers  those  parts  of  the  l i fecycle  on ly  wh ich  are  re lated  to  EMC speci fi c  aspects.  
The  d iagram  shows  these  parts  i n  a  more  detai led  structu re  usi ng  a  V represen tati on  of  the  
l i fecycle  ( i nstead  of  the  pu rely  sequen tial  represen tati on  g i ven  i n  Figu re  1 ) .  

A V  representation  reflects  the  l i fecycle  i n  combination  wi th  an  approach  going  from  the  
system  level  via  the  equ ipment  l evel  to  the  l evel  o f  the  componen ts  of  wh ich  the  system  i s  
composed .  
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NOTE  1  Depend i ng  on  the  complexi ty  o f  the  system ,  more  or  fewer l evel s  can  be  employed .  

The  top-down  branch  ( l eft  s i de)  can  general l y  be  assigned  to  the  design  and  development,  
and  i s  a  refin ing  process  beg inn ing  wi th  the  en ti re  safety-related  system  and  end ing  wi th  the  
system’s  components.  The  bottom-up branch  (ri gh t  s i de)  i s  re lated  to  assembly,  
manu facturing ,  and  i nstal lation  of  the  whole  system.  

The  V representation  i nd icates  that  the  acti vi t ies  of  acceptance  are  i n trins ical l y  l i nked  to  the  
design  and  development  acti vi t ies  i nsofar as  what  i s  actual l y  designed  has  to  be  f i nal l y  
checked  i n  regard  to  the  requ i rements.  The  represen tation  i s  effecti ve  i n  showing  veri fi cation  
and  val i dation  tasks  wi th in  the  l i fecycle.  I t  fu rther i nd icates  the  level  these  tasks  are  assigned  
to .  

EXAMPLE  The  e l ectromagneti c  characteri s ti cs  requ i red  for  an  en t i re  safety-re l ated  system  can  part l y  be  traced  
back to  the  e l ectromagneti c  characteri st i cs  of  the  e l ements  maki ng  u p  the  en t i re  system .  So,  du ri ng  a  veri f i cati on  
process,  the  e l ectromagneti c  characteri s ti cs  o f  the  i nd i vi dual  e l ements  can  be  checked  to  con fi rm  that  they support  
the  ach i evemen t  o f  the  requ i red  e l ectromagneti c  characteri st i cs  fo r  the  system .  

NOTE  2  An  en t i re  safety-re lated  system  i s  n ormal l y  a  s i n gu l ar,  appl i cati on -speci fi c  i n stal l ati on .  Therefore  
concrete  EMC requ i remen ts  for  a  system  cannot  be  defi ned  i n  a  s tandard  as  they have  to  take  i n to  accoun t  the  
i n d i vi dual  i ns tal l ati on  speci f i c  e l ectromagneti c  envi ronmen t.  The  o ther  extreme  i s  the  e l emen t  l evel ,  where  i n  most  
cases  seri es  products  are  used .  These  e l emen ts  cannot  be  tested  to  each  and  every i nd i vi dual  requ i remen t.  

On  the  e lement  l evel  tests  may be  performed  accord ing  to  i n ternational  safety  re lated  
standards  l i ke  IEC  61 326-3-1 ,  I EC  61 000-6-7,  etc.  Gaps  between  the  system  l evel  
requ i rement and  the  e lement  test  requ i rements  may be  closed  by add i ti onal  measures  l i ke  
add i ti onal  f i l teri ng ,  i nstal lation  i n  sh ie lded  racks,  u se  of  sh ie lded  cables,  etc.  I f  e lements  or 
safety-related  systems  rely  on  m i ti gati on  measures,  then  user  i nstructions,  main tenance  
i nstructi ons  and  other documentation  shal l  i nd icate  that  a  safety  hazard  exi sts  i f  the  parti cu lar  
m i t i gation  measure  i s  not  correctl y  i nstal led ,  operated  and/or  main tained .  

 

Figure  4  – Example  V representation  of  the  l i fecycles  demonstrating  the  role  of  
val idation  and  veri fication  for  functional  safety performance in  respect  of  

electromagnetic  d isturbances 

IEC  

E/E/PE  system   
safety requ i remen ts  

speci f i cat i on  

System  desi g n  

Equ ipment  
requ i remen ts  

Equ ipment  des i gn  

E l emen t  
requ i remen ts  

E l emen t  
impl emen tati on  

E l emen t  tests  and  o ther 
veri f i cat i on  act i vi t i es  

Equ ipment  
i n teg rati on  

Equ ipmen t  tests  and  o ther  
veri f i cat i on  act i vi t i es  

System   
i n teg rati on  

System  acceptance  
Val i dati on  

Veri f i cati on  

Veri f i cati on  

Full document details: IEC 61000-1-2-2016

http://avadocuments2026.com/doc/iec-61000-1-2-2016
http://avadocuments2026.com/doc/iec-61000-1-2-2016


I EC  61 000-1 -2:201 6  © IEC  201 6  – 31  – 

8.2  Veri fication  

The  objecti ve  of  veri fi cation  i s  to  con fi rm  and  to  demonstrate  that  the  del i verables  of  each  
phase  meet i n  al l  respects  the  requ i rements  of  that  phase.  Hence  veri f i cation  i s  performed  
wi th in  the  i nd ividual  phase  and  i s  re lated  to  the  levels  below the  overal l  system  l evel ,  for  
example  equ ipment  l evel  or  component  l evel .  

The  veri fi cation  shal l  take  i n to  account  al l  the  re levan t  e lectromagnetic  d i stu rbances  and  the  
e lectromagnetic  characteri sti cs  that  are  correspond ing ly  requ i red .  I t  shal l  address  speci fi c  
pass/fai l  cri teria  ( for  example  parti cu lar performance  cri teria  taking  i n to  accoun t  functional  
safety  aspects) ,  a  posi ti ve  choice  of  veri fi cation  methods  and  acti vi t ies  as  wel l  as  the  need  for 
particu lar EMC provis ions.  

Veri fi cation  may be  performed  by on ly one  acti vi ty  or  by a  combination  of  several  activi t i es.  I n  
most  cases,  however,  veri fi cati on  wi l l  i ncl ude  testing  (see  Clause  9)  on  the  basis  of  
s tandard ized  test  methods,  i n  combination  wi th  appropriate  performance  cri teria  taking  i n to  
accoun t  functional  safety  aspects  (see  9 . 3  and  9 . 4) .  Compl iance  wi th  the  test  requ i rements  i s  
demonstrated  by fu l f i l l i ng  the  techn ical ,  quan ti tati vely stated  requ i rements  of  the  standards  
defi n i ng  these  test  methods  ( for  example  the  I EC  61 000-4  series)  and  documented  by means  
of  test  reports,  test  certi fi cates  or  equ ivalen t  documents.  

On  the  e lement  l evel ,  any re levant  generic,  product  fam i ly  or  product  standard  re lated  to  
functi onal  safety  shal l  be  appl ied .  

Fu rther veri fi cation  acti vi t i es  can  i nclude:  

•  reviews  on  completion  of  each  l i fecycle  phase  to  ensure  compl iance  wi th  the  objectives  
and  requ i rements  of  th is  phase,  taking  i n to  accoun t  the  speci fi c  i npu ts  to  that  phase;  

•  appropriate  non-standard ized  tests  performed  on  the  designed  products  to  ensure  that  
they perform  accord ing  to  thei r  speci fi cation ;  

•  i nd ividual  and/or i n tegrated  hardware  tests  performed  where  d i fferen t  parts  of  a  system  
are  pu t  together i n  a  s tep-by-step  manner and  by the  performance  of  envi ronmental  tests  
to  ensu re  that  al l  the  parts  work together i n  the  speci fied  manner.  

The  resu l ts  of  veri fi cation  shal l  be  described  i n  a  veri f i cation  report  (wh ich  cou ld  be  for 
example  a  test  report)  or  i n  a  techn ical  constructi on  fi l e .  

8.3  Val idation  

The  objective  of  val idation  i s  to  get  a  f i nal  con fi rmation  that  the  en ti re  safety-re lated  system  
meets  al l  the  requ i red  objectives.  Th is  i nvolves  a  m ixtu re  of  several  acti vi t ies  such  as  
pred ictions,  reviews  or  tests.  I n  order to  demonstrate  that  al l  safety requ i rements  have  been  
fu l l y  addressed ,  i t  i s  recommended  to  plan  ahead  as  to  how the  reviews,  tests,  etc. ,  wi l l  be  
structu red .  Th is  val i dation  (or  qual i ty)  p lan  may be  part  of  the  EMC plan  or  a  separate  
document.  

The  val i dation  shal l  take  i n to  accoun t  al l  the  phases  of  the  l i fecycle  and  show aud i t  poin ts.  I t  
shal l  address  speci fi c  pass/fai l  cri teria,  a  posi t i ve  choice  of  val idation  methods  and  acti vi ti es  
and  a  clear hand l ing  of  non-con formances.  

Val i dation  acti vi t ies  i nclude:  

•  demonstration  that  the  safety  requ i rements  are  fu l l y  addressed  and  correctly  implemented ;  

•  checkl i sts  (e. g .  to  ensu re  that  EMC measures  are  adequately observed ,  appl ied  and  
implemented) ;  

•  i nspections  (e . g .  concern ing  observance  of  the  i nstal lation  gu idel ines) ;  

•  reviews  and  aud i ts  (e . g .  close-ou t  aud i t  at  the  completion  of  the  project) ;  
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•  assessments;  

•  testi ng  (e . g .  factory acceptance  test  or on -s i te  testi ng ) .  

The  process  of  val i dation  i s  described  i n  the  val idation  plan .  I t  con tains  the  structu re  and  
schedu le  of  the  val i dation  acti vi t ies,  as  wel l  as  the  techn ical  rationale  as  to  how the  chosen  
acti vi ti es  demonstrate  that  the  safety requ i rements  are  met.  

I n  cases  where  there  are  changes  i n  the  system,  i ts  use  or  i n  the  e lectromagnetic  
envi ronment,  the  appropriate  phases  of  the  l i fecycle  shal l  be  revis i ted  and  reval idation  carried  
ou t  i f  necessary.  

The  resu l ts  of  the  val idation  process  are  described  i n  a  val idation  report.  

8.4  Test  ph i losophy for  equ ipment  intended  for  use  in  safety-related  systems 

8.4.1  General  

Equ ipment  perform ing  or i n tended  to  perform  safety functions  or  parts  of  safety  functi ons  shal l  
behave  i n  a  speci fied  manner.  The  speci fi ed  behaviour of  a  safety-re lated  system  i s  to  
ach ieve  or  main tain  safe  cond i tions  of  the  equ ipment  and  the  re lated  equ ipment  under con trol .  
To  ach ieve  th i s ,  the  behaviour of  the  equ ipment  shal l  be  known  under al l  speci fied  cond i t ions.  
The  E/E/PE  system  safety requ i rements  speci fi cation  developed  for the  system  under 
considerati on  shal l  speci fy  the  safety functi on  and  the  requ i red  behaviour i n  case  of  fai l u re  or  
occurrence  of  a  fau l t.  

8.4.2  Performance cri terion  DS for safety appl ications 

A speci fi c  performance  cri terion  designated  as  DS  and  appl i cable  to  functions  con tribu ti ng  to  
or  i n tended  for  safety  appl ications  taking  i n to  account  functi onal  safety  aspects  i s  defi ned  as  
fo l l ows:  

The  functions  of  the  EUT i n tended  for  safety appl ications  are  not  affected  ou tside  thei r  
speci fi cation  or  may be  affected  temporari l y  or  permanentl y  i f  the  EUT reacts  to  a  d istu rbance  
i n  a  way that  detectable,  defi ned  state  or  states  of  the  EUT are  main tained  or  ach ieved  wi th in  
a  stated  t ime.  Also,  destruction  of  componen ts  i s  al l owed  i f  a  defi ned  state  of  the  EUT i s  
main tained  or ach ieved  wi th in  a  stated  time.  

NOTE  1  I n  consequence  i t  wi l l  be  poss i bl e  for  the  def i ned  s tate  to  be  ou ts i de  normal  operati ng  l im i ts  or  o therwi se  
detectabl e .  

NOTE  2  Some  EMC publ i cati ons  re lated  to  functi onal  safety  u se  the  abbreviati on  FS  for  th i s  performance  
cri teri on .  

The  functi ons  not  i n tended  for  safety  appl ications  may be  d istu rbed  temporari l y  or  
permanentl y.  

NOTE  3  General i zed  performance  cri teri a  A,  B  and  C  as  defi ned  i n  g eneri c  EMC  standards  and  al so  more  
preci se  performance  cri teri a  as  defi ned  i n  EMC  product  or  product  fam i l y  s tandards  were  not  speci f i cal l y  created  
for  use  i n  fu ncti onal  safety  appl i cati ons.  However,  performance  cri teri on  A  i s  always  acceptable .  

8.4.3  Appl ication  of  the  performance cri terion  DS 

Th is  performance  cri terion  DS,  on ly  appl icable  for  functi ons  con tribu ting  to  or i n tended  for 
safety  appl i cations,  shal l  be  considered  for  al l  e lectromagnetic  phenomena.  There  i s  no  
d i fferen tiation  requ i red  between  con tinuous  and  transien t  e lectromagnetic  phenomena.  

Where  a  device  or  system  performs  both  safety  and  non-safety  functi ons  the  requ i rements  for  
functional  safety  apply  i n  con text  wi th  the  safety  functi ons  on ly.  
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8.4.4  Relationsh ip  to  “normal”  EMC standards 

Even  though  functi onal  safety  requ i res  the  correct  functi on ing  of  the  complete  system,  for 
example  comprisi ng  sensors,  l og ic  so lver and  actuators,  i t  i s  possible  to  test  i ts  devices  
i nd ividual l y.  To  al l ow th i s ,  the  i nd ividual  devices  i n tended  to  be  used  to  construct  a  safety-
related  system  shal l  be  su ffi cien tly  speci fi ed .  Th is  speci fi cation  comprises  the  i n tended  
function  and  the  defined  behaviour i n  case  of  fai lu re.  The  objecti ve  of  the  immun i ty tests  i s  to  
help  demonstrate  that  the  speci fi cation  i s  fu l fi l l ed  for  the  considered  e lectromagnetic  
d i stu rbances.  

E lements  i n tended  for  use  i n  safety-related  systems  shal l  have  a  speci fi cation  of  the i r  
i n tended  functions  i ncluded  i n  the  safety  manual  for  compl ian t  i tems.  I t  i s  d i ffi cu l t  to  quan ti fy  
the  impact  of  al l  d i stu rbed  functi ons  as  i t  i s  appl i cation  dependen t,  however the  designer shal l  
du ly  take  i n to  accoun t  al l  foreseeable  use  i n  the  development  of  the  SSRS.  Therefore  the  test  
shal l  show the  behaviou r of  the  equ ipment  under test.  Deviations  from  the  und istu rbed  
functi ons  shal l  be  detectable  and  shal l  be  documented  i n  the  test  report.  

The  performance  cri teria for  functi onal  safety  defi ne  speci fi c  requ i rements  on  the  equ ipment 
that  i s  i n tended  for  use  i n  safety-related  appl ications.  I n  th is  case  both  the  normal  
requ i rements  and  the  speci fi c  requ i rements  for functi onal  safety apply.  The  performance  
cri teria  for  normal  immun i ty  tests  wi th in  thei r  associated  l im i ts  and  the  performance  cri teria  for 
EMC safety  tests  are  considered  separately,  wh ich  cou ld  resu l t  i n  d i fferen t  tests .  

NOTE  Normal  immun i ty  tests /requ i remen ts  are  those  tests/requ i rements,  wh i ch  are  carri ed  ou t  accord i ng  to  
speci f i cat i ons  g i ven  i n  generi c  o r  product  s tandards  where  those  speci f i cat i ons  do  not  cons i der  fu ncti onal  safety  
aspects .  

The  general  approach  i s  shown  i n  Table  4.  

Fi gu re  C. 1  i l l ustrates  the  appl icati on  of  the  re levan t  performance  cri teria  for  equ ipment  i n  
more  detai l  by showing  wh ich  effects  due  to  speci fi c  e lectromagneti c  d istu rbances  are  
al l owed .  

Table  4  – Appl icable  performance cri teria  and  observed  behaviour  
during  test  of  equ ipment  in tended  for  use in  safety-related  systems 

Normal  EMC tests  EMC safety tests  

A 

B  +  p re-defi ned  behaviou r,  detectable  and  documen ted   +  recovery t ime  to  be  documen ted  

C  +  pre-def i ned  behaviou r,  de tectable  and  documented  

A or DS 

Performance  cri teri on  A  i s  always  acceptabl e.  The  poten ti al  o f  performance  cri teri a  B  and  C  to  resu l t  i n  m i suse  of  
the  safety  functi on  ( for  example  d i sabl emen t  o f  the  safety functi on )  shou ld  be  assessed .  

NOTE  1  The  descri pti on  o f  the  performance  cri teri a  A,  B  and  C  i s  g i ven  i n  g eneri c  s tandards  such  as  
I EC  61 000-6-1  and  adapted  accord i ng l y  i n  product  s tandards .  

NOTE  2  For  more  detai l ed  i n formati on  abou t  al l owed  effects  du ri ng  immun i ty  test i ng ,  see  F i gu res  C. 1  and  C. 2 .  

 

8.5  Test  ph i losophy for  safety-related  systems 

The  i n tended  functions  and  possible  safe  states  are  speci fi ed  for  a  safety-related  system.  The  
aim  of  the  immun i ty  tests  i s  to  help  demonstrate  that  the  system  as  a  whole  behaves  as  
speci fied  and  requ i red  by the  E/E/PE  system  safety  requ i rements  speci fi cation .  

The  performance  cri teria  for  functional  safety  defi ne  add i ti onal  requ i rements  for  safety-related  
systems.  The  performance  cri teria  for  normal  EMC tests  wi th in  thei r  associated  l im i ts  and  the  
performance  cri teria  for  EMC safety  tests  are  considered  separately.  
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Fi gu re  C. 1  i l l ustrates  the  appl ication  of  the  re levan t  performance  cri teria for  functions  of  
safety-re lated  systems  i n  more  detai l  by showing  wh ich  effects  due  to  speci fi c  
e lectromagnetic  d istu rbances  are  al l owed .  

System  testi ng  shou ld  be  performed  at  the  h i ghest  practi cable  level  o f  assembly,  i f  necessary 
us ing  appropriate  on-si te  or  i n -s i tu  test  methods.  

I t  may be  d i ff i cu l t  at  t imes  to  separately  assess  safety-re lated  functi ons  and  normal  functions  
of  a  system.   When  the  separati on  of  EMC tests  for  both  types  of  functions  i s  not  practical ,  i t  
i s  acceptable  to  combine  the  EMC tests  for  both  types  of  functions.  

9  EMC testing  wi th  regard  to  functional  safety 

9.1  Electromagnetic  test  types  and  electromagnetic  test  l evels  wi th  regard  to  
functional  safety 

9. 1 . 1  Considerations on  testing  

I n  most  cases  there  i s  no  s imple  or  practical  way to  veri fy  by means  of  testi ng  alone  that  the  
speci fied  e lectromagnetic  characteri sti cs  have  been  ach ieved  (see  Clause  7) .  EMC testing  for  
functi onal  safety  requ i res  some  special  considerati ons.  

9.1 .2  Types  of  immunity tests  

Usual ly,  the  functi onal  immun i ty  tests  i n  a  product  or generic  standard  do  not  consider  al l  o f  
the  possible  e lectromagnetic  phenomena (as  l i sted  i n  Table  A. 1 ) .  I t  i s  also  conceivable  that  a  
h i gh  l evel  e lectromagneti c  d i stu rbance  that  has  not  been  taken  i n to  account  cou ld  have  a  
safety impl i cation .  

Wi th  regard  to  safety,  i t  i s  therefore  necessary to  evaluate  whether d istu rbances  that  may not  
have  been  considered  i n  the  product  or  generic  standards  can  occur.  I f  thei r  relevance  has  
been  demonstrated ,  thei r  impact  shal l  be  analysed  and  the  corresponding  tests  shal l  be  
carri ed  ou t.  

9.1 .3  Testing  l evels  

Immun i ty testing  l evels  speci fi ed  i n  the  EMC product  or generic  standards  are  related  to  
normal  envi ronmental  d i stu rbance  levels.  

For safety  purposes,  system  designers  shal l  speci fy  test  l evels  that  are  based  on  the  
maximum  l evels  of  the  e lectromagnetic  d istu rbances  where  the  safety-related  systems  are  
i n tended  to  be  employed .  Product  commi ttees  or  manu factu rers  shal l  speci fy  tests  and  l evels  
that  are  based  on  the  maximum  levels  l i ke ly  to  occur i n  the  most  probable  envi ronments  
where  the  equ ipment  i s  i n tended  to  be  i nstal led  (see  IEC  61 000-6-7  for  example) .  

When  possible,  that  i s ,  when  the  experience  or  the  knowledge  of  the  envi ronment  i s  su ffi cien t,  
i t  i s  recommended  to  take  the  statistical  d i stribu tion  of  the  d i stu rbance  l evels  i n to  
considerati on .  

I t  m igh t  therefore  be  necessary to  enhance  the  functional  immun i ty  test  l evels  by a  value  
derived  from  the  assessment  of  the  e lectromagnetic  envi ronment.  I t  i s  not  always  possible  to  
g i ve  general  advice  on  th is  value,  wh ich  depends  on  numerous  cond i t ions  i nclud ing  
uncertain ty (see  9 .4) .  Test  l evels  shal l  be  speci fi ed  on  a  case  by case  basis .  The  test  l evel  
assigned  to  each  e lectromagnetic  phenomenon  may d i ffer  depending  on  i ts  occurrence.   I n  
certain  ci rcumstances,  i t  wi l l  be  necessary that  th is  value  i s  speci fi ed  so  that  i t  l eads  to  a  
g reater  test  l evel  than  for  performance  reasons.  
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For equ ipment  or  systems  wi th  speci fi c  safety-related  parts,  th ree  series  of  tests  may be  
considered:  

•  a  series  of  tests  for  system  parts  not  re levan t  for  safety;  

•  a  series  of  tests  for  system  parts  re levan t  for  safety;  

•  a  series  of  tests  for  complete  safety-related  systems  where  practical .  

9.2  Determination  of  test  methods  with  regard  to  functional  safety 

With  regard  to  the  variety  of  equ ipment,  o f  envi ronmental  cond i t ions,  and  of  cond i t ions  
speci fi c  to  the  i nstal lation  under consideration ,  i t  i s  d i ffi cu l t  to  provide  exact  ru les  for  how to  
select  the  tests.  Basical ly  the  se lection  of  tests  shal l  take  i n to  accoun t  al l  the  electromagnetic  
phenomena that  have  been  i den ti fi ed  as  occurring  i n  the  e lectromagnetic  envi ronment.  Th is  
envi ronment  comprises  both  the  e lectromagnetic  phenomena due  to  external  cond i tions  and  
e lectromagnetic  phenomena resu l ti ng  from  processes  i ns ide  the  i nstal lation .  The  tests  shal l  
be  selected  and  determ ined  i n  such  a  way that  they refl ect  and  s imu late  the  i n fluence  of  the  
e lectromagnetic  phenomena upon  the  safety-related  system  and  i ts  componen ts.  

NOTE  1  I n  some  cases  i t  i s  impracti cal  to  appl y  tests  on  a  safety-re l ated  system  as  a  who l e  and  tests  wi l l  be  
appl i ed  to  the  i nd i vi dual  equ ipmen t  separate l y.  I n  these  cases  the  tests  are  performed  i n  su ch  a  way that  the i r  
appl i cati on  on  i n d i vi dual  equ i pmen t  represen ts  the  e ffect  wh i ch  the  e l ectromagneti c  phenomena have  on  the  who l e  
safety- re l ated  system .  

When  determ in ing  a  test  method  for an  immun i ty  test,  the  test  uncertain ty  shal l  be  assessed  
and  taken  i n to  accoun t,  both  wi th  respect  to  the  test  performance  as  wel l  as  wi th  respect  to  
the  appl i cable  immun i ty  test  parameters.  

There  are  several  possibi l i t i es  for  determ in ing  the  appropriate  test  methods:  

a)  Use  of  s tandard ized  test  methods,  for  example  the  basic  immun i ty  test  s tandards  of  the  
IEC  61 000-4  series  or  o ther more  appl icable  standards  

I n  most  cases  e lectromagnetic  phenomena such  as  electri cal  fast  transien ts  (bursts)  or 
e lectrostatic  d ischarges  (ESD)  have  to  be  considered  as  they are  to  be  expected  i n  typical  
i nstal lations.  Bu t  i n  add i tion  some other e lectromagnetic  phenomena wi l l  have  to  be  
considered  due  to  the  s i tuati on  at  the  particu lar i nstal lation ,  for example,  the  occurrence  of  
relati vely strong  power frequency magnetic  f i e lds  or  the  presence  of  a  bad  power supply 
showing  s i gn i fi can t  vo l tage  unbalances  or frequen t  vol tage  i n terruptions.  These  
phenomena have  been  wel l  understood  for  several  decades,  and  test  methods  have  been  
worked  ou t  to  represen t  the  effect  of  the  d istu rbances  on  the  equ ipment  under test.  
Correspond ing  test  methods  are  described  i n  the  I EC  61 000-4  series.  Valuable  experience  
has  been  obtained  regard ing  the  test  performance  and  test  parameters  i n  order to  
represen t  the  effect  of  d i stu rbances  as  real i sti cal l y  as  possible.  

b)  Use  of  varian ts  of  s tandard ized  test  methods  

Al though  standard ized  test  methods,  for  example  described  i n  the  basic  immun i ty  test  
s tandards  of  the  IEC  61 000-4  series  or  i n  o ther more  appl icable  standards,  and  the  test  
parameters  described  therein  cover a  wide  range  of  e lectromagnetic  phenomena there  
may be  s i tuations  where  an  e lectromagnetic  phenomenon  actual l y  expected  i n  the  
i nstal lation  d i ffers  to  some exten t  from  that  one  as  covered  by a  standard ized  test.  I n  
these  cases  i t  i s  usefu l  to  assess  the  deviation  of  the  actual  phenomenon  from  that  
defi ned  i n  a  s tandard ized  test  method  and  to  check the  appl i cabi l i ty  of  the  standard ized  
test  method  when  tai lored  accord ing ly.  

NOTE  2  An  example  may demonstrate  th i s  approach .  When  l ooki ng  at  the  immun i ty  agai nst  power  frequency 
magneti c  f i e l ds  the  test  methods  and  parameters  as  descri bed  i n  I EC  61 000-4-8  can  be  appl i ed .  Th i s  s tandard  
main l y  focuses  on  the  effects  o f  50  Hz/60  Hz  magneti c  f i e l ds .  I f ,  h owever,  the  assessmen t  o f  the  
e l ectromagneti c  envi ronmen t  shows  that  there  are  s i gn i f i can t  harmon i cs  to  be  consi dered ,  the  bas i c  test  
method  o f  th i s  s tandard  can  al so  be  used  for  test i ng  the  immun i ty  agai nst  magnet i c  f i e l ds  at  harmon i c  
frequenci es.  

c)  An  electromagnetic  phenomenon  i s  not  covered  by existing  standards  or  varian ts  of  i t  

I n  some  particu lar i nstal lations  e lectromagneti c  phenomena occur wh ich  are  nei ther 
covered  by standard ized  test  methods,  such  as  the  basic  immun i ty  test  s tandards  of  the  
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IEC  61 000-4  series,  nor cou ld  they be  model led  by accord ing ly  tai l ored  standard ized  test  
methods.  Th is  may be  the  s i tuati on  when  for  example  new technolog ies  have  emerged  
showing  e lectromagnetic  phenomena that  are  not  yet  considered  by the  standard ized  test  
methods.  I n  these  cases  parti cu lar test  methods,  whose  performance  and  parameters  
shal l  reflect  the  effect  o f  the  e lectromagnetic  phenomenon  under considerati on  as  
real i stical l y  as  possible,  have  to  be  developed .  Veri fi cation  and  val i dation  are  necessary i n  
order to  demonstrate  that  new test  methods  produce  accurate  and  re l i able  test  resu l ts .  

9.3  Considerations  on  test  methods and  test  performance wi th  regard  to  systematic  
capabi l i ty 

9.3.1  General  

Immun i ty tests  and  immun i ty  test  l evels  shal l  be  selected  for  the  various  e lectromagnetic  
phenomena by taking  i n to  accoun t:  

•  the  characteristics  of  the  electromagnetic  envi ronment  where  the  i nstal lation  under 
consideration  i s  i n tended  to  be  operated ;  

•  the  maximum  ampl i tude  of  the  actual  e lectromagnetic  d i stu rbance  to  be  expected  at  the  
various  l ocati ons  of  the  i nstal lation ;  

•  the  maximum  uncertain ty  due  to  test  method  and  test  equ ipment.  

The  second  and  th i rd  considerati ons  g i ven  above  i n  9 . 3 . 1  are  based  on  the  fact  that  for 
e lectromagnetic  phenomena i t  i s  normal l y  not  possible  to  establ i sh  a  s imple,  eviden t  and  
provable  correlati on  between  appl icable  immun i ty  test  requ i rements  and  SIL  due  to  the  
probabi l i sti c  aspects  of  a  SIL  determ ination .  S ince  these  maximum  ampl i tudes  are  not  
correlated  wi th  the  SI L,  they shal l  be  used  to  determ ine  the  test  l evels.  

Beside  the  immun i ty  test  l evels  there  are  fu rther parameters  that  may determ ine  the  su i tabi l i ty  
o f  immun i ty tests.  Such  parameters  are  for  example:  

•  testing  period ;  

•  number of  tests  wi th  d i fferen t  test  set-ups  or  test  samples;  

•  variati on  of  test  setti ngs  (e. g .  d i recti on  of  i nciden t  e lectromagnetic  f i e ld ,  phase  re lationsh ip  
between  test  impu lse,  type  of  modu lation  of  RF  fi e ld ) ;  

•  envi ronmental  factors  (e. g .  temperature,  humid i ty or  the  appearance  of  d i fferen t  
e lectromagnetic  phenomena at  the  same  time) ;  

•  performance  cri teria.  

For standard ized  immun i ty  tests,  for  example  the  basic  immun i ty  test  s tandards  of  the  
IEC  61 000-4  series,  these  parameters  are  determ ined  i n  such  a  way as  to  refl ect  typical  
i n terference  s i tuations  or  typical  cond i t ions.  The  parameters  are  derived  on  a  
techn ical /economical  basis .  For  example,  the  test  period  i s  l im i ted  to  one  that  represen ts  a  
compromise  between  the  amount  for  testing  t ime  and  the  con fi dence  that  the  testi ng  t ime  i s  
considered  as  l ong  enough  for typical  s tress  cond i tions.  

Hence  these  parameters  may be  mod i fi ed  i n  order to  i ncrease  the  l evel  of  con fidence  that  an  
accord ing ly  mod i fied  immun i ty  test  reflects  the  effect  o f  an  e lectromagneti c  d istu rbance  wi th  a  
h i gher probabi l i ty  than  us ing  the  parameters  g i ven  for  example  i n  the  basic  immun i ty  test  
s tandards  of  the  I EC  61 000-4  series.  I n  th i s  regard  the  parameters  may be  mod i fi ed  accord ing  
to  the  requ i red  SIL.  Some  examples  of  mod i fi cation  of  parameters  are  g i ven  i n  Table  5 .  

NOTE  As  i n  the  case  o f  the  immun i ty l eve l s ,  i t  wi l l  n ot  be  poss i bl e  to  establ i sh  a  s imple ,  evi den t  and  provabl e  
correl ati on  between  the  accord i ng l y  mod i f i ed  immun i ty  test  and  the  requ i red  S I L.  Hence  the  mod i fi cati on  or 
vari at i on  o f  immun i ty  tests  wi l l  mai n l y  re l y  on  techn i cal  j u dgemen t.  
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Table  5  – Examples  for methods  to  increase level  of  confidence 

Type  of  el ectromagnetic  
phenomena  

Example  of  standards  Some examples  of  methods  to  i ncrease  test  
severi ty compared  to  the  requ i rements  i n  the  

basic  standard  

Con ti nuous  aud io  frequency 
(AF) /rad io  frequency (RF)  

I EC  61 000-4-3  

I EC  61 000-4-6  

I EC  61 000-4-8  

I EC  61 000-4-1 3  

I EC  61 000-4-1 6  

I EC  61 000-4-1 9  

I EC  61 000-4-20  

I EC  61 000-4-21  

Frequency o f  modu lat i on  (e . g .  2  Hz ,  400  Hz,  1  kHz ,   
1  H z  to  1 0  kHz)  

D i fferen t  test  set-ups  ( testi ng  o f  d i fferen t  combi nati on  
o f  equ i pmen t  /  vers i ons  /  cabl i ng )  

Type  o f  modu lat i on  ( for  example  ampl i tude-
modu lated  AM,  frequency-modu lated  FM ,  pu l se-
modu lated  PM)  

D i fferen t  carri er  frequenci es  at  the  same  t ime  

Transi en t  phenomena I EC  61 000-4-4  I ncreasi ng  test  t ime  (no  change  i n  n ormati ve  
parameters)  

Chang i ng  repeti t i on  frequency o f  pu l ses  

Chang i ng  packet  l eng th  /  repeti t i on  t ime  o f  pu l ses  

D i fferen t  test  set-ups  ( testi ng  o f  d i fferen t  
combi nati ons  of  equ i pmen t  /  vers i ons)  

I EC  61 000-4-1 2  

I EC  61 000-4-1 8  

D i fferen t  test  set-ups  ( testi ng  o f  d i fferen t  
combi nati ons  of  equ i pmen t  /  vers i ons)  

D i fferen t  carri er  frequenci es  at  the  same  t ime  

I EC  61 000-4-2  

I EC  61 000-4-5  

Number  of  pu l ses  

Chang i ng  repeti t i on  rate  /  t ime  between  pu l ses  / 
phase  ang l e  

D i fferen t  test  set-ups  ( testi ng  o f  d i fferen t  
combi nati ons  of  equ i pmen t  /  vers i ons)  

NOTE  1  Some  methods  may not  be  appl i cabl e  to  some  of  the  test  methods  g i ven  i n  the  bas i c  s tandards .  

NOTE  2  The  parameters  men ti oned  under the  methods  on l y  appl y  i f  these  parameters  o f  e l ectromagneti c  
phenomena cou l d  real l y  occu r i n  the  e l ectromagneti c  envi ronmen t  under  cons i derati on .  

NOTE  3  For  part i cu l ar  products  d i fferen t  sets  o f  s tandards  can  be  appl i cabl e  i n stead  of  the  I EC  61 000-4  seri es .  

NOTE  4  Equ ipmen t  can  be  exposed  to  mu l t i p l e  ang l es  o f  i nci dence  and  po lari zat i ons  i n  I EC  61 000-4-21 .  

 

9.3.2  Testing  period  

Some of  the  e lectromagnetic  phenomena to  be  considered  may be  re lated  to  an  operating  
state  of  equ ipment  i n  a  s tati sti cal  way on ly,  for  example  the  s imu l taneous  occurrence  of  an  
impu lse  peak wi th  respect  to  the  momentary state  of  a  d ig i tal  ci rcu i t  or  a  d ig i tal  s i gnal  
transmission .  

I n  order  to  i ncrease  the  level  of  con fidence  regard ing  immun i ty against  e lectromagnetic  
d i stu rbances  for  a  h i gher SIL,  i t  may be  requ i red  to  perform  immun i ty tests  against  such  
e lectromagnetic  phenomena wi th  a  g reater number of  pu lses  or  by us ing  a  l onger test  t ime  
compared  to  the  requ i rements  of  the  correspond ing  basic  standards.  

NOTE  Example  o f  a  mod i fi cati on  o f  the  e l ectri cal  fast  t rans ien ts  immun i ty  test  ( I EC  61 000-4-4) :  the  coupl i ng  o f  
pu l ses  i s  n ormal l y  appl i ed  fo r a  peri od  o f  1  m i n  for  each  po l ari ty.  Th i s  peri od  can  be  i ncreased   depend i ng  on  the  
S I L.  

9.3.3  Number of  tests  wi th  d i fferent  test  set-ups  or  test  samples 

There  may be  a  variation  i n  the  immun i ty  behaviour of  equ ipment,  for  example  due  to  
to lerances  i n  the  devices  used  i n  the  equ ipment  or  due  to  to lerances  i n  manu factu ri ng  the  
equ ipment.  Further  uncertain ties  may resu l t  from  various  possibi l i t i es  concern ing  a test  set-
up.  Hence  i t  may be  reasonable  to  expand  the  immun i ty  tests  by 
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•  testi ng  more  samples  of  the  product  under consideration ,  or 

•  testi ng  a  sample  several  t imes  wi th  variations  i n  the  test  set-up.  

These  may be  done  al ternati vely  and/or i n  combination .  

9.3.4  Variation  of  test  settings  

Standard ized  immun i ty tests ,  for example  the  basic  immun i ty  test  s tandards  of  the  
IEC  61 000-4  series,  describe  a  detai led  test  set-up  as  wel l  as  setti ngs  to  be  appl ied  during  
the  immun i ty  test.  These  setti ngs  may be  mod i fi ed  to  i ncrease  the  level  o f  con fidence.  By 
doing  th is  rather than  by usi ng  the  settings  of  the  basic  immun i ty  standards,  a  broader range  
of  possible  effects  of  the  e lectromagnetic  phenomenon  upon  the  equ ipment  i s  considered .  
Examples  of  such  mod i fi cations  i nclude  

•  mod i fi cations  concern ing  the  coupl ing  of  an  e lectromagnetic  phenomenon  on  the  
equ ipment  under test,  

•  mod i fi cations  concern ing  the  physical  placement  of  the  equ ipment under test.  

NOTE  1  Example  o f  a  mod i f i cati on  o f  the  su rge  immun i ty test  ( I EC  61 000-4-5) :  coupl i ng  o f  pu l ses  on  AC  l i nes  at  
phase  ang l es  i n  add i t i on  to  those  g i ven  i n  the  bas i c  s tandard .  

NOTE  2  Example  o f  mod i fi cati ons  o f  the  rad i ated ,  rad i o- frequency,  e l ectromagnet i c  f i e l d  immun i ty  test  
( I EC  61 000-4-3) :  th e  i nci den t  f i e l d  faces  not  on l y  to  the  main  s i des  bu t  al so  to  t i l ted  ori en tat i ons  o f  the  equ i pmen t  
u nder  test;  the  equ i pmen t  i s  tested  wi th  d i fferen t  types  o f  modu lat i on  frequencies  ( for  example  2  Hz  to  1 0  kHz)  o r  
d i fferen t  carri er frequenci es  at  the  same  t ime.  

9.3.5  Envi ronmental  factors 

Beside  the  variati on  i n  the  immun i ty  behaviour of  equ ipment  due  to  to lerances  i n  the  devices  
used ,  or  i n  i ts  assembly,  there  m igh t  be  the  possibi l i ty  that  the  immun i ty i s  affected  by 
envi ronmental  parameters.  Such  factors  are,  for  example,  the  temperature  or  hum id i ty,  wh ich  
may vary i n  a  broad  range  at  the  fi nal  l ocation  of  the  i nstal lati on .  The  possible  impact  of  these  
factors  on  the  immun i ty  shou ld  be  considered  taking  i n to  accoun t  stresses,  ageing ,  
foreseeable  m isuse,  etc. ,  on  the  e lectromagnetic  characteristi cs  of  the  equ ipment  or  system .  

There  are  many kinds  of  possible  stresses,  i nclud ing  physical  (e . g .  bend ing ,  twisti ng ,  etc. )  
and  cl imatic  (e . g .  ai r  pressure,  temperature,  hum id i ty,  etc. ) .  After the  i n i t ial  e l ectromagnetic  
functi onal  testi ng  has  been  performed  as  described  above,  and  the  equ ipment  passes  those  
tests,  ageing  testing  shou ld  be  performed,  i f  i t  can  be  reasonably and  foreseeably expected  
that  the  e lectromagnetic  characteri sti cs  wi l l  change  du ri ng  the  l i fetime  of  the  equ ipment.  Th is  
testing  shou ld  i nclude,  for  example,  the  evaluation  of  the  reduction  i n  effecti veness  of  
e lectromagnetic  m i ti gation  measures  associated  wi th  the  equ ipment or  product  due  to  
corrosion  or  mechan ical  movement  du ring  the  an ticipated  l i fetime  of  the  system.  As  
appropriate  du ring  or after  these  stress/ageing  tests,  the  e lectromagnetic  characteristics  
shou ld  be  measured  to  determ ine  whether the  equ ipment’s  e lectromagnetic  characteristi cs  
has  been  excessively degraded.  The  resu l ts  of  such  testi ng  and  i ts  impact  on  the  
e lectromagnetic  characteristics  du ring  the  an ti cipated  l i fetime  of  the  equ ipment  or  system  
shal l  al so  be  documented  for  each  e lectromagnetic  phenomenon  considered .  Al l  physical  
stresses  and  ageing  aspects  wi th in  the  speci fi cation  of  the  equ ipment/system  shal l  be  
evaluated  and  documented .  

Al ternati vely,  where  the  equ ipment  i s  protected  from  i ts  e lectromagnetic  and  physical  
envi ronment by an  external  enclosure,  i t  i s  perm issible  to  test  the  f i n ished  enclosure  for  i ts  
reduction  i n  e lectromagnetic  characteristics  due  to  physical  s tresses,  ageing ,  foreseeable  
m isuse,  etc. ,  over i ts  an ti cipated  l i fetime.  The  tested  enclosure  shou ld  i nclude  the  same types  
of  cable  en tries,  door and  panel  f i xings,  etc. ,  as  the  one  that  i s  suppl ied  wi th  or  speci fi ed  for  
the  equ ipment.  There  i s  no  requ i rement  to  test  the  products  and  other equ ipment  that  are  
i nstal led  wi th in  an  enclosu re  to  the  external  envi ronment.  
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9.4  Testing  uncertainty 

The  requ i red  immun i ty  of  products  or  i tems  of  equ ipment  to  e lectromagnetic  phenomena i s  i n  
most  cases  demonstrated  by means  of  immun i ty  testing  based  on  basic  EMC standards.  The  
resu l ts  of  the  tests  are  used  to  conclude  whether the  equ ipment  under test  fu l f i l s  the  
requ i rements  and  consequen tl y  whether i t  can  be  used  i n  a  safety-re lated  system.  

Hence  i t  i s  importan t  to  have  some ind ications  of  the  qual i ty  of  the  resu l ts ,  that  i s ,  the  exten t  
to  wh ich  they can  be  re l ied  on  for  the  pu rpose  i n  hand .  One  of  the  means  to  demonstrate  the  
qual i ty  of  the  immun i ty  test  performance  and  of  the  test  resu l ts  i s  the  evaluation  and  the  
assessment  of  the  associated  uncertain ty.  

Whether an  immun i ty test  i s  a  standard ized  or a  mod i fi ed  one,  i t  shal l  be  developed  so  that  
reproducible  resu l ts  are  obtained  i f  d i fferen t  parties  perform  the  same  test  wi th  the  same  EUT.  
Beside  th i s  fact  o f  repeatabi l i ty,  an  immun i ty  test  set-up  and  the  ad justed  immun i ty  test  l evel  
shal l  refl ect  the  speci fi ed  l evels  as  closely as  possible.  Hence  special  atten ti on  has  to  be  
g i ven  to  any factors  that  can  cause  a  deviation  from  the  speci fied  l evels  and  the  impact  of  
wh ich  can  quan ti tati vely be  described  by means  of  the  uncertain ty.  Substan tial  i n formation  
abou t  al l  the  aspects  re lated  to  uncertain ty  and  i ts  determ ination  are  g iven  i n  I EC  TR  61 000-
1 -6  and  CISPR 1 6-4  series  of  s tandards.  

As  a  consequence,  the  uncertain ty  associated  wi th  an  immun i ty  test  shal l  be  determ ined  and  
assessed  wi th  respect  to  i ts  impact  on  the  test  resu l ts .  

NOTE  1  The  type  o f  u ncertai n ty to  be  considered  and  the  val ue  of  u ncertai n ty no t  to  be  exceeded  depend  on  the  
part i cu l ar  immun i ty  test.  

NOTE  2  Other factors  o f  testi ng  u ncertai n ty  can  be  cons i dered  i n  add i t i on  to  the  i n strumen tati on  uncertai n ty.  

1 0  Documentation  

The  documentati on  shal l  be  wri tten  accord ing  to  the  requ i rements  g iven  i n  the  appropriate  
standard  for functional  safety  ( i . e .  I EC  61 508) .  The  ERS can  con tain  add i t i onal  requ i rements  
concern ing  documentation .  I n formation  shal l  be  provided  by an  equ ipment  manu factu rer i n  the  
form  of  a  clearly  documented  speci fi cation  of  the  maximum  characteri stics  of  re levan t  
e lectromagnetic  phenomena that  the  equ ipment  i s  i n tended  to  be  used  i n .   Th i s  can  be  
ach ieved  by speci fying  EMC standards  and  levels  to  wh ich  the  equ ipment  has  been  tested .  I n  
the  case  of  e lements,  th i s  i n formation  shou ld  be  i ncluded  i n  the  safety  manual  for  compl ian t  
i tems,  see  7. 2 ,  7 . 3  and  8. 4. 3  and  IEC  61 000-6-7.  
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Annex A 
( in formative)  

 
Selection  of electromagnetic  phenomena 

Table  A. 1  l i s ts  the  e lectromagnetic  phenomena described  i n  I EC  TR  61 000-2-5.  I t  shows  the  
immun i ty  test  l evels  from  IEC  61 000-6-2  and  g ives  some  gu idance  on  how to  assess  them  
when  consideri ng  the  phenomena for functi onal  safety  pu rposes.  

Table  A 1  – Example  of  selection  of  electromagnetic  phenomena  
for  functional  safety in  industrial  envi ronments 

No.  Phenomena  accord ing  
to  IEC  61 000-2-5  

Test  l evel  accord ing  to  
IEC  61 000-6-2  

Basic  standard  Comments  

1  ESD  

4  kV  (con tact)  
8  kV  (ai r)  

I EC  61 000-4-2  Level s  shou l d  be  appl i ed  i n  accordance  wi th  the  
envi ronmen tal  cond i t i ons  descri bed  i n  I EC  61 000-4-
2 .  Level s  speci f i ed  i n  the  generi c  standard  may on l y  
be  chosen  i f  the  appropri ate  envi ronmen tal  
cond i t i ons  exi s t.  

2  RF  f i e l d  

1 0  V/m   
(80  MHz  to1  000  MHz)  

3  V/m  
( 1 , 4  GHz  to  2 , 0  GHz)  

1  V/m  
(2 , 0  GHz  to  2 , 7  GHz)  

I EC  61 000-4-3  An  i n creased  l evel  shou l d  be  appl i ed  i n  frequency 
ranges  u sed  for  mobi l e  transm i tters  i n  g eneral ,  
except  when  re l i abl e  measu res  are  real i sed  to  avo i d  
the  use  of  such  equ ipment  nearby.  I SM  frequenci es  
have  to  be  taken  i n to  accoun t  on  an  i nd i vi dual  
bas i s .  

3  EFT/B  

1  kV  ( I /O)  
2  kV  (  AC/ DC)  

I EC  61 000-4-4  H i g her l evel s  can  be  expected  i n  i ndustri al  
appl i cati ons  compared  wi th  the  l evel s  speci f i ed  i n  
appl i cabl e  s tandards  for  functi onal  reasons.  

4  Su rge  

AC:  
2  kV  (L-G)  
1  kV  (L-L)  

DC  
0 , 5  kV  (L-G )  
0 , 5  kV  (L-L)  

I /O:  

1 , 0  kV  (L-G )  

I EC  61 000-4-5  I ncreased  requ i remen ts  may be  adequate,  bu t  
add i t i onal  external  EMC  measu res  have  to  be  
cons i dered .  

5  HF  conducted  

1 0  V  
(0 , 1 5  MHz  to  80  MHz)  

I EC  61 000-4-6  An  i n creased  l evel  shou l d  be  appl i ed  i n  frequency 
ranges  u sed  for  mobi l e  transm i tters  i n  g eneral ,  
except  when  re l i abl e  measu res  are  real i sed  to  avo i d  
the  use  of  such  equ ipment  nearby.  I SM  frequenci es  
have  to  be  taken  i n  to  accoun t  on  an  i n d i vi dual  
bas i s .  

6  Power frequency 
magneti c  f i e l d  

30  A/m  

I EC  61 000-4-8  Appl i cabl e  i n  accordance  wi th  the  common  
excepti ons  g i ven  i n  the  g eneri c  s tandard .  

No  i ncreased  l evel  i n  g eneral .  

An  i n creased  l evel  may be  adequate  i n  an  
envi ronmen t  as  defi ned  i n  I EC  61 000-6-5  or  s im i l ar  
such  as  an  i n dustri al  swi tchyard .  

7  Pu l se  magneti c  f i e l d  I EC  61 000-4-9  No  i ncreased  l evel  i n  general .  

An  i n creased  l evel  may be  adequate  i n  an  
envi ronmen t  as  defi ned  i n  I EC  61 000-6-5  or  s im i l ar  
such  as  an  i ndustri al  swi tchyard .  
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No.  Phenomena  accord ing  
to  IEC  61 000-2-5  

Test  l evel  accord ing  to  
IEC  61 000-6-2  

Basic  standard  Comments  

8  Damped  osci l l atory  
magneti c  f i e l d  

I EC  61 000-4-1 0  No  i ncreased  l eve l  i n  general .  

An  i n creased  l evel  may be  adequate  i n  an  
envi ronmen t  as  defi ned  i n  I EC  61 000-6-5  or  s im i l ar  
such  as  an  i n dustri al  swi tchyard .  

9  Vo l tage  d i ps  

0  % for  1  peri od  

40  %  for   
1 0 /1 2  peri ods  

70  %  for 
25/30  peri ods  

I EC  61 000-4-1 1  To  be  deci ded  case  by  case.  

1 0  Vo l tage  short  
i n terrupti ons  

0  % for  
250/300  peri od  

I EC  61 000-4-1 1  To  be  deci ded  case  by  case.  

1 1  Vo l tage  vari ati ons  I EC  61 000-4-1 1  Vo l tage  vari at i ons  are  cons i dered  as  funct i onal  
aspects  and  not  EMC  re lated .  

1 2  R i ng  wave  I EC  61 000-4-1 2  To  be  deci ded  case  by  case.  

1 3  Harmon i cs  I EC  61 000-4-1 3  To  be  deci ded  case  by  case.  

1 4  I n terharmon i cs  I EC  61 000-4-1 3  To  be  deci ded  case  by  case.  

1 5  Mai ns  s i gnal l i ng  I EC  61 000-4-1 3  To  be  deci ded  case  by  case.  

1 6  Conducted ,  common  
mode,  0  Hz  to  1 50  kHz  

I EC  61 000-4-1 6  I n creased  l eve l  for  short  t ime  power frequency 
phenomena on l y.  L im i ted  to  the  rated  vo l tage  o f  the  
power supply.  

1 7  Damped  osci l l atory  wave  I EC  61 000-4-1 8  To  be  deci ded  case  by  case.  

1 8  Conducted ,  d i fferen ti al  
mode,  2  kHz  to  1 50  kHz  

I EC  61 000-4-1 9  To  be  deci ded  case  by  case.  

1 9  HEMP  rad iated  I EC  61 000-4-23  To  be  deci ded  case  by  case.  

20  HEMP  conducted  I EC  61 000-4-24  To  be  deci ded  case  by  case.  

21  HEMP  immun i ty  tests  I EC  61 000-4-25  To  be  deci ded  case  by  case.  

22  Unbalance  th ree-phase  
mai ns  

I EC  61 000-4-27  To  be  deci ded  case  by  case.  

23  Vari at i on  o f  power  
frequency  

I EC  61 000-4-28  Not  appl i cabl e  i n  g eneral ,  bu t  may be  consi dered  
for  speci al  appl i cati ons  l i ke  UPS,  emergency power 
supply  systems  and  so  on .  

24  Vo l tage  d i ps  on  DC  power 
ports  

I EC  61 000-4-29  To  be  deci ded  case  by  case.  

25  Short  i n terrupti on  on  DC  
power ports  

I EC  61 000-4-29  To  be  deci ded  case  by  case.  

26  Vo l tage  vari ati ons  on  DC  
power ports  

I EC  61 000-4-29  To  be  deci ded  case  by  case.  

27  Vo l tage  d i ps ,  short  
i n terrupti ons  and  vo l tage  
vari ati ons   for  equ ipmen t  
wi th  mai ns  cu rren t  more  
than  1 6  A  per  phase  

I EC  61 000-4-34  To  be  deci ded  case  by  case.  

28  DC  i n  AC  networks   To  be  deci ded  case  by  case.  

29  DC  magneti c  f i e l d   No t  appl i cabl e  i n  g eneral ,  bu t  may be  consi dered  
for  speci al  appl i cati ons  (e . g .  t ract i on  systems,  
al um in i um  process) .  

30  1 6  2 /3  H z  magneti c  f i e l d   No t  appl i cabl e  i n  g eneral ,  bu t  may be  consi dered  
for  speci al  appl i cati ons  l i ke  tract i on  systems.  
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No.  Phenomena  accord ing  
to  IEC  61 000-2-5  

Test  l evel  accord ing  to  
IEC  61 000-6-2  

Basic  standard  Comments  

31  Non -power system  
re l ated  magneti c  f i e l d  

 To  be  deci ded  case  by  case.  

32  Power system  harmon i cs  
magneti c  f i e l d  

 To  be  deci ded  case  by  case.  

33  DC  e l ectri c  f i e l d   

34  1 6  2 /3  H z  e l ectri c  f i e l d   

35  50/60  Hz  e l ectri c  f i e l d   

36  Transi en t  e l ectri c  f i e l d   

37  ESD  fi e l d   

38  Transi en ts  m i l l i seconds   
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Annex B  
( in formative)  

 
Measures and  techniques for the achievement of functional   

safety wi th  regard  to  electromagnetic  d isturbances 

B.1  General  principles 

The  aim  of  Annex B  i s  to  g i ve  an  i n formative  overview of  a  range  of  m i ti gation  and  other 
design  techn iques  and  measures  that  are  avai lable  for  the  ach ievement  of  appropriate  l evels  
of  resi l i ence  to  e lectromagnetic  d istu rbances  (“e lectromagnetic  res i l i ence”) .  

NOTE  E l ectromagneti c  res i l i ence  i s  the  capabi l i ty  to  main tai n  adequate  performance  for  safety functi ons  when  
exposed  to  e l ectromagneti c  d i s tu rbances.  

Appropriate  techn iques  and  measures  for  the  ach ievement  of  functional  safety  wi th  respect  to  
e lectromagnetic  d i stu rbances  shou ld  be  i den ti fi ed  and  appl ied  as  necessary th roughou t  the  
l i fecycle  of  a  safety-related  system.  I n formation  on  the  range  of  techn iques  and  measures  
appl i ed  on  the  element  l evel  as  requ i red  to  faci l i tate  system  i n tegration  acti vi ti es  shou ld  be  
i ncluded  i n  the  safety  manual .  

The  selection  of  the  techn iques  and  measures  to  be  appl ied  for  a  particu lar system  wi l l  
depend  upon  a  large  number of  factors.  For  a  safety-related  system,  an  appropriate  range  of  
techn iques  and  measures  shou ld  be  se lected  and  appl ied  to  ach ieve  e lectromagnetic  
resi l i ence,  i n  order to  ensure  that  the  overal l  functional  safety speci fi cations  are  met  wi th  
respect  to  e lectromagnetic  resi l i ence.  The  selection  of  the  techn iques  and  measures  shou ld  
be  j usti fi ed  for  that  system.  The  fo l lowing  Tables  B. 1  to  B. 3  i nclude  a  range  of  suggested  
techn iques  and  measures  together wi th  gu idance  so le ly as  to  thei r  importance  for  
e lectromagnetic  res i l i ence  purposes.  

Depending  on  the  natu re  of  the  pro ject,  d i fferen t  or  add i tional  techn iques  and  measures  may 
be  appl ied  to  ach ieve  e lectromagneti c  res i l i ence.  Other techn iques  and  measures  than  those  
l i s ted  i n  Tables  B.2  and  B.3  may provide  an  equ ivalen t  l evel  o f  protection  from  impacts  of  
e lectromagnetic  d istu rbances.  Designers  of  a  system  or  i tem  of  equ ipment  of  functional  safety  
shou ld  be  aware  of  the  recommendations  g iven  i n  Tables  B. 2  and  B.3 ,  bu t  they may choose  
other  techn iques  and  measures  when  appropriate  and  the  reasons  are  documented .  

For example,  i n  the  case  that  no  software  i s  used  i n  a  system,  then  no  software  design  
techn iques  and  measures  wou ld  be  selected  for  any of  the  pro ject's  s tages.  I n  the  case  where  
su ffi cien tl y  rugged ,  h i gh -speci fi cation  e lectromagnetic  m i ti gati on  measures  are  employed,  
o ther  design  techn iques  and  measures  may not  be  requ i red  to  ach ieve  e lectromagnetic  
resi l i ence  appropriate  to  the  SIL.  

Table  B. 1  be low summarizes  recommendations  for  system  l i fecycle  techn iques  and  measures.  
(For  the  explanation  of  the  abbreviations  HR,  R  and  M  see  Table  3 . )  
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Table  B.1  – Overview of  l i fecycle  techniques  and  measure recommendations for   
the  ach ievement  of  functional  safety wi th  regard  to  electromagnetic  d isturbances 

Practice  Overview Reference for  fu rther  
i n formation  

EMC pro j ect  managemen t  
and  safety p l ann i ng  

The  processes  for  the  managemen t,  p l ann i ng ,  
se l ect i on ,  des i gn ,  impl emen tati on ,  commissi on i ng ,  
mod i f i cati on  and  veri f i cati on  o f  each  safety functi on  
shou ld  expl i c i t l y  i n cl ude  e l ectromagneti c  res i l i ence  
measu res.  

– 

The  e l ectromagnet i c  resi l i ence  o f  the  system  shou l d  
be  managed  as  appropri ate  th roughou t  the  l i fecycl e  
u s i ng  appropri ate  experti se .  

– 

Safety-re l ated  system  
des i gn  documen tati on  

The  system  des i g n  documen tati on  shou l d  provi de  
su ff i ci en t  i n formati on  to  enable  the  se l ecti on  o f  
techn i ques  and  measu res  to  be  u sed  for ach ievi ng  
adequate  e l ectromagneti c  res i l i ence  for  the  
operati onal  envi ronmen t.  

– 

Implementati on  and  
i n teg rati on  measu res  

Procu re  materi al s ,  componen ts  and  products  
accord i ng  to  the i r  speci fi cat i ons  for  ach i evi ng  
e l ectromagneti c  res i l i ence.  

– 

Assemble  accord i ng  to  the  des i gn ,  u s i ng  the  correct  
materi al s ,  componen ts  and  products  accord i ng  to  thei r  
speci f i cat i ons  for  ach i evi ng  e l ectromagnet i c  resi l i ence.  

– 

I n stal l  accord i ng  to  the  des i gn  fo r  ach ievi ng  
e l ectromagneti c  res i l i ence.  

B . 2 . 2. 4  

Veri f i cati on  and  val i dati on  
measu res  

Veri fy  and  val i date  the  e ffecti veness  o f  the  
impl emen ted  measu res .  

B . 2 . 2. 5  

Operati on  and  
mai n tenance  techn i ques  
and  measu res  

Comprehensi ve  u ser i ns truct i ons  i ncl ud i ng  operat i ng  
procedu res  necessary to  mai n tai n  adequate  
e l ectromagneti c  res i l i ence.  

– 

Mai n tenance  procedu res  and  pl ann i ng  re lated  to  
ach i evi ng  e l ectromagneti c  res i l i ence  (e . g .  preven tati ve  
and  correct i ve  mai n tenance) .  

– 

Assessmen t  o f  
mod i f i cati ons  to  system  
or  operati onal  
envi ronmen t  

Assessmen t  o f  changes  i n  the  external  
e l ectromagneti c  envi ronmen t  (e . g .  to  cons i der new 
e l ectromagneti c  cond i t i ons  that  were  not  taken  i n to  
accoun t  i n  the  ori g i nal  des i gn ) .  

– 

Assessi ng  the  e ffect  o f  proposed  mod i fi cati ons  and  
upg rades  on  the  e l ectromagneti c  res i l i ence  o f  the  
system  concerned .  

– 

Ensu ri ng  that  mod i f i cati ons  and  upg rades  do  no t  
reduce  e l ectromagneti c  res i l i ence  bel ow acceptabl e  
l eve l s ,  for  the  system  concerned .  

– 

 

B.2  Choosing  design  techniques and  measures 

B.2.1  In troduction  to  design  techniques  and  measures  against  electromagnetic  
d isturbances 

These  design  techn iques  and  measures  have  been  developed  speci fi cal l y  to  help  overcome 
the  fo l l owing  d i ff i cu l t ies  that  have  been  found  when  attempting  to  deal  wi th  al l  o f  the  
e lectromagnetic  d istu rbances  that  cou ld  occur du ring  a  l i fecycle  when  trying  to  ach ieve  
functional  safety  to  I EC  61 508  or  i ts  re lated  standards.  

I t  has  been  general l y  found  to  be  impractical  to  perform  anyth ing  more  than  a  general  
assessment of  the  e lectromagnetic  d i stu rbances  that  cou ld  possibly  occu r over a  complete  
l i fecycle.  General  assessments  of  e lectromagnetic  d istu rbances  and  l evels  typical l y  make  up  
the  manu factu rer’s  speci fi cati on  for  the  maximum  electromagnetic  envi ronment  of  thei r  
equ ipment.  
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These  assessments  are  good  enough  for  determ in ing  wh ich  of  the  many publ i shed  EMC 
em issions  and  immun i ty standards  for  functi onal i ty  shou ld  be  appl i ed ,  bu t  cannot  determ ine  
what  e lectromagnetic  d istu rbances,  and  combinations  of  them,  cou ld  foreseeably occu r over 
the  l i fecycle.  

I t  i s  necessary to  main tain  adequate  e lectromagnetic  res i l i ence  i n  the  operational  envi ronment 
despi te  al l  foreseeable  fau l ts ,  m isuse,  ageing ,  component  to lerances,  assembly errors,  
physical  and  cl imatic  cond i ti ons,  etc. ,  that  cou ld  occu r over the  l i fecycle.  

The  trad i t ional ,  and  very effecti ve,  approach  to  deal ing  wi th  these  d i ffi cu l ti es  i s  to  use  very 
rugged ,  h i gh -speci fi cation  e lectromagnetic  m i ti gation  techn iques  and  measures  (sh ield i ng ,  
f i l tering ,  su rge  protection ,  galvan ic  i nsu lati on ,  etc. )  that:  

•  have  a  su ffi cien tly  h i gh  con fidence  that  they can  be  expected  to  protect  what  they enclose  
from  any/al l  e lectromagnetic  d i stu rbances  over the  l i fecycle;  

•  are  su ffi ciently  rugged  that  they can  be  expected  not  to  su ffer  s i gn i fi can t  deg radation  i n  
thei r  protection  over the  complete  l i fecycle,  despi te  al l  foreseeable  fau l ts ,  m isuse,  ageing ,  
componen t  to lerances,  assembly errors,  physical  and  cl imatic  cond i ti ons,  etc. ,  that  cou ld  
occur;  

•  ensure  that  both  of  these  characteri sti cs  are  ach ieved  wi th  the  degree  of  con fi dence  that  
i s  necessary for  the  ach ievement  of  functional  safety  accord ing  to  the  SIL.  

As  the  use  of  e lectron ic  technolog ies  i n  functional  safety  eng ineeri ng  expands  rapid ly  i n to  
more  sectors  (e . g .  ai rcraft,  motor veh icles,  portable  or  implan ted  med ical  devices,  etc. ) ,  th is  
trad i t i onal  approach  may be  found  to  be  impractical l y  large,  heavy and  costly.  Th is  i s  
especial l y  the  case  for  safety-re lated  systems  that  are  manu factured  i n  h i gh  volumes.  

These  i ssues  may make  i t  desi rable  to  ach ieve  adequate  e lectromagnetic  resi l i ence  by 
employing  an  appropriate  set  o f  design  techn iques  and  measures.  Design  techn iques  and  
measures  that  may assist  i n  demonstrating  adequate  e lectromagnetic  res i l i ence  i nclude  (bu t  
may not  be  l im i ted  to)  those  l i s ted  i n  Table  B.2  and  Table  B.3 .  

The  range  of  design  techn iques  and  measures  used  i n  respect  of  a  parti cu lar  system  shou ld  
be  i den ti fi ed  and  j usti fi ed  by the  system  designer.  The  precise  selecti on  of  the  
e lectromagnetic  resi l i ence  techn iques  and  measures  used  depends  on  the  appl i cation ,  as  wel l  
as  the  technology employed .  Equ ipment manu factu rers  may also  wish  to  demonstrate  
compl iance  wi th  an  appropriate  range  of  techn iques  and  measures  i n  a  product’s  safety 
manual  for  compl ian t  i tems.  

Many of  these  techn iques  and  measures  are  also  employed  i n  order  to  ach ieve  systematic  
i n tegri ty  i n  respect  of  causes  of  system  fai l u re  not  re lating  to  e lectromagnetic  d istu rbances.  
The  appl icati on  of  parti cu lar  techn iques  and  measures  (e. g .  those  relating  to  software)  may 
have  a  s i gn i fi can t  effect  on  overal l  system  performance.  The  precise  se lection  of  techn iques  
and  measures  for  systematic  i n tegri ty  therefore  shou ld  consider a  range  of  factors  that  are  not  
l im i ted  to  the  demonstration  of  e lectromagnetic  res i l i ence.  

Fi gu re  B. 1  shows  the  general  principles  recommended  for  design  to  ach ieve  e lectromagnetic  
resi l i ence,  (where  the  ‘ rugged  h igh -speci fi cation  e lectromagnetic  m i ti gati on ’  approach  i s  not  
used) .  Some  elements  of  a  safety-re lated  system  cou ld  employ the  ‘ rugged  h igh -speci fi cation  
e lectromagnetic  m i ti gation ’  approach ,  wh i l e  other e lements  employed  d i fferen t  combinations  
of  techn iques  and  measures  (such  as  those  summarized  i n  Table  B.2  and  Table  B. 3) .  

I t  i s  importan t  to  understand  that  an  overal l  safety-related  system  cannot be  said  to  ach ieve  
e lectromagnetic  res i l i ence  s imply on  the  basis  of  the  e lements  from  wh ich  i t  i s  composed .  
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