
 

IEC 61000-4-23 
Edition 2.0 2016-10 

INTERNATIONAL 
STANDARD 
 

Electromagnetic compatibility (EMC) –  
Part 4-23: Testing and measurement techniques – Test methods for protective 
devices for HEMP and other radiated disturbances 
 

IE
C

 6
10

00
-4

-2
3:

20
16

-1
0(

en
) 

BASIC EMC PUBLICATION 
 

® 
 

 

colour
inside

Full document details: IEC 61000-4-23 2016

http://www.avadocuments.com/doc/iec-61000-4-23-2016
http://www.avadocuments.com/doc/iec-61000-4-23-2016


 

 
  

 THIS PUBLICATION IS COPYRIGHT PROTECTED 
 Copyright © 2016 IEC, Geneva, Switzerland  
 
All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized in any form 
or by any means, electronic or mechanical, including photocopying and microfilm, without permission in writing from 
either IEC or IEC's member National Committee in the country of the requester. If you have any questions about IEC 
copyright or have an enquiry about obtaining additional rights to this publication, please contact the address below or 
your local IEC member National Committee for further information. 
 
IEC Central Office Tel.: +41 22 919 02 11 
3, rue de Varembé Fax: +41 22 919 03 00 
CH-1211 Geneva 20 info@iec.ch 
Switzerland www.iec.ch 

 
About the IEC 
The International Electrotechnical Commission (IEC) is the leading global organization that prepares and publishes 
International Standards for all electrical, electronic and related technologies. 
 
About IEC publications  
The technical content of IEC publications is kept under constant review by the IEC. Please make sure that you have the 
latest edition, a corrigenda or an amendment might have been published. 
 
IEC Catalogue - webstore.iec.ch/catalogue 
The stand-alone application for consulting the entire 
bibliographical information on IEC International Standards, 
Technical Specifications, Technical Reports and other 
documents. Available for PC, Mac OS, Android Tablets and 
iPad. 
 
IEC publications search - www.iec.ch/searchpub 
The advanced search enables to find IEC publications by a 
variety of criteria (reference number, text, technical 
committee,…). It also gives information on projects, replaced 
and withdrawn publications. 
 
IEC Just Published - webstore.iec.ch/justpublished 
Stay up to date on all new IEC publications. Just Published 
details all new publications released. Available online and 
also once a month by email. 

Electropedia - www.electropedia.org 
The world's leading online dictionary of electronic and 
electrical terms containing 20 000 terms and definitions in 
English and French, with equivalent terms in 15 additional 
languages. Also known as the International Electrotechnical 
Vocabulary (IEV) online. 
 
IEC Glossary - std.iec.ch/glossary 
65 000 electrotechnical terminology entries in English and 
French extracted from the Terms and Definitions clause of 
IEC publications issued since 2002. Some entries have been 
collected from earlier publications of IEC TC 37, 77, 86 and 
CISPR. 
 
IEC Customer Service Centre - webstore.iec.ch/csc 
If you wish to give us your feedback on this publication or 
need further assistance, please contact the Customer Service 
Centre: csc@iec.ch. 
 

 

 

Full document details: IEC 61000-4-23 2016

mailto:info@iec.ch
http://www.iec.ch/
http://webstore.iec.ch/catalogue
http://www.iec.ch/searchpub
http://webstore.iec.ch/justpublished
http://www.electropedia.org/
http://std.iec.ch/glossary
http://webstore.iec.ch/csc
mailto:csc@iec.ch
http://www.avadocuments.com/doc/iec-61000-4-23-2016
http://www.avadocuments.com/doc/iec-61000-4-23-2016


 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

IEC 61000-4-23 
Edition 2.0 2016-10 

INTERNATIONAL 
STANDARD 
 

Electromagnetic compatibility (EMC) –  
Part 4-23: Testing and measurement techniques – Test methods for protective 
devices for HEMP and other radiated disturbances 
 

 
 
 

INTERNATIONAL 
ELECTROTECHNICAL 
COMMISSION 

 
 

ICS 33.100.99 

 

ISBN 978-2-8322-3687-1 
 

BASIC EMC PUBLICATION 
 

® Registered trademark of the International Electrotechnical Commission 

® 
 

   Warning! Make sure that you obtained this publication from an authorized distributor. 

 

colour
inside

Full document details: IEC 61000-4-23 2016

http://www.avadocuments.com/doc/iec-61000-4-23-2016
http://www.avadocuments.com/doc/iec-61000-4-23-2016


 – 2 – IEC 61000-4-23:2016 © IEC 2016 

CONTENTS 

FOREWORD ........................................................................................................................... 6 

INTRODUCTION ..................................................................................................................... 8 

1 Scope .............................................................................................................................. 9 

2 Normative references ...................................................................................................... 9 

3 Terms and definitions .................................................................................................... 10 

4 HEMP test concepts ...................................................................................................... 15 

4.1 General ................................................................................................................. 15 
4.2 Testing of shielding enclosures ............................................................................. 16 

4.2.1 General ......................................................................................................... 16 
4.2.2 Buildings ....................................................................................................... 19 
4.2.3 Shelters and shielded rooms .......................................................................... 20 
4.2.4 Cabinets, racks and boxes ............................................................................. 21 

4.3 Testing of shielded cables and connectors ............................................................ 23 
4.3.1 General ......................................................................................................... 23 
4.3.2 Testing of cable shields ................................................................................. 23 
4.3.3 Testing of cable connectors ........................................................................... 26 

4.4 Testing of shielding materials ................................................................................ 27 
4.4.1 General ......................................................................................................... 27 
4.4.2 Conducting gaskets ....................................................................................... 27 
4.4.3 Conducting sheets and screens ..................................................................... 29 
4.4.4 Cut-off waveguides and honeycombs ............................................................. 32 

4.5 Summary of test concepts ..................................................................................... 33 
5 Test methods for measuring the shielding effectiveness of HEMP protection 

facilities ......................................................................................................................... 34 

5.1 General ................................................................................................................. 34 
5.2 Electromagnetic field testing ................................................................................. 34 

5.2.1 General ......................................................................................................... 34 
5.2.2 Pulse field testing .......................................................................................... 34 
5.2.3 CW field testing ............................................................................................. 40 

5.3 Current injection test procedures .......................................................................... 55 
5.3.1 General ......................................................................................................... 55 
5.3.2 Injection testing of enclosures ....................................................................... 55 
5.3.3 Transfer impedance and admittance of cable shields and connectors ............ 57 
5.3.4 Testing of gasket material .............................................................................. 57 

Annex A (informative)  HEMP test concepts for electrical systems ........................................ 60 

A.1 Overview............................................................................................................... 60 
A.2 Types of HEMP tests ............................................................................................ 60 

A.2.1 General ......................................................................................................... 60 
A.2.2 System-level transient tests ........................................................................... 60 
A.2.3 CW field illumination tests ............................................................................. 61 
A.2.4 Current injection testing ................................................................................. 61 
A.2.5 Partial illumination testing .............................................................................. 62 
A.2.6 Subsystem and component testing ................................................................ 62 

A.3 Definition of the testing interface ........................................................................... 63 
A.4 Use of test data .................................................................................................... 65 

A.4.1 General ......................................................................................................... 65 

Full document details: IEC 61000-4-23 2016

http://www.avadocuments.com/doc/iec-61000-4-23-2016
http://www.avadocuments.com/doc/iec-61000-4-23-2016


IEC 61000-4-23:2016 © IEC 2016 – 3 – 

A.4.2 Acceptance of new systems ........................................................................... 65 
A.4.3 System assessments ..................................................................................... 65 
A.4.4 Hardness surveillance monitoring .................................................................. 65 
A.4.5 System design ............................................................................................... 65 

A.5 Testing uncertainties ............................................................................................. 66 
Annex B (informative)  Characterization of shielded cables ................................................... 67 

B.1 Fundamentals of cable shielding ........................................................................... 67 
B.2 Definitions of transfer impedance and transfer admittance .................................... 68 
B.3 Relative significance of Z′t and Y′t ......................................................................... 71 

Annex C (informative)  Equipment for HEMP pulse measurements ........................................ 72 

C.1 General ................................................................................................................. 72 
C.2 Sensors for HEMP measurements ......................................................................... 72 

C.2.1 B- and H-field sensors ................................................................................... 72 
C.2.2 D- and E-field sensors ................................................................................... 74 
C.2.3 Current sensors ............................................................................................. 76 

C.3 Signal transmission ............................................................................................... 77 
C.3.1 General ......................................................................................................... 77 
C.3.2 Fibre optic links ............................................................................................. 77 
C.3.3 Fibre optic transducers .................................................................................. 78 

C.4 Signal detection and processing ........................................................................... 78 
Annex D (informative)  Equipment for CW testing ................................................................. 80 

D.1 General ................................................................................................................. 80 
D.2 Antenna system .................................................................................................... 80 
D.3 Power amplifier ..................................................................................................... 82 
D.4 Receiver (network analyser).................................................................................. 83 
D.5 Reference and response sensors .......................................................................... 83 
D.6 Fibre optic system ................................................................................................. 85 
D.7 Limitations of measurements ................................................................................ 88 

Annex E (informative)  Characterization of a planar shield for HEMP protection .................... 89 

E.1 General ................................................................................................................. 89 
E.2 Problem geometry ................................................................................................. 90 
E.3 Equivalent circuit representation ........................................................................... 91 

E.3.1 General ......................................................................................................... 91 
E.3.2 Chain parameter representation of the shield ................................................. 92 
E.3.3 Circuit responses ........................................................................................... 93 

Annex F (informative)  Inside-to-out measurement method ................................................... 97 

F.1 Purpose ................................................................................................................ 97 
F.2 Comparison of existing SE test methods ............................................................... 97 
F.3 Inside-to-out SE test of shielded rooms ................................................................. 98 

F.3.1 Measurements of the inside-to-out SE ........................................................... 98 
F.3.2 Summary ..................................................................................................... 101 

Bibliography ........................................................................................................................ 102 

 
Figure 1 – Example of measured magnitude and phase of the transfer function 
T(ω) = Hin/Hout for a shielded enclosure .............................................................................. 17 

Figure 2 – Electric field and magnetic field shielding effectiveness  of a 0,5 mm thick 
aluminum enclosure [29] ....................................................................................................... 18 
Figure 3 – Measured magnetic field shielding effectiveness SEH for a building ...................... 19 

Full document details: IEC 61000-4-23 2016

http://www.avadocuments.com/doc/iec-61000-4-23-2016
http://www.avadocuments.com/doc/iec-61000-4-23-2016


 – 4 – IEC 61000-4-23:2016 © IEC 2016 

Figure 4 – Conceptual illustration of the HEMP test of a building .......................................... 19 

Figure 5 – Illustration of a shielded room or enclosure excited by HEMP fields ..................... 21 

Figure 6 – Illustration of equipment racks, cabinets and box excited by internal HEMP 
disturbance ........................................................................................................................... 21 

Figure 7 – A general shield excited by current injection ........................................................ 22 

Figure 8 – Basic configuration for transfer impedance measurement ..................................... 24 

Figure 9 – Measured transfer impedance magnitude and phase of transfer impedance 
per unit length for four braided shield cables with good shielding properties ......................... 25 

Figure 10 – Basic configuration for transfer admittance measurement ................................... 26 

Figure 11 – Test configuration for transfer impedance measurement of a cable 
connector .............................................................................................................................. 26 

Figure 12 – Examples of conducting gaskets used as HEMP protection devices ................... 28 

Figure 13 – Circuit model representing the behaviour  of a conducting gasket for HEMP 
protection ............................................................................................................................. 28 

Figure 14 – Measurement configuration for the resistivity of a sample ................................... 29 

Figure 15 – Test concept for measuring the resistivity with surface probes ........................... 30 

Figure 16 – Concepts for shielding effectiveness measurement  of conducting sheets 
and screens .......................................................................................................................... 32 

Figure 17 – Example of the calculated plane-wave shielding effectiveness of a 
0,01 mm thick plate of different material as a function of frequency ...................................... 32 

Figure 18 – Cut-off waveguides and honeycomb used as protective elements ....................... 33 

Figure 19 – Examples of full-scale, pulse-radiating HEMP simulators.................................... 37 

Figure 20 – Test procedure for the pulse test ........................................................................ 39 

Figure 21 – Typical configuration of a CW test facility ........................................................... 40 

Figure 22 – Example CW measurement set-up ..................................................................... 41 

Figure 23 – Test and analysis procedures for conducting a CW test...................................... 42 

Figure 24 – Analysis flow diagram for extrapolating a measured CW spectrum to the 
HEMP response .................................................................................................................... 43 

Figure 25 – Example scan from 9 kHz to 3 GHz for the ambient  electromagnetic field 
from communication signals .................................................................................................. 44 

Figure 26 – Test procedure for the ambient EM excitation test .............................................. 45 

Figure 27 – Double-ended TEM cell for field illumination testing of small enclosures ............ 46 

Figure 28 – Example test set-up for field illumination in the TEM cell .................................... 47 

Figure 29 – Illustration of the single-ended TEM cell and associated equipment ................... 48 

Figure 30 – Test set-up for the plane-wave shielding effectiveness measurements ............... 50 

Figure 31 – Test set-up for the H-field shielding effectiveness measurements ....................... 51 

Figure 32 – Example of antenna locations for the localized antenna tests for a 
hypothetical shielded enclosure or facility ............................................................................. 52 

Figure 33 – Test concept and equipment configuration for  current injection testing of a 
shielded enclosure or box ..................................................................................................... 56 

Figure 34 – Surface probe for volume resistivity measurement ............................................. 59 

Figure A.1 – Sample HEMP interaction diagram illustrating penetration mechanisms, 
system responses and generic test interface locations .......................................................... 64 

Figure B.1 – Geometry of a shielded coaxial line with an internal circuit ............................... 67 

Figure B.2 – Coaxial cable located over a conducting ground plane ...................................... 68 

Figure B.3 – Two per-unit-length circuits formed by the sheath and its ground return, 
and the sheath and the internal conductor ............................................................................ 69 

Full document details: IEC 61000-4-23 2016

http://www.avadocuments.com/doc/iec-61000-4-23-2016
http://www.avadocuments.com/doc/iec-61000-4-23-2016


IEC 61000-4-23:2016 © IEC 2016 – 5 – 

Figure C.1 – Magnetic field sensors [23] ............................................................................... 73 

Figure C.2 – Single-slot, cylindrical coil sensor [23] .............................................................. 73 

Figure C.3 – Two- and four-slot cylindrical coil sensors [23] .................................................. 74 
Figure C.4 – Electrical configuration of an E-field sensor [23] ............................................... 74 

Figure C.5 – Biconical E-field sensor .................................................................................... 75 

Figure C.6 – E-field sensor mounted on a conducting ground plane [23] ............................... 75 

Figure C.7 – Equipotential shapes for an optimally designed E-field sensor [23] ................... 75 

Figure C.8 – Rogowski coil used for current measurements [23] ........................................... 76 

Figure C.9 – Toroidal current sensor made of magnetic material [23] .................................... 76 

Figure C.10 – Voltage pick-up points on the edges of the toroidal sensor [23] ....................... 76 

Figure C.11 – Example of a single-channel fibre optic transmission system [23] ................... 77 

Figure C.12 – Attenuation of coaxial lines and fibre optic cables as a function of 
frequency .............................................................................................................................. 78 

Figure D.1 – Various antennas for CW testing....................................................................... 81 

Figure D.2 – Relationship between the CW antenna and the incident HEMP field ................. 82 

Figure D.3 – Incident and ground-reflected field contributions  to the reference sensor 
excitations ............................................................................................................................ 84 
Figure D.4 – Measured reference H-field spectrum and its inverse Fourier transform ............ 85 

Figure D.5 – Measured sensor responses and calibration function ........................................ 87 

Figure D.6 – Measured transfer function, corrected by calibration file ................................... 87 

Figure E.1 – Example of a general shielding problem ............................................................ 89 

Figure E.2 – Behaviour of the impedance ratio EH as a function  of distance from a 
source [29] ............................................................................................................................ 90 

Figure E.3 – Conducting slab of thickness, d, and infinite extent serving  as an 
electromagnetic barrier ......................................................................................................... 91 

Figure E.4 – Equivalent circuit representation of the shielding problem ................................. 92 

Figure E.5 – Two-port representation of a circuit ................................................................... 93 

Figure F.1 – Test set-up for the outside-to-in and inside-to-out SE measurement ................ 100 

 
Table 1 – Recommended test procedure for different test objects ......................................... 34 
Table 2 – Dimensions and composition of distances d1 to d3, with reference to Figure 30 .... 50 

Table 3 – Dimensions and composition of distances d1 to d3, with reference to Figure 31 .... 51 

Table 4 – Measurement frequencies and antennas in plane-wave ......................................... 52 

Table 5 – Measurement frequencies and antennas in magnetic field ..................................... 54 

Table E.1 – Surface resistance and electrical parameters for selected materials ................... 95 

Table F.1 – Comparison with other standards ....................................................................... 98 

Table F.2 – Test shielded rooms ........................................................................................... 99 

Table F.3 – Comparison of the SE measurement results ..................................................... 101 

 

  

Full document details: IEC 61000-4-23 2016

http://www.avadocuments.com/doc/iec-61000-4-23-2016
http://www.avadocuments.com/doc/iec-61000-4-23-2016


 – 6 – IEC 61000-4-23:2016 © IEC 2016 

INTERNATIONAL ELECTROTECHNICAL COMMISSION 

____________ 

 
ELECTROMAGNETIC COMPATIBILITY (EMC) –  

 
Part 4-23: Testing and measurement techniques –  

Test methods for protective devices for HEMP  
and other radiated disturbances 

 
FOREWORD 

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising 
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote 
international co-operation on all questions concerning standardization in the electrical and electronic fields. To 
this end and in addition to other activities, IEC publishes International Standards, Technical Specifications, 
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC 
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee interested 
in the subject dealt with may participate in this preparatory work. International, governmental and non-
governmental organizations liaising with the IEC also participate in this preparation. IEC collaborates closely 
with the International Organization for Standardization (ISO) in accordance with conditions determined by 
agreement between the two organizations. 

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international 
consensus of opinion on the relevant subjects since each technical committee has representation from all 
interested IEC National Committees.  

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National 
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC 
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any 
misinterpretation by any end user. 

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications 
transparently to the maximum extent possible in their national and regional publications. Any divergence 
between any IEC Publication and the corresponding national or regional publication shall be clearly indicated in 
the latter. 

5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity 
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any 
services carried out by independent certification bodies. 

6) All users should ensure that they have the latest edition of this publication. 

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and 
members of its technical committees and IEC National Committees for any personal injury, property damage or 
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and 
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC 
Publications.  

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is 
indispensable for the correct application of this publication. 

9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of 
patent rights. IEC shall not be held responsible for identifying any or all such patent rights. 

International Standard IEC 61000-4-23 has been prepared by subcommittee 77C: High power 
transient phenomena, of IEC technical committee 77: Electromagnetic compatibility. 

It forms Part 4-23 of IEC 61000. It has the status of a basic EMC publication in accordance 
with IEC Guide 107. 

This second edition cancels and replaces the first edition published in 2000. This edition 
constitutes a technical revision. 

This edition includes the following significant technical changes with respect to the previous 
edition: 

a) updates to the shielding effectiveness (SE) test method in Clause 5; 
b) a new Annex F describing methods for testing ‘inside-to-out’ has been added. 
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The text of this standard is based on the following documents: 

CDV Report on voting 

77C/253/CDV 77C/257/RVC 

 
Full information on the voting for the approval of this standard can be found in the report on 
voting indicated in the above table. 

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2. 

A list of all parts in the IEC 61000 series, published under the general title Electromagnetic 
compatibility (EMC), can be found on the IEC website. 

The committee has decided that the contents of this publication will remain unchanged until 
the stability date indicated on the IEC website under "http://webstore.iec.ch" in the data 
related to the specific publication. At this date, the publication will be  

• reconfirmed, 

• withdrawn, 

• replaced by a revised edition, or 

• amended. 

A bilingual version of this publication may be issued at a later date. 

 

IMPORTANT – The 'colour inside' logo on the cover page of this publication indicates 
that it contains colours which are considered to be useful for the correct 
understanding of its contents. Users should therefore print this document using a 
colour printer. 
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INTRODUCTION 

IEC 61000 is published in separate parts, according to the following structure: 

Part 1: General 

General considerations (introduction, fundamental principles) 
Definitions, terminology 

Part 2: Environment 

Description of the environment 
Classification of the environment 
Compatibility levels 

Part 3: Limits 

Emission limits 
Immunity limits (in so far as they do not fall under the responsibility of the product 
committees) 

Part 4: Testing and measurement techniques 

Measurement techniques 
Testing techniques 

Part 5: Installation and mitigation guidelines 

Installation guidelines 
Mitigation methods and devices 

Part 6: Generic Standards 

Part 9: Miscellaneous 

Each part is further subdivided into several parts, published either as international standards, 
as technical specifications or technical reports, some of which have already been published 
as sections. Others will be published with the part number followed by a dash and a second 
number identifying the subdivision (example: IEC 61000-6-1). 

The IEC has initiated the preparation of standardized methods to protect civilian society from 
the effects of high power electromagnetic (HPEM) environments. Such effects could disrupt 
systems for communications, electric power, information technology, etc. 

This part of IEC 61000 is an international standard that establishes the test concepts, set-ups, 
required equipment, and test procedures for protective devices against HEMP radiated 
disturbances. 

Annex F provides examples of the SE test method placing the TX antenna inside the barrier. 
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ELECTROMAGNETIC COMPATIBILITY (EMC) –  
 

Part 4-23: Testing and measurement techniques –  
Test methods for protective devices for HEMP  

and other radiated disturbances 
 
 
 

1 Scope 

This part of IEC 61000 provides a protective devices test method for HEMP and other 
radiated disturbances. It is primarily intended for HEMP testing but can be applied to other 
externally generated radiated disturbances where appropriate. It provides a brief description 
of the most important concepts for testing of shielding elements. For each test, the following 
basic information is provided: 

– theoretical foundation of the test (the test concepts); 
– test set-up including outside-to-in and inside-to-out measurements; 
– required equipment; 
– test procedures; 
– data processing. 

This international standard does not provide information on requirements for specific levels 
for testing. 

This part of IEC 61000 has been updated to include a new test method. 

Due to the available space, a transmitting antenna position outside the barrier has mainly 
been suggested. However, nowadays, many EMP protection facilities in practical use do not 
actually have enough space available outside the electromagnetic barrier due to physical 
constraints such as concrete walls or soil to allow the method described in IEC 61000-4-
23:2000 (edition 1) to be applied correctly. From experience many facilities have available 
space for a 1 m separation or less only. 

Therefore, in many practical cases it is not possible to measure shielding effectiveness 
according to the test method of previous documents. The constructors for EMP protection 
facilities are also unwilling to build facilities with extra space for measurements with the 
transmitting antenna outside the barrier due to the great expense and inefficiency of the 
operational working area for new or existing buildings. 

This document provides additionally a method that allows the transmitting antenna to be 
placed inside the enclosure and the receiving antenna outside the barrier (‘inside-to-out’ 
method). Annex F includes test set-up and procedure examples. 

2 Normative references 

The following documents are referred to in the text in such a way that some or all of their 
content constitutes requirements of this document. For dated references, only the edition 
cited applies. For undated references, the latest edition of the referenced document (including 
any amendments) applies. 

IEC 60050-161, International Electrotechnical Vocabulary (IEV) – Part 161: Electromagnetic 
compatibility (available at www.electropedia.org) 
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IEC 61000-2-9, Electromagnetic compatibility (EMC) – Part 2: Environment – Section 9: 
Description of HEMP environment – Radiated disturbance 

IEC 61000-5-3, Electromagnetic compatibility (EMC) – Part 5-3: Installation and mitigation 
guidelines – HEMP protection concepts 

3 Terms and definitions 

For the purposes of this document, the terms and definitions given in IEC 60050-161, as well 
as the following apply. 

3.1  
aperture 
opening in an electromagnetic barrier (shield) through which EM fields may penetrate 

3.2  
aperture point-of-entry 
intentional or inadvertent holes, cracks, openings or other discontinuities in a shield surface 

Note 1 to entry: Intentional aperture points-of-entry are provided for personnel and/or equipment entry and egress 
and for ventilation through an electromagnetic barrier. 

3.3  
attenuation 
reduction in magnitude (as a result of absorption and scattering) of an electric or magnetic 
field, a current or a voltage, usually expressed in decibels 

3.4  
bandwidth (of a device) 
width of a frequency band over which a given characteristic of an equipment or transmission 
channel does not differ from its reference value by more than a specified amount or ratio 

[SOURCE: IEC 60050-161:1990, 161-06-09, modified – the note has been deleted.] 

3.5  
bandwidth (of an emission or signal) 
width of the frequency band outside which the level of any spectral component does not 
exceed a specified percentage of a reference level 

[SOURCE: IEC 60050-161:1990,  161-06-10] 

3.6  
bounded wave simulator 
type of simulator for producing electromagnetic fields in a localized region of space referred to 
as a "test volume" 

3.7  
box 
enclosure that contains electrical equipment 

Note 1 to entry: Such boxes usually contain modules of subsystems. 

3.8  
broadband 
3.8.1  
broadband  
<emission> emission which has a bandwidth greater than that of a particular measuring 
apparatus or receiver 
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3.8.2  
broadband device 
device whose bandwidth is such that it is able to accept and process all the spectral 
components of a particular emission 

[SOURCE: IEC 60050-161:1990, 161-06-12] 

3.9  
circuit 
collection of interconnected electronics forming one or more closed paths 

3.10  
conductive point-of-entry 
electrical wire or cable or other conductive object, such as a metal rod, which passes through 
the electromagnetic barrier 

3.11  
coupling 
interaction of electromagnetic fields with electrical systems, whereby part of the energy of the 
field is transferred to the system 

3.12  
current injection test 
test technique by which, through some external means, a current is forced to flow in a circuit 
at a desired location 

Note 1 to entry: For EMP testing purposes, it is a process by which simulated EMP transient current pulses are 
introduced into a component, circuit or system to measure damage or upset thresholds. 

3.13  
cut-off frequency 
<waveguide> lowest frequency for which there is no attenuation of the electromagnetic fields 
propagating in a lossless waveguide  

Note 1 to entry: Below this frequency, the fields attenuate exponentially with distance along the waveguide. 

3.14  
dipole 
straight antenna, usually fed in the center, that produces maximum radiation in a plane normal 
to its principal axis 

3.15  
direct drive 
excitation of an electrical system by directly applying a voltage or current source (either 
transient or continuous wave) to system cables or surfaces as a means of simulating the 
effects of transient EM pulses  

Note 1 to entry: See current injection test (3.12). 

3.16  
direct field penetration 
penetration of the system shielding by the EM field 

3.17  
direction of propagation 
direction of the electromagnetic plane-wave propagation vector k, which is perpendicular to 
the plane containing the vectors of the electric and the magnetic fields 
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3.18  
electric field strength 
E 
magnitude of the electric field vector of an electromagnetic wave or of a field created by an 
electric charge distribution, measured in volt per meter 

3.19  
electromagnetic barrier 
shield 
topologically closed surface made to prevent or limit EM fields and conducted transients from 
entering the enclosed space  

Note 1 to entry: The barrier consists of the shield surface and PoE treatments and it encloses the protected 
volume. 

3.20  
electromagnetic disturbance 
any electromagnetic phenomenon which may degrade the performance of a device, 
equipment or system, or adversely affect living or inert matter 

[SOURCE: IEC 60050-161:1990, 161-01-05] 

3.21  
electromagnetic environment 
totality of electromagnetic phenomena existing at a given location 

[SOURCE: IEC 60050-161:1990, 161-01-01, modified – the note has been deleted.] 

3.22  
electromagnetic pulse  
EMP 
all types of electromagnetic fields produced by a nuclear explosion  

Note 1 to entry: Electromagnetic pulse is also referred to as nuclear electromagnetic pulse (NEMP). 

3.23  
(electromagnetic) radiation 
a) phenomenon by which energy in the form of electromagnetic waves emanates from a 

source into space 
b) energy transferred through space in the form of electromagnetic waves 

[SOURCE: IEC 60050-161:1990, 161-01-10, modified – the note has been deleted.] 

3.24  
electromagnetic topology 
description of the interconnection of shields or electromagnetic barriers in a system that limit 
the EMP environment within the system 

3.25  
external coupling 
process by which an incident electromagnetic field strikes the exterior portions of a 
conducting system enclosure and induces currents and charges 

3.26  
gasket 
element, normally electrically conductive and flexible, used to seal an aperture in an 
enclosure 
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3.27  
inside-to-out 
test method where the transmitting antenna is placed inside and the receiving antenna is 
placed outside the shielded enclosure 

3.28  
hardening 
process of decreasing the vulnerability of a system or component by design techniques, for 
example by protecting against, or decoupling from, an undesirable external environment such 
as EMP 

3.29  
high-altitude electromagnetic pulse 
HEMP 
electromagnetic pulse produced when a nuclear explosion occurs outside the earth's 
atmosphere, typically above an altitude of 30 km 

3.30  
hyperband 
spectrum of EM field with a band ratio greater than 10 

3.31  
impulse radiating antenna 
IRA 
half IRA 
full IRA 
full IRA with a full parabolic dish or half IRA with a divided parabolic dish on a conducting 
ground plane and an impedance transformer from 50 Ω to 100 Ω 

3.32  
inside-to-out 
alternative test method where the receiving antenna is placed outside and the transmitting 
antenna is placed inside of the shielded enclosure 

3.33  
magnetic field strength 
H 
magnitude of the magnetic field vector of an electromagnetic wave, or the field produced by a 
current flowing in a wire, loop antenna, etc., measured in amperes per meter 

3.34  
outside-to-in 
conventional test method where the receiving antenna is placed inside and the transmitting 
antenna is placed outside of the shielded enclosure 

3.35  
overall shielding 
global shielding 
protection of an entire entity by use of a single shielding enclosure or some practical 
equivalent, such as the protection of the contents of an entire building by shielding the entire 
building 

3.36  
penetration 
transfer of electromagnetic energy through an electromagnetic barrier from one volume to 
another  
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Note 1 to entry: This can occur by field diffusion through the barrier, by field leakage through apertures, and by 
electrical current passing through conductors connecting the two volumes (wires, cables, conduits, pipes, ducts, 
etc.). 

3.37  
point-of-entry 
PoE 
physical location (point/port) on the electromagnetic barrier, where EM energy may enter or 
exit a topological volume, unless an adequate PoE protective device is provided  

Note 1 to entry: A PoE is not limited to a geometrical point. PoEs are classified as aperture PoEs or conductor 
PoEs according to the type of penetration. They are also classified as architectural, mechanical, structural or 
electrical PoEs according to the architectural engineering discipline in which they are usually encountered. 

3.38  
PoE protective device 
PoE treatment 
protective measure used to prevent or limit EM energy from entering a protected volume at a 
PoE  

Note 1 to entry: Common PoE protective devices include waveguides below cut-off, closure plates for aperture 
PoEs, and filters and surge arresters on penetrating conductors. 

3.39  
protected volume 
three-dimensional space enclosed by an electromagnetic barrier 

3.40  
pulse 
abrupt variation of short duration of a physical quantity followed by a rapid return to the initial 
value 

[SOURCE: IEC 60050-161:1990, 161-02-02] 

3.41  
radio frequency 
RF 
frequency of the electromagnetic spectrum that is between the audio frequency portion and 
the infrared portion 

Note 1 to entry: Sometimes, audio frequencies are considered to be included as part of the RF spectrum. 

3.42  
penetrating field 
field inside the shielded volume that may penetrate via shield imperfections 

3.43  
shielded enclosure 
screened room 
mesh or sheet metallic housing designed expressly for the purpose of separating 
electromagnetically the internal and external environment 

[SOURCE: IEC 60050-161:1990, 161-04-37] 

3.44  
shielding degradation 
general or localized reduction of electromagnetic shielding effectiveness as a result of 
openings, penetrations, wear, improper utilization, etc. 
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3.45  
shielding effectiveness 
SE 
measure of the reduction or attenuation in the electromagnetic field strength at a point in 
space caused by the insertion of a shield between the source and that point, usually 
expressed in decibels (dB) 

3.46  
skin effect 
tendency of alternating current to concentrate in the surface layer of a conductor, resulting in 
the effective resistance of the conductor increasing with frequency 

3.47  
system 
collection of equipment, subsystems, skilled personnel, and techniques capable of performing 
or supporting a defined operational role  

Note 1 to entry: A complete system includes related facilities, equipment, subsystems, materials, services and 
personnel required for its operation to the degree that it can be considered self-sufficient within its operational or 
support environment 

3.48  
transient, adjective and noun 
pertaining to or designating a phenomenon or a quantity which varies between two 
consecutive steady states during a time interval short compared with the time-scale of interest 

[SOURCE: IEC 60050-161:1990, 161-02-01] 

3.49  
protection device 
device providing protection to a conductive PoE  

Note 1 to entry: It may, for example, consist of one or more of the following: a spark gap, a metal oxide varistor 
(MOV) or a filter. These devices are used to reduce the electrical disturbance which penetrates an electromagnetic 
barrier. 

3.50  
waveguide below cut-off 
waveguide whose primary purpose is to attenuate electromagnetic waves at frequencies 
below its lowest cut-off frequency, while at the same time providing a physical opening into a 
shielded enclosure 

3.51  
wire mesh 
connected wire fabric normally used for protection of apertures in an electromagnetic barrier 

4 HEMP test concepts 

4.1 General 

A key aspect in HEMP protection is describing and using the electromagnetic shielding 
topology of the system. This amounts to locating and characterizing the various surfaces (or 
electromagnetic barriers) within the system enclosing regions (volumes) protected against 
HEMP. In real systems, openings shall be present in the shields for the normal operation and 
functioning of the equipment inside. These openings degrade the shielding, and if the 
degradation is too large, various types of HEMP protection devices shall be provided at these 
penetration points in the shield. The location of the various penetration points and the types of 
protective devices determine the location and type of test to be conducted to verify the system 
shielding. 
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As an example, a hypothetical case of a building containing a highly shielded screen room is 
considered. Inside the screen room, it is assumed that there are several equipment 
enclosures, linked together by shielded cables and connectors. The first shielding surface in 
this system is the building enclosure. Depending on the type of building, this may or may not 
provide significant shielding for the interior volume. After energy penetration along 
inappropriately protected signal and power lines field penetration through apertures in the wall 
(including cracks and inappropriate joints) and diffusion through the wall are the main 
pathways for external energy to leak into the shielded room. Large apertures in the form of 
doors and windows, as well as conducting penetrations for electrical power and 
communications lines, may be present. Tests of these individual penetration mechanisms 
shall be required to evaluate the shielding provided by this enclosure. 

Inside the building, the HEMP field is attenuated somewhat by the building walls or enclosure. 
Thus, the electrical disturbance experienced by the internal screen room is lower than that of 
the ambient external HEMP field. Because the internal shielded room is specifically designed 
to reduce the EM fields inside, it is expected that it will function properly – if the various 
protection devices applied to the shield penetrations are operational. Field penetration 
through cracks and joints in the walls, diffusion through the shield material and conductive 
penetrations along signal wires are the main pathways for energy to leak into the shielded 
room. 

Inside the screen room, the conducting exteriors of the equipment housing and the shielded 
cables form the third barrier in this hypothetical system. As before, the EM energy is able to 
penetrate into these internal boxes by conductive penetrations, aperture penetrations and by 
diffusion. Moreover, energy penetration through braided cables and cable connectors may 
occur on the lines linking the various internal equipment enclosures. 

Annex A describes test concepts for both conductive and radiated disturbances. In Clause 4, 
various methods are described for testing protective measures against the radiated HEMP 
environment only. These tests involve the direct generation of EM fields acting on equipment 
enclosures or shields, or the injection of current and charge onto shields to simulate the 
radiated field interaction to the structures. In the remainder of Clause 4, a brief introduction 
into the various HEMP test concepts and techniques for radiated field disturbances is given. 
The specific test procedures are presented in Clause 5. 

4.2 Testing of shielding enclosures 

4.2.1 General 

There are several different ways of characterizing the behaviour of protective enclosures. 
Below, various test concepts are examined that serve to describe the shielding behaviour of 
the individual shielding elements in question. Annex A should be consulted for more 
information regarding these types of HEMP tests. Instead, test methods for verifying the 
protection levels provided by individual shielding components within the system will be 
examined and indication given as to what should be measured in the tests. 

Field transfer functions 

A common measure of shielding is obtained by examining the strength of the internal EM field 
relative to the intensity of the external excitation EM field (i.e. the field with the building 
removed). Because the external and internal EM environments can be defined in terms of 
either the E-field or the H-field, and because these fields are vector quantities, a large number 
of field combinations is possible. Moreover, these fields are time-varying in nature, due to the 
transient nature of the HEMP threat. 

Considering the internal and external fields to be decomposed into their frequency-domain 
spectra, a measure of the attenuation provided by the building is provided by the field transfer 
function T(ω) which is the ratio of suitably chosen field quantities as 
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where 

)(ω outA  represents the spectral magnitude and phase components of a particular vector 
component of either the E or H excitation field outside the facility; and 

)(ω inA  represents a magnitude and phase component of either E or H inside the building. 

Depending on the choice of the internal and external fields, this ratio can be dimensionless or 
have dimensions of an impedance (in ohms) or an admittance (in siemens). 

The field transfer function in Equation (1) is a complex valued function, having both a 
magnitude and phase. An illustration of a measured transfer function between the external 
excitation and the internal H-fields for a sample shielding enclosure is illustrated in Figure 1. If 
an accurate representation of the internal transient fields is to be determined from 
measurements of T(ω), both quantities shall be measured. If only a relative indication of the 
attenuation as a function of the frequency is desired for the building, then it is sufficient to 
measure only the magnitude |Ain| and |Aout|. 

 

Figure 1 – Example of measured magnitude and phase of the transfer function 
T(ω) = Hin/Hout for a shielded enclosure 

Shielding effectiveness 

The shielding effectiveness of a facility is closely related to the shield transfer function 
discussed above in that it compares the relative magnitudes of two similar field components in 
the frequency domain. However, this quantity contains less information because the phase 
information is lacking. Shielding effectiveness of the enclosure is defined as follows: 

IEC 
Frequency  (Hz) 

Frequency  (Hz) 

H
in

/H
ou

t
 

 P
ha

se
  (

H
in

/H
ou

t) 

Magnitude 

Phase 

Full document details: IEC 61000-4-23 2016

http://www.avadocuments.com/doc/iec-61000-4-23-2016
http://www.avadocuments.com/doc/iec-61000-4-23-2016


 – 18 – IEC 61000-4-23:2016 © IEC 2016 

 dB
)(

1log20log20
A

10
in

out
10A 













=














=

ωTA

A
SE  (2) 

where 
Aout and Ain represent suitable external and internal E- or H-field quantities. 

Thus, it is closely related to the magnitude plot of the transfer function for the fields. 

Because of the fundamental differences in electric and magnetic shielding mechanisms at low 
frequencies, the shielding effectiveness for electric fields, denoted by SEE, and for magnetic 
fields, SEH, are significantly different at low frequencies. Figure 2 illustrates the theoretical 
shielding provided by a closed aluminum shell of a thickness of 0,5 mm. Generally, SEH is less 
than SEE at low frequencies (below 100 kHz), due to the fact that the low-frequency magnetic 
field is able to diffuse through the protective enclosure walls more easily than does the 
electric field. It is for this reason that magnetic field SE is typically used at lower frequencies 
(below 10 MHz), and at higher frequencies (above 10 MHz) the SE for electric or magnetic 
field can be used to characterize an enclosure. 

 

Figure 2 – Electric field and magnetic field shielding effectiveness  
of a 0,5 mm thick aluminum enclosure [29]1 

As a further example of the measured magnetic field shielding effectiveness of a real 
enclosure, Figure 3 illustrates the behaviour of SEH as measured for the same building 
discussed in Figure 1. It should be noted that the shielding has several peaks and nulls, 
corresponding to internal and external resonances of the enclosure, as well as frequency-
dependent penetrations that occur in addition to the simple diffusive penetration of fields 
through the shield material. 

______________ 
1 Numbers in square brackets refer to the Bibliography. 
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Figure 3 – Measured magnetic field shielding effectiveness SEH for a building 

4.2.2 Buildings 

For a building such as that illustrated in Figure 4, the internal HEMP-induced response arises 
mainly from conductive and aperture-type penetrations. Thus, any test of the global enclosure 
shielding should strive to adequately excite these penetrations. The field penetration by 
diffusion through the building shield (i.e. the walls of the enclosure) is generally smaller than 
that of the conducting shield inside the walls. 

The HEMP test concept for physically large buildings requires either the excitation by HPEM 
ultra-wideband (UWB), continuous wave (CW) signals simulating fields on the exterior of the 
test object (see the discussion of the various test interface locations in Figure A.1). For this 
excitation, the measurement of a suitable internal response induced by this external field is 
needed. 

 

Figure 4 – Conceptual illustration of the HEMP test of a building 

On the exterior of the building, the radiated or simulated HEMP excitation field is expressed 
by the following parameters (see IEC 61000-2-9): 

– the incident field (plus ground-reflected field, if any) waveform characteristics (such as its 
amplitude, rise time, and fall time); 

– the excitation field polarization; 
– the amount of the system exterior illuminated by the radiated or simulated field. 

Details of how this external field may be produced or approximated are presented in 5.2. 
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Different types of internal responses can be chosen to describe the shielding of the facility 
enclosure. These include the internal E- or H-fields or the induced voltage and current on 
internal conductors. Consequently, different measures for the shielding can be generated for 
any particular system. Moreover, the location of the internal observation point can vary, again 
giving rise to wide variations of shielding figures of merit. 

4.2.3 Shelters and shielded rooms 

For a shelter or a shielded room, it is assumed that the radiated HEMP environment is still 
being applied to the exterior of the enclosure where the incident HEMP fields are assumed to 
provide the main excitation to the structure. Consequently, the test concepts for these 
enclosures are similar to those for large buildings. These smaller enclosures can again be 
characterized by either 

– a complex-valued field transfer function, or 
– a shielding effectiveness. 

It should be kept in mind, however, that there will also be transient signals conducted into this 
facility on conducting PoEs such as power lines and data lines, and these shall be addressed 
separately, as discussed in IEC 61000-5-3. 

The main difference between large buildings without conducting shielded enclosures and 
shelters or shielded rooms is that the HEMP protection levels provided by these smaller 
enclosures will be significantly higher, since they are specifically designed to provide a high 
degree of shielding. Consequently, the internal signal levels are usually smaller than in the 
case of just buildings. This makes the measurements more susceptible to noise. In addition, 
due to the smaller size, the effects of internal cavity resonances will occur at higher 
frequencies. As a result, quasi-static shielding concepts are applicable over a wider range of 
frequencies for these enclosures (see IEC 61000-5-3). 

Figure 5 illustrates a generic shielded room with several PoEs of the shielding barrier 
identified. 

NOTE Power and signal conducting penetrations are not illustrated, as they are considered separately in 
IEC 61000-4-25. 

Characterizing the overall barrier shielding by a field transfer function T(ω), or by shielding 
effectiveness SE, provides a global measure of the penetration effects from all of the 
penetration mechanisms indicated in Figure 5. That is to say, the internal fields arise from the 
penetrations from all of the PoEs taken together, along with the diffusion through the material 
in the walls of the shield. Other measurement techniques are available for characterizing the 
protection provided by the individual penetrations (such as the gasket, air vent, shielded 
conduit, etc.) and these are discussed in 4.4. 
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Figure 5 – Illustration of a shielded room or enclosure excited by HEMP fields 

4.2.4 Cabinets, racks and boxes 

These enclosures are typically located within an existing EM barrier, which significantly 
modifies the electromagnetic field environment exciting the system. An internal box or an 
equipment cabinet is excited by a combination of the internal EM field plus injected currents 
on cable shields coming from other equipment that have also been excited by the local fields. 
This is illustrated in Figure 6. 

 

Figure 6 – Illustration of equipment racks, cabinets and box excited 
by internal HEMP disturbance 

Field illumination test 

For tests of these enclosures involving the EM fields inside a larger enclosure, the previous 
concept of field illumination can be adopted to measure the global shielding provided by the 
equipment. As before, this shielding may be characterized by 

– a complex-valued field transfer function, or 
– a shielding effectiveness of the enclosure. 

Due to the smaller size of these enclosures, however, difficulties in this measurement can 
arise from the dense internal packing of internal electronic components. Often this makes it 
difficult to locate suitable EM field sensors inside the box. Furthermore, because the testing is 
conducted on the box or enclosure surface, there are large uncertainties in the 
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characterization of the HEMP field environment. Finally, the interconnection between the 
various equipment items can be rather complex, and if a single box or equipment rack is 
tested, its measured response may be considerably different from that found when it is 
connected to the rest of the system.  

Shield transfer impedance 

An alternative to the field testing of boxes and small enclosures is to use the concept of a 
transfer impedance of the enclosure (see Annex E). This is similar to the treatment of a 
shielded cable discussed in 5.3, and involves testing at a box level interface in the system. In 
this case, a current I(t) is injected onto the surface of the box or rack, and an open-circuit 
voltage Voc(t) on a suitable internal sense wire is measured. In this form of testing, it is 
important to ensure that the injected current flows over the exterior of the box in the same 
way as when the box is connected to the rest of the system. This implies that the current exit 
point (the ground connection) has to be maintained so that the injected current can be 
removed properly. 

Figure 7 illustrates a general shielded enclosure excited by an external current injection. Just 
inside the shell at points a and b, a sense wire is connected to the shield, and the open-circuit 
voltage Voc is measured. The transfer impedance of this enclosure is a complex valued 
quantity, defined in terms of the frequency domain spectral components as 

 ( ) ( )
( )ω

ω
ω

I
V

Z oc
t =  (3) 

where 
I(ω) is the injected current, and 
Voc (ω) is the measured open-circuit voltage on the sense wire. 

This shield transfer impedance value varies, depending on the location of terminals inside the 
enclosure for determining the open-circuit voltage. For adequate sensing of the shielding 
provided by the entire enclosure, the voltage sense points should be located within the 
enclosure, near the current injection locations. 

 

Figure 7 – A general shield excited by current injection 

The shield transfer impedance is a function of the electrical properties of the shielding 
material, as well as the shield dimensions and the nature of any imperfections in the 
enclosure such as seams, apertures, etc. In the special case of a thin spherical shield in 
which there are no aperture penetrations, it is possible to calculate the H-field shielding 
effectiveness SEH, given the shield transfer impedance and the d.c. resistance of the shield 
through the relationship: 

IEC 

Current injection point 

Current extraction point 

Shield 

Sense 
wire 

Voc 

Io 

a 

b 

Full document details: IEC 61000-4-23 2016

http://www.avadocuments.com/doc/iec-61000-4-23-2016
http://www.avadocuments.com/doc/iec-61000-4-23-2016


IEC 61000-4-23:2016 © IEC 2016 – 23 – 

 
( )

'
3

log20
t

2

10H

R
Z

a

SE









=
∆g

∆
 (4) 

where 
a is the radius of a thin spherical shield (in m); 

∆ is the thickness of the shield (in m); 

γ is the propagation constant in the shielding material, given by γ ≈ �𝑗𝑗𝑗𝑗; 

σ is the electrical conductivity of the shield material (in S/m); 
Zt is the shield transfer impedance (in Ω/m); 

R′ is the per unit length d.c. resistance of the shield (in Ω/m). 

4.3 Testing of shielded cables and connectors 

4.3.1 General 

Shielded cables are frequently used to transmit information between equipment contained 
within two protective enclosures. As such, one can define two distinct transmission lines: an 
external line having currents and charges flowing on the exterior of the cable, together with a 
possible ground-plane return, and an internal line consisting of the conductors inside the 
shield. HEMP fields can excite the external transmission line, and if the cable shield is 
imperfect, some of the external currents and charges can penetrate through the shield and 
excite the internal line. This leads to an unwanted response in the "protected" equipment. In 
4.3, test concepts for this coupling mechanism are examined. 

Annex B summarizes important aspects of the characterization of a cable shield. This involves 
two parameters: the shield transfer impedance and the transfer admittance. For most practical 
cable shields, the transfer impedance is a complex valued, frequency-dependent function, 
described by real and imaginary parts, or equivalently, by a magnitude and phase function. 
The transfer admittance, however, is primarily reactive, and is effectively modelled by a 
frequency independent capacitance. 

While the transfer impedance is a function of the shield properties only, the transfer 
admittance depends on both the shield and the configuration of the external transmission line. 
It is possible, however, to present the measured transfer admittance parameter in another 
form: that of the shielding leakage parameter, which is independent of the external circuit. 
Subclause 4.3.2 considers test methods for the transfer impedance and admittance quantities, 
keeping in mind that the latter quantity depends on the details of the external circuit, such as 
the external line height, wire radius, and nature of the local ground plane near the cable. 

4.3.2 Testing of cable shields 

4.3.2.1 Determination of the transfer impedance 

Although there are several different test configurations for measuring the transfer impedance 
of a cable shield, they are all related to the basic configuration shown in Figure 8. An external 
voltage source Vs feeds the x = 0 end of a cable shield of length L which is connected to the 
ground (i.e. the reference conductor) through a short-circuit at the opposite end of the cable. 
The resistance Zs at the source limits the current flowing in the cable exterior. 

The inner (coaxial) conductor of the shielded cable is shorted to the shield at the x = L end of 
the line, and the open-circuit voltage, Vi, is measured at the x = 0 end. Under the assumptions 
that 

– the internal and external transmission lines are electrically short (L << λ), and 
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– that there is negligible field excitation of the inner cable due to fields entering through the 
ends of the line, 

the frequency-dependent transfer impedance of this cable shield can be approximated from 
Equation (B.8) as 

  ( ) ( ) ( ) Ω/m
L s

is

e

i'
t

'
t

'
t V

VZ
LI

V
jXRZ ≈≈+= ωωω  (5) 

where 
Z′t is the cable transfer impedance (in Ω/m); 

ω is the angular frequency (in 2π × Hz); 
Vi is the open-circuit voltage on the internal conductor; 
Ie is the open-circuit current on the shield; 
Vs is the excitation voltage of the external circuit of the cable shield (in V); 
L is the length of the shield conductor (in m); 

Zs is the effective source impedance of the external voltage source (in Ω). 

When using these expressions, it is very important to ensure that the line is electrically short. 
As the frequency increases, the current distribution on the exterior cable begins to have 
periodic nulls and peaks due to reflections from the shorted end of the line. Moreover, there 
are internal reflections from the short on the interior cable. These oscillations are the cause of 
significant errors in the measurement of transfer impedance at high frequencies. 

 

Figure 8 – Basic configuration for transfer impedance measurement 

Figure 8 illustrates the typical frequency domain behaviour of the measured transfer 
impedance for four different braided cables having reasonably good shielding. At low 
frequencies, Z′t is primarily resistive, with a value equal to the per-unit-length d.c. resistance 
of the shield. At higher frequencies, the field penetration through the apertures in the braid of 
the shield begins to affect the internal response and the shielding behaviour is slightly 
degraded. Accompanying this increase in transfer impedance at high frequencies is an 
electrical phase variation – a quantity that it is essential to know if any detailed calculations 
are to be performed using the measured Z′t. 
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a) – Magnitude b) – Phase 

NOTE At high frequencies the curves are proportional to √f rather than f, which indicates that responses are not 
well represented by a simple inductance. 

Figure 9 – Measured transfer impedance magnitude and phase of transfer impedance 
per unit length for four braided shield cables with good shielding properties 

4.3.2.2 Determination of the transfer admittance 

The evaluation of the transfer admittance of the cable shield utilizes the general test 
configuration shown in Figure 10. This is similar to the configuration for the transfer 
impedance measurements, but with different terminations at the cable ends. Using Equation 
(B.9), together with the same assumptions as for the transfer impedance, the transfer 
admittance of the shield can be expressed as 

  S/m1 '
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V
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L
Y ω−≈−≈  (6) 

where 
Y′t is the cable transfer admittance (in S/m); 
Ii is the internal conductor current (in A); 
Vs is the excitation voltage of the external circuit of the cable shield (in V); 
L is the length of the cable (in m); 

ω is the angular frequency (in 2π × Hz); 
S is the shield leakage parameter (in m/F); 
C′i is the internal per-unit-length capacitance of the coaxial cable (in F/m); 
C′e is the external per-unit-length capacitance of the coaxial cable (in F/m). 

Thus, a measurement of the internal conductor current arising from the external source 
voltage provides the transfer admittance. Under the approximation that Y′t is purely reactive, 
the shield leakage parameter can be determined, if the internal and external per-unit-length 
capacitances of the coaxial cable are known. The parameter S is a single, real-valued number, 
and depends only on the characteristics of the braided cable. Hence, it is a useful descriptor 
for cable shields. 
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Figure 10 – Basic configuration for transfer admittance measurement 

4.3.3 Testing of cable connectors 

Connectors on shielded cables are often more important in determining the overall shielding 
of the cable system than is the cable shield. This is because the connector introduces an 
interruption to the shield, and, as such, presents an imperfection in the shielding topology. 
One way to represent the effects of the connector (as seen by the internal, or shielded, 
transmission line circuit) is by using discrete voltage and current sources at the location of the 
connector. The strengths of these sources are related to the external current and voltage on 
the connector multiplied by discrete transfer impedance and admittance parameters 
representing the connector, much as in the case of the distributed cable shield penetrations. 

As in the case of a braided shield, the lumped transfer impedance of a connector contains 
both a resistive and reactive part, and the transfer admittance of a connector is primarily 
capacitive. However, cable connectors are always designed so that there is very small E-field 
penetration through the device. Consequently, the transfer admittance effects of the 
connector are almost always much lower than the effects from the transfer impedance. 
Usually, the lumped transfer impedance parameter is the only one required. 

The test configuration for cable connectors is similar to that for the cable shield transfer 
impedance discussed previously. Figure 11 illustrates the general test configuration for such 
measurements. The same requirements for the test equipment for the cable shield test are 
required here, and the construction of the outer shield shall be such that it is a much better 
shield than the connector. This implies that a solid shield is preferable to a braided shield for 
this measurement. 

 

Figure 11 – Test configuration for transfer impedance 
measurement of a cable connector 
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Given a measurement of the internal open-circuit voltage, the transfer impedance of the 
connector is determined by the expression 

 ( ) ( ) ( ) Ω
s

i
s

e

i
ttt V

VZ
I
VjxRZ ≈≈+= ωωω  (7) 

where 
Vi and Vs have been defined in 4.3.2.1,  

Zt is the transfer impedance of the connector (in Ω), and 

Zs is the impedance of the external circuit (in Ω). 

It should be noted that while the length of the cable, L, does not appear explicitly in this 
expression, it is necessary that L << λ. Thus L should be as short as possible to maximize the 
frequency range of validity for the measurements. 

4.4 Testing of shielding materials 

4.4.1 General 

Imperfections in the shielding topology of a system can often be protected by using localized 
methods such as gaskets (on seam or between doors and their jambs), conducting sheets or 
screens (covering apertures), and other specialized measures like honeycombs and 
waveguides beyond cut-off. Characterizing these protection measures is less obvious 
because their behaviour depends not only on their individual electrical composition, but also 
on how the devices are connected to the shielding topology. For example, a very long crack 
might be protected by filling it with a conducting material. This could be effective in protecting 
against currents flowing across the crack: the conducting material lets the current pass over 
the crack without much distortion and the H-field on the shielded side is minimized. However, 
for currents parallel to the crack, the presence or absence of the protective filling is 
unimportant. The current is not significantly affected by the slit, and any protection against 
this current component is unnecessary. 

In describing tests suitable for these components, therefore, an attempt is made to 
characterize the intrinsic shielding property of the protection device, independently of how it is 
used in a particular installation. This means that a particular component might be classified as 
a "good" protective device in one installation, but due to the particularities of how it is used in 
another facility, considered to be a "poor" component in another installation. Evaluating the 
global behaviour of a system, together with all of its protection devices, is the role of system 
level testing, a subject which is beyond the scope of this standard. 

4.4.2 Conducting gaskets 

Figure 12 shows several configurations of a conducting gasket serving as a HEMP protection 
device. The basic mechanism for protection is that the gasket forms a conducting path 
between the two parts of the enclosure; this keeps current and charge from "leaking" into the 
inside (i.e. into the protected region). Each of the three configurations in the figure has a 
different shielding behaviour, due to the differences in the geometry of the enclosure walls 
that surround the gasket. 
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Figure 12 – Examples of conducting gaskets used as HEMP protection devices 

A simple yet general circuit model for a gasket seal can be made by noting the important parts 
of the geometry in Figure 12. Current flowing from one conductor to another has to pass 
through the gasket and this will present an electrical resistance to the current. Similarly, the 
flat plates on either side of the gasket appear locally as a capacitance through which a 
displacement current can flow. Finally, the metal conductors of the two walls form an 
inductance in this circuit. 

Figure 13 shows the equivalent circuit representation of such a gasketed opening. The 
resistance of the gasket and the capacitance of the gasket opening appear in parallel, and 
this combination is in series with the inductances representing the current paths through the 
walls of the enclosure. Specific values for L and C depend on the local geometry of the seal, 
whereas the value of R depends on both the geometry and on the intrinsic electrical properties 
of the gasket material. 

 

Figure 13 – Circuit model representing the behaviour  
of a conducting gasket for HEMP protection 

These circuit values can be measured or calculated using simple models for the specific 
shape and geometry under consideration for a given problem. For characterizing the electrical 
properties of the gasket material, however, measurements of electrical resistivity of the gasket 
material can be used. This quantity is independent of the surroundings of the gasket and can 
be used to rank the effectiveness of one type of gasket with another. It should be noted, 
however, that such gaskets are usually made of flexible material, and, therefore, their 
characteristics are dependent on contact pressure as in all examples of Figure 12. The age of 
gasket materials is also a factor. 

Figure 14 illustrates the measurement configuration for the resistivity. This is the four-
electrode method, and it is specially designed so that measurements of materials with very 
low resistivities can be made. For this measurement, a block of the gasket material is 
sandwiched between two electrodes made from copper or another highly conducting material. 
An external d.c. voltage source is connected across the two outer electrodes and a current is 
allowed to pass through the electrode. The resulting voltage drop across the sample is 
measured using a high input impedance voltmeter, so as not to disturb the current flow in the 
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sample. With these parameters measured, the d.c. resistivity of the sample material is given 
by the expression: 

 
L
A

I
V

o

s
DC =ρ  Ω·m (8) 

where 

ρDC is the d.c. resistivity of the sample material in (Ω·m); 
A is the cross-sectional area of the gasket material (in m2); 
L is the thickness of the gasket sample (in m); 
Io is the current passing through the sample (in A); 
Vs is the voltage drop across the sample (in V). 

 

Figure 14 – Measurement configuration for the resistivity of a sample 

Similar measurements can be made at higher frequencies and a frequency-dependent gasket 
impedance can be measured. However, this quantity is of limited use, because its frequency 
variations are easily confused with those of the gasket-mounting hardware and surroundings. 
Consequently, the d.c. resistivity is the most commonly used parameter for characterizing the 
gasket material. 

4.4.3 Conducting sheets and screens 

4.4.3.1 General 

Conducting screens or sheets of conducting material are often used to limit the HEMP 
penetration through apertures in the shield. Such protection devices include 

– wire mesh screens; 
– conductive paint coatings; 
– vacuum metallized coatings; 
– flame/arc sprays; 
– metallic foils lining equipment bays; 
– metallic fillings added to plastic enclosures. 
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As in the case of gasketing material, it is possible to characterize these protection devices 
either by measurements of their shielding behaviour as installed in a specific topological 
configuration, or by an alternate measurement of some intrinsic electrical property of the 
shielding material. While this latter measurement may not accurately indicate how the 
protection device will function in an arbitrary installation, it does provide a useful technique for 
distinguishing between one protection material and another in a self-consistent manner. Two 
test concepts for conducting aperture protective devices are discussed in 4.4.3.2 and 4.4.3.3: 
one which measures the resistivity of the conducting material, and another which measures 
the shielding effectiveness of the material used for shielding under controlled conditions. 

4.4.3.2 Measurement of material resistivity 

The resistivity of the material comprising the protective cover of an aperture is one parameter 
that may be used to characterize its shielding. As in the case of the conducting gasket 
described in 4.4.2, the resistivity of a conducting sheet can be determined using the test 
configuration shown in Figure 14. An alternative approach is to use a measurement technique 
in which the d.c. resistivity is measured with probes located on the surface of the sample as 
indicated in Figure 15. 

 

Figure 15 – Test concept for measuring the resistivity with surface probes 

In this test, a constant d.c. current source Io is connected to two electrodes separated by a 
distance L and in good electrical contact with a block of conducting material. In response to 
this current, a voltage Vs is induced across the two electrodes. This voltage may be measured 
by a high impedance voltmeter and the resistivity is again given by the expression in 
Equation (8). The same expression is used in the present case, because it is assumed that 
the block is a good conductor and the current tends to flow uniformly across the cross-
sectional area A of the material from one electrode to the other. 

It is important to note that this measurement procedure is applicable only at low frequencies 
where the skin depth of the material in question is very large compared to the thickness of the 
sample. If the frequency of the current source were allowed to increase, the skin depth (given 
by 𝛿 = �𝜌 (𝜋𝜋𝜋)⁄ ) decreases and, at some point, begins to be comparable with the thickness of 
the material under test. At this point, the details of the current distribution in the conductor 
cross-section shall be taken into account, as discussed in Annex E. 

As noted in Annex E, both the surface impedance (relating the tangential E-field outside the 
protective barrier to the excitation surface current) and the transfer impedance (relating the 
tangential E-field inside the protective barrier to the excitation surface current) may be 
calculated (see Equations (E.14) and (E.18)), once the material resistivity is known. Thus, the 
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d.c. measurement of the resistivity can be used to infer the shielding properties of the material 
for higher frequencies. 

4.4.3.3 Shielding effectiveness measurements 

A more direct approach for characterizing the shielding behaviour of a wire mesh or 
conducting screen is to measure its shielding effectiveness under standard conditions. It is 
well known that in the near field (or equivalently, for low frequencies), the electric and 
magnetic fields penetrate into a conductor differently. Consequently, a shield shall be 
characterized in general by two different shielding effectiveness parameters. For far-field 
shielding, where the incident field on the shield is a plane wave, the two shielding 
effectiveness values become equal, and this single value may be used to characterize the 
protection. 

Figure 15 illustrates a measurement concept for the plane-wave shielding effectiveness of 
screens and sheets. Figure 15 a) shows the ideal situation, in which a plane wave is incident 
upon an infinite screen. The shielding of this screen can be characterized by the following 
equation (see Equation (2)): 
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where 

outA  represents the principal component of the incident field Einc (or Hinc) at an observation 
point with the conducting screen removed;  

inA  is the same component of the field that is transmitted through the screen: Etr (or Htr). 

The resulting shielding effectiveness depends on the angle ψ that the incident field makes 
with the normal to the sheet. Normally, the angle ψ = 0° is chosen for defining the shielding 
properties of the infinite plane. 

For actual measurements, the idealized configuration of Figure 16a) cannot be realized, due 
to the fact that the source producing the incident field is not of infinite size, nor is it infinitely 
far from the screen. Moreover, the screen is not infinitely large. This implies that the 
measurements made using the test configuration in Figure 16b) can be different from those 
expected from a theoretical treatment of the infinite plane geometry, due to the following 
effects: 

– the non-plane-wave nature of the incident fields from the source; 
– the radiation pattern from the source; 
– diffraction from the edges of the screen. 

To minimize this difficulty, it is common to require the following conditions to be maintained in 
the measurement configuration: 

– the size of the screen a >> λ; 

– the observation and source positions do and ds < a; 
– = 0° (normal incidence). 

With these assumptions, an approximation to the plane-wave shielding effectiveness of the 
screen is obtained by making two measurements of the selected primary field components at 
the observation location. The first measurement is with the plate removed and is denoted as 

m
removedE  (or m

removedH ). The second measurement is the same field component with the plate 
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