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INTERNATIONAL ELECTROTECHNICAL COMMISSION 
___________ 

 
ELECTROMAGNETIC COMPATIBILITY (EMC) – 

 
Part 4-25: Testing and measurement techniques –  

HEMP immunity test methods for equipment and systems 
 
 

FOREWORD 
1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising 

all national electrotechnical committees (IEC National Committees). The object of IEC is to promote 
international co-operation on all questions concerning standardization in the electrical and electronic fields. To 
this end and in addition to other activities, IEC publishes International Standards, Technical Specifications, 
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC 
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee interested 
in the subject dealt with may participate in this preparatory work. International, governmental and non-
governmental organizations liaising with the IEC also participate in this preparation. IEC collaborates closely 
with the International Organization for Standardization (ISO) in accordance with conditions determined by 
agreement between the two organizations. 

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international 
consensus of opinion on the relevant subjects since each technical committee has representation from all 
interested IEC National Committees.  

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National 
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC 
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any 
misinterpretation by any end user. 

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications 
transparently to the maximum extent possible in their national and regional publications. Any divergence 
between any IEC Publication and the corresponding national or regional publication shall be clearly indicated in 
the latter. 

5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity 
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any 
services carried out by independent certification bodies. 

6) All users should ensure that they have the latest edition of this publication. 

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and 
members of its technical committees and IEC National Committees for any personal injury, property damage or 
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and 
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC 
Publications.  

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is 
indispensable for the correct application of this publication. 

9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of 
patent rights. IEC shall not be held responsible for identifying any or all such patent rights. 

DISCLAIMER 
This Consolidated version is not an official IEC Standard and has been prepared for 
user convenience. Only the current versions of the standard and its amendment(s) 
are to be considered the official documents. 

This Consolidated version of IEC 61000-4-25 bears the edition number 1.2. It consists of 
the first edition (2001-11) [documents 77C/113/FDIS and 77C/117/RVD], its amendment 1 
(2012-03) [documents 77C/216/FDIS and 77C/218/RVD] and its amendment 2 (2019-12) 
[documents 77C/285/CDV and 77C/290/RVC]. The technical content is identical to the 
base edition and its amendments. 

In this Redline version, a vertical line in the margin shows where the technical content 
is modified by amendments 1 and 2. Additions are in green text, deletions are in 
strikethrough red text. A separate Final version with all changes accepted is available 
in this publication. 
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International Standard IEC 61000-4-25 has been prepared by subcommittee 77C: High power 
transient phenomena, of IEC technical committee 77: Electromagnetic compatibility.  

It forms part 4-25 of IEC 61000. It has the status of a basic EMC publication in accordance 
with IEC Guide 107. 

Annex D forms an integral part of this standard. 

Annexes A, B C and D are for information only.  

The committee has decided that the contents of the base publication and its amendments will 
remain unchanged until the stability date indicated on the IEC web site under 
"http://webstore.iec.ch" in the data related to the specific publication. At this date, the 
publication will be  

• reconfirmed, 

• withdrawn, 

• replaced by a revised edition, or 

• amended. 
 

IMPORTANT – The 'colour inside' logo on the cover page of this publication indicates 
that it contains colours which are considered to be useful for the correct 
understanding of its contents. Users should therefore print this document using a 
colour printer. 
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INTRODUCTION 

This standard is part of the IEC 61000 series, according to the following structure: 

Part 1: General 

General considerations (introduction, fundamental principles) 
Definitions, terminology 

Part 2: Environment 

Description of the environment 
Classification of the environment 
Compatibility levels 

Part 3: Limits 

Emission limits 
Immunity limits (in so far as they do not fall under the responsibility of product 

committees) 

Part 4: Testing and measurement techniques 

Measurement techniques 
Testing techniques 

Part 5: Installation and mitigation guidelines 

Installation guidelines 
Mitigation methods and devices 

Part 6: Generic standards 

Part 9: Miscellaneous 

Each part is further subdivided into several parts, published either as International Standards 
or as technical specifications or technical reports, some of which have already been published 
as sections. Others will be published with the part number followed by a dash and completed 
by a second number identifying the subdivision (example: 61000-6-1). 
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ELECTROMAGNETIC COMPATIBILITY (EMC) – 
 

Part 4-25: Testing and measurement techniques –  
HEMP immunity test methods for equipment and systems  

 
 

1 Scope  

This part of IEC 61000 describes the immunity test levels and related test methods for 
electrical and electronic equipment and systems exposed to high-altitude electromagnetic 
pulse (HEMP) environments. It defines ranges of immunity test levels and establishes test 
procedures. Specifications for test equipment and instrumentation test set-up, test 
procedures, pass/fail criteria, and test documentation requirements are also defined by this 
standard. These tests are intended to demonstrate the immunity of electrical and electronic 
equipment when subjected to HEMP radiated and conducted electromagnetic disturbances. 
For radiated disturbance immunity tests, specifications are defined in this standard both for 
small test facilities and large HEMP simulators. 

This part of IEC 61000 defines specifications for laboratory immunity tests. On-site tests 
performed on equipment in the final installation to verify immunity are also specified. These 
verification tests use the same specifications as laboratory tests, except for the climatic 
environmental specifications. 

The objective of this part of IEC 61000 is to establish a common and reproducible basis for 
evaluating the performance of electrical and electronic equipment, when subjected to HEMP 
radiated environments and the associated conducted transients on power, antenna, and 
input/output (I/O) signal and control lines.  

2 Normative references 

The following referenced documents are indispensable for the application of this document. 
For dated references, only the edition cited applies. For undated references, the latest edition 
of the referenced document (including any amendments) applies. 

IEC 60050(161), International Electrotechnical Vocabulary – Chapter 161: Electromagnetic 
compatibility 

IEC 60038, IEC standard voltages 

IEC 60068-1:1988, Environmental testing – Part 1: General and guidance 

IEC 61000-2-5, Electromagnetic compatibility (EMC) – Part 2: Environment – Section 5: 
Classification of electromagnetic environments. Basic EMC publication 

IEC 61000-2-9, Electromagnetic compatibility (EMC) – Part 2: Environment – Section 9: 
Description of HEMP environment – Radiated disturbance. Basic EMC publication 

IEC 61000-2-10:1998, Electromagnetic compatibility (EMC) – Part 2-10: Environment – 
Description of HEMP environment – Conducted disturbance 

IEC 61000-2-11, Electromagnetic compatibility (EMC) – Part 2: Environment – Section 11: 
Classification of HEMP environments. Basic EMC publication 
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IEC 61000-4-4, Electromagnetic compatibility (EMC) – Part 4: Testing and measurement 
techniques – Section 4: Electrical fast transient/burst immunity test. Basic EMC Publication 

IEC 61000-4-5, Electromagnetic compatibility (EMC) – Part 4: Testing and measurement 
techniques – Section 5: Surge immunity test 

IEC 61000-4-11, Electromagnetic compatibility (EMC) – Part 4: Testing and measurement 
techniques – Section 11: Voltage dips, short interruptions and voltage variations immunity 
tests 

IEC 61000-4-12, Electromagnetic compatibility (EMC) – Part 4: Testing and measurement 
techniques – Section 12: Oscillatory waves immunity test 

IEC 61000-4-13, Electromagnetic compatibility (EMC) – Part 4-13: Testing and measurement 
techniques – Harmonics and interharmonics including mains signalling at a.c. power port, low 
frequency immunity tests – Basic EMC Publication 1 

IEC 61000-4-18, Electromagnetic compatibility (EMC) – Part 4-18: Testing and measurement 
techniques – Damped oscillatory wave immunity test 

IEC 61000-4-20, Electromagnetic compatibility (EMC) – Part 4-20: Testing and measurement 
techniques – Emission and immunity testing in transverse electromagnetic (TEM) 
waveguides1 

IEC 61000-4-33, Electromagnetic compatibility (EMC) – Part 4-33: Testing and measurement 
techniques – Measurement methods for high-power transient parameters 

IEC 61000-5-3, Electromagnetic compatibility (EMC) – Part 5-3: Installation and mitigation 
guidelines – HEMP protection concepts  

IEC 61000-5-4/TR, Electromagnetic compatibility (EMC) – Part 5: Installation and mitigation 
guidelines – Section 4: Immunity to HEMP – Specifications for protective devices against 
HEMP radiated disturbance. Basic EMC Publication 

IEC 61024-1, Protection of structures against lightning – Part 1: General principles 

ISO 7137, Aircraft – Environmental conditions and test procedures for airborne equipment 

3 Definitions 

For the purpose of this part of IEC 61000, the following definitions apply. 

3.1 
compatibility level  
specified electromagnetic disturbance level used as a reference level for co-ordination in the 
setting of emission and immunity limits 
[IEV 161-03-10] 

3.2 
coupling (HEMP)  
interaction of electromagnetic fields with a system to produce currents and voltages on 
system surfaces and cables 

___________ 
1 To be published 
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3.3 
coupling clamp  
device of defined dimensions and characteristics for common mode coupling of the 
disturbance signal to the circuit under test without any galvanic connection to it 

3.4 
coupling network  
electrical circuit for the purpose of transferring energy from one circuit to another 

3.5 
decoupling network 
electrical circuit for the purpose of preventing over-voltages applied to the EUT from affecting 
other devices, equipment or systems, which are not under test 

3.6 
degradation (of performance) 
undesired departure in the operational performance of any device, equipment or system from 
its intended performance  
NOTE The term “degradation” can apply to a temporary or permanent failure. 

[IEV 161-01-19] 

3.7 
electromagnetic disturbance 
any electromagnetic phenomenon which may degrade the performance of a device, 
equipment or system 
[IEV 161-01-05, modified] 

3.8 
electromagnetic interference 
degradation of the performance of a device, transmission channel or system caused by an 
electromagnetic disturbance 
[IEV 161-01-06] 

3.9 
electromagnetic susceptibility 
inability of a device, equipment or system to perform without degradation in the presence of 
an electromagnetic disturbance 
NOTE Susceptibility is a lack of immunity.  

[IEV 161-01-21] 

3.10 
EUT (equipment under test) 
the equipment under test can be a single unit or multiple units interconnected by cables, data 
links, etc. 
NOTE Multiple units interconnected by cables, etc. are also called a system [see 3.27 below].  

3.11 
fast Fourier transform 
FFT 
mathematical procedure for rapidly computing the direct or inverse Fourier transform of a time 
domain signal or of a frequency domain spectrum, respectively. It requires 2m (m = integer) 
data points that are equally spaced in time or frequency, and involves much less computation 
time than a standard discrete Fourier transform (DFT) 
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3.12  
ground reference plane 
flat conductive surface, whose potential is used as a common reference  
[IEV 161-04-36] 

3.13 
HV transmission line 
power line with a nominal a.c. system voltage equal to or greater than 100 kV 

3.14 
short circuit current 
Isc  
current resulting from an abnormal connection of relatively low resistance between two points 
of different potentials in a circuit 

3.15  
immunity (to a disturbance) 
ability of a device, equipment or system to perform without degradation in the presence of an 
electromagnetic disturbance  
[IEV 161-01-20] 

3.16 
immunity level 
maximum level of a given electromagnetic disturbance incident on a particular device, 
equipment or system for which it remains capable of operating at a required degree of 
performance 
[IEV 161-03-14] 

3.17 
immunity test level 
value of an influencing electromagnetic quantity specified for an immunity test 

NOTE It is to be noted that the text of this definition is the same as for severity level. A test standard can specify 
several severity levels according to different immunity levels. 

3.18 
large HEMP simulator 
transient electromagnetic pulse test facility with a test volume sufficiently large to test objects 
with cubical dimensions equal to or greater than 1 m × 1 m × 1 m 

3.19 
LV (low-voltage) power circuit 
power circuit with a nominal a.c. voltage between 120 V and 1 000 V  
NOTE The standard voltages in this voltage range are presented in IEC 60038.  

3.20 
MV (medium voltage) distribution power line 
power line with a nominal a.c. voltage above 1 kV and not exceeding 35 kV used to distribute 
power within a local area 
NOTE The standard voltages in this voltage range are presented in IEC 60038. 

3.21 
point-of-entry  
port-of-entry  
PoE 
the physical location (point/port) on the electromagnetic barrier, where EM energy may enter 
or exit a topological volume, unless an adequate PoE protective device is provided. A PoE is 
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not limited to a geometrical point. PoEs are classified as aperture PoEs or conductor PoEs, 
according to the type of penetration. They are also classified as architectural, mechanical, 
structural or electrical PoEs, according to the architectural engineering discipline in which 
they are usually encountered 

3.22 
pulse width 
time interval between the points on the leading and trailing edges of a pulse at which the 
instantaneous value is 50 % of the peak pulse amplitude 

3.23 
rise time (of a pulse) 
interval of time between the instants at which the instantaneous value of a pulse first reaches 
a specified lower value and then a specified upper value  
[IEV 161-02-05] 
NOTE In this standard, the lower value is ten (10) percent of the peak, and the upper value is ninety (90) percent 
of the peak value 

3.24  
severity level 
value of an influencing electromagnetic quantity specified for an immunity test 
NOTE It is to be noted that the text of this definition is the same as for immunity test level. A test standard can 
specify several severity levels according to different immunity levels.  

3.25 
small radiated test facility 
laboratory transient electromagnetic pulse test facility such as a TEM cell with a test volume 
sufficiently large to test objects with cubical dimensions less than 1 × 1 × 1 meter 

3.26 
surge protection device (SPD) 
device to suppress line conducted overvoltages and currents 
NOTE Examples are surge suppressors defined in IEC 61024-1.  

3.27 
system 
multiple equipment or electrical units connected by cables, data links, etc.  

3.28 
test volume    
volume in which the incident electromagnetic fields meet, or exceed, the required strength 
and field uniformity requirements. 

3.29 
transient   
phenomenon which varies between two consecutive steady states during a time interval short 
compared with the time-scale of interest  
[IEV 161-02-01] 

3.30 
open circuit voltage 
Voc 
voltage between points in a circuit where one of the points was created by opening or 
breaking the circuit 
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4 General 

The nuclear high-altitude electromagnetic pulse test consists of two major parts: radiated 
immunity testing and conducted immunity testing. The radiated immunity test is performed for 
the purpose of demonstrating that the equipment under test has the ability to continue 
functioning when exposed to radiated HEMP fields. Similarly, the conducted immunity test is 
performed for the purpose of demonstrating that the equipment under test will not be 
adversely affected by exposure to conducted HEMP transients. These transients are current 
and voltage pulses on conductors (wires, cables) that are connected to the equipment. In 
general, conducted HEMP transients induced in power and telecom lines are often the most 
severe threats to equipment. The immunity tests described in this standard involve hazardous 
voltages. High-voltage precautions will be necessary to protect the health and safety of test 
personnel. 

5 Immunity tests and immunity test levels 

5.1 Introduction 

This standard has been developed to specify the HEMP immunity test for electrical or 
electronic equipment and systems. The intent is to allow manufacturers to qualify equipment 
early in the design cycle, and to use many of the same IEC laboratory immunity tests that are 
already prescribed for other EMC purposes. 

5.2 Immunity tests 

HEMP immunity tests consist of two major types: radiated immunity tests and conducted 
immunity tests. For the purpose of this standard, the term "electronic equipment" denotes an 
apparatus that performs a specific function. This could be a small computer or a telephone. 
Some equipment (for example, a computer connected to additional peripherals such as 
control boards to monitor processes in a factory) may be considered as part of a larger 
system. Often, electronic equipment are relatively small – on the order of 1 m x 1 m x 1 m or 
smaller. It is expected that most of the tests on such small equipment will be performed in 
laboratories using current injection simulators and TEM cells.  

For HEMP (and EMC) tests, size can be an important factor, since very large systems may be 
difficult to test, especially by radiated fields. In general, radiated field tests on systems and 
large equipment with dimensions greater than 1 m on a side will require a large HEMP 
simulator. One aspect of HEMP testing that is different from other kinds of EMC testing is that 
there are several large (∼10 m high) early-time (t < 1 µs) HEMP simulators throughout the 
world. It is possible to expose some systems and large equipment to the early-time HEMP 
threat by reproducing the pulsed electric and magnetic fields. These simulators are also 
useful in verifying that equipment designed and tested for HEMP survival at the equipment 
level, will work properly when integrated into a complete system.  

5.3 Immunity test levels 

This standard defines electromagnetic disturbances that represent those which could result at 
the equipment ports due to a high-altitude nuclear event. These electromagnetic disturbances 
will be the result of the radiated and conducted HEMP environments, as modified by any 
protection elements. These electromagnetic disturbances are described in IEC 61000-2-9, 
IEC 61000-2-10 and IEC 61000-2-11. The rationale for the immunity test levels and threat 
reductions due to protection elements and probable flashovers are described in annex A. 

5.4 Radiated disturbance tests 

5.4.1 Radiated immunity test levels 

The radiated immunity test levels described below involve only the early time radiated fields. 
Testing for the intermediate-time and late-time HEMP fields are not required. Information 
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regarding the selection of the immunity test levels is given in annex A. The peak values of the 
early-time electric field, Epeak, for selected immunity test levels are listed in table 1. 

Table 1 – Radiated immunity test levels defined in the present standard 

Immunity test level Test required for equipment and 
systems with the following protection a 

E-field peak valueb  

Epeak (kV/m) 

R1 

R2 

R3 

R4 

R5 

R6 

R7 

RX 

Concept 4 

Intermediate value 

Intermediate value 

Concepts 2A, 2B, 3 

Intermediate value 

Intermediate value 

Concepts 1A, 1B 

Special applications 

0,5 

1 

2 

5 

10 

20 

50 

X 
a The protection concepts are described in IEC 61000-5-3 
b According to IEC 61000-2-11, table 2 

 

5.4.2 Radiated immunity test specifications  

In the absence of an object in the simulator, the electric field in the test volume is a wave 
comparable to a quasi-plane wave, with a double exponential pulse time history described by 
a 2,5/25 ns wave, i.e. a unipolar wave with a 10 %-90 % rise time of 2,5 ns and a pulse width 
equal to 25 ns. This waveform is given by the equation below. 

 ( )αtβt eekEtE −− −××= peak)(          V/m  (1) 

where  

α = 6,0 × 108 s-1, β = 4,0 × 107 s-1, and  
k = 1,3.  
Epeak is the peak value of the electric field in volts per meter.  

NOTE Epeak is the immunity test level selected from table 1.  

t  is the time in seconds. 

The frequency-domain spectral magnitude for equation (1) is given by 

 
[ ]

(V/m/Hz)   
)² + ²)2(( )² + ²)2((

)(
)( peak

βπαπ

βα

ff

kE
fE

−××
=  (2) 

where  

f is the frequency in hertz. 

For the waveform parameters given above, the frequency-domain spectral magnitude of 
equation (2) is shown in figure 1. 
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Figure 1 – Frequency domain spectral magnitude between 100 kHz and 300 MHz. 

5.4.3 Small radiated test facilities  

Small test facilities can more easily meet the desired field specifications with smaller 
tolerances in parameter variations than the large HEMP simulators. These small facilities will 
be used primarily to test relatively small equipment. Tolerances for the early-time HEMP pulse 
waveform over the entire parallelepiped test volume of the small test facility shall be as 
follows. 

– The ratio of the peak electric field to the peak magnetic field shall be equal to 377 Ω ± 
50 Ω with a tolerance of ±75 Ω. 

– The rise time between 10 % and 90 % of the peak value shall be within the range of 2,0 ns 
and 2,5 ns with a tolerance of ±0,5 ns.  

– The electric field shall be continuously increasing during the 10 % and 90 % rise time. 
– The pulse width (the time duration between points on the leading and trailing edges of the 

pulse at 50 % of Epeak) shall be within the range of 25 ns and 30 ns 23 ns with a tolerance 
of ±5 ns. 

– The magnitude of any pre-pulse on the electric field shall be equal to or less than 7 % of 
the magnitude of the peak field. 

– Electric field reflections from the terminator of the simulator shall be less than 10 %. 
– Fluctuations in the smoothed frequency spectrum of the electric field at the centre of the 

test volume (see 5.4.5) shall not be larger than ±3 dB compared to the theoretical 
spectrum given by equation (2) in the bandwidth between 100 kHz and 300 MHz. 

– At the time of the peak value of the simulated fields, other non-principal electromagnetic 
components shall be smaller than 10 % of the peak value of the simulated field. 

– The peak electric field shall be uniform in the test volume to within the following criteria: 
the peak electric field within the test volume shall be within the range of Epeak and  
Epeak + 6 dB. 

– To evaluate the field tolerances, electric and magnetic field measurements at the centre 
and the eight corners of the test volume shall be performed in the absence of the EUT. 

5.4.4 Large HEMP simulators  

Large HEMP simulators can be used to test large equipment and complete systems. Due to 
the variety of such simulators, there are wide ranges of rise times, pulse widths and 
amplitudes of the fields produced by these devices. Consequently, large HEMP simulators are 
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divided into two types, based on their radiated field behaviour: types I and II. Generally, type I 
simulators provide a shorter rise time and pulse width than do the type II simulators. A pre-
test analysis is required for tests with type II simulators, since these test facilities do not meet 
the radiated immunity specifications given in 5.4.2. 

The response of an electrical component within a system due to HEMP depends not only on 
the pulse shape (or frequency domain spectrum), but also on the coupling and penetration 
mechanism that the HEMP signals use in propagating from the external portions of the system 
to the component. In some classes of systems (i.e., small systems with no long conducting 
appendages, like a mobile telephone), the HEMP coupling will be dominated by aperture 
penetrations – an inherently high frequency mechanism. Consequently, the type I simulators 
having a larger high frequency spectral content would be desirable for testing. However, in 
other types of systems containing longer external conductors (a HF radio, for example), the 
dominant HEMP response will result from the field coupling to the antenna. Thus, the type II 
simulators with a slower rise and longer pulse width would likely be adequate for testing these 
particular systems. 

The fact that different systems can react to different components of the incident HEMP 
environment illustrates the point that a pre-test analysis program is necessary for type II 
simulators. The pre-test analysis shall be performed to determine exactly how the type II 
simulated fields will couple to the system, and to assess the adequacy of the type II 
simulators for performing the immunity test. The adequacy of the test shall be demonstrated 
by comparing the interaction and coupling results of the simulated fields with those of the 
theoretical pulse described in 5.4.2. 

5.4.4.1 Large HEMP simulators − type I  

For testing in the type I simulators, the peak electric field, (Epeak) shall be chosen from  
Table 1 corresponding to the immunity test level selected for the test. Tolerances for the 
early-time HEMP pulse over the entire parallelepiped test volume of the simulator shall be as 
follows. 

– The ratio of the peak electric field to the peak magnetic field shall be equal to 377 Ω ± 
50 Ω with a tolerance of ±75 Ω. 

– The rise time between 10 % and 90 % of the peak value shall be 2,5 ns with a tolerance 
of ±0,5 ns. 

– The electric field shall be continuously increasing during the 10 % and 90 % rise time. 
– The pulse width (the time duration between points on the leading and trailing edges of the 

pulse at 50 % of Epeak) shall be within the range of 25 ns and 75 ns 23 ns with a tolerance 
of -5 ns /+50 ns. 

– The magnitude of any pre-pulse on the electric field shall be equal to or less than 7 % of 
the magnitude of the peak field. 

– Electric field reflections from the terminator of the simulator shall be less than 10 %. 
– Fluctuations in the smoothed frequency spectrum of the electric field at the centre of the 

test volume (see 5.4.5) shall not be larger than ±10 dB compared to the theoretical 
spectrum given by equation (2) in the bandwidth between 1 MHz and 200 MHz. 

– The peak electric field shall be uniform in the test volume to within the following criteria: 
the peak electric field within the test volume shall be within the range of Epeak and  
Epeak + 6 dB. 

– To evaluate the field tolerances, electric and magnetic field measurements at the centre 
and the eight corners of the test volume shall be performed in the absence of the EUT. 

5.4.4.2 Large HEMP simulators − type II  

A pre-test analysis is required for tests with type II simulators since these test facilities do not 
meet the radiated immunity specifications given in 5.4.2.  
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The specifications of type II large simulators are the same as type I, except for rise time, 
pulse width, and frequency spectrum specification, which are as follows: 

– The rise time between 10 % and 90 % of the peak value shall be within the range of 2 ns 
and 10 ns 2,5 ns with a tolerance of -0,5 ns /+7,5 ns. 

– The pulse width (the time duration between points on the leading and trailing edges of the 
pulse at 50 % of Epeak) shall be within the range of 25 ns and 500 ns 23 ns with a 
tolerance of 0 ns /+477 ns. 

– Fluctuations in the smoothed frequency spectrum of the electric field at the centre of the 
test volume (see 5.4.5) shall not be larger than ±10 dB compared to the theoretical 
spectrum given by equation (2) in the bandwidth between 1 MHz and 100 MHz. 

5.4.5 Frequency domain spectrum requirements 

In addition to the requirements on the transient fields of the HEMP simulator, the following 
requirements shall be placed on the frequency domain spectrum of the simulator fields: 

a) The frequency spectrum shall be computed using a uniformly sampled transient waveform 
having 4 096 samples between the starting time of 0 and the ending time of 2 µs. A 2 048 
point complex-valued frequency spectrum shall be calculated using an FFT (fast Fourier 
transform) or a discrete Fourier transform (DFT) with a frequency sampling interval of 
0,5 MHz, and a maximum frequency of 1,0 GHz. 

b) The frequency domain spectrum shall be smoothed using a 5-point windowing average 
(i.e., the spectrum is to be averaged over a 2 MHz window). 

c) The resulting magnitude of the smoothed spectrum shall lie within the specified dB level of 
the spectrum of the specified waveform of equation (2), and as shown normalized in  
figure 1. 

It should be noted that most measured frequency spectra have occasional nulls (or "drop 
outs"), which do not significantly alter the overall behaviour of the transient waveform. The 
requirement that the smoothed frequency domain spectrum of the small and large simulators 
lie within ±3 dB and ±10 dB, respectively, is made in recognition of this fact, and with the goal 
of permitting an occasional null in the spectrum. The spectral limits of ±3 dB and ±10 dB are 
different, because the smaller simulators generally have smaller tolerances and higher 
accuracy of the simulated fields. 

5.5 Conducted disturbance tests 

5.5.1 Conducted immunity test levels 

For the conducted disturbance, three types of conducted environments shall be considered. 
These correspond to each of the time regimes for HEMP (early, intermediate and late time). 
The conducted immunity test levels for the three types of conducted environments are shown 
in tables 2, 3, and 4. The values listed in tables 2, 3 and 4 are common-mode test values. 
Only common mode tests are required for I/O cables and shielded cables. Both common-
mode and differential-mode tests are required for power and telecom ports for the first two 
time regimes (early and intermediate time). Differential-mode immunity test levels are the 
same as the common-mode values. Table 5 provides information on other tests designed to 
account for the indirect effects of the late time environment.  

See annex A for a description of the immunity test levels as a function of required reliability 
and protection of the installed equipment. 

5.5.1.1 Early-time conducted immunity test levels  

The early time conducted immunity test levels are listed in table 2. The first six levels utilise 
damped sinusoids waveforms to account for the ringing associated with interior building 
wiring. The application of immunity test levels for the protection concepts, confidence levels 
(probability), and various cable ports are shown in table A.3. Antenna cable ports can be 
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driven by exposing the antenna to a simulated HEMP in a radiated immunity test, or by driving 
the antenna port by an appropriate conducted differential-mode surge, as determined in 
annex B. 
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Table 2 – Early time conducted immunity test levels 

Immunity 
test level 

Voc  

V 

Isc  

A 

Waveform Basic standard 

 

Severity level in 
the basic 
standard 

EC1 

EC2 

EC3 

EC4 

EC5 

EC6 

EC7 

EC8 

EC9 

EC10 

EC11 

ECX 

100 

250 

500 

1 000 

2 000 

4 000 

4 000 

8 000 

16 000 

25 000 

160 kV 

Special 

1 

2,5 

5 

10 

20 

40 

80 

160 

320 

500 

3 200 

Special 

Damped sinusoids a 

Damped sinusoids a 

Damped sinusoids a 

Damped sinusoids a 

Damped sinusoids a 

Damped sinusoids a 

5/50 ns 

5/50 ns 

5/50 ns 

25/500 ns 

10/100 ns 

Fast transient 

ISO 7137 

ISO 7137 

ISO 7137 

ISO 7137 

ISO 7137 

ISO 7137 

IEC 61000-4-4 

IEC 61000-4-4 

IEC 61000-4-4 

This standard 

This standard 

This standard 

See Annex D 

See Annex D 

See Annex D 

See Annex D 

See Annex D 

See Annex D 

4 

X 

X 

EC10 

EC11 

ECX 

NOTE 1 Voltage and current levels shown in the table are for common mode values.  

NOTE 2 EC10 consists of four sublevels in addition to 25 kV: 1 kV, 4 kV , 8 kV and 16 kV. 

NOTE 3 For immunity test levels EC8 and EC9, it is sufficient to test with a single pulse 

NOTE 4 EC11 consists of four sublevels in addition to 160 kV: 20 kV, 40 kV, 80 kV and 120 kV. This immunity test 
level category is intended for testing equipment directly connected to long MV distribution power lines protected 
against lightning. If lightning protection is not used, increase Voc to 1,6 MV and Isc to 4 000 A (see Annex A). 
a  Each immunity test level consists of at least two frequencies: 1 MHz and 10 MHz or 10 MHz and 30 MHz. The 
damping parameter Q of the damped oscillatory wave test, as defined by equation (D.1) in IEC 61000-2-10, ranges 
from 5 to 20. 

 

Immunity 
test level 

Voc 

V 

Isc 

A 
Waveform Basic standard 

Severity level in 
the basic 
standard 

EC1 

EC2 

EC3 

EC4 

EC5 

EC6 

EC7 

EC8 

EC9 

EC10 

EC11 

ECX 

100 

250 

500 

1 000 

2 000 

4 000 

4 000 

8 000 

16 000 

25 000 

160 kV 

Special 

2 

5 

10 

20 

40 

80 

80 

160 

320 

500 

3 200 

Special 

Damped sinusoids a 

Damped sinusoids a 

Damped sinusoids a 

Damped sinusoids a 

Damped sinusoids a 

Damped sinusoids a 

5/50 ns 

5/50 ns 

5/50 ns 

25/500 ns 

10/100 ns 

Fast transient 

IEC 61000-4-18 

IEC 61000-4-18 

IEC 61000-4-18 

IEC 61000-4-18 

IEC 61000-4-18 

IEC 61000-4-18 

IEC 61000-4-4 

IEC 61000-4-4 

IEC 61000-4-4 

This standard 

This standard 

This standard 

X 

X 

1 

2 

3 

4 

4 

X 

X 

EC10 

EC11 

ECX 

NOTE 1 Voltage and current levels shown in the table are for common mode values.  

NOTE 2 EC10 consists of four sublevels in addition to 25 kV: 1 kV, 4 kV, 8 kV and 16 kV. 

NOTE 3 For immunity test levels EC8 and EC9, it is sufficient to test with a single pulse. 

NOTE 4 EC11 consists of four sublevels in addition to 160 kV: 20 kV, 40 kV, 80 kV and 120 kV. This immunity test 
level category is intended for testing equipment directly connected to long MV distribution power lines protected 
against lightning. If lightning protection is not used, increase Voc to 1,6 MV and Isc to 4 000 A (see Annex A). 

a  Each immunity test level consists of at least three frequencies: 3 MHz, 10 MHz and 30 MHz. The damping 
parameter Q of the damped oscillatory wave test, as defined by equation (D.1) in IEC 61000-2-10:1998, ranges 
from 5 to 20. 
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5.5.1.2 Intermediate-time conducted immunity test levels 

The intermediate time HEMP conducted immunity test levels are shown in table 3. IC3 is used 
for protection concepts 1A and 2A, which do not have lightning protection on the LV a.c. 
power circuit. The rationale for this immunity test level is described in annex A. Immunity test 
levels IC2 and IC1 are lower than the IC3 level, since each test must include the specified 
test level plus the previous two lower levels, as described in the test procedure in clause 9. If 
lightning protection is used, intermediate time HEMP tests are not required, since SPDs used 
for lightning protection will be effective against the relatively slow surges in table 3. 

Table 3 – Intermediate time HEMP conducted immunity test levels 

Immunity test 
level 

Voc  

V 

Isc  

A 

Time waveform  Basic standard Severity level in 
the basic standard 

 

IC1 

 

1 000 

 

25 

Unidirectional pulse 

10/700 s 

IEC-61000-4-5 

(ITU-T test)2 

 

2 

 

IC2 

 

2 000 

 

50 

Unidirectional pulse 

10/700 s 

IEC-61000-4-5 

(ITU-T test) 

 

3 

  

IC3 

 

4 000  

 

100 

Unidirectional pulse 

10/700 s 

IEC-61000-4-5 

(ITU-T test) 

 

4 

  

ICX 

 

Special  

 

Special 

Unidirectional pulse 

10/700 s 

IEC-61000-4-5 

(ITU-T test) 

 

X 

NOTE Voltage and current levels shown in the table are for common mode values. For differential mode, use 
the values shown for common mode in the table. 

 

5.5.1.3 Late-time conducted immunity test levels 

The late-time HEMP conducted disturbance is a concern for telecommunications equipment, 
equipment directly connected to MV distribution power lines, and HV transmission power 
lines. LV power circuits will not be affected by the direct effects of the quasi-dc disturbance, 
due to their short lengths and the attenuation provided by distribution transformers. Although 
the ideal time waveform is a unipolar 1/50 s pulse, this waveform will be difficult to simulate, 
particularly at relatively high currents. For immunity testing, a trapezoidal pulse is used which 
is easier to realize. Conducted environment immunity test levels for late-time HEMP are listed 
in table 4. 

___________ 

2 The ITU is the International Telecommunications Union.  
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Table 4 – Conducted environment immunity test levels for late-time HEMP  

Immunity test 
level 

Voc  

V 

Isc  

A  

 Time waveform  

 

Basic standard Application 

 

LC1 

  

120 

 

1,2 

Unidirectional 60 s 
trapezoidal pulse 

This standard Typical telecom port 
with lines of 3 km or 
less 

 

LC2 

 

400 

 

1,33 

Unidirectional 60 s 
trapezoidal pulse 

This standard Telecom port for long 
lines up to 10 km.  

 

LC3 

 

400 

 

25 

Unidirectional 60 s 
trapezoidal pulse 

This standard Equipment directly 
connected to MV 
primary distribution 
power circuits a 

 

LC4 

 

4 000 

 

1 500 

Unidirectional 60 s 
trapezoidal pulse 

This standard Equipment directly 
connected to long HV 
transmission power 
lines a 

 

LCX 

 

Special 

 

Special 

 

Special 

This standard Voltage and current 
immunity test levels 
defined by the user. 

NOTE The detailed waveform specifications are presented in annex C. 

a Applicable only if a d.c. path to earth exists at both ends of the line. Information on the selection of the immunity 
test levels is given in annex A. 

 

Low voltage power circuits will be exposed to the indirect effects of the late time HEMP 
conducted disturbance on power distribution and transmission lines. Table 5 list tests for 
immunity to harmonic distortion and voltage dips appropriate for equipment low-voltage a.c. 
power ports.  

Table 5 – Late time HEMP conducted environment effects tests  
for low-voltage a.c. power ports 

Immunity 
test level 

Effects Test specification Basic standard  Severity level in the 
basic standard 

LCH1 Severe harmonic 
distortion 

2nd harmonic – 5 % of Vr 

3rd harmonic – 8 % of Vr 

IEC 61000-4-13 Class 3 test level 

LCV1 Voltage variations 60 % of Vr dip for 10 periods 

 

IEC 61000-4-11 Test level 40 % of Vr  

NOTE Vr is the rated a.c. input voltage. 

 

5.5.2 Conducted immunity test specifications  

In this standard, various IEC EMC tests that meet HEMP test requirements have been 
identified to minimise the number of new generators and test facilities needed to perform the 
tests. The test specifications are those of the existing standards as referenced in table 6. 
A coupling/de-coupling network similar to that used to conduct tests in IEC 61000-4-4, 
IEC 61000-4-5 and IEC 61000-4-12 18 shall be used for EC1 through EC11 and IC1 through 
IC4 tests. For early-time HEMP conducted immunity tests, the dielectric strength of the 
network shall be checked and confirmed as being adequate. For EC11 early-time HEMP 
conducted disturbances, the dielectric strength of the network shall should be designed to 
withstand voltage pulses up to 200 kV. Instrumentation and measurement guidance for the 
special tests defined by this standard is available in IEC 61000-4-33. 
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Table 6 – Conducted HEMP immunity test specifications 

Conducted test Reference document for 
the test specifications  

Source impedance  
Ω 

Special considerations 

Early-time 

EC1 – EC6 

ISO 7137 

IEC 61000-4-18 

100 ± 20 % 

at test frequencies 

Damped oscillatory wave test. 

See annex D 

Early-time 

EC7- EC9 

 

IEC 61000-4-4 

50 ± 30 % from 

1 MHz to 100 MHz 

Burst repetition rate: 2,5 kHz  
Burst duration: 10 ms 

Early-time 

EC10  

 

This standard 

50 ± 30 % from 

1 MHz to 20 MHz 

Single unipolar pulse  
 25/500 ns wave 

IEC 61000-4-33 is applicable. 

Early-time 

EC11  

 

This standard 

50 ± 30 % from 

1 MHz to 50 MHz 

Single unipolar pulse  
10/100 ns wave  

IEC 61000-4-33 is applicable. 

Intermediate-time 

IC1 – IC4 

 

IEC-61000-4-5 

40 ± 10 % 

Range: per 
standard 

 

ITU-T test  

Late-time 

LC1 – LC2 

 

This standard 

Variable 100 to 300  

Tolerance: ± 10 %  

Trapezoidal wave generator 

IEC 61000-4-33 is applicable 

Late-time 

LC3 – LC4 

 

This standard 

0,06 or less 

Tolerance: + 10 % 

Current injection generator 

IEC 61000-4-33 is applicable 

Late-time  

Indirect effects 

IEC 61000-4-11 

IEC 61000-4-13 

Per standard 

Per standard 

 

None 

 

6 Test equipment 

6.1 Radiated field tests 

6.1.1 Radiated field generator 

The radiated field generator shall be either a small radiated field test facility that meets the 
specification requirements in 5.4.3, or a large HEMP simulator that meets the specification 
requirements in 5.4.4. 

6.1.2 Instrumentation 

The measurement method shall involve the use of a fibre optic transmission link that permits 
signals to be measured and transmitted to a data processing system without disturbing the 
ambient EM field. The measurement system shall be intrinsically insensitive to 
electromagnetic radiation emitted by the simulator. The instrumentation and measurement 
techniques described in IEC 61000-4-33 are applicable to the radiated field tests in this 
standard. The purposes of the measurement system are  

a) to provide reference field measurements,  
b) to synchronise the simulated HEMP with the operational modes of the system under test 

as required by the user, and  
c) to provide EUT current and voltage measurements, as required by the user. 

The required overall measurement system accuracy shall should be within ±3,0 dB over a 
frequency range of fmin to fmax  

where  
fmin = 0,025/(pulse width) and  
fmax =1,25/(pulse rise time).  
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The maximum required frequency range is 50 kHz to 500 MHz., i.e. it is not necessary for fmin 
to be less than 50 kHz and fmax to exceed 500 MHz. The required overall measurement 
system instantaneous dynamic range must should be at least 40 dB. 

It is recommended that the measurement system have the following characteristics. 

– The data transmission system should have a minimum 3dB bandwidth of 50 kHz to 1GHz. 
– The digitizer or oscilloscope should have a 500 MHz minimum bandwidth and a minimum 

sampling rate of 2 gigasamples per second with a minimum data resolution of 8 bits. 
– The electric and magnetic field sensors should have a minimum 3 dB bandwidth of 50 kHz 

to 1 GHz. 
– The current sensors should have a minimum 3dB bandwidth of 50 kHz to 200 MHz. 

The reference field measurement shall consist of the three electric and the three magnetic 
field orthogonal components to permit an assessment of the electric to magnetic field ratio, as 
well as the spurious electromagnetic field components. The user also may specify other field 
measurements in the test volume. 

If the user requires voltage data, the measurement system shall be carefully designed to 
provide accurate voltage measurements in the presence of strong electromagnetic fields. 

6.2 Conducted disturbance tests 

6.2.1 Test generator 

The test generators for conducted disturbance immunity tests are the same as those required 
by the basic standards referenced in table 6. Immunity test levels EC10, EC11 and LC1 – LC4 
are referenced to this standard; specifications for the test generators are presented below. 

6.2.1.1 EC10 generator  

The characteristics and performance of the EC10 fast transient generator including the 
coupling device are as follows: 

– open circuit voltage range: 1 kV – 10 % to 25 kV + 10 % 
– the generator shall be capable of operating under short circuit conditions. 

Characteristics for operation under 50 Ω load condition: 

– maximum energy: 6 J/pulse at 16 kV into a 50 Ω load 
– polarity: positive/negative  
– rise time (10 % to 90 %) of the pulse: 25 ns ± 30 %  
– pulse duration (50 % value): 500 ns ± 30 % 
– output type: coaxial 

– dynamic source impedance ( see note):  50 Ω ± 15 Ω 
– pulse waveshape: double exponential  
– relationship to power supply: asynchronous 
NOTE The source impedance may be verified by the measurement of the peak values of the output impulse 
voltage at no load and 50 Ω load conditions respectively (ratio 2:1). 

6.2.1.2 EC11 generator 

The characteristics and performance of the EC11 fast transient generator including the 
coupling device are as follows: 

– open circuit voltage range: 20 kV –10 % to 160 kV + 10 % 
– the generator shall be capable of operating under short circuit conditions. 
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Characteristics for operation under 50 Ω load condition: 

– maximum energy: 50 J/pulse at 160 kV into a 50 Ω load 
– polarity: positive/negative 
– rise time (10 % to 90 %) of the pulse: 10 ns ± 30 % 
– pulse duration (50 % value): 100 ns ± 30 % 
– output type: coaxial 

– dynamic source impedance ( see note):  50 Ω ± 15 Ω 
– pulse waveshape: double exponential  
– relationship to power supply: asynchronous 
NOTE The source impedance may be verified by the measurement of the peak values of the output impulse 
voltage at no load and 50 Ω load conditions respectively (ratio 2:1). 

6.2.1.3 LC generator 

The characteristics and performance of the LC1 and LC2 slow pulse generator including the 
coupling device are as follows: 

– open circuit voltage waveshape: square wave  
– load voltage waveshape: trapezoid  

– trapezoidal voltage droop for a 100 Ω load: 10 % 
– open circuit voltage range: 50 V – 10 % to 500 V + 10 % 
– polarity: positive/negative  
– voltage rise time (10 % to 90 %)   

for a 100 Ω load:  1s ± 0,5 s 
– voltage pulse duration (50 % value)   

for a 100 Ω load:  60 s ± 0,5 s 

– variable source impedance:  100 Ω – 10 % to 300 Ω +10 % 
NOTE See Annex C for additional waveform details. 

For testing power system components, a current injection generator is appropriate, since the 
load impedance at low frequencies (a few hertz) ranges from a few ohms to tens of ohms for 
transformer windings and inductors connected to earth. The characteristics and performance 
of the LC3 and LC4 slow pulse generator are as follows: 

– open circuit voltage waveshape: square wave  
– load current waveshape: trapezoid  

– trapezoidal current droop for a 0,1 Ω load: 50 % 

– source impedance: less than 0,06 Ω 

– peak current for a 0,1 Ω load: 1 500 A ± 100 A 

– peak current for a 10 Ω load: 25 A ± 2,5 A 
– polarity: positive/negative  

– current rise time (10 % to 90 %) for a 0,1 Ω load:  1s ± 0,5 s 
– current pulse duration (50 % value): 60 s ± 0,5 s 
NOTE See annex C for additional waveform details. 

6.2.2 Instrumentation 

The test instrumentation for conducted disturbance immunity tests is the same as that 
required by the basic standards referenced in table 6. For levels that are referenced in this 
standard, the required overall measurement system accuracy shall be within ±3,0 dB over a 
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frequency range of fmin to fmax where fmin = 0,025/(pulse width) and fmax =1,25/(pulse rise 
time). For the special tests defined by this standard, the instrumentation and measurement 
techniques described in IEC 61000-4-33 are applicable. The required overall measurement 
system accuracy should be within ± 3,0 dB over a frequency range of fmin to fmax where 
fmin = 0,025/(pulse width) and fmax = 1,25/(pulse rise time). The maximum required frequency 
range is 50 kHz to 500 MHz., i.e. it is not necessary for fmin to be less than 50 kHz and fmax to 
exceed 500 MHz. The required overall measurement system instantaneous dynamic range 
must should be at least 40 dB. For immunity test levels EC9 to EC11, high voltage probes will 
be required to monitor the voltages.  

7 Test set-up 

7.1 Radiated disturbance test 

The test volume of a simulator depends on its physical size and on the characteristics of the 
radiating structure (antenna). It is defined as the volume in which the incident electromagnetic 
fields meet, or exceed, the required strength and field uniformity requirements, as specified in 
5.4.3 and 5.4.4 for a simulated HEMP test. If the object under test is too large relative to the 
test volume, the induced response will deviate from that of an incident plane wave 
illumination, and the results of the test will be questionable. 

To ensure the accuracy of the simulation, it is necessary to minimise the EUT-simulator 
interaction by locating the object under test far enough from the radiating or wave guiding 
elements of the simulator. For a bounded wave (parallel-plate) simulator, the object under test 
shall be located no closer than 0,3 times its overall transverse dimension to the parallel 
plates. If the EUT is to be tested while resting on a ground plane, it shall be located no closer 
than 0,6 times its transverse dimension to the upper parallel plate. For free-field simulators 
(e.g., vertical or horizontal radiating dipole antennas), the EUT can, in principle, be located 
closer to the simulator structure, because the EUT-simulator interaction is not as great as in 
the case of a parallel plate simulator.  

The EUT is described generally as having a finite volume, with dimensions determined by its 
greatest orthogonal dimensions in height, width and length. The EUT must fit within the 
simulator test volume as defined above. If “short” external conductors that are associated with 
the EUT can be illuminated in a realistic manner by the simulator, (see clause 8), then those 
cables shall also be used in determining the volume of the EUT. If the EUT is to be tested in a 
free-field mode, that is to say, not resting on a ground plane, then it shall be placed on 
a dielectric stand within the simulator, as described in 8.3.2.1 and 8.3.2.2. 

7.2 Conducted disturbance test 

The test set-up requirements for HEMP conducted disturbance immunity testing are the same 
as those for the other IEC EMC tests referenced in table 6. This approach permits the 
completion of HEMP conducted immunity testing, either as a stand-alone requirement, or as 
part of other IEC EMC required tests. For laboratory HEMP conducted disturbance immunity 
tests that are not referenced to other IEC EMC tests, the EUT shall be placed on a dielectric 
stand at a height of 0,1 m ± 0,01 m above the ground plane. In the case of table-top 
equipment or systems, the EUT shall be placed on a dielectric stand at a height of 0,8 m 
± 0,08 m above the ground plane. A ground connection shall be between the ground plane 
and the EUT according to the manufacturer’s specification. The minimum distance between 
the EUT and other conducting surfaces is 0,5 m. 

The test equipment and instrumentation required for EMC tests by other IEC-approved 
standards, as referenced in table 6, can be used for HEMP conducted immunity tests. 
However, for special immunity test levels, such as severity level X in a referenced standard, 
special equipment with higher peak pulse voltage capabilities may be required. For late-time 
HEMP conducted immunity tests, instrumentation must should be capable of recording the 
injected pulse and equipment or system response up to 60 s.  
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8 Test procedure 

Tests for conducted and radiated disturbance immunity may be performed separately. There 
are no requirements for testing both types of stresses simultaneously. 

If the entire system including all “short” external conductors can be illuminated in a realistic 
manner in a radiated test, then the early-time conducted tests may not be required on those 
cables (see 8.3.2.2 for the procedure). Moreover, conducted tests may not be necessary for 
antenna ports, if the antenna can be tested to the simulated HEMP stress with the antenna 
oriented for a maximum response. However, all ports connected to power, telecom, or other 
long lines must have conducted immunity tests.  

HEMP immunity tests shall be conducted in accordance with a test plan that describes the 
equipment to be tested, the immunity test levels and waveforms, climatic conditions, major 
operational modes, and the criteria for passing the immunity requirements. The ambient 
environment (both climatic and electromagnetic) of the laboratory or HEMP test facility shall 
not influence the test results. During the testing it is important to monitor the equipment to 
classify its performance as specified in accordance with clause 9. If equipment receives and 
sends data to other equipment in a system, an effort shall be made to send and receive the 
same or simulated data to the equipment being tested. This shall allow an evaluation of the 
equipment performance during the test. 

If the EUT does not pass the test requirements and if diagnostic measurements were made 
within the system or equipment, these probes and cables shall be removed, and the test shall 
be performed again to ensure that the added instrumentation is not the cause of the test 
failure. The test report shall clearly identify the presence of all external cables connected to 
the EUT, whether they are part of the equipment or are part of a measurement system. 

The EUT shall be tested in each major operational mode that is specified in the test plan. For 
conducted immunity tests, both positive and negative waveforms shall be used. For radiated 
immunity tests, only one polarity of the waveform is required.  

Laboratory tests shall be conducted with the ambient environmental conditions identified in 
8.1. On-site tests are not suitable for immunity acceptance tests, but these tests may be used 
to verify installed equipment immunity as well as system immunity. For on-site tests, ambient 
conditions described in 8.1 below are desirable, but not required. 

8.1 Climatic conditions 

The required HEMP testing shall be carried out in standard climatic conditions in accordance 
with IEC 60068-1 (1988): 

– temperature: 15 °C to 35 °C; 
– relative humidity: 25 % to 75 %; 
– atmospheric pressure: 86 kPa to 106 kPa. 

Other ranges of climatic conditions shall also be considered if the equipment is designed 
and/or specified to operate for those conditions, or if the test will be performed outdoors. The 
climatic conditions shall be measured and reported in the test report. 

8.2 Immunity test level and test exposures 

It is important to perform some test exposures below the voltage protection level of SPDs and 
also at a voltage level low enough to avoid arcing within the system, since damage may 
occur. Thus, each immunity test level shall consist of three actual test amplitudes, starting two 
levels below the specified immunity test level, which is assumed to be below the voltage 
protection level provided by the SPD and the arcing threshold. Thus, each immunity test 
should consist of three actual test amplitudes, the immunity test level in the table, and 50 %, 
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and 25 % of the level. The test should start at the lowest level, which is assumed to be below 
the voltage protection level provided by the SPD and the arcing threshold. Immunity test 
levels EC10 and EC11 are exceptions, since they consist of a primary level and additional 
sublevels. If lower levels are required to be below the voltage protection level, a lower starting 
test amplitude shall be specified. Each test pulse shall use the same waveform as that of the 
specified immunity test level. 

For radiated immunity tests, an immunity test level according to table 1 shall be specified. At 
least two test exposures shall be performed at each of the three test amplitudes (6 exposures) 
for each orientation and major operational mode of the test object.  

For conducted immunity tests, immunity test levels for each appropriate time regime shall 
should be specified (see tables 2, 3, 4 and 5). Conducted immunity tests, comprising both 
common mode and differential mode excitation with both positive and negative polarity 
waveforms, are normally required for power and telecom ports. Differential mode tests shall 
be conducted at the same amplitude as common mode tests. For I/O and shielded cables, 
differential mode tests are not necessary. At least two test exposures shall should be 
performed at each of the six test amplitudes (three positive and three negative pulses). This 
results in a total of 12 exposures for each major operational mode of the test object. 

8.3 Radiated disturbance test procedure 

8.3.1 Test parameter measurements 

The climate parameters defined in 8.1 shall be measured by the test operator and 
documented. The characteristics of the test facility consisting of a series of measurements of 
the electromagnetic field waveforms within the test volume without the EUT present shall be 
made available to the test operator. This information shall also include an evaluation that 
indicates that the requirements for the field uniformity and waveform characteristics stated in 
5.4.3, 5.4.4.1, or 5.4.4.2 have been met. An electric field measurement outside the test 
volume shall be recorded for each pulse of field illumination to observe that the amplitude of 
the generator is the same for each pulse. 

8.3.2 Radiated test procedure  

A small radiated test facility can be used to test equipment; however conducted immunity 
tests on all cable ports are also required. A small system may be tested in a large HEMP 
simulator and possibly meet the conducted immunity requirements for many cable ports. 
However, long lines such as a.c. power and telecommunication lines cannot be adequately 
tested in any HEMP simulator. Consequently, conducted immunity tests are always required 
for these ports. 

It is recognised that the large HEMP simulator is better suited for performing system-level 
tests where multiple pieces of equipment may be operating together. However, it is not a 
requirement of this standard that system level testing be performed in such a simulator. 

Each immunity test at a specified immunity test level consists of exposures at three exposure 
levels: the specified immunity test level and the next two lower levels. If only one lower level 
is defined by this standard, then only one level shall be used. If the lowest immunity test level 
is specified, then only that level of exposure is necessary for the immunity test. A minimum of 
two pulses of the field illumination shall be performed for each exposure level. 

Each immunity test at a specified immunity test level consists of exposures at three test 
amplitudes: the specified immunity test level, and 50 %, and 25 % of the level. A minimum of 
two pulses of the field illumination shall be performed for each of the three exposure levels. 
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8.3.2.1 Small radiated test facility 

The basic approach used in this procedure is to test equipment and small systems in a 
laboratory test facility, such as a TEM cell, anechoic chamber, or open area test facility. The 
EUT shall be placed on a dielectric stand at a height of 0,1 m ± 0,01 m above the ground 
plane within the test volume, and all equipment cables shall be used in manner consistent 
with the normal operation of the equipment. A ground connection shall be made between the 
ground plane and the EUT, according to the manufacturer’s specifications. It is necessary to 
control and document the lengths and positions of the cables associated with the EUT. Orient 
the cabling for minimum coupling to the source electric and magnetic field components in the 
test facility. Additional conducted immunity tests shall be performed separately to account for 
the coupling to these cables. The EUT shall be rotated to expose all sides (typically six sides) 
to the incident pulsed fields, although practical considerations may limit the number of 
rotations. 

If the method of monitoring involves measurements within the EUT, the probes and cables 
involved shall be carefully positioned, so as to minimise adverse effects on the 
measurements. In particular, fibre optic cables without metal material are recommended for 
such measurements. 

8.3.2.2 Large HEMP simulator procedure 

A pre-test analysis is required for tests with type II simulators since these test facilities do not 
meet the radiated immunity specifications given in 5.4.2. The adequacy of the test shall be 
demonstrated by comparing the interaction and coupling results of the simulated fields with 
those of the theoretical pulse described by 5.4.2. 

The basic approach used in this procedure is to test a large piece of equipment (or a self-
contained system) to the early-time radiated HEMP environment in a large HEMP simulator. 
Because of the substantial test volumes available in some simulators (as big as 1 000 m3), a 
system and its external and interconnecting cables can be exposed simultaneously. The most 
significant advantage of this type of test is that different pieces of interconnected equipment 
can be tested during realistic operations. Moreover, in some cases it is possible to eliminate 
the need for equipment level tests, and thus reduce the amount of conducted immunity 
testing. However, all ports connected to power, telecom, or other long lines must have 
conducted immunity tests. 

To apply this procedure, the EUT shall be placed inside of the simulator on a dielectric stand 
if needed, and the external system cables shall be oriented to maximise the currents induced 
at each point of entry (PoE) of the equipment. This shall be confirmed by measuring the 
currents entering each PoE. The measured currents are to be compared with the required 
conducted immunity test levels at each PoE. If the induced currents produced during the 
radiated field testing exceed the conducted disturbance immunity requirements with larger 
peak values, smaller rise times and larger pulse widths, and if the system continues to 
operate normally, then the conducted immunity test is no longer required for that PoE. If 
necessary, radiated tests may be performed at higher field levels to increase the induced 
currents at each PoE. This procedure is useful only if the system is able to operate acceptably 
during such an exposure. If these induced current levels cannot be achieved, a conducted 
immunity test shall be performed. 

If needed, the EUT shall be placed on a dielectric stand at a height of 0,1 m ± 0,01 m above 
the ground plane within the test volume. In the case of table-top equipment or systems, the 
EUT shall be placed on a dielectric stand at a height of 0,8 m ± 0,08 m above the ground 
plane within the test volume. A ground connection shall be made between the ground plane 
and the EUT, according to the manufacturer’s specifications. If possible, the EUT shall be 
rotated to expose all six faces to the incident fields. The short external cables that can be 
contained within the test volume shall be oriented for a maximum response at each cable port 
during at least one of the EUT orientations.  
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8.4 Conducted disturbance immunity test procedure 

The test procedure described in the basic standard referenced in table 6 shall be used for 
conducted immunity tests, except as noted below. Tests are required for all types of 
conductive lines (even for the longitudinal metallic part of fibre optic cables), which are 
connected to the system and equipment. These include power, communication, signal, control 
and earthing (grounding) lines.  

For shielded cables, where the cable shield is bonded to a shielded enclosure at each end, 
the cable shield shall be driven with the required stress. If a cable is not shielded, or if the 
cable shield is not electrically terminated on the equipment shield, then the internal wires 
shall be directly driven with the stress. The bulk current on these internal wires shall meet the 
drive requirements.  

Each immunity test at a specified immunity test level consists of exposures at three exposure 
levels: the specified immunity test level and the next two lower levels. If only one lower level 
is defined by this standard, then only one level shall be used. If the lowest immunity test level 
is specified, then only that level of exposure is necessary for the immunity test. A minimum of 
two positive pulses and two negative pulses shall be performed for each exposure level. 

Each immunity test at a specified immunity test level consists of exposures at three exposure 
levels: the specified immunity test level, and 50 %, and 25 % of the level. A minimum of two 
positive pulses and two negative pulses shall be performed for each of the three exposure 
levels. 

8.5 Test execution  

The test shall be performed in accordance with a test plan. Test exposures shall be applied 
when the EUT is in each of its major operating modes under normal operating condition, as 
defined in the test plan. For each test exposure level, the pulses shall be applied with 
sufficient time between pulses to check for system degradation or damage. After each 
exposure level, the operational performance of the EUT shall be determined. If temporary 
degradation of the EUT is observed, the test at the exposure level at which degradation 
occurred shall be repeated. 

8.5.1 Execution of the radiated immunity test 

The radiated immunity test shall be carried out on the basis of a test plan, including the 
verification of the performances of the EUT, as defined in the product standard, or in its 
absence, by the technical specification. 

The EUT shall be in the normal operating condition. A test configuration matrix consisting of 
the EUT operational configurations, major functional states, and orientations relative to the 
direction of wave propagation shall be developed. For each test configuration, the test plan 
shall specify  

– test exposure levels: the selected immunity test level, plus the next two lower levels;  
– number of exposures at each level (at least two are required);  
– PoEs to be evaluated; 
– description of positions of the cables and measurements to be made; 
– required auxiliary equipment; 
– polarity and angle of incidence of the simulated fields; 
– details of the test set-up, whenever it is different from that specified in clause 7; 
– pass/fail criteria. 
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8.5.2 Execution of the conducted immunity test 

The conducted immunity test shall be carried out on the basis of a test plan, including the 
verification of the performances of the EUT, as defined in the product standard, or in its 
absence, by the technical specification. 

The EUT shall be in the normal operating condition. A test configuration matrix consisting of 
the EUT operational configurations and major functional states shall be developed. For each 
test configuration, the conducted immunity test plan shall specify 

– type of tests to be performed (early-time, intermediate-time, and/or late-time); 
– test modes (both common and differential modes are normally required for early and 

intermediate time tests on cables connected to a.c. and d.c. power ports and telecom 
ports); 

– common mode test levels: the selected immunity test level, plus the next two lower levels; 
– differential mode test levels: equal to the common mode test levels; 
– polarity of test voltage/current waveforms (both polarities are mandatory); 
– number of required applications of each exposure level (at least two); 
– EUT cable (conductor) ports to be tested; 
– sequence of application of the test pulse to the EUT ports, one after the other, or two 

cables connected to more than one port, etc.; 
– required auxiliary equipment; 
– test set-up, whenever different from that specified in clause 7; 
– pass/fail criteria. 
NOTE Differential mode tests are recommended for power and telecom cable ports. 

The test plan shall be subject to agreement between the manufacturer and test laboratory or 
user. Tests may be performed without probes, if these probes are suspected of modifying or 
otherwise interfering with the test results. 

9 Test results and test reports 

The test report shall include details of the EUT, test conditions, operational mode, measured 
test results, and equipment response for each test exposure. For radiated immunity tests, the 
report shall also include the measured referenced field as well as the HEMP field generator 
information, such as the results of diagnostic equipment calibration, field mapping within the 
test volume, and the time domain electric field with its associated frequency spectrum. An 
assessment of any adverse impacts due to fluctuations in the frequency spectrum of the 
electric field compared to the theoretical spectrum shall be discussed in the report. 

The EUT performance shall be classified as one or more of the following: 

a) normal performance within the specification limits; 
b) temporary degradation or loss of function or performance which is self-recoverable; 
c) temporary degradation or loss of function or performance, which requires operator 

intervention or system reset; 
d) degradation or loss-of-function which is not recoverable due to a of loss of data or 

damage to equipment; 
e) degradation that can lead to a safety problem (for example fire). 

For acceptance tests, the test program and the interpretation of the test results shall be 
described in the specific product standard. When circumstances dictate, product committees 
may modify the test result categories described above. 
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Annex A  
(informative) 

 
Rationale for the immunity test levels 

 
 

The immunity tests recommended in this standard have been determined by careful 
consideration of both the range of equipment locations and the appropriate test levels at 
those locations. The selection of the test levels shall be based on the level of protection at the 
equipment location provided by the installation conditions (building, lightning protection, etc.), 
as defined in IEC 61000-5-3, and the required reliability of the equipment. The levels and 
waveforms for HEMP radiated and conducted stresses are defined in IEC 61000-2-11 for the 
protection concepts identified in IEC 61000-5-3. The very high (99 %), high (90 %) and 
nominal (50 %) probability levels in IEC 61000-2-11 have been used to determine stresses for 
very high, high, and nominal equipment reliability requirements, respectively.  

To simplify and reduce the number of immunity test levels, the requirements of two or more 
protection concepts have been combined to eliminate some levels. In addition, some 
conducted stresses have been modified to account for any reductions that can be expected 
due to likely flashovers or lightning protection provided by MV surge arresters or LV SPDs. 
HEMP test experience has shown that steep-front short-duration transients will flash over at a 
level near twice that of the 1,2/50 µs wave defined in IEC 61000-4-5. Thus, if an insulator 
flashes over at 110 kV for the 1,2/50 µs wave, it would flash over at about 220 kV for the 
steep-front short-duration HEMP-induced transients. The voltage protection level on a MV line 
protected by a metal-oxide varistor (MOV) lightning arrester with short leads is about three 
times that for 1,2/50 µs wave [1]3. For example, the voltage protection level for a 9 kV MOV 
surge arrester is about 40 kV for a 20 kA 1,2/50 µs wave, and the HEMP conducted 
disturbance would be limited to about three times 40 kV or 120 kV. Note that the voltage 
protection of the arrester of 120 kV is considerably less than that provided by the insulator 
flashing over, i.e. 220 kV. 

Similarly, the voltage protection level on a LV line protected by an SPD with short leads is 
also about three times that for a 1,2/50 µs wave, see [2] and [3]. The higher voltage protection 
level for a steep-front surge is due, to a large extent, to the inductance of leads, which is 
approximately 1µH/m. For information on the proper installation of SPDs to minimise lead 
inductance, see [2] A properly installed SPD should provide a voltage protection level equal to 
about four times the operating voltage for a 1,2/50 µs wave, with a surge current up to several 
kiloamperes, according to [2]. 

A.1 Radiated immunity testing levels 

Levels R1, R4, and R7 are values defined by IEC 61000-2-11. Levels R2, R3, R5 and R6 are 
intermediate levels. Level RX corresponds to a particular electromagnetic disturbance level 
defined for a special application (for example, a higher level due to field enhancement near 
metallic structures, to ensure a larger hardening margin, etc.). Two of the levels defined by 
IEC 61000-2-11, (5 V/m) and (50 V/m), would not be significant as immunity test levels, and 
these low levels have not been used in this standard. 

The radiated immunity test levels are shown in table A.1. The levels are based on the 
protection concepts described in IEC 61000-5-3. In concept 4, 40 dB of minimum attenuation 
is provided by a shielded enclosure with modest RF shielding. In concepts 2 and 3, 20 dB of 
attenuation is provided by a concrete building with rebar, a bonded metal building or a buried 
structure. 

___________ 
3 The figures in brackets refer to clause A.3. 
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Table A.1 – Radiated immunity test levels 

Immunity test level Test required for equipment and 
systems with the following protection 

Protection 
concept a 

Field peak value Epeak 

KV/m 

R1 

R2 

R3 

R4 

R5 

R6 

R7 

RX 

40 dB attenuation 

Intermediate value 

Intermediate value 

20 dB attenuation 

Intermediate value 

Intermediate value 

No field attenuation 

Special applications 

4 

 

 

2A, 2B, 3 

 

 

1A, 1B 

0,5 

1 

2 

5 

10 

20 

50 

X 
a According to IEC 61000-5-3. 

 

Radiated tests for intermediate and late-time HEMP are not required, since these 
environments will only couple significantly to very long lines, and conducted environment tests 
are more appropriate. 

A.2 Conducted immunity test levels 

The test levels for the three time regimes of the conducted disturbance are as follows: 

−  EC levels are related to early time HEMP conducted environments; 

−  IC levels pertain to intermediate time HEMP conducted environments; 

−  LC levels are for the late time HEMP conducted environments. 

A.2.1 Early-time immunity test levels 

A.2.1.1 The conducted early time HEMP environment 

The classification of conducted common-mode early-time HEMP environments, as presented 
in IEC 61000-2-11, are shown in table A.2. 
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Table A.2 – Conducted common-mode early time HEMP environments 

Protect 
concept 

50 % probability  

Voc/Isc 

90 % probability  

Voc/Isc 

99 % 
probability  

Voc/Isc 

Buried line  

Voc/Isc 

 

6 

 

5 V/0,05 A 

 

15 V/0,15 A 

 

40 V/0,4 A 

 

5 V/0,05 A 

 

5 

 

50 V/0,5 A 

 

150 V/1,5 A 

 

400 V/4A 
 

 

50 V/0,5 A 

 

3 and 4 

 

500 V/5 A 

 

1500 V/15 A 

 

4 kV/4 0 A 
 

 

500 V/5 A 

 

1B and 2B 

 

20 kV/50 A 

 

60 kV/150 A 

 

160 kV/400 A 
 

 

2,5 kV/50 A 

 

1A and 2A 

 

200 kV/500 A 

 

600 kV/1,5 kA 

 

1,6 MV/4,0 kA 
 

 

25 kV/500 A 

 
The waveform for the buried line is given as a unidirectional pulse, 25/500 ns with a source 
impedance of 50 Ω. Damped sinusoids with a frequency of 10 MHz are used for the 
conducted environment up to 4 kV from elevated lines. Transients from elevated lines equal to 
or above  
8 kV are 10/100 ns waves in IEC 61000-2-11. However, the higher values above 8 kV in  
table A.3 are for cases where LV insulation breakdown or SPD responses are appropriate. 
These cases are all represented by 5/50 ns waves.  

The high voltage transients associated with concepts 1 and 2 shown in table A2 will not be 
available to low voltage equipment located within buildings, due to the insulation strength of 
low voltage circuits and the effects of any lightning protection devices. The lightning 
protection is assumed to be nominal, i.e. the application of an SPD or surge arrester has less 
than an optimum voltage protection level. For example, for a MOV SPD having lead lengths of 
0,1 m and a 50 % probability conducted environment for concept 2B of a 0,5 kA 10 x 100 ns 
wave described in IEC 61000-2-11, the protection voltage level is  

(50 kA/µs) × 0,1 µH + 4,1 × 690 V = 7,8 kV. 

Larger surges will cause higher protection voltage levels due to the lead inductance. This 
level will be attenuated at points within the building, since steep-front surges suffer 
appreciable attenuation when propagating in power lines; reductions occur both in the 
amplitude and the steepness of the front [3].  

For a.c. power ports connected to LV power circuits without lightning protection, the peak 
voltage is approximately given by two times the severe lightning level of 8 kV specified in 
IEC 61000-2-5 for 120-690 V a.c. power circuits. The 8 kV level is near the voltage limit for 
building power circuits, due to the flashover clearances. However, for the 90 % and 99 % 
probability cases in concepts 1A and 2A, a factor of 2,5 times the severe lightning level is 
conservatively used. The values based on the rationale of limiting voltage peaks on low 
voltage circuits are shown in table A.3. 
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Table A.3 – Early time HEMP conducted environments on LV circuits  
(low-voltage circuits up to 1 000 V) 

Protect 
concept 

50 % 
probability  

Voc/Isc 

90 % probability  

Voc/Isc 

99 % 
probability  

Voc/Isc 

Buried line  

Voc/Isc 

6 5 V/0,05 A 15 V/0,15 A 40 V/0,4 A 5 V/0,05 A 

5 50 V/0,5 A 150 V/1,5 A 400 V/4A 50 V/0,5 A 

3 and 4 500 V/5 A 1500 V/15 A 4 kV/4 0 A 500 V/5 A 

1B and 2B 8 kV/160 A 16 kV/160 A 16 kV/160 A 8 kV/160 A 

1A and 2A  16 kV/320 A 20 kV/320 A 20 kV/320 A 25 kV/200 A 

 

Input and output (I/O) data lines and d.c. power lines are assumed to be unshielded internal 
building cables up to 100 m in length. Electrical insulation strength is assumed equal to LV 
power circuits. For lines less than 100 m in length, the peak voltage may be reduced 
proportionally. For example, a 50 m line can be expected to be subjected to half the impulse 
voltage of a 100 m line. 

The early-time HEMP conducted environments for various applications are presented in 
table A.4. 
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Table A.4 – Conducted environments for early time HEMP 

Protection 
concept Equipment location 

Probability 
for long lines 

(percent) 

Conducted 
disturbance 

AC power 

Conducted 
disturbance 

Telecom 

Conducted 
disturbance 

I/O data ports 
d.c. power 

5 

Within a room or building 
with good RF shielding 
(60 dB) and PoE 
protection 

99 400 V 400 V 80 V 

4 

Within a room or building 
with nominal to good RF 
shielding (40 dB) and 
nominal over-voltage and 
EMI protection 

90 2 kV 2 kV 1 kV 

2B 

Within a structure with 
rebar shielding (20 dB) 
and nominal lightning 
protection at the a.c. main 

50 8 kV 

8kV 
limited by 

gas-tube or 
other 

protection 

2 kV 

1A 

Within a poorly shielded 
building or residence 
without lightning 
protection on the 
secondary (LV) distribution 
power line 

50 

99 

16 kV 

25 kV a 

8kV 
limited by 

gas-tube or 
other 

protection 

12 kV 

1B 

 

Directly connected to the 
primary voltage (MV) 
distribution power line with 
nominal lightning 
protection 

90 160 kV b ---------- -------- 

NOTE Protection concepts (indoors) are a combination of probable flashover effects and the protection 
concepts in IEC 61000-2-11. 

a For underground lines without insulation breakdown. Insulation breakdown may modify the actual 
disturbance. 
b For equipment directly connected to a medium voltage (1-35 kV) distribution power line. If lightning 
protection is not used, use a level of twice the basic insulation level (BIL) for the 1,2/50 µs impulse but not 
exceeding 1,6 MV. The source impedance should be 400 ± 100 Ω. 

 

A.2.1.2 Selection of immunity test levels 

Stresses with current amplitudes less than 0,5 A are not considered to be significant as an 
immunity test level.  

Test level EC1 with a short circuit current of 1 A is used to test all well-protected equipment 
telecom and data ports for concepts 5 and 6.  
Test levels EC2 and EC3 are used to test 120 V and 240 V a.c. power ports, respectively, for 
concepts 5 and 6.  
Test level EC4 corresponds to levels defined in IEC 61000-2-11 for concept 3 or 4 at a 50 % 
probability, i.e. there is a 50 % probability that the conductance disturbance for concept 3 will 
be equal to or less than the value presented in IEC 61000-2-11. Test level EC4 also 
corresponds to concept 5 at a 99 % probability.  
Test levels EC5 and EC6 correspond to levels defined for concept 3 or 4 at a 90 % and 99 % 
probability respectively, while EC7 also corresponds to concept 4 at a 99% probability. 
Test level EC8 corresponds to a level defined in IEC 61000-2-11 for concept 1B or 2B, but it 
includes the likely effects of exceeding the circuit insulation breakdown level and the voltage 
protection level associated with lightning protection, i.e. secondary-voltage SPDs.  
Level EC9 is for testing equipment located at the power main in buildings without LV lightning 
protection.  
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Level EC10 is for testing equipment located in buildings having underground power service 
and without LV lightning protection at the power main.  
Level EC11 is for testing equipment directly attached to a primary distribution power line with 
lightning protection.  
Other levels are intermediate values.  

The selected test levels are shown in table 2.  

The test levels map to table A.3 as shown in table A.5. 

Table A.5 – Early time HEMP conducted environments immunity test levels for LV 
circuits (low-voltage circuits up to 1000 V) 

Protection 
concept 

50 % probability  90 % probability 

 

99 % 
probability  

Buried line  

6 -------- ---------- EC1 ----------- 

5 EC1 EC2 EC3 --------- 

 
3 and 4 

 
EC4 

 
EC5 

EC6 

EC7 

 
EC10 at 1 kV 

1B and 2B EC8 EC9 EC9 EC10 at 8 kV 

1A and 2A EC9 EC11 at 20 kV EC11 at 20 kV EC10 

 

The early-time HEMP conducted environment immunity test levels for various applications 
are presented in table A.6. 
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Table A.6 – Example early time HEMP immunity test levels for various applications. 

Protection 
concepts Equipment location 

Probability 
for long 

lines 

(percent) 

Conducted 
disturbance 

a.c. power 

Conducted 
disturbance 

Telecom 
I/O data ports 

6 

(indoors) 

Within a room with excellent 
RF shielding (80 dB) and 
POE protection (80 dB) 

99 EC4 EC1 --------- 

5 

(indoors) 

Within a room or building 
with good RF shielding (60 
dB) and POE protection 

99 EC4 EC3 EC1 

4 

(indoors) 

Within a room or building 
with nominal to good RF 
shielding (40 dB) and 
nominal over-voltage and 
EMI protection 

90 EC5 EC5 EC4 

2B 

(indoors) 

Within a structure with rebar 
and nominal lightning 
protection at the a.c. main 

50 EC8 EC8 EC5 

1A 

(indoors) 

Within a poorly shielded 
building or residence 
without lightning protection 
on the secondary distribution 
power line 

50 

99 

EC9 

EC10 a 
EC8 

EC10 a 
EC9 

1B 

(outdoors) 

Directly connected to the 
primary voltage distribution 
power line with nominal 
lightning protection 

90 EC 11 ----------- -------- 

NOTE 1 The shielding associated with the protection concepts are listed in IEC 61000-2-11, table 1. Level 
EC4 is the minimum recommended level for power ports due to the normal level of transients observed on 
power circuits. 

NOTE 2 Protection concepts (indoors) are a combination of probable flashover effects and the protection 
concepts in IEC 61000-2-1. 

a For buildings with underground lines. For secondary power distribution with lightning protection and telecom 
lines with gas-tube protection, reduce the level to 8 kV. 

 

A.2.2 Intermediate-time immunity test levels 

Standard lightning protection will provide adequate protection against the intermediate time 
HEMP conducted disturbance. For the HEMP protection concepts where lightning protection is 
not used, these transients must be considered. According to EC 61000-2-11, the peak voltage 
of the conducted environment is 160 kV and the transient waveform is approximated by a 
25/1 500 µs wave. The flashover level for switching surges, which have waveforms similar to 
the 25/1 500 µs wave, is approximately equal to 80 % of the flashover level for a 1,2/50 µs 
impulse. Thus, the transients at electrical outlets will be about 4,8 kV (80 % of 6 kV). For a 
nominal level of confidence, 4 kV is selected. The waveform will be altered by the flashover, 
causing both the rise time and the fall time to be shorter. The 10/700 µs waveform is selected 
to represent the stress on equipment in buildings without lightning protection on a.c. power. 
For telecom lines, gas-tube protectors should provide adequate protection. 

A.2.3 Late-time immunity test levels 

The conducted late-time HEMP disturbance is characterised as a quasi-dc, unidirectional 
current waveform having a 1/50 s shape. This disturbance will occur only in long conducting 
lines that are connected to earth at both ends. For power lines, such earthing is accomplished 
through the windings of three-phase wye transformers or single-phase transformers. The 
direct effects of this late time HEMP disturbance will not likely effect equipment connected to 
low voltage secondary power circuits, since the quasi-dc current passing through the 
transformer from a primary distribution circuit to a low-voltage outlet will be approximately 
zero. Many power systems, such as those in much of Europe, use delta wound three-phase 
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transformers to distribute power to single-phase and three-phase loads. These circuits do not 
provide an earth connection at both ends of the primary circuit. For power systems that use 
single-phase and wye-winding transformers, the quasi-dc current available at the low voltage 
outlet will be small (on order of a few mA). Therefore, quasi-dc tests for the a.c. power ports 
of low-voltage equipment are not required. However, indirect effects of late time HEMP at the 
low-voltage outlet should be considered for HEMP immunity requirements. These indirect 
effects include the generation of power frequency harmonics and voltage swings. An 
experiment with a saturated 75 kVA distribution transformer resulted in power frequency 
harmonics of about 5 % to 8 % of the fundamental voltage for the first few harmonics [4].  

For equipment directly connected to MV primary distribution and HV transmission power 
circuits as well as telecommunication circuits, the quasi-dc disturbance should be considered. 
The maximum level of quasi-dc current I (in amperes) is given by I = (L × 40 V/km)/R, where R 
is the total circuit resistance and L is the line length, in kilometers. Approximate values for the 
short circuit current and the open circuit voltage have been determined in IEC 61000-2-11. A 
typical primary distribution power circuit late-time current is 12 A. This is for a circuit 
consisting of a 10 MVA substation transformer with a 0,01 Ω winding resistance, a 0,5 Ω 
substation earthing resistance, a 10 km line with 2,5 Ω resistance, a 25 kVA distribution 
transformer with 10 Ω primary winding resistance, and a 20 Ω earthing resistance at the 
distribution transformer. If the transformer is the object under test, then the open-circuit 
voltage is 400 V and the short-circuit current is 23 A.  

For a typical transmission system with resistances of 0,02 Ω/km for each phase conductor, 
0,15 Ω winding resistance for two series connected transformers, and 0,25 Ω for each 
substation ground, the open-circuit voltage for a 100 km line is 4 000 V and the short-circuit 
current is 4 000V/2,8 Ω or 1 429 A. The short-circuit current at one of the transformers is 
4 000V/2,65 Ω or 1 509 A. The values from the above examples and from IEC 61000-4-11 
have been used to develop the test levels in table 4. 

A.3 Reference Documents 

[1] Miller D. B., Experimental Investigation of Steep-Front Short Duration (SFSD) Surge 
Effects on Power Systems Components, ORNL-/Sub/87-91345, Lockheed Martin Energy 
Research Corporation, Oak Ridge National Laboratory, Oak Ridge, TN 37831, May 
1992. 

[2] IEC 61643-12, Surge protective devices connected to low-voltage power distribution 
systems – Part 12: Selection and application principles4 

[3] Martzloff F. D. and Wilson P. F., Fast transient tests − trivial or terminal pursuit, 
Proceedings, EMC Zurich Symposium, 1987. 

[4] McConnell B. W., et al., Impacts of Quasi-dc Currents on Three-Phase Distribution 
Transformer Installations, ORNL/Sub/89-SE912/1, Lockheed Martin Energy Research 
Corporation, Oak Ridge National Laboratory, Oak Ridge, TN 37831, June 1992. 

[5] Barnes P. R. and Hudson T. L., Steep-Front Short-Duration Voltage Surge Tests of 
Power Line Filters and Transient Voltage Suppressors, IEEE Transactions on Power 
Delivery, Vol. 4, No. 2, April 1989. 

[6] Barnes P. R., et al., Electromagnetic Pulse Research on Electric Power Systems – 
Program Summary and Recommendations, ORNL-6708, Lockheed Martin Energy 
Research Corporation, Oak Ridge National Laboratory, Oak Ridge, TN 37831,  
January 1993. 
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4 To be published 

Full document details: IEC 61000-4-25-2019

http://avadocuments2026.com/doc/iec-61000-4-25-2019
http://avadocuments2026.com/doc/iec-61000-4-25-2019


 – 38 – IEC 61000-4-25:2001+AMD1:2012 
  +AMD2:2019 CSV  IEC 2019 

 

Annex B  
(informative) 

 
Conducted immunity tests for antennas 

 
 

The near worst-case peak response of a vertical electric monopole to the HEMP early-time 
waveform is considered below. The waveforms for the conducted environments at antenna 
ports are damped sinusoids with a frequency approximately equal to the designed centre 
frequency fc of the antenna.  

A simple form for the damped sinusoid load current response for a dipole (or monopole) 
antenna is given by equation (3) in IEC 61000-2-10 as  

 ( )tfekII t
cpeakL 2sin πη−=  (3) 

where  
k is a normalizing factor, 

η is a function of fc and the antenna damping parameter Q.  

The response waveform typically decreases to near zero after four cycles through an antenna 
load of 50 Ω. If a high-gain antenna is used, the peak values should be multiplied by the 
appropriate antenna gain evaluated at the antenna designed centre frequency fc. The source 
impedance for an antenna conducted disturbance simulator is 50 Ω.  

The open-circuit voltage response Va is approximately given by 

 
Va= kVpeak e–ηtsin(ω t) (4) 

where  

Vpeak = kIpeak,  
ω = 2πfc and  

η  is approximately equal to 0,5fc. 
Vpeak can be estimated from table 4 of IEC 61000-2-10. A 30 % dip angle and a 90 % severity 

are used as a reasonably severe case.  

Applying table 4, Vpeak is approximately given in kilovolts for VHF and UHF antennas by 

 Vpeak = 1 800 / fc  (5) 

where  
fc is in MHz.  

The value of k in equation (4) is 

  k = 10(G-g)/10
 . (6) 

G is the gain of the antenna over a half-wave dipole, in decibels, 

g is equal to 3 dB to account for the quarter-wave monopole values used above.  

Full document details: IEC 61000-4-25-2019

http://avadocuments2026.com/doc/iec-61000-4-25-2019
http://avadocuments2026.com/doc/iec-61000-4-25-2019


IEC 61000-4-25:2001+AMD1:2012 – 39 – 
+AMD2:2019 CSV  IEC 2019 

 

If the antenna gain is referenced to an isotropic radiator, then a value of 5 dB should be used 
for g.  

The approximate Vpeak values for selected communications bands are listed below: 

For the VHF low-band (30 MHz):  Vpeak = 60 kV  

For the VHF low-band (50 MHz):  Vpeak = 36 kV 

For the VHF high-band (150 MHz):  Vpeak = 12 kV 

For the UHF band (220 MHz):  Vpeak = 8 kV 

For the UHF high-band (450 MHz):  Vpeak = 4 kV 

For antennas with nominal lightning protection with a d.c. voltage breakdown of about 1 500 
V, use Vpeak ≥ 4 kV. 
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Annex C  
(informative) 

 
Conducted disturbance immunity tests 

 
 

The test generators, set-up and procedures for conducted disturbance immunity tests are the 
same as those required by the basic standards referenced in table 6. Levels EC10, EC11 and 
LC1 – LC4 are referenced to this standard and specifications for the test generators are 
presented in 6.2.1.1, 6.2.1.2, and 6.2.1.3. Descriptive information for these immunity test 
levels is presented in this annex. 

C.1 EC10 and EC11 

A general block diagram for the test set-up for the EC10 and EC11 level is shown in figure 
C.1. The height of the insulating support for the EUT shall be 0,1 m ± 0,01 m above the 
ground plane. In the case of tabletop equipment or systems, the EUT shall be placed at a 
height of 0,8 m ± 0,08 m above the ground plane. A ground connection shall be between the 
ground plane and the EUT according to the manufacturer’s specification. The minimum 
distance between the EUT and other conducting surfaces is 0,5 m. The test set-up, 
instrumentation requirements, and test procedure for these levels are similar to those in IEC 
61000-4-4.  

A simplified circuit diagram of a pulse generator and the pulse waveform for immunity test 
level EC10 are shown in figures C.2 and C.3, respectively. For details on the circuit elements 
in figure C.2, see IEC 61000-4-4. The values of these elements will have to be modified as 
appropriate to achieve the waveform in figure C.3. An example of a circuit diagram for an 
EC11 generator is shown in figure C.4. The waveform for EC11 is shown in figure C.5. For 
information on the circuit elements in figure C.4, is given in [1]5. 

C.2 LC immunity tests 

The late-time conducted immunity test generator and pulse waveform are shown in figures 
C.6 and C.7 respectively. For immunity test levels LC1 and LC2, a generator can be designed 
around a capacitor charged to a d.c. voltage level and discharged into the EUT with 
appropriate coupling and de-coupling circuits. For LC3 and LC4, a battery d.c. source is a 
possible approach for the design of the slow pulse generator. For energised circuits, coupler 
and de-coupler networks will be required to prevent damage to the slow pulse generator from 
the a.c. or d.c. power and to prevent the slow pulse from propagating into the power source. 

C.3 Reference documents 

[1] Ramus A., Design Concepts for a Pulse Power Test Facility to Simulated EMP Surges in 
Overhead Power Lines – Part I Fast Pulse, ORNL/Sub/84-89642/1, Lockheed Martin 
Energy Research Corporation, Oak Ridge National Laboratory, Oak Ridge, TN 37831, 
February 1986. 

[2] Dethlefsen R., Design Concepts for a Pulse Power Test Facility to Simulated EMP 
Surges in Overhead Power Lines – Part II Slow Pulse, ORNL/Sub/84-89642/2, Lockheed 

___________ 
5 Figures in brackets refer to clause C.3. 
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Martin Energy Research Corporation, Oak Ridge National Laboratory, Oak Ridge, TN 
37831, October 1985.6 

 

Figure C.1 – Block diagram for EC10 and EC11 immunity tests 

 

 

Key: 
U = high-voltage source 
Rc = charging resistor 
Cc = energy storage capacitor 
Rs = pulse duration shaping resistor 
Rm = impedance matching resistor 
Cd = d.c. blocking capacitor 

Figure C.2 – Example of a simplified circuit diagram of a fast transient/burst generator 

___________ 
6  The above referenced documents are available from: National Technical Information Service, U.S. Department 

of Commerce, 5285 Port Royal Road, Springfield, Virginia 22161. 
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Figure C.3 – Waveshape of an EC10 pulse into a 50 Ω load 

 

Figure C.4 – Example of an EC11 generator (see clause C.1 for details) 
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Figure C.5 – Waveshape of an EC11 pulse into a 50 Ω load 
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Figure C.6 – Simplified block diagram for LC immunity test levels 
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Figure C.7 – Waveshape of the LC slow pulse 
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Annex D   
(normative informative) 

 
Damped oscillatory wave test 

 
 

IEC 61000-2-11 identifies a 10 MHz damped oscillatory wave for the low level conducted 
environment. Actual system responses will result in frequencies below and above 10 MHz, 
ranging from about 1 MHz to 100 MHz, with 1 MHz and 10 MHz likely to be dominate in many 
systems. This annex describes a modification to the ISO test to meet the requirements for 
HEMP immunity testing. A German and a US/NATO standard are also presented as 
alternatives to the ISO test. This standard uses IEC 61000-4-18 for the damped oscillatory 
wave test. This annex describes other pulse injection tests that have been used for HEMP 
immunity testing. An ISO test as well as a German and a US/NATO standard are presented 
below for informative purposes. 

D.1 ISO 7137 

The test procedure in ISO 7137 for the a damped oscillatory wave test is test method 3.8 
used for lightning induced transient susceptibility. The ISO document references a joint 
EUROCAE and RTCA document for this test. The damped oscillatory wave is waveform 
number 3, and the test method is described in Subsection 22.5.2.1 of Section 22 of 
EUROCAE/ED-14C and RTCA/DO-160C, amended in accordance with revision No. 2 (1992-
06-19). Test procedures are described for both shielded and unshielded cable bundle tests. 
See reference [1] in Clause D.4 for a description of this test. 

Table D.1 – ISO 7137 test procedure reference number 3.8 

Immunity 
test level 

Voc  

V 

Isc  

A 

Waveform frequencies 

(waveform number 3) 

MHz 

Approximate 
range for Q a 

 

Severity level in 
the basic 

standard b 

EC1 

EC2 

EC3 

EC4 

EC5 

EC6 

100 

250 

500 

1 000 

2 000 

4 000 

1 

2,5 

5 

10 

20 

40 

1 and 10 

1 and 10 

1 and 10 

1 and 10 

1 and 10 

1 and 10 

6-33 

6-33 

6-33 

6-33 

6-33 

6-33 

Not applicable 

Not applicable 

Not applicable 

Not applicable 

Not applicable 

Not applicable 
a Adjust Q to vary between 5-20. 
b Adjust the generator open-circuit voltage and short-circuit current to the values shown in table D.1. 

 
Two alternate tests are presented in clauses D.2 and D.3. 

D.2 VG 96-903, Part 70 

The German VG standard provides a method for direct injection testing. The test method and 
injection generator are described in clause D.4, references [1] and [2] and [3] in Clause D.4. 
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Table D.2 – VG current injection test  

Immunity 
test level 

Voc a 

V 

Isc a 

A 

Waveform frequencies  

MHz 

Approximate 
range for Q 

 

Limiting value 
class in the VG 

standard 

EC1 

EC2 b 

EC3 b 

EC4 

EC5 b 

EC6 b 

100 

250 

500 

1 000 

2 000 

4 000 

1 

2,5 

5 

10 

20 

40 

10, 30 and 70  

10, 30 and 70 

10, 30 and 70 

10, 30 and 70 

10, 30 and 70  

10, 30 and 70 

15 

15 

15 

15 

15 

15 

3 

Not available 

Not available 

2 

Not available 

Not available 

 a The amplitudes for 30 MHz and 70 MHz are 35 % and 15 % of that for 10 MHz respectively. 

 b Adjust the generator open-circuit voltage and short-circuit current to the values shown in table D.2. 

NOTE For very low impedance cable shields, use the short-circuit current. 

 

D.3 MIL-STD-461-E, conducted susceptibility (CS116) 

This test provides for current injection without regard to the required voltage. To use this 
standard, the injected current should be half the short-circuit current shown in the table, 
assuming that the generator impedance is adjusted to be equal to the load. This standard is 
described in [3] reference [4] of Clause D.4. 

Table D3 – MIL-STD-461-E 

Immunity 
test level 

Voc  

V 

Isc  

A 

Waveform frequencies 

MHz 

Approximate 
range for Q 

 

Current level in 
MIL-STD-461-E 

standard  

A 

EC1 

EC2* 

EC3* 

EC4 

EC5* 

EC6* 

100 

250 

500 

1 000 

2 000 

4 000 

1 

2,5 

5 

10 

20 

40 

1, 10 and 30 

1, 10 and 30 

1, 10 and 30 

1, 10 and 30 

1, 10 and 30 

1, 10 and 30 

15 ± 5 

15 ± 5 

15 ± 5 

15 ± 5 

15 ± 5 

15 ± 5 

0,5 

1,25 

2,5 

5 

10 

20 

NOTE For very low impedance cable shields, use the short-circuit current. 

 

D.4 Reference documents 

[1] ISO 7137:1995, Aircraft – Environmental conditions and test procedures for airborne 
equipmet 

[1 2] VG 96-903, Part 78, Nuclear electromagnetic pulse (HEMP) and lightning protection: 
Test Methods, test equipment and limiting values – Test method LF 78, direct injection 
of HEMP interference into cables and cable harnesses of general purpose equipment, 
November, 1988. 

[2 3] VG 96-903, Part 70, Nuclear electromagnetic pulse (HEMP) and lightning protection: 
Test Methods, test equipment and limiting values – Test method LF 70, direct injection 
of HEMP interference into terminals, November, 1988. 

[3 4] MIL-STD-461E, Requirements for the Control of Electromagnetic Interference 
Characteristics of Subsystems and Equipment, Section 5.14, CS116, Conducted 
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susceptibility, damped sinusoidal transients, cables and power leads, 10 kHz to 
100 MHz, 20 August 1999. 

 

 
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