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INTERNATIONAL ELECTROTECHNICAL COMMISSION

INDUSTRIAL-PROCESS MEASUREMENT, CONTROL AND AUTOMATION -
EVALUATION OF SYSTEM PROPERTIES
FOR THE PURPOSE OF SYSTEM ASSESSMENT -

Part 1: Terminology and basic concepts

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote
international co-operation on all questions concerning standardization in the electrical and electronic fields. To
this end and in addition to other activities, IEC publishes International Standards, Technical Specifications,
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee interested
in the subject dealt with may participate in this preparatory work. International, governmental and non-
governmental organizations liaising with the IEC also participate in this preparation. IEC collaborates closely
with the International Organization for Standardization (ISO) in accordance with conditions determined by
agreement between the two organizations.

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC National Committees.

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any
misinterpretation by any end user.

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
transparently to the maximum extent possible in their national and regional publications. Any divergence
between any IEC Publication and the corresponding national or regional publication shall be clearly indicated in
the latter.

5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any
services carried out by independent certification bodies.

6) All users should ensure that they have the latest edition of this publication.

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of
patent rights. IEC shall not be held responsible for identifying any or all such patent rights.

International Standard IEC 61069-1 has been prepared by subcommittee 65A: System
aspects, of IEC technical committee 65: Industrial-process measurement, control and
automation.

This second edition cancels and replaces the first edition published in 1991. This edition
constitutes a technical revision.

This edition includes the following significant technical changes with respect to the previous
edition:

a) Reorganization of the material of IEC 61069-1:1991 to make the overall set of standards
more organized and consistent;

b) IEC TS 62603-1:2014 has been incorporated into this edition.
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The text of this standard is based on the following documents:

FDIS Report on voting
65A/788/FDIS 65A/798/RVD

Full information on the voting for the approval of this standard can be found in the report on
voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

A list of all parts in the IEC 61069 series, published under the general title Industrial-process
measurement, control and automation — Evaluation of system properties for the purpose of
system assessment, can be found on the IEC website.

The committee has decided that the contents of this publication will remain unchanged until
the stability date indicated on the IEC website under "http://webstore.iec.ch" in the data
related to the specific publication. At this date, the publication will be

e reconfirmed,

e withdrawn,

e replaced by a revised edition, or

e amended.

IMPORTANT - The 'colour inside' logo on the cover page of this publication indicates
that it contains colours which are considered to be useful for the correct
understanding of its contents. Users should therefore print this document using a
colour printer.
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INTRODUCTION

IEC 61069 deals with the method which should be used to assess system properties of a
basic control system (BCS). IEC 61069 consists of the following parts:

Part 1: Terminology and basic concepts

Part 2: Assessment methodology

Part 3: Assessment of system functionality

Part 4. Assessment of system performance

Part 5: Assessment of system dependability

Part 6: Assessment of system operability

Part 7: Assessment of system safety

Part 8: Assessment of other system properties

Assessment of a system is the judgement, based on evidence, of the suitability of the system
for a specific mission or class of missions.

To obtain total evidence would require complete evaluation (for example under all influencing
factors) of all system properties relevant to the specific mission or class of missions.

Since this is rarely practical, the rationale on which an assessment of a system should be
based is:

— the identification of the importance of each of the relevant system properties;

— the planning for evaluation of the relevant system properties with a cost-effective
dedication of effort to the various system properties.

In conducting an assessment of a system, it is crucial to bear in mind the need to gain a
maximum increase in confidence in the suitability of a system within practical cost and time
constraints.

An assessment can only be carried out if a mission has been stated (or given), or if any
mission can be hypothesized. In the absence of a mission, no assessment can be made;
however, examination of the system to gather and organize data for a later assessment done
by others is possible. In such cases, the standard can be used as a guide for planning an
evaluation and it provides methods for performing evaluations, since evaluations are an
integral part of assessment.

In preparing the assessment, it can be discovered that the definition of the system is too
narrow. For example, a facility with two or more revisions of the control systems sharing
resources, e.g., a network, should consider issues of co-existence and inter-operability. In this
case, the system to be investigated should not be limited to the “new” BCS; it should include
both. That is, it should change the boundaries of the system to include enough of the other
system to address these concerns.

The part structure and the relationship among the parts of IEC 61069 are shown in Figure 1.
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/ IEC 61069: Industrial-process measurement, control and automation — \
Evaluation of system properties for the purpose of system assessment

Part 1: Terminology and basic concepts

* Basic concept
Objective
Description of system
System properties
Influencing factors

Part 2: Assessment methodology

* Terminology
- Commonterms
- Terms for particular part

* Generic requirements of procedure of assessment
- Overview, approach and phases
- Requirements for each phase
- General description of evaluation techniques

A4

Parts 3 to 8: Assessment of each system property |

e Basics of assessment specific to each property
- Properties and influencing factors
* Assessment method for each property
*  Evaluation techniques for each property
1

\ |

Figure 1 — General layout of IEC 61069

o

Some example assessment items are integrated in Annex A.
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INDUSTRIAL-PROCESS MEASUREMENT, CONTROL AND AUTOMATION -
EVALUATION OF SYSTEM PROPERTIES
FOR THE PURPOSE OF SYSTEM ASSESSMENT -

Part 1: Terminology and basic concepts

1 Scope

This part of IEC 61069 defines the terminology and outlines basic concepts in the assessment
of a basic process control system (BPCS) and a basic discrete control system (BDCS). These
two general system types cover the areas of discrete, batch and continuous applications. In
IEC 61069 these two, BPCS and BDCS, together are referred to as "basic control system(s)",
(BCS).

The treatment of safety in IEC 61069 is confined to hazards that can be present within the
BCS itself.

Considerations of hazards that can be introduced by the process or equipment under control,
of the BCS to be assessed, are excluded.

Where the BCS risk reduction is intended to be less than 10 (i.e. SIL < 1, per IEC 61508-4),
then assessment comes under IEC 61069.

A BCS with a safety integrity level (SIL) or performing any safety instrumented function (SIF)
is not covered by IEC 61069, where SIL is defined by IEC 61508-4 and SIF is defined by
IEC 61511-1.

This part of IEC 61069 is intended for the users and manufacturers of systems, and also for
those who are responsible for carrying out assessments as an independent party.

2 Normative references

The following documents, in whole or in part, are normatively referenced in this document and
are indispensable for its application. For dated references, only the edition cited applies. For
undated references, the Ilatest edition of the referenced document (including any
amendments) applies.

IEC 61000-4-2, Electromagnetic compatibility (EMC) — Part 4-2: Testing and measurement
techniques — Electrostatic discharge immunity test

IEC 61000-6-4:2006, Electromagnetic compatibility (EMC) — Part 6-4: Generic standards —
Emission standard for industrial environments
IEC 61000-6-4:2006/AMD1:2010

IEC 61508-4:2010, Functional safety of electrical/electronic/programmable electronic safety-
related systems — Part 4: Definitions and abbreviations (see http://www.iec.ch/functionalsafety)

IEC 61511-1:2003, Functional safety — Safety instrumented systems for the process industry
sector — Part 1: Framework, definitions, system, hardware and software requirements
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3 Terms, definitions, abbreviated terms, acronyms, conventions and symbols

3.1 Terms and definitions

For the purpose of this document, the following terms and definitions apply.

3.11

accuracy

closeness of agreement between the result of a measurement / output and the (conventional)
true value of the quantity being measured / calculated

3.1.2

assessment, <of a system>

process of judgement, based on evidence, suitability of a system, for a specific mission or
class of missions

[SOURCE: 1SO 15513:2000, 3.3, modified — “competency against prescribed standards of
performance” replaced with “, based on evidence, suitability of a system, for a specific
mission or class of missions”]

3.1.3
assessment activity
set of actions to evaluate one or more assessment items

314
assessment authority
body that has legal powers and rights of assessment

[SOURCE: ISO/IEC Guide 2:2004, 4.5, modified — The term itself has been modified (addition
of "assessment") and addition of the words “of assessment” at the end of the definition]

3.1.5

assessment item

set of a system property which is evaluated and an influencing factor which is considered for
the evaluation

3.1.6

assessment program

documented plan of coordinated set of assessment activities, not necessarily interdependent,
that continue over a period of time and are designed to conduct the assessment

3.1.7
assessment protocol
set of formal rules describing the assessment

3.1.8
assessment specification
document which specifies scope, requirements and constraints of the assessment

3.1.9

availability

ability of an item to be in a state to perform a required function under given conditions at a
given instant or over a given time interval, assuming that the required external resources are
provided

[SOURCE: IEC 60050-192:2015, 192-01-23, modified — The definition has been extended]
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3.1.10

base load

loading of the system when no SRD specified tasks are active, but includes system
diagnostics and similar functions

3.1.11
basic control system
basic discrete control system (BDCS) and/or basic process control system (BPCS)

3.1.12

basic discrete control system

BDCS

system which responds to input signals from the machine(s), its(their) associated equipment,
other programmable systems and/or an operator and generates output signals causing the
machine(s) and its(their) associated equipment to operate in the desired manner but which
does not perform any functional safety functions with a claimed SIL > 1, realizing the
mission(s) and task(s)

[SOURCE: IEC 61511-1:2003, 3.2.3, modified — In the term, "process" replaced by "discrete"
and acronym corrected to “BDCS”. In the definition, “the process, its associated equipment”
and “safety instrumented functions” replaced with “the machine(s), its (their) associated
equipment” and “functional safety functions”, respectively.]

3.1.13

basic process control system

BPCS

system which responds to input signals from the process, its associated equipment, other
programmable systems and/or an operator and generates output signals causing the process
and its associated equipment to operate in the desired manner

[SOURCE: IEC 61511-1:2003, 3.2.3]

3.1.14

capacity

number of information translations which the system is able to execute without negatively
impacting any other system capabilities

Note 1 to entry: Capacity may be e.g.
1) quantity of information translations, of some type within a define period of time or
2) quantity of information translations, of some type or
3) quantity of information translations or
4) task quantity, or

5) task(s) completion within a defined period time.

3.1.15
class
abstraction of a set of similar objects

3.1.16
class of mission
abstraction of a collection of missions which share common requirements

3.1.17

coverage

extent to which the system provides functions to perform industrial-process measurement and
control tasks
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3.1.18

configurability

extent to which the system facilitates selection, setting up and arrangement of its modules to
perform the given tasks

3.1.19

credibility

extent to which a system is able to recognize and signal the state of the system and to
withstand incorrect inputs or unauthorized access

3.1.20
cycle time
time span between two consecutive cyclically recurring events

[SOURCE: IEC 61800-7-1:2015, 3.3.5.5]

3.1.21

dead band

finite range of values of the input variable within which a variation of the input variable does
not produce any measurable change in the output variable

Note 1 to entry: When this type of characteristic is intentional, it is sometimes called a neutral zone.

[SOURCE: IEC 60050-351:2013, 351-45-15]

3.1.22

dependability

extent to which a system can be relied upon to perform exclusively and correctly a task under
given conditions at a given instant of time or over a given time interval, assuming that the
required external resources are provided

3.1.23

efficiency

extent to which the operating means provided by the system minimise operator time and effort
required in using the system to accomplish his tasks within stated constraints

3.1.24

element

part of system providing a single function that is indivisible and can be individually considered
and tested, comprised of hardware and/or software

3.1.25
evaluation, <of a system property>
systematic determination of the extent to which a system property meets its specified criteria

[SOURCE: ISO/IEC 12207:2008, 4.12, modified — Specific use of the term (“<of a system>")
added and “an entity” replaced with “a system property”]

3.1.26

fall-back

functional fall-back: capacity of returning to a known functional level or mode in case of failure
or abnormal operation

3.1.27
flexibility
extent to which the system can be adapted
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3.1.28
function
operation performed by (a) module(s) which enables the system to perform a task

3.1.29
functionality
extent to which the system provides functions to perform tasks required by the system mission

3.1.30

functional safety

part of the overall safety that depends on functional and physical units operating correctly in
response to their inputs

Note 1 to entry: See IEC TR 61508-0 [10]7.

[SOURCE: IEC 60050-351:2013, 351-57-06]

3.1.31
harm
injury or damage to the health of people, or damage to property or the environment

[SOURCE: ISO/IEC Guide 51:2014, 3.1]

3.1.32
hazard
potential source of harm

[SOURCE: ISO/IEC Guide 51:2014, 3.2]

3.1.33

hysteresis

phenomenon represented by a characteristic curve which has a branch, called ascending
branch, for increasing values of the input variable, and a different branch, called descending
branch, for decreasing values of the input variable

[SOURCE: IEC 60050-351:2013, 351-45-16]

3.1.34
influencing factor
observable qualitative or measurable quantitative item that affects a system property

3.1.35

information translation

conversion or conveyance of information entering the system or module at its boundary into
derived information exiting the system or module at its boundary

Note 1 to entry: Information translation is a view of a function which represents a particular aspect of the function.

3.1.36
information translation function
function which executes information translation

1 Numbers in square brackets refer to the Bibliography. Documents
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3.1.37

integrity

assurance provided by a system that the tasks will be performed correctly, unless notice is
given of any state of the system which could lead to the contrary

3.1.38

intuitiveness

extent to which the operating means provided by the system are immediately understandable
by the operators

3.1.39

maintainability

ability of a system under given conditions of use, to be retained in, or restored to, a state in
which it can perform a required function, when maintenance is performed under given
conditions and using stated procedures and resources

3.1.40

measurement

process of experimentally obtaining one or more quantity values that can reasonably be
attributed to a quantity

Note 1 to entry: Measurement does not apply to nominal properties.
Note 2 to entry: Measurement implies comparison of quantities, including counting of entities.

Note 3 to entry: The French word "mesure" has several meanings in everyday French language. It is for this
reason that the French word "mesurage" has been introduced to describe the act of measurement. Nevertheless,
the French word "mesure" occurs many times in forming terms, following current usage, and without ambiguity.
Examples are: unité de mesure (unit of measurement), méthode de mesure (measurement method), instrument de
mesure (measurement instrument). This does not mean that the use of the French word "mesurage" in place of
"mesure" in such terms is not permissible when advantageous.

[SOURCE: ISO/IEC Guide 99:2007, 2.1, modified — Note 3 to entry modified.]

3.1.41

mission, <of a system>

collective task assigned to the system to achieve a defined goal in a defined period under
defined conditions

3.1.42

model

mathematical or physical representation of a system or a process, based with sufficient
precision upon known laws, identification or specified suppositions

[SOURCE: IEC 6005-351:2013, 351-42-26]

3.1.43

module

distinct unit, which is capable of performing distinct function(s), composed of element(s), and
which can be easily joined to or arranged with other units

3.1.44
observation
process of monitoring pattern response

[SOURCE: IEC 62528:2007, 3.1.34]
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3.1.45

operability

extent to which the operating means provided by the system are efficient, intuitive,
transparent and robust to accomplish the operators’ tasks

3.1.46

operating condition

condition prescribed for evaluating the performance of a measuring instrument or measuring
system or for comparison of measurement results with influencing factors in place

[SOURCE: ISO/IEC Guide 99:2007, 4.11, modified — Term modified ("reference" removed
from term) and Notes 1 and 2 to entry removed.]

3.1.47

operating load

loading of a system created by the tasks, as specified in the SRD, when those tasks operate
as designed

3.1.48
operator
person who uses the system to fulfil the mission

Note 1 to entry: In IEC 61069, operator is used in a generic way and includes all persons who may perform any
tasks to fulfil the mission.

3.1.49
performance
precision and speed with which the system executes its tasks under defined conditions

3.1.50

reliability

ability of an item to perform a required function under given conditions for a given time
interval

[SOURCE: IEC 60050-192:2015, 192-01-24]

3.1.51

repeatability error

algebraic difference between the extreme values obtained by a number of consecutive
measurements of the output over a short period of time for the same value of the input under
the same operating conditions, approaching from the same direction, for full range traverses

Note 1 to entry: Repeatability error is usually expressed in percentage of span and does not include hysteresis
and drift.

[SOURCE: IEC 61987-1:2006, 3.28, modified — "non-repeatability" removed from term.]

3.1.52

resolution

smallest change in the measurand, or quantity supplied, which causes a perceptible change in
the indication

[SOURCE: IEC 60050-311:2001, 311-03-10]

3.1.53

response time

time interval between the initiation of an information translation and the instant when the
associated response is made available under defined conditions
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3.1.54

robustness

extent to which the system correctly interprets and responds to operator actions performed,
using unambiguous methods and procedures, and removes ambiguities by providing
appropriate feedback

3.1.55

safety

freedom from unacceptable risk to the outside from the functional and physical units
considered

Note 1 to entry: The definition of “safety” in combination with other words may gradually (as in “product safety”,
“machinery safety”) or completely (as in “workers safety”, “safety belt” or “functional safety”) change. For the use of
the word safety, see ISO/IEC Guide 51:2014, Clause 4. [ISO/IEC Guide 2, Standardization and related activities —
General vocabulary]

Note 2 to entry: In standardization the safety of products, processes and services is generally considered with a
view to achieving the optimum balance of a number of factors, including non-technical factors such as human
behaviour, that will eliminate avoidable risks of harm to persons and goods to an acceptable degree.
[ISO/IEC Guide 2]

Note 3 to entry: In many other languages than English there is only one word for safety and security.

[SOURCE: IEC 60050-351:2013, 351-57-05]

3.1.56

safety integrity level

SIL

discrete level (one out of a possible four), corresponding to a range of safety integrity values,
where safety integrity level 4 has the highest level of safety integrity and safety integrity
level 1 has the lowest

Note 1 to entry: The target failure measures (see IEC 61508-4:2010, 3.5.17) for the four safety integrity levels are
specified in Tables 2 and 3 of IEC 61508-1:2010.

Note 2 to entry: Safety integrity levels are used for specifying the safety integrity requirements of the safety
functions to be allocated to the E/E/PE safety-related systems.

Note 3 to entry: A safety integrity level (SIL) is not a property of a system, subsystem, element or component.

The correct interpretation of the phrase “SIL n safety-related system” (where n is 1, 2, 3 or 4) is that the system is
potentially capable of supporting safety functions with a safety integrity level up to ».

[SOURCE: IEC 61508-4:2010, 3.5.8]

3.1.57
security

freedom from unacceptable risk to the physical units considered from the outside

Note 1 to entry: In many other languages than English there is only one word for safety and security.

Note 2 to entry: Security in the context of this document is a general term encompassing physical security,
information security, cyber security and others.

[SOURCE: IEC 60050-351-07:2013, 351-57-06, modified — Note 2 to entry added.]

3.1.58
spare capacity
remaining system capacity to run additional tasks

3.1.59
system configuration
arrangement of the elements of a system
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[SOURCE: IEC 82045-1:2001, 3.4.5, modified — "system" added to term.]

3.1.60
system property
defined parameter suitable for the description and differentiation of BCS(s)

[SOURCE: ISO/IEC Guide 77-2:2008, 2.18, modified — "system" added to term, “products”
replaced with “BCS(s)” and notes to entry removed.]

3.1.61

System Requirements Document

SRD

description of the mission and needs of the BCS from the target application standpoint

3.1.62

System Specification Document

SSD

description of the BCS implementation based on the needs as described in the SRD

3.1.63
system safety
extent to which the system itself as a physical entity will not impose a hazard

Note 1 to entry: System safety does not include the safety of the process or equipment under control.

Note 2 to entry: System safety does not include functional safety.

3.1.64
task
logically complete operation forming a part of the system mission

3.1.65
test
empirical evaluation

3.1.66

transparency

extent to which the operating means provided by the system apparently places the operator in
direct contact with his tasks

3.2 Abbreviated terms, acronyms, conventions and symbols

This listing encompasses terms, acronyms, conventions and symbols used in IEC 61069-1
through IEC 61069-8.

BCS basic control system

BDCS basic discrete control system

BPCS basic process control system

CRT Cathode Ray Tube

EDI Electronic Data Interchange

E/E/PE electrical/electronic/programmable electronic

GPS Global positioning system

1/0 Input and Output
IEC International Electrotechnical Committee
ISO International Organization for Standardization
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PID Proportional-Integral-Derivative

QA Quality Assurance

QM Quality Management

SAT Site Acceptance Test

SIL safety integrity level

SRD system requirements document

SSD system specification document

TCP/IP Transmission Control Protocol / Internet Protocol

ZVEI German Electrical and Electronic Manufacturers' Association

3.3 Explanation of terms with regard to BCS concepts

Figure 2 provides a pictorial representation of the relationship between the System
Requirements Document (SRD) and the System Specification Document (SSD) of the BCS.

The hierarchy of capability of both the requirements and realization is shown.

Figure 2 also shows mappings of lower level requirements and how they are realized in the
system.

The SRD describes the mission and needs of the BCS from the target application standpoint.

The SSD describes the implementation based on the needs as described in the SRD.

SRD SSD
System Requirements Document System Specification Document
Requirements Realization

Mission 1 ... Mission n

BCS
Basic Control System
Task 1 ... Task n

Function 1 ... Function n Module 1 ... Module »n

Element 1 ... Element n

IEC
Figure 2 — Relationship of terms with regard to SRD and SSD

Figure 3 depicts the mapping of multiple functions (requirements) onto multiple
modules/elements (realization) in an overlapping manner typical of an actual
application/implementation.
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Figure 3 — Relation among function, module and element

4 Basis of an assessment

The purpose of the assessment of a system is to determine qualitatively and/or quantitatively
the capability of the system to accomplish a specific mission.

Assessment of a system is judgement, based on evidence, of suitability of relevant system
properties for a specific mission or class of missions.

To obtain total evidence would require complete (i.e. under all influencing factors) evaluation
of all system properties of relevance to the specific mission or class of missions.

Since total evidence is rarely practical, an assessment of a system needs:

— to identify the criticality of the relevant system properties to accomplish the mission;

— to plan for evaluation of the relevant system properties with a cost-effective dedication
of effort to the various system properties.

In conducting the assessment of a system, it is crucial to bear in mind the need to gain a
maximum increase in confidence in the suitability of a system within practical cost and time
constraints.

To accomplish a mission, a system is expected to be capable of performing the tasks
necessary to support the mission, such as regulating pressures or flows, optimizing reactor
conditions, etc.

The system is expected to provide the functions to enable these tasks to be performed. Such
functions are, for example, those for measuring flows, storing data and displaying information.
These functions are implemented in modules and elements. An element can be a piece of
hardware, an orifice plate, an analogue to digital convertor, or a piece of software performing
a flow calculation, storing a picture-image, etc. BCSs perform the tasks required, using the
available functions, modules, and elements in various configurations. This characteristic of
the system makes it difficult to synthesize the capability of a system to fulfil a specific task
by evaluating the characteristics of the individual constituent functions, modules, and
elements alone.
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When conducting the assessment of a system, other appropriate standards and guides should
be applied where these are available.

To facilitate the assessment of a system, the system properties should be segregated into
related groups specified in this part of IEC 61069. This is especially useful in those cases
where not all aspects need to be, or can be, evaluated. The boundaries of the system to be
assessed shall be clearly defined and the conditions at these boundaries should be specified.
These conditions can influence the behaviour of the system.

The scope of the assessment of a system largely depends on the mission and boundaries of
the system, the influencing factors and the objective of the assessment.

The scope of the assessment can be conveniently summarized in the form of a matrix, listing
on one axis the system properties and on the other axis the influencing factors to be
considered. This matrix can be used to note which of the influencing factors is to be
considered for each system property.

NOTE Other recognised assessments are available and currently used for systems including BCS other than the
protocol given in IEC 61069. IEC 60300-3-1 can be consulted for a list of methodologies.

5 Assessment considerations

5.1 Basic control system (BCS)
51.1 Overview

A system accomplishes its mission by means of the interaction of its modules, with functions
of each module. These modules are either centralized in one location or decentralized in
several locations.

The capability of a system to accomplish the mission cannot be assessed by synthesizing the
data obtained from evaluations of the properties of the individual modules and elements only.
However these evaluations can provide useful and perhaps necessary inputs to the
assessment of a system.

Many of the system properties are derived from the interaction of the modules.

In structuring the system, a functional model provides a useful tool to identify and classify the
various functions and subfunctions of the system to be evaluated for the assessment.

In a generalized functional model of a system the following functions can be identified
(see Figure 4):

— Process/machine interface functions;

— data processing functions;

— communication functions;

— human interface functions;

— external system interface functions.
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Human

Human interface functions

A

Data ! External
processing < - Communication » - .systems External
functions functions interface systems
i functions

Process / Machine
interface functions

Process / Machine

IEC

Figure 4 — Model of basic control systems
Each individual function may be distributed between distinctly different modules.

It is possible to reallocate dynamically each module to perform a distinct different function at
another moment in time.

For example, a control function can be resident in or shared between:

— amodule with its own data acquisition and real time trending capability;

— a module for process control with separate modules for data acquisition and data output,
transferring data to each other via a communication network; or

— an external computer for process control tasks, making use of a BCS to perform data
acquisition, data output and human interface tasks.

The functional model facilitates a clear description of the boundaries of the system to be
assessed and serves to identify the elements which are within the scope of assessment.

The functional model also shows the relationship between the elements, and it supports the
formulation of methods to assess the effectiveness of the functions within the system.

5.1.2 Process /| machine interface functions

The process / machine interface functions receive signals from the process / machine or their
associated equipment, and send output signals to the process / machine or their associated
equipment.

51.3 Data processing functions

The data processing functions can be used for continuous control, batch control, discrete
control, reporting, archiving and/or trending, etc. They act to process and transform
information provided by the process/machine interface functions.

The data processing functions can be dedicated to individual tasks or they can support a
combination of tasks required to achieve the system mission.
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514 Communication functions

The communication functions provide the communication between modules and elements.
The function can be distributed over the system being implemented as dedicated hardware
and software in each module.

5.1.5 Human interface functions

The human interface functions provide operators, engineers, technologists, maintenance
personnel and management personnel with access to the BCS. The functions can be resident
in a specific element or distributed between several elements.

5.1.6 External system interface functions

The external system interface functions access and convert data available in the external
system into a system specific protocol and format and vice versa.

The external system interface functions access and convert data available from/to the
external system into a system specific protocol and format and vice versa.

5.2 System properties
5.2.1 Overview

The properties of a system can be classified into the categories listed in 5.2.2 to 5.2.7
(see Figure 5).

Each category can be divided into lower level categories. These further categorizations are
specified in other parts of IEC 61069.

The assessment shall include evaluation of requirements specified by the national and
international standards and regulations where applicable.

The evaluation method of a system property and the criteria for its judgement depend much
on the intended mission of the system to be evaluated.

System properties

Functionality Performance Dependability Operability Safety Other

IEC
Figure 5 — System properties

5.2.2 Functionality

Functionality is a system property which indicates the extent to which the system provides,
and facilitates assembly of, functions to perform tasks required by the system mission.

5.2.3 Performance

Performance is a system property which indicates the precision and speed with which the
system executes its tasks under defined conditions.

5.2.4 Dependability

Dependability is a system property which indicates the extent to which the system can be
relied upon to perform its intended functions. Documen‘ts
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5.2.5 Operability

Operability is a system property which indicates the extent to which the operating means
provided by the system are efficient, intuitive, transparent and robust to accomplish the
operators’ tasks.

5.2.6 System safety

System safety is a system property which is a measure of the extent to which the system is
free of hazard.

5.2.7 Other system properties

Other system properties are those not addressed in |IEC 61069-3 through IEC 61069-7.
See IEC 61069-8 for description of other system properties.

Examples of other system properties include the following:

— quality assurance, etc.;

— system support provided by the vendor and by the user, documentation, training, spare
parts, etc.;

— compatibility of hardware and software, communications, etc.;
— physical properties such as heat dissipation, weight, etc.;

Each other system property listed above may be divided into a number of related
characteristics.

5.3 Influencing factors

Prior to the evaluation of the system properties, it is necessary to define the range of
operating conditions which the system is to withstand during its mission period.

The influencing factors are grouped by their sources (see Figure 6):

— the system missions / tasks imposed on the system;
— the personnel interfacing with the system:;

— the process/machine connected to the system;

— the infrastructures serving the system;

— the environment in which the system is placed;

— the external systems connected to the system.

\ Personnel /

Process / Machine Environment

_— Basic control system _—
Missions / Tasks Infrastructures

/ External system \

Figure 6 — Sources of influencing factors

IEC

For each of the sources given above, there are a number of influencing factors of which

examples are shown in Table 1. Documents
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Table 1 — Influencing factors examples

Source Influencing factors

Missions / Tasks e Nature ( e.g. continuous, batch, discrete)
e Scope (e.g. single, multiple)
. Mode of operation (e.g. start-up, shut-down, normal, emergency)

. Mode of supervision (e.g. continuous, semi-continuous, unmanned)

Personnel ¢ Commands (authorized, unauthorized, false)
e  Task (definition)

e Training

. Presence (continuous)

. Internal security threats

e Technical assistance

. Maintenance activity

e Knowledge and skill

Process . Input/output
. Noise

. Materials in the process

Infrastructures e Voltage

. Frequency
. Interruption
e Transients
e Insulation

. Distortion

e Noise
Environment . Climatic conditions (e.g. temperature, humidity, atmospheric air pressure, weather,
icing)

e Time (e.g. drift, ageing)
e Time of operation (e.g. expected life, duty time)

. Extreme climatic conditions (e.g. water immersion, saline water, corrosive
substances, dust)

. Mechanical conditions (e.g. physical space, mounting method, mechanical force
(e.g. shock, vibration, acceleration))

. Electromagnetic interference (e.g. electrostatic discharge, radio-frequency
electromagnetic field)

e Mechanical force (e.g. shock, vibration, acceleration)

. Biological hazard (e.g. vermin infestation, fungi)

External systems e Commands (authorized, unauthorized, false)

e Interference (electrical noise)

. External security threats

Apart from the above-mentioned external influencing factors, the behaviour of the system is
also affected by:

— faults or errors existing in or arising within the system itself; and

— the system’s limitations and characteristics, e.g., licensing, installation, operating
guidelines, etc.
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These behaviours are dealt with under the system properties of dependability and other
system properties.

It is rarely cost effective to assess the effect of all influencing factors.

Therefore a judgement as to the depth of evaluation necessary shall be made. This judgement
should take into consideration the expected sensitivity of the system to the various influencing
factors, the criticality of the system mission, and the resources available for the
assessment.Annex A describes some examples of influence factor.
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Annex A
(informative)

Examples of Influencing factors (information from IEC TS 62603-1)

A.1 General

Annex A provides some examples about Influencing factors related to this part of IEC 61069
which were extracted from IEC TS 62603-1.

The classifications of values of properties described in this document are only examples.

A.2 influencing factors

A.2.1 Installation environment

This chapter describes the general characteristics of the environment in which the BPCS and
its components are installed.

The operating conditions for the BPCS components are divided into four main categories,
according to the classification made by the IEC 60654 series of standards:

e the climatic conditions of the location in which the components are installed (i.e.
temperature, humidity, etc.);

e the power supply to which the components are connected: electrical specification of the
power supply and the EMC requirements in terms of immunity and emission;

¢ mechanical influences to which the components are exposed during their operation (i.e.
vibration, shock, etc.);

e corrosive and erosive influences to which the components are exposed during their
operation (i.e. sand, gases, corrosive liquids, etc.).

A.2.2 Corrosive and erosive influences
A.2.2.1 General

There is a broad distribution of contaminant concentrations and reactivity levels existing
within industries using process measurement and control equipment. Some environments are
severely corrosive while others are mildly corrosive. Thus, as reported in IEC 60654-4, there
are four different classes of environment according to the contaminant severity levels:

— Class 1: industrial clean air: an environment sufficiently well controlled that corrosion is
not a factor in determining equipment reliability,

— Class 2: moderate contamination: an environment in which the effects of corrosion are
measurable and may be a factor in determining equipment reliability,

— Class 3: heavy contamination: an environment in which there is a high probability that
corrosive attack will occur. These harsh levels should prompt further evaluation resulting
in environmental controls or specially designed and packaged equipment,

— Class 4: special: an environment in which the levels of contaminants are higher than in all
the other classes.

A.2.2.2 Gases and vapours

The classes in Table A.1 recognize that average concentrations and peak values shall both
be considered to properly classify an environment. Peak values are integrated on minents
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Chemical agents (e.g. SO2 or HF) may vary greatly in their reactivity rate over a %2 h period.
Therefore, the relationship of peak value to average value may vary with each contaminant.
The classification of environment by category should be determined by the highest class if
average and peak values are not in the same category.

Table A.1 — Concentration of gas and vapour contaminants (in cm3/m3)

Class 1 Class 2 Class 3 Class 4
Chemically active . . Moderate High .
. A Industrial clean air AP PR Special
contaminants in air contamination contamination
Mean Peak Mean Value Mean Value | Mean Peak
Value Value Peak Value Peak Value | Value | Value
Hydrogen sulphide (H,S) < 0,003 < 0,01 < 0,05 <0,5 <10 <50 >10 > 50
Sulphur dioxide (SO,) < 0,01 < 0,03 <0,1 <0,3 <5 <15 >5 > 15
Wet chiorine (Clp)relative <0,0005| <0,001 |<0,005| <003 | <005 | <03 |>005| >0,3
humidity > 50 %
Dry chlorine (Cl,) relative
humidity < 50 % < 0,002 < 0,01 < 0,02 <0,10 <0,2 <1,0 >0,2 >1,0
Hydrogen fluoride (HF) < 0,001 < 0,005 < 0,01 < 0,05 <0,1 <1,0 >0,1 >1,0
Ammonia (NH,) <1 <5 <10 <50 <50 < 250 > 50 > 250
Nitrogen oxides (NO,) < 0,05 <0,1 <0,5 <1,0 <5 <10 >5 > 10
Ozone (O;) or other oxidants < 0,002 < 0,005 | <0,025| <0,05 <0,1 <1,0 >0,1 >1,0
Solvents Trichlorethylene - - <5 - <20 - > 20 -
Special (other non-specified) - - - - - - - -
NOTE Solvent vapours can precipitate to form puddles which can become corrosive, especially to electrical parts
of instruments.

A.2.2.3 Aerosols

Aerosols are liquids carried in gas or air in the form of small droplets generating mists. Two
common examples of aerosols are classified “oils in air” and “sea salt mists”.

For oils in air, the classes are defined as reported in Table A.2.

Table A.2 — Aerosol contaminants

Class 1 Class 2 Class 3 Class 4

Oils (ug/kg-dry air) <5 <50 <500 > 500

For sea salt mists the classes are defined as listed below:

e Class 1: location near sea coasts more than 0,5 km away from the sea
e Class 2: on the sea coast (less than 0,5 km away)

e Class 3: off-shore installations
A.2.24 Solid substances

There is no possibility to classify the environments according to the levels of solid substances
that are affecting the installation. For such a reason, the way to define the contamination of
the environment by means of solid substance is to answer a list of questions:

e nature of solid substances in the environment which could affect the instruments and

BPCS components (i.e. sand, cement dust, textile fibres, etc.);
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o frequency of occurrence: i.e. continuous, occasional, unusual, etc.;
e average particle size: i.e. < 3 um, between 3 uym and 30 um, more than 0,3 mm, etc.;

e concentration in mg/kg of dry air: this applies only to airborne solid particles.
A.2.2.5 Liquids

There is no possibility to classify the environments according to the levels of liquid
substances that are affecting the installation. For such a reason, the way to define the
contamination of the environment by means of liquid substances is to answer a list of
questions:

e nature of liquid substances in the environment which could affect the instruments and
BPCS components;
e frequency of occurrence: i.e. continuous, occasional, unusual, etc.;

e electrical conductivity.
A.2.3 Integration of sub-systems

Integration of subsystems needs a procedure for combining separately developed modules of
components so that they work together as a unique system. A subsystem is a set of
components that operates as a part of a system and that is capable of performing a specific
task within a system. A subsystem could be an existing system, which means that an already
installed and operating system should be included in a new (larger) system.

Another option is that a subsystem has been provided by other suppliers and manufactures
(i.e. third party subsystem).

A.2.4 Earth connection

IEC TS 61149 defines three classes of earth connections for electrical devices or control
panels. These classes are related to the type of protection against electric shocks that is
required, as reported below:

e Class I: these appliances shall have their chassis connected to electrical earth (ground) by
an earth conductor. A fault in the appliance which causes a live conductor to contact the
casing will cause a current flow in the earth conductor. The current should trip either an
over current device or a residual current circuit breaker, which will cut off the supply of
electricity to the appliance.

e Class Il: a Class 2 or double insulated electrical appliance is designed in such a way that
it does not require (and shall not have) a safety connection to electrical earth (ground).

o Class lll: designed to be supplied from a safety extra low voltage (SELV) power source.
The voltage from a SELV supply is low enough that under normal conditions a person can
safely come into contact with it without risk of electric shock. The extra safety features
built into Class 1 and Class 2 appliances are therefore not required.

A.2.5 Power supply
A.2.5.1 AC power supply
A.2.51.1 General

The values of the nominal voltages of the power supply are in accordance with the
requirements of IEC 60038. The allowed frequencies are 50 Hz and 60 Hz and the nominal
voltages applicable to PCSs are:

e 120/240 V for single phase systems (60 Hz),
e 230/400 V for three phase systems (50 Hz),
e 277/480 V for three phase systems (60 Hz). Documents
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