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INTERNATIONAL ELECTROTECHNICAL COMMISSION

INDUSTRIAL-PROCESS MEASUREMENT, CONTROL AND AUTOMATION -
EVALUATION OF SYSTEM PROPERTIES
FOR THE PURPOSE OF SYSTEM ASSESSMENT -

Part 2: Assessment methodology

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote
international co-operation on all questions concerning standardization in the electrical and electronic fields. To
this end and in addition to other activities, IEC publishes International Standards, Technical Specifications,
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee interested
in the subject dealt with may participate in this preparatory work. International, governmental and non-
governmental organizations liaising with the IEC also participate in this preparation. IEC collaborates closely
with the International Organization for Standardization (ISO) in accordance with conditions determined by
agreement between the two organizations.

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC National Committees.

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any
misinterpretation by any end user.

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
transparently to the maximum extent possible in their national and regional publications. Any divergence
between any IEC Publication and the corresponding national or regional publication shall be clearly indicated in
the latter.

5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any
services carried out by independent certification bodies.

6) All users should ensure that they have the latest edition of this publication.

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of
patent rights. IEC shall not be held responsible for identifying any or all such patent rights.

International Standard IEC 61069-2 has been prepared by subcommittee 65A: System
aspects, of IEC technical committee 65: Industrial-process measurement, control and
automation.

This second edition cancels and replaces the first edition published in 1993. This edition
constitutes a technical revision.

This edition includes the following significant technical changes with respect to the previous
edition:

a) Reorganization of the material of IEC 61069-2:1993 to make the overall set of standards
more organized and consistent;
b) IEC TS 62603-1:2014 has been incorporated into this edition.
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The text of this standard is based on the following documents:

FDIS Report on voting
65A/790/FDIS 65A/799/RVD

Full information on the voting for the approval of this standard can be found in the report on
voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

A list of all parts in the IEC 61069 series, published under the general title Industrial-process
measurement,control and automation — Evaluation of system properties for the purpose of
system assessment, can be found on the IEC website.

The committee has decided that the contents of this publication will remain unchanged until
the stability date indicated on the IEC website under "http://webstore.iec.ch" in the data
related to the specific publication. At this date, the publication will be

e reconfirmed,
e withdrawn,
e replaced by a revised edition, or

e amended.

IMPORTANT - The 'colour inside' logo on the cover page of this publication indicates
that it contains colours which are considered to be useful for the correct
understanding of its contents. Users should therefore print this document using a
colour printer.
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INTRODUCTION

IEC 61069 deals with the method which should be used to assess system properties of a
basic control system (BCS). IEC 61069 consists of the following parts:

Part 1: Terminology and basic concepts

Part 2: Assessment methodology

Part 3: Assessment of system functionality

Part 4. Assessment of system performance

Part 5: Assessment of system dependability

Part 6: Assessment of system operability

Part 7: Assessment of system safety

Part 8: Assessment of other system properties

Assessment of a system is the judgement, based on evidence, of the suitability of the system
for a specific mission or class of missions.

To obtain total evidence would require complete evaluation (for example under all influencing
factors) of all system properties relevant to the particular mission or class of missions.

Since this is rarely practical, the rationale on which an assessment of a system should be
based is:

— the identification of the importance of each of the relevant system properties;

— the planning for evaluation of the relevant system properties with a cost-effective
dedication of effort to the various system properties.

In conducting an assessment of a system, it is crucial to bear in mind the need to gain a
maximum increase in confidence in the suitability of a system within practical cost and time
constraints.

An assessment can only be carried out if a mission has been stated (or given), or if any
mission can be hypothesized. In the absence of a mission, no assessment can be made;
however, evaluations can still be specified and carried out for use in assessments performed
by others. In such cases, the standard can be used as a guide for planning an evaluation and
it provides methods for performing evaluations, since evaluations are an integral part of
assessment.

In preparing the assessment, it may be discovered that the definition of the system is too
narrow. For example, a facility with two or more revisions of the control systems sharing
resources, e.g., a network, should consider issues of co-existence and inter-operability. In this
case, the system to be investigated should not be limited to the “new” BCS; it should include
both. That is, it should change the boundaries of the system to include enough of the other
system to address these concerns.

The part structure and the relationship among the parts of IEC 61069 are shown in Figure 1.
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/ IEC 61069: Industrial-process measurement, control and automation — \
Evaluation of system properties for the purpose of system assessment

Part 1: Terminology and basic concepts

* Basic concept
Objective
Description of system
System properties
Influencing factors

Part 2: Assessment methodology

e Terminology
- Commonterms
- Terms for particular part

* Generic requirements of procedure of assessment
- Overview, approach and phases
- Requirements for each phase
- General description of evaluation techniques

A

Parts 3 to 8: Assessment of each system property |

* Basics of assessment specific to each property
- Properties and influencing factors
* Assessment method for each property
* Evaluation techniques for each property
|

\ L

Figure 1 — General layout of IEC 61069

o
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INDUSTRIAL-PROCESS MEASUREMENT, CONTROL AND AUTOMATION -
EVALUATION OF SYSTEM PROPERTIES
FOR THE PURPOSE OF SYSTEM ASSESSMENT -

Part 2: Assessment methodology

1 Scope

This part of IEC 61069 specifies the methodology in the assessment of a basic control system
(BCS) based on the basic concepts of IEC 61069-1.

It describes the method for analysing, weighing the relative importance of the various system
properties and influencing factors, and determining an assessment program.

2 Normative references

The following documents, in whole or in part, are normatively referenced in this document and
are indispensable for its application. For dated references, only the edition cited applies. For
undated references, the Ilatest edition of the referenced document (including any
amendments) applies.

IEC 61069-1:—1, Industrial-process measurement, control and automation — Evaluation of
system properties for the purpose of system assessment — Part 1: Terminology and basic
concepts

3 Terms, definitions, abbreviated terms, acronyms, conventions and symbols

3.1 Terms and definitions

For the purposes of this document, the terms and definitions given in IEC 61069-1 apply.

3.2 Abbreviated terms, acronyms, conventions and symbols
For the purposes of this document, the abbreviated terms, acronyms, conventions and

symbols given in IEC 61069-1 apply.

4 Assessment approach

BCSs are sufficiently complex, so that a totally comprehensive assessment inevitably requires
an expenditure of effort and time that is neither practical nor cost-effective. It is therefore
important to analyse and specify the objectives of the assessment carefully, before an
assessment program is planned.

The mission of the system or class of missions is broken down into tasks.

The task(s) which the system needs to perform should be defined in terms of the selected
BCS, its system properties, and the required functions. This enables the functions required for
the system to fulfil its mission(s) to be specified precisely.

1 Second edition to be published simultaneously with this part of IEC 61069. Documents
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Missions of the system usually require some characteristics of the system which are not
directly related to the tasks of the system. Such characteristics include documentation and
support services.

The assessment program shall be designed with the assessment objectives, the system
requirements and the system specifications. It should be prepared in advance.

NOTE In certain cases, e.g. a regulated application, it may be necessary that the assessment be designed and
performed by an independent party.

In the absence of a mission, no assessment can be made; however, examination of the
system to gather and organize data for a later assessment is possible.

5 Assessment method

5.1 Overview
511 General

The details of the assessment program shall be derived from consideration of the assessment
objectives (as stated in 5.2) and the following inputs:

— System Requirements Document (SRD), and
— System Specification Document (SSD).
NOTE 1 Systems Requirements Document is explained in Annex A.

NOTE 2 System Specification Document is explained in Annex B.

The assessment correlates items of the system requirements document with the system
specification document guided by the assessment objective.

If at any phase of the assessment information from the SRD or SSD is missing or incomplete,
the originators of the SRD or SSD should be consulted with specific questions to obtain the
required further information.

The assessment method is a tool to be utilized during the life cycle of BCS. Yet the life cycle
is out of scope of IEC 61069-2. Still during the development of a BCS and defining its
assessment, the overall BCS life cycle should be taken into account.

Assessments for every relevant stages of the life cycle should be planned, e.g. commissioning.

5.1.2 Phases
The assessment consists of the following phases:

— Defining the objectives of the assessment;
— Design and layout of the assessment;

— Planning of the assessment program;

— Execution of the assessment;

— Reporting of the results.

The phases and their respective inputs and outputs are shown in Table 1.
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Table 1 — Assessment phases, inputs and outputs

Phase Input Output
Defining the objectives of the SRD and SSD (Documented) Objective of the
assessment assessment

Assessment protocol

Design and layout of the Objective of the assessment Assessment specification
assessment
SRD
SSD
Planning of the assessment Assessment specification Assessment program
program
Execution of the assessment Assessment program Result of the evaluations
Reporting of the results Result of the evaluations Report of the assessment

5.2 Defining the objectives of the assessment

The objectives of the assessment shall be stated and documented prior to the start of the
assessment as a foundation for planning and preparation of the assessment program. They
should be stated clearly and carefully.

These objectives form the basis of the guiding principles throughout the assessment by:

e determining the scope,

e the nature of the evaluation,

o the depth of the evaluation to be carried out,

e the measurements and observations to be made,

e the type of reports to be produced.

The objectives govern the cost of the assessment and the resources required to conduct the
assessment.

It is therefore of utmost importance that the objectives and the scope of the assessment are
well-documented and agreed upon before the assessment program is further developed.

Description of the magnitude of BCS change requiring a reassessment should be defined, e.g.
BCS expansion.

Updates of the assessment, during the BCS life cycle, regardless of changes/expansion,
should be defined/scheduled, e.g. after 10 years of operation.

The authority(ies) who may require an assessment or re-assessment should be defined.
Additionally the authority(ies) who approve assessments or re-assessments should be defined.

During the assessment, reviews should be carried out at planned review points or at pre-
determined intervals. Such reviews should at least be held at the end of each phase.

The objectives of the assessment may be, for example:

— to assess a specific system for a particular mission;
— to assess a variety of configurations of a single system for a particular mission;
— to compare several systems for a particular mission;

— to obtain an assessment of a particular system for general use in a variety of mEs@rsuiments
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— to establish the suitability of a system for a particular mission;
— to establish the suitability of a system for a defined class of missions.

The assessment protocol shall be defined including:

— the assessment authorities for change and release of the assessment program,
— the assessment specifications and the assessment reports,
— the procedures to be followed,

— the contingency actions that are permissible without seeking prior authorization in the
event that the assessment cannot be conducted as planned.

5.3 Design and layout of the assessment
5.3.1 Defining the scope of assessment
5311 System boundary

The boundary of the system shall be carefully defined by identifying "what does and what
does not" belong to the system to be assessed.

The boundary of the system to be assessed shall be defined by taking into account all aspects
of influencing factors described in IEC 61069-1; — ,5.3 . It shall be documented in the
assessment specification.

The system boundary can be physical (e.g. equipment, geography) and/or virtual (e.g.
information, communication).

The objectives of the assessment are translated into a scope of the assessment. In order to
develop the scope, the system properties described in IEC 61069-1; —, 5.2.2 to 5.2.7 shall be
taken into consideration.

5.3.1.2 System configuration

The configuration(s) of the system to be assessed shall be specified in the assessment
specification. Since the configurability of the system itself can be a system property to be
assessed, the configuration of the system where the assessment items are evaluated should
be carefully specified.

If the assessment objective is to assess a specific system for a particular mission, the
assessment shall be carried out on a specific system configuration and this configuration
shall be documented in the assessment specification.

If the assessment objective is to assess the flexibility of a system to meet a broad range of
typical requirements encountered in a specific sector of industry, the assessment shall be
carried out on a range of defined modules that can be configured in a variety of alternative
ways. The range of modules and the variety of configurations shall be documented in the
assessment specification.

A system is sometimes so complex that comprehensive evaluations of all system properties
would not be cost-effective, or even feasible. By careful consideration of the objectives, the
system configuration and the influencing factors, the evaluations can be reduced to include
only those assessment items which are most sensitive for the mission of the system.

5.3.2 System properties and influencing factors

The assessment items required for the assessment shall be specified. The required value or
range of value of each system property and influencing factor shall also be specified.
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Additionally, as far as applicable, influencing factors as described in IEC 61069-1 should be
included.

Each assessment item should be scrutinized to determine whether it influences or degrades
the system in such a way that it hampers or prohibits the correct conduct of other assessment
items.

These considerations shall be documented as an assessment specification to show the
constraints upon the sequencing of the assessment activities.

A convenient way to document the system properties and the influencing factors is in the form
of a matrix, where the cells correspond to the assessment items.

A generic matrix to summarize an assessment is given in Figure 2.

Syst h
Prop};it?en; Functionality | Performance | Dependability Operability | System Safety pr(?pteft'i’es

Influencing
Factors

Mission /
Task

Personnel

Process

Infrastructure

Environment

External
systems

IEC
Figure 2 — Assessment matrix

The assessment items required to be included in the assessment shall be selected and their
relative priorities shall be determined. It can be done using this matrix as a means for
considering each system property and each influencing factor and taking into consideration
the objective of the assessment.

An assessment item can be progressively further detailed by using e.g. groups or sub-groups
of properties, in which the headings of the generic matrix are further expanded into more
detailed system properties and influencing factors.

Assessment items, not relevant for the particular assessment, should also be identified for
later reference, and the reasons for the exclusion should be documented.
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5.3.3 Collation of documented information

The collation is a step of this phase to extract the information which is required to determine
potential candidates of the assessment items. The information provided by this process is
used for design and layout of the assessment.

For the purpose of the collation, the necessary information shall be extracted from the SRD
and the SSD.

The SRD and SSD shall be carefully scrutinized to compile precise and concise statements of
the topics. Example topics include:

— the boundaries of the system,

— the areas of non-compliance between system requirements and system specification,

— the list of required and future tasks,

— the list of functions provided to perform each of the required and future tasks,

— the list of alternative data paths linking the functions to support the required task(s),

— the allocation of the functions to the modules and elements,

— the number of these modules and elements,

— the extent to which these modules and elements are used to fulfil the required tasks,

— the system properties for each of the above functions,

— the influencing factors for each of the above modules/elements.

A list of potential assessment items shall be created from these topics. The assessment items

shall be specified under specific system configuration(s) according to the objective of the
assessment.

Each potential assessment item shall be examined to decide the extent to which this item is
evaluated to obtain the required increase in the level of confidence.

The statements should be described in qualitative and quantitative terms, and, if applicable,
their range of values.

NOTE Examples of collation documentation are provided in Annex C.

Each task to be assessed should be described in terms of its inputs, outputs and operation.

For each input, notes should be made of:

— permissible input states and corresponding permissible output state(s);
— non-permissible input states and corresponding action(s) required.

For each output, notes should be made of:

— permissible output states;
— non-permissible output states and corresponding action(s) required.

For each of the tasks, the following information about tasks should be clearly stated:

— kinds of failures which affect each task;

— permissible frequency of occurrence of each failure;

— action to be taken for each failure;

— maximum time during which the task can be stopped before the module is restored.
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5.34 Documenting collated information

The information collated as stated in 5.3.3 should be documented in a form that can be
manipulated for the process of planning the assessment program.

If information for the collation is missing or incomplete, the required further information should
be obtained from the originators of the SRD and SSD. This further or additional information
should be properly recorded in the assessment specification.

5.3.5 Selecting assessment items
The complete list of assessment items is reduced by considering the following filters:

— importance of the task(s) to the mission;
— existing level of confidence based upon prior knowledge;

— the level of interdependency of different functions, the number of interfaces, the re-use of
the same function in different tasks;

— the global pre-knowledge available and extent to which the knowledge applies to the
assessment item(s).

The relative importance should be evaluated taking into account both aspects of importance
of the task(s) in a particular phase of the system life time and of duration of the phase since
importance can vary depending of the phase.

The existing level of confidence may be based on preceding success of the system in similar
or identical missions, experience with the manufacturer, the experience of users with the
same system type or comparable systems.

Assessment items which are required by international and/or national regulatory bodies shall
be evaluated in accordance with the rules laid down in those regulations.

Assessment items shall include a check that the BCS complies with the national regulations in
force at the site where the system is intended to be used.

5.3.6 Assessment specification

The assessment specification is a document that describes what should be evaluated. The
assessment specification should specify at least the following points:

— the objective of the assessment as stated in 5.2;

— the system boundary as stated in 5.3.1.1;

— the system configuration as stated in 5.3.1.2;

— the assessment matrix as stated in 5.3.2;

— the list of assessment items as stated in 5.3.2;

— the list of tasks as stated in 5.3.3;

— the criteria used for filtering of the items as stated in 5.3.5;

— the referenced standards for each assessment item.

5.4 Planning of the assessment program
5.4.1 Overview

During this phase, an assessment program shall be planned based on the assessment
specification prepared in the previous phase.
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The objective of designing an assessment program is to increase confidence in the judgement
of a system's suitability for the system mission.

The assessment activities shall maximize this increase in confidence, whilst remaining within
defined cost and time constraints.

The assessment program shall specify the assessment activities and their sequence against
a time scale in a manner that enables the assessment to be controlled.

The assessment program shall comprise a set of assessment activities, each of which may be:

— either an observation at system level, or
— observation at lower levels (if necessary down to an individual element) combined with a
synthesis to system level.

The design of the individual assessment activities is dependent upon the system property
being considered.

The assessment program should specify also detail of each assessment activity including:

— type of evaluation technique; and
— tools and utilities required.

The evaluation technique(s) to be used should be selected so that the results can be
compared qualitatively and/or quantitatively against the requirements.

The evaluation techniques selected may be analytical using only system documentation or
they may be empirical, requiring access to an evaluation system. In practice the techniques
selected will be a combination of analysis and empirical tests using the system documentation
and a restricted combination of modules.

The assessment activities shall be planned in a logical sequence abiding by all constraints of
assessment items identified in the assessment specification. For the purpose of selecting
assessment activities included in the assessment program, each potential assessment activity
should be analysed by determining the following aspects.

— evaluation techniques and tools,

— cost and time required to execute,

— importance.

The steps of planning assessment program should be repeated until the program is agreed
upon by all parties involved in the assessment.

5.4.2 Developing assessment activities
The list of assessment activities should be developed based on the following criteria:

— the type of analysis and/or evaluation required to support the assessment;
— the importance of the particular system property to the overall mission;

— the importance of system properties and influencing factors to the mission;
— knowledge and skill required to perform each analysis and/or test;

— constraints on the assessment schedule due to permanent effects that tests of the
performance and other system properties can have;

— technical assessment constraints such as size, weight, availability of utilities, control of
the test environment; and

— availability of the selected personnel; Documents
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— availability of a group of selected operators to perform distinct tasks for observation of
operability;

— tools and utilities required to perform the analysis and tests;
— availability of tools for the assessment activities;

— estimation of cost and time for each of the analysis and test;
— estimated cost and time of the assessment activities;

— priority level for each of the assessment activities;

— level of confidence based upon prior knowledge.

It is sometimes necessary to consider several evaluation techniques, which are mutually
supplementary.

All assessment activities lists shall be combined into the assessment program for the system.

5.4.3 Assessment program
The assessment program should specify at least the following points:

— the evaluation techniques selected as stated in 5.4.1;
— the criteria to be taken into account as given in 5.4.2;
— the assessment activities obtained in 5.4.2;

— the required increase in confidence level;

— the assessment schedule taking account of the possible permanent effects that tests can
have;

— the failure modes to be analysed and/or evaluated and the resulting effects expected;

— the physical integrity and cyber security mechanisms provided in the system.
5.5 Execution of the assessment

The assessment activities shall be performed in accordance with the assessment program
specified in 5.4 and in accordance with the prescribed assessment protocol specified in 5.2.

If and when deviations from the assessment program or the assessment protocol are
necessary, these should be reported in the assessment report and, unless previously agreed
contingency actions can be taken, these shall be approved by the assessment authority.

All observations, measurements, calculations shall be recorded at the time they are made for
the assessment report.

5.6 Reporting of the assessment

The conduct and results of the assessment shall be documented in an assessment report.
The assessment report should accurately, clearly, unambiguously and objectively present
the objective, the results and all relevant information of the assessment.

The assessment reports shall include at least the following information:

— the title of the assessment report;

— aunique identification for the report;

— the date of issue;

— the name of assessment authority;

— the reference to the assessment specification described in 5.3.6;

— the reference to the assessment program specified in 5.4.3; Documents
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— the system configuration such as type and number of input/output, scan rate required,
system mission, tasks and functions;

— characteristics of the mission such as type of process in the case of assessment for a
particular mission;

— a description and identification of the system assessed, including a list showing the
hardware with model numbers and the software used with release date;

— a summary of the salient points arising out of the assessment and the conclusions
reached;

— an account of the procedures, methods, specifications and tests (preferably summarized
in a matrix and supplemented by referenced documents);

— reasons to have selected the particular assessment items to evaluate, and reasons to
have not selected other assessment items;

— any deviations from the assessment program (additions or exclusions);

— measurements, tests and derived results supported by tables, graphs, drawings or
photographs as appropriate;

— failures observed;

— a statement of the measurement uncertainties;

— a statement as to whether or not the system complies with the requirements against
which the system was assessed including a statement of any discrepancies.

The format of assessment report should be standardized to facilitate comparison of
assessments of different systems. The results of the assessment should be supported by
appropriate form of information such as lists, matrices and graphs.

Corrections or additions to the report after its issue shall be made only by a supplementary
report, referring to the original report identified by its title and number. This supplementary
report shall meet the same requirements as the original report, if it is applicable.

6 Evaluation techniques

The evaluation technique(s), to be used, shall be selected so that the results can be
compared qualitatively and/or quantitatively against the requirements defined in the system
requirements document, with the required level of confidence in the evaluation.

The techniques selected can be analytical, using only system documentation and prior
evidence or data, or in some cases, they can be a combination of an analytical and an
empirical techniques, requiring access to an evaluation system.

In practice the techniques selected are a combination of analysis and empirical tests using
the system documentation and a (restricted) combination of modules.

For this purpose, a model of the system should be assembled with a selection of functions of
the system, which represents the tasks to be performed sufficiently close and illustrates in
detail the two-way communication means provided at the human-machine interface.

NOTE An example of a model is described in IEC 61069-4:—2, Annex D.

2 To be published simultaneouls with this part of IEC 61069. Documents
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Annex A
(informative)

System Requirements Document (SRD)

A.1  Overview

Annex A describes a method of developing and reviewing SRD, including check points for
each system property.

A.2 Analysis of system mission

A.2.1 General

To assess a BCS, it is necessary to establish the system mission.

The system mission can only be properly defined if the system is considered in its context,
i.e. the personnel, the process to which it is related, any other related systems as well as
the environment in which it operates.

The activities mentioned in A.2.2, A.2.3, A.2.4 and A.2.5 result in the system requirements
document (SRD).

A.2.2 Formulation of system mission

The objective at this stage is to define the mission of, and not the role to be performed by,
the BCS.

The description of the mission should state what is to be achieved, not why and how it is
to be achieved.

The mission should be elaborated by describing its phases. These may include:

— initial configuration and commissioning of the total facility comprising personnel, plant,
BCS, and other systems that will be used to accomplish the mission;

— configuration or set-up for specific production runs;

— production, which may involve steady continuous operation or programmed sequences of
sub-operations;

— change-over from one production run to another;

— emergency shutdown or transition to a safe holding state;

— normal shutdown;

— updates and changes to the system to incorporate new tasks or functions;
— de-commissioning of the system after its operational phase.

Although not always obvious, the system generation, commissioning and decommissioning
phases are important phases and can form part of the system mission.

A.2.3 Analysis of system mission into tasks

To achieve the mission, the BCS needs to perform specific tasks and/or have specific
system properties associated with each of the mission phases identified above. These
phases are examined to define the tasks that the system is required to perform.
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Tasks, within a phase, may be, for example:
— monitoring and centralized display of monitored values, which may include processing
of the measured variables to derive values of mission variables;

— activating a specific phase in the process in accordance with manually entered or
automatic commands;

— automatic process control, e.g. automatic control of an individual process variable;
— interlock control between process variables;
— automatic initiation and execution of a phase.

The BCS may be required to perform any of the specific tasks either completely or partially,
i.e. a task shared with another system or personnel.

Each task is defined in sufficient detail to make clear the extent of the task assigned to the
BCS.

For each of the tasks, the requirements should be defined in terms of functionality,
performance, dependability, operability, system safety, and/or other system properties, e.g.
quality assurance, after sales services, etc.

It should be noted that at this stage the objective is to define the tasks of the system, not
the functions of the system.

A.2.4 Assignment of relative importance to tasks

The dependency of the mission upon each of the tasks should be considered at this stage.
Tasks should be classified into at least groups of importance to the mission:

— essential: tasks that are essential to accomplish the mission;

— significant: tasks that are not essential, but have a significant effect upon the cost-
effectiveness of the mission;

— desirable: tasks that are desirable but have little quantifiable effect upon the mission.
A.2.5 Defining influencing factors

The correctness of the execution of each of the tasks required to fulfil the mission can be
impaired by factors which influence that execution.

At this stage, it is necessary to consider, for each of the tasks, the factors which might
influence the required criteria for that task.

A.3 Review of system requirements document (SRD)

The guidance about check points of the system requirements document for each type of
property is provided in Annex A of the part corresponding to the property.

The effectiveness of the assessment is dependent upon a comprehensive statement of
requirements.
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Annex B
(informative)

System Specification Document (SSD)

B.1 Overview

Annex B describes method of developing and reviewing SSD, including check points for each
system property.

B.2 Development of system specification document

B.2.1 General

The starting point for specifying the SSD is the SRD as broken down into tasks with
assigned relative importance.

From this and the mapping of the tasks on the functional model (see 5.1.1 and
IEC 61069-1:—, Figure 4), it will be possible to derive a system implementation, which sets
out to address the system requirements.

During the assessment phase, the system proposed by SSD will be compared with the
detailed mission statement as laid down in the system requirements document.

In order to enable effective analysis of compliance with the system requirements, it is
important that the specification of the system proposed identifies various key points. These
are examined in detail in B.2.2 to B.2.7.

The activities, mentioned in B.2.2 to B.2.7, result in the system specification document.

B.2.2 System overview

The intent of the overview is to relate the system implementation to the system mission as
reflected in the SRD.

Similarly as the mission can be broken down hierarchically into tasks, the system to be
assessed can be hierarchically decomposed into modules and elements.

It is envisaged that the decomposition leads to overview diagrams and supplementary
descriptions.

These should at least contain information on the following subjects:

— all modules interfacing to the process, to the operator, to external systems, etc.;

— communication modules;

— application processing modules;

— interaction between modules, and

— relative and absolute distances and locations of modules.

For the decomposition it is important to know that the majority of modern BCSs are based on

a hybrid-architecture, composed of a combination of separate measurement and control
equipment and related software.
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B.2.3 Defining system boundaries

A system has several distinct boundaries, namely, to the process, to the utilities supplying
the energy, to the environment in which the system is placed, to other connected external
systems and to the system users (operators, maintenance personnel).

The boundary of the system is carefully defined by identifying "what does and what does
not" belong to the system to be assessed, taking into account at least the following
considerations:

— The boundary to the process can be placed so as to include or exclude signal
conditioners, galvanic isolators, marshalling units, cables, input/output devices such as
sensors and final control elements, etc.

— The boundary to the utilities is defined to take into account the equipment from different
manufacturers such as those for uninterrupted power supplies, batteries, filters,
regulators, etc., each of which can supply all or part of the system including the sensors
and final control elements.

— The boundary to external equipment should take into account the required interfaces,
communication functions, cables, etc.

— The boundary to the environment should take into account the physical distribution of
the modules and elements, which may be placed in an air conditioned room, in an office
environment, in the process area or directly on the process equipment itself, etc.

— The boundary to the human interface is particularly important when assessing the
system dependability, since operational and maintenance personnel have an important
role to play in the completion of the intended mission. The interaction of people and
system takes place at several levels of the control hierarchy and depends highly on the
mode of operation under consideration and involves all hardware and software modules
of the system.

— Although it is not obvious, the tasks themselves are external to the system boundary. The
influences of imposing, modifying and adding tasks are important aspects in the
assessment of the system "flexibility and expandability" properties.

When the assessment objective is "to obtain a comparative assessment of different
systems", it might not be possible to define the boundaries in exactly the same manner
for each of the systems to be compared if these systems have a different functional scope.
In this case, other equipment, foreign to the system under consideration, should be added
to make the comparison possible. A specific note should be made of the equipment
added.

B.2.4 Specification of system

The intent of the system specification is to provide the precise numerical, operational and
relational data for the proposed system implementation.

It should typically contain:

— acomplete list of all modules and elements;

— product specifications for each type of module and element, giving general, functional and
technical specifications, and including environmental specifications;

— detailed interconnection diagrams identifying and further specifying the interconnection
and intercommunication between individual module(s) and element(s), including
redundant pathways, if applicable.

B.2.5 Description of system operation

The intent of the description of the operation of the system is to indicate in a systematic
manner how the individual tasks are performed by the proposed system.
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This systematic description should be on a task-by-task basis and typically contain:

— alist of the functions proposed to perform each task;

— a commentary showing, for each task, the way in which the proposed modules and
elements provide these functions.

The level of detailing the implementation of the task(s) and the extent of subdivision into
modules and elements should be only that which is necessary, yet sufficient to demonstrate
that the requirements are met.

B.2.6 Statement of system implementation rationale

For the purpose of the assessment, the definition of the system implementation should be
supported by statements of the underlying rationale.

Such statements should address one by one each of the properties (see 5.2) relevant for the
system mission and provide additional information relating to the rationale of the system
implementation to the achievement of the required system properties. This might include:

— reasons for selection between alternative solutions;
— supporting data (e.g. field experience), calculations, etc.;
— supporting test reports.

B.2.7 Statement of compliance with system requirements

Explicit statements are made for each of the system requirements not matched by the
proposed system, defining the nature and the extent of the non-compliance.
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Annex C
(informative)

Examples of collation documentation

C.1 Overview

Annex C provides examples of collation documentation.

C.2 Example of furnace control documentation

c.21 Schematic of task

Figure C.1 shows a "master-slave control" for a furnace control documentation.

Set-points (SP1,2)

Measured value (MV1) Ct?lntrlgl — Output values (OV2, 3, ..., N)
I— oc
Measured value (MV2) ce1,2 Output value (OV1)
Measured value (MV3)
IEC
Figure C.1 — Control block

CB1 and CB2 are the PID parameters of the control blocks.
Cc.2.2 Task definition
c.2.21 Control and/or calculating algorithm
Temperature control . OV1 = function [MV1,SP1 and CB1 (parameters PID)]
Fuel-gas control . 0V2 = function [function {MV2, MV3}, SP2/0V1 and CB2 (parameters PID)]
Fuel-gas throughput : 0OV3 = function {M2, M3} = constant [square root {(MV2*MV3}]
Temperature alarm . 0Ov4 = 1 pour M1 < k degrees Celsius

C.2.2.2 Importance to mission

Task is of prime importance to the mission.

C.2.23 Boundary of the system

The system should include all modules and elements that allow the task as described to be
fulfilled. The controlling elements (control valves) and sensors are outside the scope.

c.2.3 Input characteristics
Measured value 1 . Measurement : temperature
(MV1)
Type : thermocouple
Characteristic : type J iron/copper-nickel
Standard : IEC 60584-1
Engineering units : degrees Celsius
Measured value 2 . Measurement ; differential pressure D
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